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Recent advances in deep learning have enabled data-driven controller design for autonomous systems. However,
verifying safety of such controllers, which are often hard-to-analyze neural networks, remains a challenge.
Inspired by compositional strategies for program verification, we propose a framework for compositional
learning and verification of neural network controllers. Our approach is to decompose the task (e.g., car
navigation) into a sequence of subtasks (e.g., segments of the track), each corresponding to a different mode of
the system (e.g., go straight or turn). Then, we learn a separate controller for each mode, and verify correctness
by proving that (i) each controller is correct within its mode, and (ii) transitions between modes are correct.
This compositional strategy not only improves scalability of both learning and verification, but also enables
our approach to verify correctness for arbitrary compositions of the subtasks. To handle partial observability
(e.g., LIDAR), we additionally learn and verify a mode predictor that predicts which controller to use. Finally,
our framework also incorporates an algorithm that, given a set of controllers, automatically synthesizes the
pre- and postconditions required by our verification procedure. We validate our approach in a case study
on a simulation model of the F1/10 autonomous car, a system that poses challenges for existing verification
tools due to both its reliance on LiDAR observations, as well as the need to prove safety for complex track
geometries. We leverage our framework to learn and verify a controller that safely completes any track
consisting of an arbitrary sequence of five kinds of track segments.
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1 INTRODUCTION

Deep reinforcement learning is a promising approach to solving challenging control problems, such
as control from perception [46], multi-agent planning problems [43], autonomous driving while
interacting with humans [15], or planning through contact such as walking [17] or grasping [10].
The basic premise is to learn a neural network (NN) controller directly mapping observations
to actions. However, ensuring safety in these settings is challenging due to the complexity in
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formally reasoning about NN models. For instance, small perturbations in their inputs can lead to
unexpected changes in their outpub@ and this can adversely a ect control performancéd?.
Thus, it is critical to formally verify the safety of the NN controller to guarantee safety under a
wide range of inputs and operating conditions. Even learning NN controllers for complex tasks
remains challenging41, 45 51], since existing approaches do not scale beyond tasks with short
planning horizons.

As a consequence, there has been a great deal of interest in safe reinforcement leatidglg
and verifying that the learned NN controller satis es a given safety proper88[4. We focus
on closed-loop safety, where the goal is to ensure that the controller, composed with a model of
the robot dynamics and its environment, is safe over the entire planning horizon e.g., that an
autonomous car does not run into an obstacle, or a walking robot does not fall over. We consider
the setting where the NN controller is learned in simulation, and the goal is to verify the learned
controller.

Fig. 1. An overview of our compositional learning and verification framework.

A key challenge in achieving this goal is proving safety for the full closed-loop system. One
approach is to unroll the safety property over a nite horizor3f. However, this approach becomes
intractable as the planning horizon becomes large. In particular, existing veri cation algorithms
rely on overapproximating the dynamicslf, and the approximation error accumulates over
the horizon. Thus, very precise abstractions are required to verify safety for long horizons. An
alternative approach is to establish the existence of an inductive invariant such as a Lyapunov
function [18 67 or a control barrier function p, 57]. This strategy reduces the problem to a
veri cation problem over a single step, since it su ces to prove that a candidate invariant is
inductive and that it implies safety. However, establishing such an invariant can be intractable
for high-dimensional state spaces, especially when using neural network controllers with many
parameters.

These challenges are further exacerbated for real-world robotics systems, which are typically
only partially observable (e.g., the inputs to the NN are LIiDAR scans), and the geometry of the
environment is a priori unknown (e.g., the robot is acting in a building with an unknown layout of
hallways).

To address these challenges, we propose a framework for compositional learning and veri cation
of NN controllers (Figure 1). Our framework is inspired by classical techniques such as Hoare
logic [34] for compositional program veri cation. The idea is to verify a program by decomposing
it into modular components, devising veri cation conditions (VCs) for all components that su ce
to prove safety, and then proving that each VC holds for its respective component.

1Although the proposed framework can be used with any veri cation tool, we use Veri&g for closed-loop veri cation.
Since Verisig supports fully-connected NNs with sigmoid/tanh activations, we focus on this class of NNs as well.

ACM Trans. Embedd. Comput. Syst., Vol. 1, No. 1, Article 1. Publication date: January 2021.



Compositional Learning and Verification of NN Controllers 1:3

In particular, our framework leverages this strategy to both learn an NN controller to solve a
given control task and verify the learned controller. First, we decompose the task into a sequence
of sub-tasks, where each sub-task is associated with a precondition (e.g., the region of the state
space where the robot starts) and a postcondition (e.qg., the region where the robot ends up). This
decomposition is designed to satisfy two properties:

Mode safety and progress: For any single sub-task, using the NN controller from any
state satisfying the precondition should safely transition the system to a state satisfying the
postcondition within some bounded number of steps.

Switching safety: The postcondition of one sub-task should imply the precondition of the
next.

As long as these two properties are satis ed, the NN controller is guaranteed to be safe for the entire
planning horizon. Furthermore, these two properties are su cient to guarantee a particular liveness
property which states that any nite sequence of sub-tasks will be completed eventually. Intuitively,
our strategy combines veri cation over a nite horizon (i.e., mode safety) with establishing inductive
invariants (i.e., switching safety), except that the inductive invariants are established at the level of
sub-tasks rather than individual steps in the system. Formally, we model the system as a hybrid
automaton p, 7, 53 i.e., a model of the system is a set of modes of operation, with di erential
equations specifying the state dynamics of each mode; in our approach, the discrete transitions
encode switching from one sub-task to the next. Many practical control tasks can be decomposed
in such a way e.g., navigation problems can be decomposed into sequences of sub-goals.

Given a hybrid automaton, our framework performs the following steps:

Compositional learning: First, it learns a separate NN controller for each mode, using
shaped rewards to encourage it to satisfy mode safety and progress. An added advantage of
this approach is that we can use simpler NNs that are easier to both train and verify.
Pre/postcondition synthesis: Next, it synthesizegandidate pre/postconditiofi®., a can-
didate pair of pre- and postconditions for each mode) that satisfy switching safety and are
consistent with a set of traces obtained by simulating the system with the learned controllers.
Compositional veri cation:  Finally, it uses hybrid systems veri cation toolslp, 3§ to
independently check mode safety and progress for each mode.

The second step builds on recent work on invariant synthed4]] In particular, our synthesis
algorithm uses testing to identifyimplication examplethat connect the di erent (pre/postcondition)
sets, and then tries to synthesize candidate pre/postconditions consistent with these examples.
One challenge is that in partially observed environments, the controller may not know when one
sub-task has been completed and/or what the next sub-task is. To address this issue, we additionally
train a mode predictomvhich is a separate NN that predicts whether the postcondition for the
current sub-task holds in the current state and if so, predicts the next sub-task. This mode predictor
is incorporated into the overall controller. To ensure correctness, the safety and progress conditions
are veri ed with respect to the full compositional controller (including the mode predictor). For
instance, consider a robot navigating in a building with an unknown layout; then, it may not know
if the next segment is to go straight, turn left, or turn right. Our approach naturally handles this
setting since it proves safety for arbitrary compositions of the sub-tasks as long as the switching
safety property is satis ed. Thus, the sequence of sub-tasks can be chosen dynamically based on
observations of the environment e.g., if a robot comes to a left turn at the end of a hallway, then
the mode predictor would determine that the next sub-task is to make that left turn. Therefore, our
framework enables us to learn and verify a controller that generalizes to multiple tasks composed
of the same set of sub-tasks.
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Fig. 2. Dierent types of track segments.

() (b) (©)

Fig. 3. Example tracks decomposed into segments.

We evaluate our approach on a challenging benchmark namely, a simulation model of the F1/10
autonomous racing systend], where the goal is for an NN-controlled car to complete a track
without crashing into the walls. Verifying safety for this system has received recent attent&sh; [
however, these approaches do not scale to verifying safety beyond short time horizons on a single,
prede ned track, due to two main reasons. First, the controller must rely on high-dimensional
LiDAR observations of the environment, which poses challenges for scalability. Second, we ideally
want to ensure safety for a wide variety of complex track geometries. As a consequence, this system
is beyond the reach of existing state-of-the-art veri cation techniques.

We demonstrate that our framework can successfully learn and verify an NN controller for this
system, by decomposing tracks into sequences of individual segments. In particular, we consider
sub-tasks that include going straight or executing four di erent kinds of turns, and verify safety
for any sequence of such sub-tasks. We also provide evidence that training a monolithic controller
for an example track is signi cantly harder than our compositional learning approach.

In summary, our contributions are:

A framework for compositional veri cation of NN controllers for hybrid systems (Section 3).
An algorithm for automatically inferring pre/postconditions given a controller, as well as a
compositional learning algorithm for training .

An extensive evaluatiohvia a case study based on a model of the F1/10 autonomous car
(Sections 5 & 6).

2 OVERVIEW

In this section, we give a brief overview of our approach using the F1/10 autonomous racing system
as a motivating example.

F1/10 carThe objective is to safely navigate the autonomous F1/10 car along a racing track to
complete a lap as quickly as possible. The safety property states that the car should not crash into
the track walls. Ignoring modes for now, the state spac&is R* (a stateG2 X denotes the 2D
position, speed, and angle of the car), the action spadé is R? (an actionD 2 U consists of
acceleration and steering angle), and the dynamics are the bicycle dynamics [58].

We assume the track is decomposed into a sequence of segments, where each segment is either a
straight track, a left/right turn, or a sharp left/right turn as shown in Figure 2; these are the ve

20ur implementation is available at https://github.com/keyshor/autonomous_car_veri cation.
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(a) A LIiDAR scan. (b) Di erent regions in the segment.
Fig. 4. A sharp right turn.

modef the system. Our goal is not to learn and verify a controller for a given speci ¢ track, but
rather to learn and verify a controller that works foall tracks constructed by composing these
segments. Some example tracks are shown in Figure 3.

The F1/10 car observes its environment with a LiDAR sensor, which uses laser rays to determine
the distance to the nearest obstacle along di erent directions. In particular, it produces an obser-
vation>2 O R, where eachrg 2 R corresponds to an angle 2 » 135135/and denotes the
distance from the car position to the nearest wall in the direction k, whereo is the angle the
car is currently facing. An example of a scan is shown in Figure 4a; each green point is the obstacle
observed by one of the = 1081LiDAR rays.

Control problemOur goal is to learn a controllec : O ' U that maps LiDAR observations to
actions. Designing a safe controller for the F1/10 car is challenging due to the high-dimensional
observation space. One approach is to train a neural network (NN) contrallesing reinforcement
learning, and then verify post-hoc that is safe. This technique has been used to verify that the car
can safely navigate a right turnd9. However, existing veri cation approache2p 38 68 do not
scale to more complex tasks such as the tracks in Figure 3 even when the track is known ahead of
time due to the long planning horizon.

Compositional veri cation (fully observedor now, let us assume that the controlleris given
and that the state is fully observed, and describe how we verify thas safe. We also assume
that we are given gre-regiorand apost-regiorfor each mode, which are subsets of the state
space such that the car always starts in the pre-region of the mode and ends in its post-region.
Intuitively, membership in the pre-region (resp., post-region) corresponds to the precondition (resp.,
postcondition) for that mode. An example of the pre- and post-regions for the sharp right turn
mode is shown in Figure 4b. These regions are chosen so that the system immediately and safely
transitions from the post-region of any mod@to the pre-region of some subsequent mo@ki.e.,
switching safety, If we know the sequence of track segments, then the choic@d$ unique. In
our case, since we do not know the sequence of track segments a priori, we prove switching safety
for everypair of modes@-%@which, together with mode safety and progress guarantees that the
car safely completeany track consisting of an arbitrary sequence of these ve kinds of segments.
Finally, to prove mode safety and progress, it su ces to verify thatsafely navigates the car from
the pre-region of each mode to the corresponding post-region without crashing.

Compositional veri cation (partially observedgri cation is more challenging when the state is
partially observed e.g.,c only has access to LiDAR observations. We assgniedecomposed
into amode predictor together with a controllerc @for each mode@ Then,c usesc® where@s
the predicted mode at the current step.

Importantly, we do not assume that the mode predictor is correct; thuspay use the incorrect
controller. For example, in the case of the sharp right turn, if the LIDAR range is smaller than the
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distance of the corner from the entry region, there will be regions where the mode predictor cannot
distinguish the sharp turn segment from a straight segment using just LiDAR observations (see
Figure 4b). Thus, we need to prove that the full controlteis correct, even if is wrong. This
involves simultaneously reasoning about the controller@’for all modes@® along with the mode
predictor .

Compositional learning/Ve use deep reinforcement learning to train one neural network con-
troller c@for each mode@to drive the car from the pre-region to the post-region. Since the
controller can only observe the LIDAR observations, we also train a mode predictor that predicts
the current mode from the observations. We can do so using supervised learning from observations
encountered while training: @

Importantly, we nd that our compositional approach bene ts not only veri cation but also
learning. In particular, we can train simpler neural networks with fewer parameters, and training
is less likely to get stuck at local maxima that are characteristic of long planning horizons.

Candidate pre/post-region syntheBisally, manually specifying the pre- and post-regions for
each mode can be challenging. We propose an algorithm for automatically inferring these regions.
Our algorithm, based on invariant inferenc@§ 31, 60, alternates between synthesizirgandidate
pre/post-regionthat are consistent with all the example traces generated so far, and generating
new example traces using.

In particular, the synthesis algorithm uses the example traces to identify hotbafe examplds
from which ¢ is known to be unsafe, aniinplication examplels! | © which say that %is reachable
from | usingc. Then, it represents the pre- and post-regions as boxeRinand infers a set of
boxes that are consistent with the identi ed examples. Finally, it uses the inferred pre/post-regions
to try and verify thatc is safe.

3 COMPOSITIONAL VERIFICATION

In this section, we describe our framework for compositional veri cation of controllers. Our model
of the system is based on hybrid automafg 8§, 53 tailored to our setting. We de ne safety and
liveness in our context and show that we can reduce safety and liveness to a set of veri cation
conditions (VCs) that are local to the modes of the hybrid automaton and can be checked using
existing veri cation tools.

3.1 Problem Formulation

Dynamics We consider a hybrid dynamical system with state Z and actiondJ R .We
assume the state space has structdre= Q X , whereQis a nite set ofmodeandX R isthe
continuous component of the state space. We denote the states in @y @=f@ X . Within
a mode@?2 Q, the dynamics are given by a functioh: Z U ! R~; in particular, the system
evolves according to the di erential equatio8'C = 51| 1« D:C° (with respect to timeQ. When
there is no ambiguity, we simply writ@8= 5!+ D°. The mode transitions are given by a relation
T Z Z ,whereanedgé! 192 T means the system can transition from stdteéo statel °.
Weletz =11 22j9192Z s.tl! 192 Tgdenote the set of states where mode transitions
can occur. The mode transitions are assumed taibgenti.e., a mode transition occurs as soon as
the system reaches somhe2 Z ; we assume thaZ is closed so this property is well-de ned.

Intuitively, the corresponding discrete time dynamics are givenlby=1%if 1 | 102 T
andl = '@-<G 5D C otherwise. Note that the mode transitions are nondeterministic,
since the condition ! 192 T may be satis ed by multipld © 2 Z . This nondeterminism is
needed to capture settings where the sequence of sub-tasks is a priori unknown. In our F1/10
example, at a statk about to exit the current mode, transitioris! @ G exist for all modes

ACM Trans. Embedd. Comput. Syst., Vol. 1, No. 1, Article 1. Publication date: January 2021.



Compositional Learning and Verification of NN Controllers 1:7

@ 2 fstraigheleft turne "¢, Finally, our goal is to control the system based on observatires
O R°;in particular, an observation function : Z ! O maps states to observations. If the
system is fully observabld€) can be taken to b& with 1°=1 foralll 2Z.

We formally represent the dynamical system as a hybrid automaton which is de ned as:

De nition 3.1. A hybrid automatorA is a tupleA = 1QeXeU eT Qe 5¢°”

Control.A controller is a functionc : O ' U , whereD=c! 1]°°speci es the action to use in
statel . We useblleceC 2 Z to denote the state reached at tin@2 R o by evolving the system
according to8= 5%lec® 1] °°° Furthermore, let tlsceC Z denote the set of states visited until
timeCi.e., teceC=f5ece®jO0 & @

We decompose into controllersc@: O ' U  designed to be used in mod@2 Q, and amode
predictor : O ! Q that predicts the current mode. Then, we hagé>® = ¢ @>° where@= * 1>°.
We do not assume that the mode predictor is always correct i.e., we may ha¥® = @even
though the current mode i€ < @in which casec would use the wrong controller.

TrajectoriesNext, we describe the space of trajectories that may be generated by a given controller
c. Since the dynamics are continuous-time, the trajectory is a curve in the state space parameterized
by timeC2 R (. However, formally reasoning about this representation is di cult. Instead, we

represent a trajectory as an in nite sequencie= 1l g! @ I 4! @ o ,Wwhere@2 R oforall 82 N.

In particular, an edgéd @ I'g 1in d says that the system transitions frohgto I g 1 in time G. For
clarity, we omit the('s from d when it is not needed. There are two kinds of transitiohg! 1g 1
that can occur:

Continuous transition:  This kind of transition occurs wherig 8 Z . Then, the system
evolves according to the continuous dynamigs.e., 1g1 = 5 gce@, where@j 0. We
assume that no mode transition is triggered i.e5!l g c*€8 Z for all C2 »0» @. We denote
such a transition bylg! s5lg 1.

Mode transition: This kind of transition occurs whemg 2 Z . Then, the system instan-
taneously transitions to somkg ; such thatlg! 1g12 T i.e., @= 0. We denote such a
transition bylg! T Ig 1.

We assume all trajectories aren-Zena.e., ! é:o@ = 1. Itis only necessary to consider Zeno
trajectories if subsequent mode transitions can occur after arbitrarily small amounts of time, which
cannot happen if the system requires a minimum amount of time before triggering the next mode
transition. In our F1/10 example, the car must traverse an entire segment to trigger another mode
transition, which cannot happen arbitrarily quickly since velocity is bounded from above.

Correctness properti&¥e consider a safety property speci ed as a regifigare Z in which
we expect the system to stay. In addition, we assume given a set of initial SEagesZ sarefrom
which we want to ensure safety.

De nition 3.2. A controller c is safefor a hybrid automatonA if for any trajectory d starting
fromlg2 Zg, forall82 N, we havebtl g ce € 2 Z garefor all C2 »0» @/

That is, the system should be safe for the duration of any trajectory generated wsiingm an
initial state. Next, liveness says the system should switch modes in nitely often.

De nition 3.3. A controller c is live for a hybrid automatonA if for any trajectory d starting
fromlg 2 Zo, we havelg! 7 1g 1 forin nitely many 82 N.
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3.2 \Verification Conditions

Our veri cation algorithm reduces the problem of verifying safety and liveness to a set of veri cation
conditions (VCs).

Pre- and post-regionSollowing our compositional approach, our VCs decompose the problem
into properties of individual modes or pairs of modes. For each m@ime assume given pre-
reg|onxge X and apost- reglorP(post X . In addition, we de nez @ pre = @ X,g‘jr)e and

post =f@ x @ post Intuitively, the precondition (resp., postcondition) f@is membership in
its pre-region (resp., post-region). We require that pre- and post-regions satisfy the following
conditions, which we caltompatibility conditions (CCsjnce they are not checked by the veri er,
but are directly enforced when we generate the pre/post regions.

. b
De nition 3.4 (CC 1) We haveZ ¢ @0 z2 pre-
That is, every initial state is contained in a pre-region.
b
De nition 3.5 (CC 2) We have @QZ 4

post
That is, every state in the post-region triggers a mode transition; intuitively, the post-region
should only include states that exit the mode. Now, we have two kinds of VCs:
Mode safety and progress: For each mod@2 Q, the system safely transitions from & pre
toZ gst
Switching safety: Foreach pawofmode@ %@ Qwith amode transitiont@-G * @ G 2
T, the system safely transitions from & post 10 Z ge.

First, our VC for mode safety and progress is:

De nition 3.6 (VC 1) For anyl 2 Zg?e, there existsC 2 R, g such that5teceC 2 Zp@())st’
ece®@ Z gute @and5ilece® 827 forall @2 »0C.

That is,c safely transitions the system from any state in the pre-region of ma@e the post-
region of @The last condition i |s needed to ensure that the system does not trigger a mode transition
Il 192T atsomestat¢ 82 2 post Thatis,5«c+Cis the rst state reached that triggers a mode
transition (such a state exists since we have assu@eds closed).

Remark 3.7.Although VC 1 is local to a mo@® Q, it is a property of the full controller which
includes the mode predictoand controllers @ for all @2 Q.

Next, our VC for switching safety is:

De nition 3.8 (VC2) Foralll 22 & .andalll ! 192 T, we havel 92 deforsome@Z Q.

pos

That is, for every staté in a post-region and every mode transitidn! 19, the target state %is
contained in the pre-region of another mod@.

Together, CCs 1 & 2 and VCs 1 & 2 imply thais safe and live foA . First, CC1 ensures that the
initial states satisfy the precondition of some mo@Then, VC 1 says that the precondition of mode
@mplies the postcondition of mod@ Next, VC 2 and CC 2 together say that the postcondition of
mode@mplies the precondition of another mod@.

Theorem 3.9. Given controllec for hybrid automatorA , if CCs 1 & 2 and VCs 1 & 2 hold, then
is safe and live foA .

We give a proof in Appendix A, and describe how we use veri cation todl§[3§ to verify the
VCs in Appendix B.
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Algorithm 1 Compositional learning and synthesitnputs:Hybrid automatonA and initial
candidate pre/post-regionsg. Output:A veri ed controller ¢ or FAIL Hyperparameterdlumber
of synthesis iterations 2 N.

1: procedure LearnController (A« o)
2: c LearntAe °

3 ¢ SynthesizéA sce °
4: if . =ocethenreturn FAIL
5: if VerifylAece .°thenreturn c
6: return FAIL

7. procedure Synthesize(Aesce )
8: e

9: for 82 f1+"" "¢ gdo

10: [ TestAece ©
11: Infert ©

12: if = ocethenreturn ce
13: return

4 COMPOSITIONAL LEARNING AND SYNTHESIS

Our overall framework is summarized in Algorithm 1. Suppose we are given infir@/post-regions
oli.e., apre- and a post-region for every mod@2 Q. Then, the method consists of the following
steps:

Learning: Train a controllerc that tries to drive the system from every state in the pre-region
of each mode@to the post-region of@where we use the pre/post regions in.
Pre/post-region synthesis: Synthesize new candidate pre/post-regionsfor c.

Veri cation: Use the algorithm in Section 3 with to try and prove thatc is safe and live.

A natural choice for the initial pre/post-regions is to takége =Zo\Z @andz gst =Z \z @
for all @2 Q. The above procedure can fail because of two reasons: either synthesis fails (i.e., no
set of pre/post-regions consistent with the generated examples exists) or veri cation fails. In either
case, we retry the above steps with modi ed rewards for learning and/or a di erent choice of initial
pre/post-regions. In our experiments, we retried our procedure (Algorithm 1) a few (3-4) times with
di erent reward functions until we were able to verify the learned controller.

The subroutine for synthesizing a candidate set of pre/post-regions alternates between the
following two steps:

Testing: Generate new examples using testing.
Inference: Infer a candidate set of pre/post-regionsbased on examplesgenerated so far.
The examples include bothimplication examples! 122 Z 2 such thatl %is reachable from
usingc, andunsafe examplds2 Z that reach an unsafe state using
Below, we describe our pre/post-region inference algorithm (Section 4.1) and our testing algorithm
(Section 4.2), as well as our compositional learning algorithm (Section 4.3).

4.1 Pre/Post-Region Inference

Problem formulationwWe describe our algorithm for inferring pre- and post-regions given a set
of examples. First, we represent the regions using boxes i.e., products of intervals.

| _
Denition 4.1. Aboxl 2 BinR isdenedbyl = g »Gs% R ,whereG ~gforall
82 fl. 7””!. g.
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We synthesize a set of boxes= f1y j U 2 fpresposty &gdenoting the pre- and post-regions of
all the modes. For now, we assume givewer and upper boundge 1 forall U2 = fpresposty &.

As discussed below, these bounds are used to enforce CCs 1 & 2. Then, our goal is to ndloxes
forallU2 satisfyingl] 1y J» such that takingx,gc‘?e = Lipre@ and Xpost = Liposs@ VCs 1 &
2 are satis ed. We denote the set of lower and upper bounds Byand > respectively.

First, we describe the kinds of examples that are available. Examples are states (or pairs of states)
that encode anecessargondition for the VCs to hold i.e., if the invariant does not satisfy an
example, then it cannot possibly satisfy the VCs, but the converse is not true. First, we have states
from which usingc is unsafe.

De nition 4.2. An unsafe examplis a pair'UsGwhereU = pre@2 andG2 X such that
there existaC2 R o with 511@+®c* €8 Z eand 511@+Gce @ 87 forall @2 »0C.

Next, we have examples that correspond to pairs of statasdl ®wherel °is reachable from.

De nition 4.3.  An implication examplés a pairtUs@!t Ue@ with UsY2 andG+&2 X such
that either (i)U = post @andU° = tpree @, with 1@+G * @G 2 T, or (i) U = pre @and
W0 = 1poskt @ and there exist€2 R o with @& = 511@Gce€C2 Z , 1@*BC*C Z gae
and511@«Gce @87z forall @2 »C.

Given these two kinds of examples, our goal is to synthesize a candidate set of boxes that is
consistent with them i.e., it excludes examples that are inconsistent with our VCs.

De nition4.4. Given lower and upper bounds’« ~, unsafe examples and implication examples
, a candidate set of boxesis consistenif the following hold:

ForalltlUe@2 , we haveG8 1.
ForalltUeG!t UG 2 G21y) 21k
ForallU2 ,wehavel] 1y 1J.

Furthermore, is minimal if for any candidate set of boxe§satisfying these conditiond,y Iy
forallU2

Given bounds ?, >, unsafe examples, and implication examples, the Infer subroutine used
in Algorithm 1 returns a minimal consistent candidate set of boxes (if one exists, returning
otherwise).

Algorithm. Next, we describe our algorithm for synthesizing minimal set of boxes given a set
of examples. This algorithm is outlined in Algorithm 2. Our approach is to reduce the synthesis
problem to the following:

De nition 4.5 (Consistent Box) Given positive examples- R, negative examples R
and boxed”+ 1>, the (minimal) consistent bois
G
1 =argmin 1~ G® subj.to -: 1+ 1\- =Zce 1 1 17"
12B 81
That is, the goal is to nd the smallestpox that includes and excludes . This problem can
be solved e ciently in particular, let 1 = &.,>Ge s/%whereG = minf@j&2--g[f Ggand
~s=max@jC2- - g[fgwherel’ = G+ %Then, returnlif 1\ - =oceandl 17,
otherwise, we returnce(i.e., no such box exists).
Our synthesis algorithm initializes positive exampleg = cg and negative examples; to
be the unsafe examples, for ead2 . Then, at each iteration, it independently synthesizes a
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Algorithm 2 Pre/post-region inferencénputs:implication & unsafe examples. Output:Candidate
pre/post-regions . Hyperparamters:?e >

1: procedure Infer ()

2: .

3 for U2 do

4: -y Ce

5: -u f GjiU-G2 ¢

6: while true do

7 for U2 do

8: 1, ConsistentBox- ye-y* 1 L)
9: if 1y = cethenreturn ce
10: k  true

11: for 1Us@!1 UG 2 do
12: if G2 1y and &8 1o then
13 - -wlf Gy

14: k false

15: if kK thenreturn flyju2 g

consistent boxly to be the minimal consistent béxor positive examples ¢, negative examples
- u» and boxed ]« 13}. Next, it handles implication examples irby expanding the sets, for U 2
In particular, it checks if any of the implication examplégle@!1 U@ 2 violate the current
candidate invariant i.e.,G2 1y but G’ 8 1. If so, it requires thats’ 2 10 by addingG’to - ;. It
continues the iterative process until either all examples iare satis ed, in which case it returns
the current candidate boxes, or the consistent box subroutine fails, in which case it retuises
Suppose there exists a set of minimal consistent bokgsj U 2 g. Then, our algorithm
maintains the invariant that the current candidate boxés, j U 2 gare contained in the
minimal consistent boxesi.e.ly 1,forallU2 . Therefore, when dealing with an inconsistent
implication exampletU-G ! 2 UG 2 with G2 1, we can infer that® 2 1, and hence it
correctly adds3 to - ¢ forcing Lye in the next iteration to includeG. Since we deal with any
implication example at most once and we deal with at least one implication example in every
iteration (except the last iteration), we have:

Theorem 4.6. Algorithm 2 terminates after at mossi iterations and computes a set of minimal
consistent boxes if one exists and retagptherwise.

Choosing upper and lower bounémmally, we use the upper and lower bounds to handle CCs
1 & 2. First, CC 1 says that for every stati@+G2 Z o, we haveG 2 1y whereU = 1pres @ Thus,
to ensure this condition holds, it su ces to choosk), such thatxé@ 1], for all @2 Q. Similarly,
Ccc2 sa@}/s that for ever 2 1, with U = 1pose @ we havel@+@G2 Z ; thus, it su ces to choose
15, X “forall@2 Q.

4.2 Testing

Our testing subroutine takes as input candidate pre/post-regiorend uses simulated trajectories
from random start states to try and discover examples that are inconsistent with our VCs. Our
testing algorithm is summarized in Algorithm 3.

SAlthough - y is initialized toce 1y is not empty since it has to contaima.
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Algorithm 3 Testing to check veri cation conditionsinputs:Hybrid automatonA , NN controller
¢, and candidate pre/post-regions Output:Implication & unsafe examples. Hyperparameters:
Horizon) 2 R, o, iterations 2 N.

procedure Test(Aece )
e
for 82 f1s ™" gdo
U ! Ve@® Uniform! °©
| 1 @<BQwhereG P 1,,°
if V= prethen
4 Ll ce) © (stop as soon a8 entersZ )
10 1 @e®=51ece)0
if Z* Zséfethen "7 AddiiUe @
if 1087 ° then ”"Add tUsG! 11 post @ C°
else
101 @d& P 1%11 192Tge
if Ioszgethen " "Add UG ! 11 pres @GP

post

return

Algorithm 4 Compositional learning to try and satisfy veri cation conditiongnputs:Hybrid
automatonA , candidate pre/post-regions. Output:Compositional controllerc.

procedure Learn(A« )
for @2 Qdo
1@ = ?@@ whereG P! liyeg®
AQ = MG 1homa@°
c@ ReinforcementLearnintp® 2:@« AG°
1@ G= 71@?'A where@ UniformQ°% G P ce
SupervisedLearnirigtl % 1| °°
return c

At a high level, it samples trajectoried Z starting from random states = '@+*Gwhere
U=1Ve@® Uniform! ° andG P! 1,°e.g., we can takeP11° to be the uniform distribution
overly. Then, it checks whethex is an unsafe or an implication example that is inconsistent with

;ifso,itaddd to ” and/orl ! 1°(Cisthe last state irZ)to ” , respectively. Finally, it returns
the set of examples which is then used by our pre/post-region inference algorithm.

4.3 Controller & Mode Predictor Learning

We describe our approach for learning the compositional controiewhich involves learning
the controllerc @for each mode@2 Q as well as learning the mode predictor Our approach is
summarized in Algorithm 4.

ControllersFirst, we use reinforcement Iearnlng to learn the controlle®for each mode@We
parameteriz& @ = c@as a neural network: : O 'U mapping observations to actions. The
inputs to the remforcement learning algorlthm are the dynami6€for mode@a distribution?1@
over initial statesG and a reward functiorA: X ! R. For the initial state distribution, we assume
given a distributionP 1.5 @° Over the pre-region of@e.g., the uniform distribution. The reward
function should encourage the system to reach the next region. We can use any reinforcement
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learning algorithm in conjunction with these inputs to leara® We use the twin delayed deep
deterministic policy gradient (TD3) algorithn28, which is a more stable variant of the popular
deep deterministic policy gradient (DDPG) algorithm [48].

Mode predictoiNext, we learn the mode predictor using supervised learning. To do so, we need

to construct a training set consisting of input-output exampless @2 O Q , where observation

>is the input and mode@is the ground truth mode. To do so, we sample states 1@+Gcompute

the observations = 11°, and then construct the training examplés+ @& For the distribution
?11° = ?1@+Tover stated , we use the uniform distribution ove@and the distributionP; e overG
visited by the controllerc@ The reason we use this distribution ov@is that it is the distribution

of Gvalues that the mode predictor will encounter when runnireg Finally, we parameterize
using a neural network, : O Q! » 0 1%i.e., predict the probability, 1@ >° of mode@2 Q
given observatiorr 2 O).

5 SYSTEM MODELING

We brie y describe the F1/10 car model used in our evaluation, and how we train the controllers
c@and the mode predictor.

Dynamics modelMe use the model in39. We use vector notation®2 X and®2 U for clarity.
The car dynamics are given by a kinematic bicycle model with 4D state s@ecéGe~+0°R X
R?, including 2D positiontG+2, orientationo, and velocityE The actions ar@®= 10scf 2U R?,
where0 denotes throttle andj is the orientation of the front wheels. We assume throttle is constant
at0 = 16(resulting in a top speed of 2.4m/s), wherepss set by the controller at a sampling rate
of 10Hz. The dynamics are governed by the following di erential equations (with respect to time):
@8=E coso° BE= 20 E, 2 % 10 2°
. E 1
€=E sinlo® &= - tanlq® @)
where2y = 1'633is the car's acceleration constary, = 0"2is its motor constant?2 = 4is its
hysteresis constant, and= 0"45is the its length. We consider two di erent observation models.

State-feedback systeRitst, we consider a variant of the F1/10 car with state-feedback i.e.,
O =2Z andthe controllec@: Z U  has access to the true state of the car; similarly, the mode
predictor™ : Z ! Q outputs the true mode 1@+G= @ This setting allows us to evaluate the
controllers in isolation of the mode detector.

LiDAR observation modélext, we consider a LIDAR based observation model. A LiDAR scan
consists of a number of laser rays emanating at a range of degrees with respect to the car's
orientation. For each ray, the car receives the distance to the nearest object reached by the ray,
or the maximum LiDAR range of 5m if no obstacle is in that range. The controller has access to
the LIDAR measurements only and cannot observe the position, orientation or the velocity of the
car. Similar to prior work B9, we focus on a LiDAR scan with 21 rays since the complexity of the
veri cation task increases exponentially with the number of rays. More details can be found in
Appendix C.

Tracks.We consider tracks consisting of a sequence of segments, each corresponding to one of
ve modes: right and left 90-degree turns, right and left 120-degree turns, and straight segments.
Each segment is 1.5m wide and is of a xed length. Straight segments can be of arbitrary lengths
but must be su ciently long to allow for an inductive proof of our VCs; see Section 6. The segments
are lined up with the end of one segment meeting the start of the next one. We represent each
segment as having coordinates where the top-most corner is at the origin. Then, a mode transition
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Fig. 5. Regions for training the mode predictor

|1 192 T is an (instantaneous) a ne change of coordinate® bring the car into this coordinate
system. Furthermore, there is a mode transition from any state at the end of any segment to a state
at the start of every segment, thereby modeling all possible tracks in a single hybrid automaton.

Safety.The safety property is that the car should not run into any of the walls. We model the car
as a square of sizd8= 0"15 and the walls as line segments. Then, the car should not intersect the
wallie., X2 =f®2 X j 8F 2 walls|@ " kiGe2 tFeF-%k; W

safe

Controller.For the state-feedback system, each controller has 5 inputsGtaied~ distances to
each of the two corners in the turn and the car's orientation relative to the segment. For LiDAR-
feedback, each controller has 21 inputs corresponding to the LiDAR rays. We use reinforcement
learning to train the controllersc@ We represent the policy as an N&@ = c\@with two fully
connected layers with tanh activations and 16 neurons per layer for the state-feedback system and
64 neurons per layer for the LIDAR system. We use a uniform distribution on the pre-region as
the initial state distribution. We use a reward function that aims to achieve two goals: (i) stay in
the safe region, (ii) stay in regions where we can compose the di erent veri cation results. The
second goal is necessary for our compositional approach to work, since we need the car to visit
the post-region when started in the pre-region. To achieve this goal, we train controllers that stay
in the middle of each segment after turns, with the exception of the sharp turns, where it seems
challenging to train controllers to stay in the middle. More details can be found in Appendix D.

Mode predictoiVe decompose the mode predictor into two parts: (ijpew mode predictor
*?:0 1 Q and (ii) anexit detector @: O ! f 0»1g, one for each mod@ Intuitively, * ? is used to
determine the modé@the system is about to enter; on@s determined, the corresponding®is
run until it predicts that system has exited mod@(at which point™ ? is run again). Since standard
control systems are sampled periodically, ¥etdenote the observation at sampling stepThen,
the output of the overall mode predictor at step @, is de ned as follows:

@ =@: i @uxe=0

@ ="?1>:o if @ 11>, 0 = 1o (2)

where@ = " ?1>°. This decomposition simpli es mode predictor training since each individual
NN is trained either only on data from one mode (in the case & or on data from the pre-regions

of all the modes (in the case of ). Speci cally, we divide each track segment into two regions: one
consisting of the 50cm at the beginning of the segment, and the other of the rest of the segment;
examples are shown in Figure 5. Each exit dete¢t8is trained to predict O (i.e., not exited ) on
LiDAR scans taken in its own modg(both in the beginning region and the remainder region) and 1
(i.e., exited ) on scans from the beginning region of other mo@@s: @ The new mode detector’

4The post-region of one segment is contained within the pre-region of the next segment (after change of coordinates) since
mode transitions are instantaneous and do not involve movement of the car.
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(a) State-feedback system. (b) LIDAR-feedback system.

Fig. 6. Training evolution for state- and LiDAR-feedback controllers. The Compositional” controller curve
shows the combined number of training steps for controllers trained on each individual turn, whereas the
Monolithic" controllers are trained on the track from Figure 3c. All NNs have two fully connected layers,
with the number of neurons per layer indicated in the legend. Results are averaged over five runs per setup.

is trained to predict the mode in which the LiDAR scan was taken, with half the training examples
from beginning regions of each mode and half from remaining regions. This strategy allows the
mode predictor to recover from incorrect predictions by i.e., if @ = ?> °is an error, then @
should predict that@ is wrong at the next step (i.e),@ 1>. _1° should bel) and ask ? to update its
prediction. All NNs have two fully connected layers with tanh activations and 32 neurons per layer.
More details can be found in Appendix E.

Veri cation. We use the Verisig tool3§ for veri cation. Verisig veri es neural networks with
smooth activation functions (e.g., sigmoid, tanh) by transforming the networks into hybrid systems.
The neural network hybrid system is then composed with the dynamics model, thereby converting
the closed-loop problem into a hybrid system veri cation problem that is solved by FI§i6].

6 EXPERIMENTAL RESULTS
We evaluate our framework on the F1/10 car, aiming to address the following research questions:

Can our compositional learning strategy improve the scalability of reinforcement learning?
Can our compositional veri cation algorithm be used to prove that the learned controller
safe and live for arbitrary sequences of track segments?

6.1 Benefits of Compositional Learning

For both state-feedback and LiDAR systems, we trained two controllers: one for the 90-degree right
turn and one for the 120-degree right turn. Since left and right turns are symmetric, we use the
right-turn controller for a left turn by re ecting the observations and negating the control input.
We also use the 90-degree controller in straight segments, since it is able to steer the car close to
the middle.

To illustrate the bene t of compositional learning, we trained a single NN controller for the
full track in Figure 3c. We used increasingly larger NNs (with 32, 64, 128 neurons per layer for
state-feedback and 64, 128 and 256 neurons per layer for observation-feedback); however, none
safely completed a lap in the entire track. Figures 6a & 6b show the performance of these controllers
along with the performance of the compositional controller (the individual controllers combined
with a pre-trained mode predictor) on the full track, as a function of the number of training steps. As
expected, training is fast and stable for our compositional controller, whereas the monolithic ones
are unable to converge to a stable policy. While it may be possible to train a monolithic controller
using a larger NN or a di erent reward function, our results provide evidence that the compositional
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(@) (b) (©
Fig. 7. Example trajectories with LiDAR-feedback using the compositional controller. The color of each
position indicates the mode predictor output.

approach is simpler and requires less expert domain knowledge, both in reinforcement learning
and in the speci ¢ system.

Our compositional controller performs well (and can be veri ed, as shown in the veri cation
experiments below) oll tracks constructed using the ve kinds of segments. Figure 7 shows the
simulated trajectories of the compositional controller on the tracks in Figure 3. While the mode
predictor sometimes predicts the wrong mode when far from the turn, it eventually switches to the
correct one selecting the appropriate controller for the remainder of the turn.

6.2 Pre/Post-Region Synthesis

Our synthesis algorithm is used to compute pre/post-regions for all the modes. We abuse notation
and use-~ to denote the--distance (in meters) from the start of the segment a@atb denote the
distance from the left wall. The synthesized pre-region is the same for all the modes because we
have implication examples from the post-region of every mode to the pre-region of each mode.
The pre-region computed for the LIDAR-feedback system is giverig/>0750"83/~ 2 0024/

02 »5 000425, 0002%andE 2 »2"42"4/4The post-regions are the corresponding boxes at the
end of each segment. For example, the post-region computed for the 90-degree right turn is given
by G2 »8:824/4~ 2 6'67575/0 2 » 0'00420002/andE 2 >2"42'4/,

6.3 Verification Results

We focus on veri cation results for the LiDAR-feedback system; state-feedback is similar (see
Appendix G). Note that verifying safety for the LiDAR-feedback system is challenging due to
multiple discrete computations. First, the controllerhas a discrete internal state due to use of

the mode predictor, which creates additional modes in the hybrid automaton given to Elbw
addition, if a given LiDAR ray can reach multiple walls in a given reachable set of states, then
each case needs to be encoded as a di erent mode of the hybrid automaton. During veri cation, a
reachable set can get split into multiple reachable sets due to case analysis, generating multiple
branchegach of which is a veri cation instance of its own. The number of such branches can
be exponential in the number of modes since branching occurs dynamically as time progresses.
Thus, it is essential to keep the uncertainty as small as possible as reachable sets are propagated
through time. However, closed-loop veri cation tools such as Verisig rely on overapproximating
the system's reachable set, and this approximation error can grow quickly over time. A standard
strategy is to partition the initial set and verify each subset separately. This process can also su er
from exponential blowup, but it alleviates the compounding uncertainty issue. Another bene t of
this partitioning is that we can parallelize veri cation.
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