


We say that algo A is
E- DP if for any pair of

neighboring datasets D, D '
and for any set of possible
output s we have :

tee Pr[A e-54£ Pr C.ALDIESTse
'
PrfALDDes]

7-

• D includes goes data ,
D' does not

• S is set of outputs you are
"worried " about

• Pr E3 overonly $ of A

• For small X , Eun Cltx)



Interpreters
• Suppose Eve sees the output

.

of A and has to guess
whether input was D or D !
Eve may have all kinds of

other data
, computations, etc.

Let 5-set of outputs for which
Eve says

"D "
.
Then

PrfEve says ' 'D " l 'D] I PnfEve says
"

D"LD
'] .

• If PNE ALD ') es) is small , e -g .

* /million , then OK if E is large ,
e.g, E - 10 goes e'%,ee, or = 0.02 .
But if Pr [AID

'les) - Yy , need
C = O , since even eyy y 3/4 .



Randdmizedrespon-ekevsitedE.jo?EPanswer humaine

role 2¥ perp Hp
"

yes
"

" dice
"

I -p coin

→ "
no
"

Utility Analysis :
Pr [ " yes "l yes] =p ta -p>12

Pr [ " yes "lno3= Cl- p) 12
a

.

. If E- true foac of yes then

enfeoffed, = tcptll -plz] t
LI - tht-plz

estimate = tptltp)122
4 solve
for t claim :

It- Elia vptn where
n= population size



Privacyrs:
At locale on individual level .

Prc" yes
" lyes)

KC"yes iynoz
=
Pt (

t-PK
-

Tin
= p
⇒zt

I

2¥pt I
set = ee

, e -- en ( It 2¥p)



Privacy vs . Accuracy
-

For N= 10, 100, 1000, 10K

a-NI LO

n = A
10K

Theoretical Pareto curve
of error vs . privacy !



A More General Tool :

laeeanim
• Consider DBS of the form

It [0.Dn
,
so each person

i is a number Xi

• Want to compute some function
f (E) = FIX,,xz . . . - xn) EIR

e. g . average , median, stolen,
Max , min, etc .

• Neighboring : IGI ' differ
in only one entry Xi

Define sensitivity off as :

Af = Max { HE) -flex}
neighboring
I,I

'



Examples
• f-- ang : Df = Yn (

remember

-

Xi C-Co,B)
• festdev : ✓{Ki -MTH→ Afa Ypg
• f--median :

• f = may or min :

#

Intuition .. At captures extent
of "aggregation " of f
smaller If← more

aggregation
← easier to provide PP



theist-on
• randomly draw a value

V with probability

I ⇒ e-
hellb

(proportional to

• mean a imax = O

• danger 14 less likely
• b r s a parameter
• b→ O : rapid fall-off in Irl
• b→ * : slower fall - off



←
b -- Yz

b
-10

I



Laplace Mechanism .

-

• compute FLI) exactly
• output : flex ) tv
where v is chosen

randomly from
Laplace distribution
with b -- Aflac

• smaller Afllarger E :
tess noise

• larger Dflsmdle- E :
more noise



Privacy: Laplace Mech .
satisfies E- DP. (proof)

Utility
←

:

( output - flat I
stdev of Hea b -- ALI

so if e. g. If -_ Yn , we can

set e-- Ha
,
men b=Y%j¥.

As n-00 ,
{→ O perfect privacy

and it -00 perfect accuracy


