


teacloth-on
• randomly draw a value

V with probability

I ⇒ e-
hellb

(proportional to

• mean a imax = O

• danger 14 less likely
• b r s a parameter
• b→ O : rapid fall-off in Irl
• b→ * :s#ll - off



←
b -- Yz

b
-10

I



Laplace Mechanism .

-

• compute FLI) exactly
• output : flex ) tv
where v is chosen

randomly from
Laplace distribution
with b -- Aflac

• smaller Afllarger E :
tess noise

• larger Dflsmdle- E :
more noise



Privacy: Laplace Mech .
satisfies E- DP. (proof)

Utility
←

:

( output - flat I
stdev of w un b -- ALI

so if e. g. If-- Yn , we can

set E-- Ha
,
then b=rn=¥i.

If e. g. Af - Yoh , set E - Yukie,
then be Yrik
F.

= Yn ' 't



In general, if Df
diminishes with n,

can choose E
s

.t
.

① E → O as a→ a

perfect privacy
② loutput - f too

as n -0
-

perfect accuracy



Proof of Privacy :
-

• fix neighboring I ,I
'

• let A denote Laplace Meek .

• let y be any poss
.

-be output

Then :

YIGAn.IE?f7?y-y=Ibe-IH*-yllb-
÷ e

- l FLI ') -y l l b

= ell f CF) -y l - If#
- y 1)/b
-

call this Z .

claim :

Z E If CI ') -fCI) I



X-ray
Case l :
-Ey FLI)

- minus - = If CI ') - FLI ) l W

--

-

case 2 :

- minus -
= • If CI ') - FLI> I ✓

turns

case 3 :FEET
- minus- ¥ If Cet ) - flat ✓



So then

eltflxi) - yl - IFLI )
-yl)/b

± elftx
') - FLI)l/b

± etdflb (sensitivity)

= e.AT/lDfk7(b=Af/e )
= ee.



Now if S is any set of
outputs 5- { y . . yn , - - - 3

Pr ( Atx) e- 5) = £, P-[ AE)
-y)

E festPr CALI> =y]
=.ee#P-CAIID=yT--eEPrCAlx-Yes] .



More General Methods ?
-

• Laplace great for computing
functions with numeric

inputs (outputs
• What about things like :
-

input --medical, output
-

-
neural

DB network

input-- social , output - clustering
network of users

In put = location , output =
COULD - Ig

& health "hotspots "
data



ework :

• Inputs x (med DBS,
social NW,ele)

• outputs or "solutions
"

y
( NNS, clustering ,

etc)Then fo- auf pair (x,g) ,
let ulx,y) be a function
-

expressing how
" good "

output y is fo- input x .

u for " utility
"



Examines
• u (med DB D, neural net N) =

error of N on D in predicting
disease

• u (soc . net. S , clustering d) =
measure of how well C divides

S into similar groups

• u(loolhealth data D , set
of locations S) =

Measure of how well S

captures density of
infected individuals



Generalized Sensitivity-
Define sensitivity of uh,y) :

Au = Max max Luk,y) - u l
outputs neighboring

Y Inputs xx '

How much can the
utility of y change

by removing your
data from input ?



A More General DP Method :

lponenHalMson
"

Algorithm
"
: On input x , pick

output y randomly according
to the distribution:

Pr [ y 1×72 eEUG.gs/zbu
• input x is given
• utility function is chosen

→ determines All

• E is privacy parameter



Properties of Exp .Mech .

--

Privacy .. Exp .

Meek is E -PP.

( proof: similar to Laplace)

Utility : For input × , let

y¥= arggaxseucx.gs }
i. e y

': is best output (solar
for X .

Then w . h . p . Exp .

Meek . "

outputs y s
. t.

UH, y ) Z uh, y;)
- OLAF) .



Remarks
-

• As with Laplace , if
Au is a diminishing
function of n ,we can

approach perfect privacy
and perfect utility .

as n-00 .

•
"Algorithm

"

: may
be

difficult or impossible
to sample distribution!

• proof of concept, need

bespoke DP also
design




