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doesalgoldata privacy mean ?



doesalgoldata privacy mean ?

·Control of access

·Control of use

· knowledge of access/use
· Freedom from surveillance

· Ownership of data

· Opt in/out
· Anonymity



#rivacyus. Security

· Security : control access

to "raw" data

- Locks,keys, crypto
· Privacy : allow use of

data but control

inferences/exfiltration
-AnonymizationY
differential privacy



#rivacyus. Security

Name Age SSN Major GPA...-

!
Joe 19 547: CIS 2 .7-

Ma-y 18 233-. Math 3 .5
...

Bill 20 113. · English 3.
2...

Eve 17 492- History 3.% --

:↳
A security :

t keep locked,
control

Itgol
access

I privacy :

↳s - modelE

GPA prediction should
not

model reveal Joe's
GPA, Eve's SSN



A Bit of(OldSchool) Crypto
--

· Suppose I want to send

you
a message at so, 13

· We first meet and choose

a random beco, 13
· Later I sand you :

c = ab=if
· You decrypt :

cob = (ab) b
= ad(bb) = a



A Bit of(OldSchool) Crypto
--

· Eavesdropper sees
onlya which is

random

·
"One-time pad"
· Why ? (abb)

(b)
= aga'

· Longer pads for

longer messages/files



Public-keyCrypto
· OTP security is absolute
· But :

-Have to meetprivately
- keys are long
- Every exchange

needs

newdifferent keys
· Public-key crypto :

- separates endde-cryption
- encryption keys public
- security based on
computational hardness
-underlies modern
Internet (e.g.https)



Goldilocks& the 3 Privacys

Anonymization : Not privateenough
(too useful)

Differential Strong

Privacy
· privacy

&) utility

"No Harm
o
Too private

Whatsoever" (not useful)



Fingerprints Triangulations
--

· CDs in 80s ·Netflix Prize

· Fonts ·Latanya Sweeney
· Geolocation · ↳WAS correlations

· Browsing
· Hunch

I
· Stava
· GSK



-Anonymization,aat with
some sensitive dataset

D, transform
to

anonymized versionD

· D- D' by two operations:
- Redaction : remove

entire fields (columns
- Coarsening : reduce

resolution of field





PreciseDefinition

· say D' is K-anonymous
(w.r.t .

certain columns) if

for any tuple
of values

In D,
there are at least

k copies.

· Privacy by confusion ?
· What guarantees does
this give you ?



Enonymization
a

· Pretends D is the

only dataset in
the world

· Has no meaningful
semantics

· Is demonstrably
vulnerable to
reidentification

attacks





Another Try...
--

· Anonymization : no actual

privacy guarantee
· "No harm whatsoever"privacy
· Compare :

!
Let #
⑰ ⑬



· Chance of lany) harm
to you in⑬ should

be identical
--

· Good definition ?

· Let's consider smoking

& lung cancer...



So... What's

a better idea ?

--



MoreRefined Comparison
· Compare :

-E
-

#I Itanente
or↓ alter

El It
↓ /
S z
--
r & rI should be

"Indistinguishable"
W

-
-



Indistinguishability
-

· Intuition : Observer Seein9
only output "Can't tell"

if input was D or D

· But ifr = 1.01 v= 0 . 999,

can tell !

· Example : average salary
· Going to need randomized

algos I probabilistic
indistinguishability



RandomizedResponse (196))
-

Have you deliberately
violated social distancing ?

A answer truthfully
H# answer "yes"

->
T answer "no"

·Privacy : Plausible deniability
· Utility :

Pr["yes" lyes]=12+1
= 3/4

Pr["yes" Ino] = OrWi
= "

Pr["yes]=p(/) + (1-p)()
strue fraction
of violators



Ras an "algorithm-
y n n y n ya ... n yn ...

y
bbdb bbbt

# ① . -.#---6

vip" 191 "you my" "y Myl up" .... " "n" "y".."
"

--
output distribution

↓dea: Output distribution

should be almost the same

if you
are you n.



Sifferential PrivacyI
--

Defn (Randomized) algo A is
=

E-DP if for any neighboring
D &D' if :

Di

is it
↳ "E-close"
--
-

output-
-

space
O



Formally: For any subset
S10 :

PrYAID)es] ze"PrIAlpes]

PrIAIDES]2tPr[AIDEs]
· 2- 0 : perfect privacy
· 6-0 : no privacy

· I as your "privacy
fear"

·portat:Donotpomsea
they are close

· Property of algo,, not data !

· Contrast anonymization



-analysisof I3 be output
of participant i

· Note : for any inputs (y(n),

Pr[010203-on]= Pr[01]Pr[o2]- PrCon]
(independence)

so we can just analyze you.

· Need to relate

Pr["yes"/yes] &Prliyes"(no]
· But Prliyes"lyes]
-Prjiyes"Ing

· e=3
,
d= In(3) 1 . 1

= 3.



212: truth
① %

#
#Siy"(y]= g+ (1-g)/2

= (1+g)/z

Pr["y"/nj = 0+ (1-g)/2
= (l-g)/z

Ratio== e
E

=en()(



General Tools for

Differential Privacy :

TheLaplaceMechanism
-



TheLaplace Mechanism
-

· Consider data XtCo,17 "

· So is data is number Xi

· Want to (DP)compute
some function :

f(x) = f(x,, Xz,. .,Xn) EIR

· E.g. average,median,

sta, max , x,x+ lox+.

· Want a general way
of DP-computing
f(x) accurately



TheLaplace Mechanism
-

·Computef(x) exactly
then "add Noise"

· What kind ? How much ?

· How much ? Define

sensitivity off(x) :

AfE max <(f(x) - f(x)by
neighboring
X,Xe [0, 13m



->heLaplace
Mochasa

· f= average , Af
= In

(I(1 ... 1 - 111 ... 10)
· f=std=:-u)z
Af : /n

· f(x) = max (X ,, . .. Xn) ,DF
= 1

100 ... 0- 00 ... 01)

· f(x) = XiX -- Xn
,
Af= 1

· f(x) = median (x, ...Xn) = 1

# n-2
-

2 I
2



The Laplace Mechanism-
-

·Laplace distribution :

- randomly choose value
v with probability :

-I/b
- b is a parameter

- larger values
of IV

are exponentially
less probable



heLaplace Mechanism

· mean= 0 , variance
= 2b

· larger b: more noise

smaller b : less noise



The Laplace Mechanism-
-

· Finally :
-
-

- compute(x)
- output f(x)+v

where v is Laplace
with b=Af/
* ↑

sensitivity for G-DP
of f



Theorem j Laplace mech .

--

satisfies a- DP.

Proof: Let X,x'Eto,l
=

be neighbors with LM

distributions PX ,Px

For any output value o :

-oFe-If(x)-01/b)
((f(x) -0)- (f(x)-01)/b

= C---
-If(x)-f(x))

#f(x)f(x) I



If(x)) - f(x))/b
↓ e

Af/b
te

= C
af/(D+(a)

= e = v

40
, 02.... 0e3 is a set:

#pos
i=1

e



LM is also useful

E
.g .
if DF= In Laverage)

then b = DF/s= Yu.
-> O as not for

fixed E.

· Af =/ , b = in
· General : any f s.

t.

=

At-0 asn-



General Tools for DP III :

ExponentialMechanism



uplexInputs/Outputs

· Laplace : numbers-number

· What about :

dataset-> decision tree,
neural net,

, ...

sociaork -> clustering

votes ->
chosclideal
outcome

auction bids- winners
Iprices

Can't just "add noise"
to output!



Thesetting
· Input space I

· Output space O
· For XtI

,
0t0

,
notion

of quality on utility of :
u(X,0) EIR

· Examples :

-

- x=dataset
,
o = neural net,

n= error of o on X

- X = votes, o-
outcome,

u= agreement of o on X

- X=bids, o= winners,

u= social welfare



-Settingsrivacy goal is
o
*
= argmaxulx,o
otO

i. e. pick best output.

· But this won't be DP?

· Example : exfiltrating
training data in ML.

· What can we do ?



eralizedsensitivity

· Let's define

Du=maxmaxuk,0) -u(x,o 13
X
,x'Et otp

neighbors

· Howmuch can changing a

single input change the

quality of some output ?

· E.g .
ML : AU= "In

· E.g. average
of X, . . . . Xn : DU = In

· E.g . winning auction

price : An large



The ExponentialMechanism--
· On in put X,output each otO

with probability :

Eu(x,0)/2Al

pols)(x)
E . u(X,0)/2Bu

where z(x)= Ze
OED

· Everyto might

be output, but

bettero more

likely



Mechanism is 5-DPE
-

Zoof: Fubus X,XI,00 :

E .u(X,0)/2Bu

(0) =
e (z(x)

Px(o). u(x,/zau/z(x)
=C
c(u(x,,0) -u(x,03/25

.(i)
↳ e
s(u(x;0) -u(,o) //2Bu (b)

= zau/zau.))
= e

=(
.)



Gu(x!0)/2Au#+,z

↳ [eE(u(x,
)+Bu)/2Bu

-
Gu(X ,

o) /2Bu

Ee Ev(X,)/2Bu

=
C
·bulzbur,labe

= eak
,
and

eare
-



Utilityof Exp .
Mech.
-

· Special case :O finite

· Fix x
,
let EM(x) denote

Exp.
Mech.

·Then with high probability:

u(x,0
+)-m(X

,
EM(x))

↓ (0.

· E.g .
ML : &U= In

,
101=2%,

set-UT



So I
,
0 and u(X,0)

can be anything and

we can be DP!

-
-

What's the catch?



DP Immunity to

Post-processing
-



x-TLEO
↑ ↑
E-DP arbitrary algo
--

Then BlAID also G-DP.

Proof: Eubrs X,X', FotO',=

let T=40t0 : B(o)=0'
Then :

Pr[B(A(x)) =o= Pr[A(x)eT]

↳ePr[AIX)eT]
= ePr[BlA(x))
V



Special case :

- 12

"input was X0= "Input was X'"

Then for small E, have :

Pr[BlA(x)) = "x"] (right)

Pr[BlA(x)) = "x"](wrong)
= 1-PrIBlA(X))) ="X"I
Ori

F(B1A(x))="X"]
+Pr[BlA(X))="X"1

* 1
.

"Not (much) better than

random guessing
"



p=Pr[guess DID], 1- p = Pr[guess DDY

9 : PrSguess D'ID], 1-p= Pr[guess D/D]

By DP: pze"(l-g)
g = ed(l-p)

p+g =
c(2 - (p+g)) : ze4(p+g)G

(1+e)(p+g) ze
E

p +gtze

2----
-----t
0



Pr[BlA(x)) = "X"I
E(l[E)Pr[BlA(x1)) = "X']

EPr[BlA(xi)) = "X"YIE

11

1-PnEBlA(x))= "X"I

Pr[BlA())= "X"Y+
Pr[BlAIXY) = "X'"I
El + E





Composition
Properties of DP
--



Parallel DP Algos
--

· Suppose A, is E , -DP
& Az is E-DP

· A(x)= (A, (x), Az(x))

· Then A is(E+E2)-DP

·Pf: p(0,02)
= p
*01)p
*(02) Pep.

=ep(0)<,p(02)
= ed+E-p(0,02);



GeralComposition
· Suppose your data is in

many datasets X,Xw, Xz....

Y Y
Exxe
#x

↳d d
F X

2
T

↳ d
I
etc.



"Theorem" If there are
&

--

K datasets & algos, each

E-DP
,
then composition

is K :E-DP.

Has led to development
of an also toolkit

for DP.



Applied Case Study
DP Synthetic

Data Generation

-



TheGoal
-

D
E -DP

· D' is a dataset that

is DP but still

"Looks like" D

· Like anonmyzation
but better
=



LooksLike D"

·D'approx .preserves
statistical props of DI

·Conditional queries :

- e.g. fraction ofrows st.

age25/gender=F(job=VP

- e.g.
aug. Salary of same

· Generally low sensitivity
(v(n)

·E query g, want

(g(D)- g(D1)( small



How ?
=

· Generally hand
· Could use Exp.
Mechanism

,
bot..

Instead:
-

·Add Laplace noise
to the g(D)-g(D)

·treat entries of

D'as variables

· Use gradient descent to
reduce max(g(D)-g(D')/

g




















