


Ethical Algo Design

In the

Generative Enc
--



Generative Al
-
-

· What is it ?

· E .g. LhMs

· Next-word prediction
· TrainingIannotation
· History /precursors

· Embeddings
· Autoencoders/decoders



Neural Net Background
-

· single "neuron": on input xel!
output = f (w .x)

= f(u,Xi+ W2X2 +- +WaXd)
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· training : Weights ware

parameters , lossfr is
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Multiple Layers
--
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· params now wi ..
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· still differntiable
Chain rule-backpop)
Keny idea : Intermediate
neurons can learn

newlbetter features



Multiple Outputs
--
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· now outputs are
high dimensional,
still differentiable



Auto encoders
-
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Fairnessin GAI
-

· Compare e.g. group
fairness In
consumer leading

· Fairness in propens ?

· In tone ?

· Biases vs. correlations,

use cases



Toxicity-
· Subjectivity
- context

· Quotations

&) consonship
· Offensive

opinions

· Nuance&
indirection



Toxicity &Fairness
--

· Training data curation
· Must automate

-> human annotation

(unpleasant)
· Train "guardrail"
models

· Apply to training,

prompts &output



In GAIPrivacy
· Regurgition
· Virtual copying

Ce.g. code)

· Stylistic mimicry
(more laten]

· Could do DP model

training , but

impractical
· Robustness to membership
Inference attacks



gright& IP Concerns

· stylistic mining
· Threat to creative

livelihoods ?



copyright&IP
-

· Tech,policya legal
mechanisms

· Content attribution

I compensation
· Machine unlearning
&model disgorgement

-DP

-sharding



AdversarialAttack?

· E .g. image manipulation ,

prompt injection,
data poisoning,
spam filter attacks, ...

· Robust adversarial training :

- instead of minimizing c.g.

& (h(xi) -yi)2
<XisYi]

- minimize something like

max (h(xi +Si)
-y;)

S : //Slka <Xi,:7



PlagianismCheating
--

· College essays,

writing samples, etc.

· Tool us. Cheat ?

· Author verification



Author Verification
--

· Train model to

detect human/GLM

larms race)

· Redlist/gneenlist
lwatermarking)



Hallucinations
--

· plausible but

verifiably wrong
· E.g . Citations



allucinations
· User education

· Independent
verification

· External sources

(e .g. Citation DBs)

· Disclaimers

·Content attribution



A bitmore on hallucinations...

LaidVempala,
MM&MK,HW2)

·stylized facts, e. g.
ImpB records - unambiguous

true/false (also citations)

· schema or tuples :
(author,,.., title,year, journal)

· huge space of
"factoids",

only a fraction are facts

· training data contains

only facts
· safest : only generate
facts from training

· But in ML we want
to generaliz...



MISSingMass Estimation

· How many facts
are

missing in data
?

· Good-Turing : let

[: #facts occurring only
arein training

N

· Then

↓probnextsamea
· Kaloi-Verpala: for any model

hallucination
2 I-model

rate "miscalibration"
Cone measure of
overfitting)



"sruptionto Work

·Passing bar exams,
MBA courses, etc.

· IP concerns again



Job disruption/creation
--

· Prompt engineer
· "English is the

new programming

language"



strongest
defense :

Use case

specialization


