


Algorithmic
Privacy
=



What does algoldata privacy mean ?
#



What does algoldata privacy mean ?
#

-Control of access

• Control of use

• Knowledge of accessIuse
a Freedom from surveillance

• Ownership of data

• Opt in/out

• Anonymity



Privacy us . Security
=

• Security : control access
to "raw

" data

- Locks,keys, crypto
• Privacy .. allow use of

data but control

inferencesIexfiltration
-Anonymization,
differential privacy



Privacy us . Security
=

Name Age SSN Major GPA - r -

JJoe19547-cisz.TTMa-y 18 233... Math 3.5 - - -

Bill 20 713--- English 3.2
- - -

Eve 17 492. - History 3.4 . - .

÷ ÷ : :↳
ins :

↳ keep locked,
control

|AlgoT
access

1-
of
privacy :

Ip model

GPA prediction should
not

model reveal Joe 's

GPA, Eve 's SSN



A Bit of (Oldschool) crypto
=

• Suppose I want to send

you
a message aC- EO, I}

. We first meet and choose

a random b C- { 0,13
• Later I send you :

C. = ato b =§O if a#bI if a -_ b
• You decrypt :

C.⑦ b -- Cato b)④ b

= a (b⑤b) = a



A Bit of (Oldschool) crypto
=

• Eavesdropper sees

only c which is random

•

"One - time pad
"

• Why ? Catob)⑦
(a'⑤b)

= a⑦ a
'

• Longer pads for

longer messages/files



Public - key crypto
I

• OTP security is absolute
• But :
-Have to meet privately
- Keys are long
- Every exchange

needs

new(different kegs
• Public - key crypto :

- separates eatdecryption
- encryption keys public
- security based on
computational hardness

- underlies modern
Internet leg.https)



Goldilocks & the 3 Privacys
=

Anonymization : Not privateenough
(too useful)

Differential
.

.

Strong

Privacy privacy
& utility

"

No Harm
,
Too private

whatsoever
"

(not useful)



"Anonymi'za tion
"

#

•Basic idea : start with

some sensitive dataset

D, transform
to

anonymcred version D
'

• D-oD
'

by two operations:
- Redaction : remove
entire fields(columns

- Coarsening : reduce

resolution of field





A Precise Definition
I

• Say D
'

is K-anonymous
(w.at . certain columns) if
for any tuple

of values

in D ', the-e ane at least

K copies .

• Privacy by confusion ?
* What guarantees does
this give you ?



Anonymirateon . . .
-#

• Is brittle

• Pretends D is the

only dataset in
the world

• Has no meaningful
semantics

• Is demonstrably
vulnerable to

re identification

attacks





Another Try. . .
I

• Anonym ization : no actual

privacy guarantee
•

"

No harm whatsoever
"

privacy
• Compare :

'' '¥¥¥¥÷÷



• Chance of (any)
ha-m

to you in
⑨ 4130 should

be identical
=

• Good definition ?

• Let Is consider smoking

& lung cancer. . .



So . . . What's

a better idea ?

=



AMorekefinedcoa-pa.sn
• Compare :

p D
'

ate

FIE Haya en

te t
r

←→
n
'

r & r ' should be

indistinguishable"

€
"



Indistinguishability
=

• Intuition : Observer seeing
only output

"
can 't tell "

if input was D or D
'

• But if n -- 1.0 d n'= 0.999,

can tell !

• Example : average salary
• Going to need randomized
algos & probabilistic
indistinguishability



Randomized Response (1965)
-_

Have you deliberately
violated social distancing ?

H answer truthfully

④
T

answer "yes
"

→④
→ answer

"
no
"

• Privacy : Plausible deniability
• Utility :
Pr ["yes"lye5f=

'ht 't '12--3/4

Pr ["yes
" Ino] -- Ot 'hi

'IE
'
ly

Prc"yes "]=p(34 ) th-p)(
'4)

Be true fraction
of violators



RR as an
"algorithm

"

#

y n n y n y a
- - -ny n

- - -

y
lo t b t b t b ble lo lo

T④④④④④④l-
b b d lo lo lo lo - -- lo te t - - - lo

un ' '
''
n
' '
"

y
'' "
h
" "

y
" "
h
" "
h
"
- - - -
"

y
" "
n
'' ''

y
''
. -

"
n
"

-
output distribution

1d Output distribution

should be almost the same

if you
are y or

a
.



Differential Privacy
=

Defy (Randomized) algo A is

E-DP if for any neighboring
Del D

' if :

D D '

k t

DA DA
l
. I

so
"

-

output
←

space
→

O



FO-ally.ee For any subset
SEO :

PREACHES] E e'Preaches]

PREACHES]z¥Pr[Alp'> ts]
• E -00 : perfect privacy
• E -00 :

no privacy

• S as your
"

privacy fear
"

• Important : Does not promise
=

AID), ACD'S small, just
that

they are close

• Property of algo, not data !

• Contrast anonymizatioa



DP analysis of RR
-

• Let Oi C- { "yes
"

,

"
no
"

} be output
of participant i

• Note : for any inputs (yln),

Pr [0,0203 - -- on]= PrEo,]Pr[oz]- - -Pr[on]
(independence>

So we can just analyze you .

• Need to relate

Prl"yes "Iyes] & Prc
"
yes
"Ino]

• But Prl"yes
"lyes] = 3/4
- -

Prf"yes
" Ino) 'ly

• I=3 , E-- luc3) y l . I
=3

.



FLIR :

truth

④I
⇒④
#

"

y
"

→
"
n
"

12
Then :

Tpr.-y " ly] -- qtcl
-g)12

= (1+8)/2

Pray " I a) = Ot Cl-83/2=4
-g)12

Ratio = ltfoq =.EE/e--enlittI



General Tools for

Differential Privacy :
The Laplace Mechanism
-_



The Laplace Mechanism=
• Consider data x c-Cool]

"

• So i 's data is number Xi

. Want to CDP)compute
some function :

f-(x) -- f Ix,,Xz.. ., xn) EIR

• E.g. average,median ,

Std, Max , Xixjhtlox?# - - -

• Want a general way
of DP-computing
flx) accurately



The Laplace Mechanism=
•Compute f Ix) exactly
then "add noise

"

• What kind ? How much ?

• How much ? Define

sensitivity of fix) :

DfE Max { IfIx) -fCx 'll}
neighboring
X,X

'
C-Co,13h



The Laplace Mechanism=
Examples :

• f-- average , D
f-- yn

( l l l - - . I → ll l - v - lO )
• f--std-lkn.IM
Af I 'Ira

• f-(x) = Max (x ,. . . . xn ) ,DF
-
- t

(o o - - - o→ 00 . -. O l )

• f-(x) = X, >Xz - - - Xn , Df
= I

• f(x) = median (x.. . . . Xn ) = I

Ez→k#q←no
o_0



The Laplace Mechanism-
•Laplace distribution :

- randomly choose value
v with probability :

÷ e-
Ivllb

- b is a parameter

- larger values
of Irl

are exponentially
less probable



The Laplace Mechanism#

• mean= O , variance
= 2b

• larger b : more noise

smaller b : less noise



The Laplace Mechanism-
• Finally
=

:

- compute #Cx)

- output flx>tv
where u is Laplace
with b= If/q

T T
sensitivity for e- pp
•
f f



theorem : Laplace mech .

satisfies E-DP.

Pf: Let x,x ' C- [0,17
"

be neighbors with Lou

distributions px , Pa . .

For any output value o :

Paco) =#e-
Ifk)-01lb)
-

px.co) ↳ e-
Ifk')-01lb)

= et Ifk
') -ol- Iflx)-d)lb
--
⇐ Ifk ')-flat

ftp..ee#."



± elf(x
') - fix> I Ib

Aflb
k e
af1Latte)

= et. ✓= e
=

If 5- { o,, on. . . . Oe} is a set:

'¥÷i÷÷:÷eEie¥&
,
Px- Coi)

see
.



( Nh is also useful
=

• E.g .
if Df= 'In (average)

then b --Ake Yen .

→ 0 as n-00 for

fixed E .

• Af = Yes , b=÷n
• General : any f s.t.

If→ 0 as u- A



General Tools for DP II :

The Exponential Mechanism
I



Complex Inputs/outputs
=

• Laplace : numbers→number

. what about :

dataset→ decision tree
,

neural net
, .
. .

Social
network

→ clustering

votes→
chosen)ideal
outcome

auction bids -0 winners
¢prices

Can't just
"add noise

"

to output!



The Setting-
-

. Input space I

• Output space
• for XEI

, o
C- 0
,
notion

of quality on utility of o :
Ullx,o) E IR

• Examples :
I

- x--dataset, o
-
- neural net,

U= error of 0 on X

- X -- votes, o
-
- outcome ,

w
-
- agreement of o on X

- x--bids, o -- winners,

U -- social welfare



The Setting-
-

• Absent privacy goal is

o* =. argmaxsqulx.co)}
oEO

i. e. pick best output.

• But this won't be DP?

• Example : exfiltrating
training data in IML .

. What can we do ?



Generalized sensitivity
-_

• Let 's define

Bu--Max moaexosqfulx.ch -ulx'so> I }
X
,
x'EI

neighbors

•How much can changing a

single input change the

quality of some output ?

• E.g . ML : Du=
'In

• E.g. average
of x,. . .- xn : Au --

'In

• Eg . winning auction

price : Au la
-se



The Exponential Mechanism=
• On input x,output each OEO

with probability :

p,Co)
=

EE"")Kau
-

2- (x)

where 2-(x)= E.eeiulxsoslzbu
OEO

• Every OEO might

be output, but

better o more

likely



Exp. Mechanism is E
- DP

-13¥: f-nbrs x,x'EI, o eO :

P¥=e"
""""Tzu
-

ee
uul"03/242-1×7

= edukid
-ukissKau

.fz¥
e.ee/ulxio)-ulx.o3l/2bu

. ( b)
⇐ e
Eau12Ace

.( )
= eh?( )



Now :

=

⇒
=

Eee
-"""Kaa

2-Ix')
-

Efe
E-440212Au

z §eE
luck,02 tan )/zAu

§¥
= eEBU/2Au geek

okay

€1403126
= e
"'
,
and

eel? esh-- e ?
r



Utility of Exp .
Mech

.

I

• Special case :O finite
• Fix x

,
let EMCx) denote

Exp.Mech .

•Then with high probability:

UH,Ot)-u(x, EMCx))

E 2141en lol .
• E.g . ML : AU=Yn, 101=24,

set Zody as I⇒ as>2ft .



So I
,
O and u (x, o)

can be anything and

we can be DP!

=

what's the catch?



DP Immunity to

Post-Processing
-_



x-tAI-%fEI-oy.to '
p
E-DP antbitra-y algo
=

Then BCALxD also E-DP.

Pf: f-nbrs x.x
'

,
fo'E O

'

,

let T=GqoeO : BG)--o
'}

Then :

Pr[BCACXD -_oI=Pn[Atx)ET]

SEEPREAH'>ET]
= eeprEBLALx77-o.IT
V.



Special case :

-0'= "input was x
"

"input was x
'"

Then for small E, have :

Pr[BLAH)) -
"
x
"] (right)

a Pr [BLAH
')) -- "x

"

] (wrong)

= I-Pr[BLAH
'D= ''x'

' 'I
Or :

TICBlak))-"x
"]

+ Pr [BLAH
')) -

''

x'
"I
Y l

.

"Not (much) better than

random guessing
"



Composition
Properties of DP
#



Parallel DP Algo s
-_

• Suppose A, is E , -DP
& Az is Ez- Dp

• Atx) -- (Atx), Adx))

• Then A is@itEz)
-DP

.pro#:pf-Con0z)--pxAYoDpxAYoDindep.Ee9px4GDeEipx.-

CoD

= ee't E-pax. Conor);y



Generations
• Suppose you- data is in

many datasets x,,Xr, Xz. .. .

4. ¥
FI FI

xx

¥¥¥E*
1¥
"

me.
"

X
z

4¥,
etc .



"

theorem
"

.
If there are

k datasets 4 aegos, each

E- DP, then composition

is knee -DP.

Has led to development
of an algo toolkit

for DP.



Applied case study .

DP Synthetic

Data Generation
-

-



The Goal

-131¥-D "
2. E -DP

• D ' is a dataset that

is DP but still

"looks like
"

D

• Like an onmy za tion

but better
=



"

Looks Like D
"

-_

• D
'

approx .preserves
statistical props of D

'

• Conditional queries :

- e.g. fraction of nows s.t.

age7254gender
-
-F&job-- VP

- e.g. avg . salary of same

• Generally low sensitivity
(n 'In)

• f- query of, want

¢qLD)- of ID
'>I small



How ?
=

• Generally hand
. Could use Exp .
Mechanism

,
but. . .

Instead-
y

'

•Add Laplace noise
to the q (D)

→ of
'CD)

•Treat entries of

D
'

as variables

• Use gradient descent to
reduce mgaxlq

'LD)-qLD
'>I










