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“ANONYMIZED DATA ISN°'T”

Name Age Gender Zip Code Smoker | Diagnosis

= 60-70 | Male 191% Y Heart disease

2 60-70 | Female 191 #* N Arthritis

* 60-70 | Male 191** Y Lung cancer

* 60-70 | Female 191 #* N Crohn’s Disease

* 60-70 | Male 191** Y Lung Cancer

* 50-60 | Female 191 #* N HIV

* 50-60 | Male 19] == Y Lyme Disease

* 50-60 | Male 191 %% Y Seasonal Allergies
* 50-60 | Female 191 %% N Ulcerative Colitis
Name Age Gender Zip Code Diagnosis

* 50-60 | Female 19]1** HIV

2 50-60 | Female 191 == Lupus

* 50-60 | Female Bl Hip Fracture

* 60-70 | Male 191 #* Pancreatic Cancer
* 60-70 | Male 191 ** Ulcerative Colitis

= 60-70 | Male 19]1#* Flu Like Symptoms
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BROKEN PROMISES OF PRIVACY: RESPONDING
TO THE SURPRISING FAILURE OF ANONYMIZATION

Paul Ohm

Computer scientists have recently undermined our faith in the privacy-
protecting power of anonymization, the name for techniques that protect the
privacy of individuals in large databases by deleting information like names and
social security numbers. These scientists have demonstrated that they can often
“reidentify” or “deanonymize” individuals hidden in anonymized data with
astonishing ease. By understanding this research, we realize we have made a
mistake, labored beneath a fundamental misunderstanding, which has assured us
much less privacy than we have assumed. This mistake pervades nearly every
information privacy law, regulation, and debate, yet regulators and legal scholars
have paid it scant attention. We must respond to the surprising failure of
anonymization, and this Article provides the tools to do so.

INTRODUCTION ... vutriiaininnnisinssinisiasssisssssssssasessssssssssssssssssssssssssssssssssssssssssssssssessasssseses 1703
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A. The Past: Robust ANONYMization .......cceveeevereieierereriresnreseresnsseseraesissesesesesons 1706

1. Ubiquitous ANONYMIZAtION ...c.eeverrrererererererererereresereseresesssesssessseseseseseseseses 1707

a. The Anonymization/Reidentification Model.........cccevevruvcueiruruanne 1707
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Algorithm 2 Relaxed Adaptive Projection (RAP)
pen in
Input: A dataset D, a collection of m statistical queries @, a “queries per round” parameter K < m, a

“number of iterations” parameter T < m/K, a synthetic dataset size n’, and differential privacy parameters
€,0.
Let p be such that:

€= p+24/plog(1/d)

if T'=1 then
for i =1 tom do
Let a;= G(D, qi,p/m).
end for
Randomly initialize D’ € (X7)"".
Output D' = RP(q,a,D’).
else
Let Qs = 0 and D)y € (X")" be an arbitrary initialization.
fort=1to T do
for k =1 to K do
Define §9\9s(z) = (G;(z) : ¢; € Q \ Qs) where §; is an equivalent extended differentiable query for
Gi-
Let ¢; = RNM(Dv qQ\st qQ\QS (Dé—l )v ﬁ“LK)
Let Qs = Qs U {q:}.
Let a; = G(D,qi, 2_TP_K)
end for
Define ¢%9%(z) = (gi(z) : ¢; € Qs) and @ = {&; : ¢ € Qg} where §; is an equivalent extended
differentiable query for ¢;. Let D, = RP(¢%s,a,D)_,).
end for
Output D..
end if

import jax.numpy as np
def threeway_marginals(D):
return np.einsum(’ij ,ik,il->jkl’, D, D, D)/D.shape [0]

Figure 1: Python function used to compute 3-way product queries



Dataset Records Features Transformed Binary Features
ADULT 48842 15 588
LOANS 42535 48 4427

Table 1: Datasets. Each dataset starts with the given number of original (categorical and real valued) features.
After our transformation, it is encoded as a dataset with a larger number of binary features.

Parameter Description Values
K Queries per round 5 10 25 50 100
i Number of iterations 2 5 10 25 50

Table 2: RAP hyperparameters tested in our experiments
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Figure 2: Max-error for 3 and 5-way marginal queries on different privacy levels. The number of marginals is

fixed at 64.
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Figure 3: Max error for increasing number of 3 and 5-way marginal queries with € = 0.1



