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expensive crossing
between protection
domains

One culprit...

Single protection boundary
(user/kernel)

Memory protection at
process/page granularity

monolithic kernel design

Legacy desigh decisions
embedded in the HW/SWV ecosystem

macro instead of micro-kernels

manual memory
management

raw seething bits

“uni-typed” semantics

unchecked address
arithmetic

"root" user

numeric issues (under/overflow,
implicit promotion to unsigned, eftc.)

(pointer = integer = instructions)




Crash/

BAE SYSTEMS
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SAFE

® (Clean-slate redesign of the entire system stack

® Hardware
® System software

® Programming languages

® Support for critical security primitives at all levels (from
hardware up)

® Memory safety
® Strong dynamic typing

® |nformation flow and access control

® Verification of key mechanisms deeply integrated into
design process




SAFE:

o ‘“Low-fat’ Authorit PC
® Every|
e Compi % ISRiese |
atom Re'giilseter
Register File
l

® |ightwe
YYVY WY
® Linear | TMU
e Hardw; Combine result tag
Tags

new PC tag

— : Merery
atom = : MMI' E‘d

I—» security
violation




Why new hardware!

® Explore how to effectively spend hardware
resources on security

® Reconsider traditional sources of complexity
and vulnerability

® Remove compiler from TCB
® (at least partly)

® Make security mechanisms available for writing
low-level systems code




SAFE: OS level

® “Zero-Kernel OS”

® OS services organized into a set of mutually suspicious
components

® Goal: No “omniprivileged component”

® not part of today’s story, but central to full SAFE design

® ConcreteVWare = runtime services for SAFE
® process management and scheduling
® storage allocation and GC

® virtualization of tagging hardware

. Much more on

this coming up...! ,




SAFE: Application level

® Breeze: A mostly functional, security-oriented language

® All type- and security checks are dynamic

® Static typechecking = dynamic contract checking

® Fine-grained: every value annotated with an IFC label
® DC label model (cf. LIO system)

® Labels, principals, authorities are first class

® |abels are public

® bracketing mechanism prevents flows through labels

® _..and supports IFC-safe exception handling [Oakland S&P ‘| 3]
® Access control (clearance) d la Flume, Histar, etc.

® Erlang-style concurrency




Some Related
Work...




Related Work: LIO

® Haskell library for dynamic IFC

® PBasis for the Stanford HAILS web framework

® Similarities
® Purely dynamic IFC
e Same label model (“disjunction categories”)
e Public labels

® Differences
® Coarser-grained than SAFE

® explicit “labeling nodes” in data structures
® Pure software approach
[Stefan et al, 201 | ]




Related Work: RIFLE

® Soundly track user-specified IFC policies for

h
unmodified binaries / ’

® Hardware-supported dynamic tracking of explicit flows

® Binary rewriting to make implicit flows explicit

® Heroic static analysis Ay \cool

hard (and assumes some
compiler cooperation)

® Recent Coq formalization and proof of NI
® for a simplified model

[Vachharajani et al., Micro ‘04]
[Beringer, APLAS ’|2]

13

t!




Related Work: selL4

® Heroic machine-checked correctness proof for a real
microkernel

® More recent: machine-checked proof of
noninterference for a separation-kernel configuration

® Well-structured proof architecture yields huge
reduction in verification effort

® Prove NI for an abstract specification (for a deterministic
notion of NI)

® Prove refinement between spec and a concrete
implementation




Related Work: ARIES/TIARA

® Direct ancestors of SAFE

® ARIES proposed using a hardware rule cache to
speed information-flow tracking

® TIARA proposed the idea of a Zero-Kernel
Operating System and outlined a concrete
architecture

® Paper designs

e SAFE is the first concrete realization of these ideas




Any questions!?




(and formalized)

A Formal Model
of SAFE IFC

Arthur Azevedo de Amorim, Nathan Collins,
Andre DeHon, Delphine Demange, Catalin Hritcu,
David Pichardie, Benjamin C. Pierce,

Randy Pollack, Andrew Tolmach




, , . Major
Simplifications :

® Deterministi single-threa@nachine

® Conventional memory model <

Minor

® pointers are just integers

® single kernel protection domain
® Stack instead of registers

® No downgrading, public labels, dynamic principal
generation, ...

® No exception handling

® security violation halts the whole machine

® One-line rule cache
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Abstract
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_ Rule table
Quasi-Abstract
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Machine

Concrete Rule cache h

IFC fault
handler
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Abstract Machine

Instruction memory (user)

C T T 1T T T T
Machine state
mstr = Instructions

Output output top of stack
Sub subtract
Push n push constant integer
Load indirect load from data memory
Store indirect store to data memory
Jump unconditional indirect jump
Bnzn conditional relative jump
Call indirect call
Ret return

28




Abstract Machine

Instruction memory (user)

Atom
payload label
Written

payload @ |abel

Output

29




t(n) = Sub
7’1,1@
,u [(n1 — n2) @ mi}lt—@l—l@L

t(n) = Output
m@LyV Ly

[N I ISR T B o

[esnes o] s

u1 [o1] pcr = p2 [o2] pes

pu(p) + (meLiVLyVLpc) = p'

memory 7 [pW@Lz o] neLpe = p' [o] nt+leLpy

t(n) = Jump

StaCk p[n'eLly, o] neLye — p[o] n’e(L1VLye)

t(n) =Bnzk n' = n+(m = 0)?1

p [meLi, 0] neLy. — p o] n’e(LiVL neXt State

t(n) = Call
p [n'eL1, a,0] neLpe — p[a,n+1e@Lpe; o] n'e(L1VLpe)
t(n) = Ret

p[n’eLli;0] neLye — w[o] n'els

30




t(n) = Sub

L [ni@Lq, ng@La, 0] nal,. —
i e — m XAl T N/ T\ ~l m1L1aT.

t(n) = Sub

v/ [nl@Ll, ng@Ls, 0'] n@ch —
) [(n1 — nz)@(L1VL2),U] n—i—l@ch

t(n) = Store u(p) = kaLs LiVLpe < Lg
pu(p) + (meLiVLyVLpc) = p'

p [peLi, meLs,o] neLy,. — ' [0] n+leLye

t(n) = Jump

p [n'eLi, o] neLye — plo] n’e(L1VLye)
t(n) =Bnzk n'=n+(m=0)?1:k

T

p [meLi, o] neLye — p o] n'e(L1VLyp)

t(n) = Call
p [n'eL1, a,0] neLpe — p[a,n+1e@Lpe; o] n'e(L1VLpe)
t(n) = Ret

p[n’eLli;0] neLye — w[o] n'els

31




Example

index n
Suppose:
L = [...,Sub,...]
Then:
u [7el,5eT] nel
uo [2aT] (n+1)el

32




t(n) = Sub

v [meLy, ngels, 0] neLp.  —
) 1

s - N/ T 4T )\ 1 . T

t(n) = Output
mQ@QL1VLpe

pu mel;, o] neLy. > 1 |o] n+leLy.

“
p [peli,o] neLye — p[meLi1VLs,0] nt+leLpy.

t(n) = Store u(p) = kaLs LiVLpe < L3
pu(p) + (meLiVLyVLpc) = p'

p [peLi, meLs,o] neLy,. — ' [0] n+leLye

t(n) = Jump

p [n'eLi, o] neLye — plo] n’e(L1VLye)
t(n) =Bnzk n'=n+(m=0)?1:k
p [meLy, 0] neLye — o] n'e(L1VLy:)

t(n) = Call
p [n'eL1, a,0] neLpe — p[a,n+1e@Lpe; o] n'e(L1VLpe)
t(n) = Ret

p[n’eLli;0] neLye — w[o] n'els
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t(n) = Sub

L [ni@Lq, ng@La, 0] nal,. —
7! [(’I’Ll — n2)@(L1VL2),O'] n+1@ch

t(n) = Output

p [meLi, o] naLy. > o] n+leLp.

t(n) = Pushm

p (o] neLpe = p[mel, o] n+leLy.
t(n) = Load u(p) = mels

p [peli,o] neLye — p[meL1VLs,0] nt+leLpy.

t(n) = Store u(p) = kaLs LiVLpe < L3
pu(p) + (meLiVLyVLpc) = p'

p [paLi, meLz, 0] neLy. — u' [0] nt+leLy.

t(n) = Call
p[n'ely,a,0] neLy,e — pla, nt+leLye; o] n'e(LiV L)
t(n) = Ret

u[n'ely;o]l neLy,e — plo] n'els

ﬁ
34




Quasi-Abstract
Machine




QA Machine

® Alternate presentation of the abstract machine

® Same machine states

® Same step relation

® |FC side conditions factored out into a
separate, explicit rule table

36




L(’n) = SUb I_R (ch, Ll, L2, —) ~sub Lrpc; Lr

T

p [nmeLi,nieLz, 0] neLy. -
p [(m — ng)eLy, o] (n+1)eLypc

/() = Outpt - to obtain result tags...
u[m@Ll and opcode Lpe ‘

pc’ ) )'\’)push L'r'pc,L

n@L o] (n*+l)e@Lypc

“* for tags...
consult rule table..."  Loa I\l = maim\ .

t(n) = Sub

Fr (ch, Ly, —) ~bnz L'r‘pc, -
p [meLi, o] neLye — p[o] n’@Lpe
y(n) = Call Fr (Lpes L1,y — -) ~>call Lrpe, Lir
p [n'el1, a,0] neLpe — p[a,(n+1)eLy;0] n/@Lrpe
t(n) = Ret Fr (Lpey L1y - =) ~ret Lrpe, -
p [n'@Li; 0] neLye — p[o] n’@Lype

37




|FC Rule Table

is this operation allowed?
new pc label

7? = l Ialiel for result

opcode | allow Erpc er

sub | TRUE LAB . LAB; Ll LAB;

output | TRUE LABc LAB; L LAB,.

push TRUE LAB, BOT

load TRUE LABpc LAB; U LABo

store |LABjLILAB,. C LAB3 LAB,. LAB; Ll LABy LI LAB,.
jump |TRUE LAB1 LILABp, _-

bnz TRUE LABy LULAB,:

call |TRUE LAB; LILAB,. LABy.

ret TRUE LAB, _

38




|FC Rule Table

subtraction is always allowed

R-\

opcode

sub
output
push
load
store
jump
bnz
call
ret

1

pc label is unchanged

aﬂowf €ry

I - pC
TRUE LAB,,
TRUE LAB,c

LAB1ILAB,. T LAB3 LAB,.
TRUE
TRUE
TRUE

TRUE LAB;

LAB; LILAB,

result label is join of arg labels

W

€Er

LAB; LI LABo

A5 - : Dpe
BOT
LAB; U LABo

LAB; LI LABy LI LABy.

LAB .

39




Concrete Machine




Concrete machine

Instruction memo|

C T T T

Machine state concrete atom:

Program count
— nop

Data memory ( ‘ T

C T T integer integer

Output

ry (kernel)

1T T T ]

Privilege bit

O

rnel data memory)

S -

41




Concrete machine

Instruction memory (user) Instruction memory (kernel)
(single-line)

Rule cache:

PC tag op1 tag Op2 tag op3 tag new PC tag result tag

Inputs Outputs

Output

42




Kernel mode User mode User-to-kernel mode
(cache hit) (cache miss)

¢(n) = Sub ¢(n) = Sub t(n) = Sub

T K:[Sub‘TpclTl‘T2|_I|TTPC|T7-‘ K,isé sub Tpc Ty |To |- = Kj
kk p [me,me. o] na- — - =
k ke [(n@gn2)eT., o] n+leT u K p [meT1, n2eT2,0] naTp - u [Kiy ko) p [n1@T1, maTz, 0] naTpe —
u Kk g [(m — n2)aTr, o] n+laTrpe k [kj, k] p [(n@Tpe,u); n1aTi, n1aTz, 0] OaT.
¢(n) = Output t(n) = Output
= [output [ Tpe [T1 [-[-[[ Trpe [ Tr | ki # [output [Tpe [T1[-[-] = &;
Al limn SRS * [URURDPR S S BRU m@Tr, S S Toma®. el mam Ty

user mode
(cache miss)

---------------------------------

user mode kernel mode
(cache hit)

the new
cache is set

I - . ™ r l'l’/- Bz IP"I”;-I-”"""IJCPI
memor n:n+(m:0)1k _ m#m_l_mbnz Tpe Tl--—li_q
uk p [maTy,o] nelpe = u [Kiy ko] B [maT1,0] naTyp. —

sen ol et k [5s,] & [(n6Tye,u); meTy 0] OaT
kernel stack. e, e

UK p [a (n—i—l@Tr,u);o] n,@T‘r‘pc u [Iii,No] M [n'@Tl,a,a] naTpe N

m em O ry u(n) = Ret k [nj,lib(]nl)tz[(r:tTpc,u);n’@Tl, a,0] OaT.

n:Iret‘TZ’ClTl“I‘”T"PCIJ N'#,EIT_W_N'
i pc - -]=Kj

u K p [(n'aTi,u);0] naTpe — - -
UK p [o] n’'@Trpe u [Ki, ko] p [(nI@T1,7r);0'] naTpe —
k [kj,k] p [(n@Tpe,u); (n'aTi,); o] OaT. 43




User mode

(cache hit)

User-to-kernel mode
(cache miss)

t(n) = Sub
Iiiyé sub Tpc Ty |Ta| - = Kj
u K p [maTi, n2aT2,0] naTpe 5 u [Ki, o] [n1@T1, m@eT2, 0] naTpe —
u K p [(m — n2)aTr, 0] ntlaTrpe k [kj,k.] p [(n@Tpe,u); n1aT1, n1aT2, 0] 0aT.
t(n) = Output t(n) = Output
# = [output [Tpe [T1 [-[-[[Trpe [T | K; # |output [ Tpe [T1|-|-|=k;
maQT,. T
u Kk p [maTi, o] naTp. — u [Ki, Ko) [maTy, o] naTp. —

[0'] n+1aTrpe

ar L('n/)

uK i

k [ki.k]l u [(n@Tns.u): maTi.ol 0@T

= Sub

Kernel mode

¢(n) = Sub
kkp [me,me, o] na- N
k k p [(m1 — n2)eT_, 0] nt+laeT.
¢(n) = Pushm
k& p o] ne- = k& p[meT, o] ntleT.
¢(n) = Load k(p) = maTy

K —

T,

T’I"pC

u K U
u K U

u & p [maTy,0] naTpe -
UK [o] n'aTrpe
L(n) = Call
k = [call [Tpe [T1 [-[-[[ Trpe [ Tr |

:77,1 @Tq, no@Ts, O':

UK p [n'@T1, a,0] naTp —
u k u [a,(n+laTr,u);0] n'aTrpe
t(n) = Ret
= [ T T[T

u k p [(n'eTi,u);0] naTpe —
uKp o] n'eTrpe

(m —n2)eT, o

Ki #|bnz|Tpe |T1|-|-|=kK;
u [Ki, ko] B [meT1,0] neTp. —
k [kj,6.] p [(n@Tpe,u); maTy, o] 0aT.
t(n) = Call
Kli;é call Tpc Ti|_|- = Kj
u [Ki, o] B [n’aT1, a,0] naTp. —
k [kj, 6] p [(n@Tpe,u);n'aT1, a,0] 0aT.
t(n) = Ret
""'iié ret Tpc Ty |-|- = Kj

u [Ki, ko] B [(n'eT1,7); 0] naTpe —
k [kj,6] p [(n@Tpe,u); (n'aT1,m); 0] OaT.

naTy.
n_l_ ]. @Trpc

T

_>
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User mode User-to-kernel mode Kernel mode
(cache hit) (cache

t(n) = Sub

n) = Sub
= (500 | Ty [ T3 T3] [[Toe ] s 4 (500 Ty o) -
= = kkp [me,me, o] na- —
u K g [maTi, n2aTs, 0] neTpe = u [Ki, ko] 1 [n1) T1, m@T2, 0] naTpe — k 5 p [(m1 — n2)eT, o] n+leT.
u & p [(m — n2)aTr,0] ntleTrpe k [kj,k.] p [(n@Tpe,u); ni| I1,m@T2, 0] 0aT
n) = Pushm
¢(n) = Output t(n) = Output ¢(n)

k = [output [Tpe [T1 [-[-[[Trpe [Tr] ki # [output | Tpe = ki ks plo] ne- 5 ks p[meT, o] ntleT.

ar,
u & p [meTi,o] neTpe 2 u [Kis Kol 1 T1,0] naTe. = é(n) = Load k(p) = meT;

t(n) = Sub
—

u [Ki, Ko| [n1@T1, n2@Te, 0] naTp. —
k |k, k] p [(n@Tpe,u); n1@T1, n2@Ts, o] 0@T.

pc
UK [o] n'@Trpe

t(n) = Bnzk
s = (b [Tye [T [ [ [T ]
n =n+(m=0)1:k

u [Ki, ko] B [n'aTy, 0] naTp —
k [kj,&] p [(n@Tpe,u);n'aT1, 0] 0aT.

«(n) =Bnzk
= Ki 7| bnz | Tpe |T1|-|-|=K;
u k p [maTy, o] naTp. — i = 2

Uk o] n'aT u [Kiy ko] B [meaT1,0] naTp. —
K o] e k [kj,6.] p [(n@Tpe,u); maTy, o] 0aT.

t(n) = Call

k =[call[Tpe [T1 [ _[[Trpe | Tr t(n) = Call
[Ty [T [ [T Te] e,
uKkp [n'@Ty, a,0] naTpe — - —
u k u [a,(n+laTr,u);0] n'aTrpe u [Ki, ko] 1 [n’©T1,a,U] naTpe —
(n) = Ret k [£j,&] p [(n@Tpe,u);n'aT1, a,0] OaT.
L(n) = Re
K = [ret[Tpe [ T2 ||| Trpe -] Y(n) = Ret

i et |Tpe [T1|-|-|=Kj
u k p [(n'eTi,u);0] naTpe — i 7 [ret [ Tpe [ Ta e

uKp [o] n'aTrpe u [KiyKo] [(n'@T1,7);0] naTy. —
k [kj,6] p [(n@Tpe,u); (n'aT1,m); 0] OaT.
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User mode User-to-kernel mode Kernel mode
(cache hit) (cache miss)

t(n) = Sub t(n) = Sub n) = Sub
Ii=|SUb|Tpc|T1lT2|—“Trpc|T7'| I‘.‘,z'# sub Tpc T1|T2| - = Kj ¢( ) T
= = kkp [me,me, o] na- —
u K g [maTi, n2aTs, 0] neTpe = u [Ki, ko] [n1@T1, m@T2,0] naTpe — k & u [(n1 — n2)eT, 0] nt+leT
u K p [(m — n2)aTr, 0] ntlaTrpe k [kj,k.] p [(n@Tpe,u); n1aT1, n1aT2, 0] 0aT. ) )
n) = Pushm
¢(n) = Output t(n) = Output ¢£ )
= [output [ Tpe [T1 [ [ ][ Trpe [ Tr| ki # [output [Tpe [T1] || = k; k & p[o] ne- = k& p[meT_, o] ntleT.
u K p [meT1, 0] naTy. 20, u [Ki, ko] [maTy, o P ¢(n) = Load k(p) = maT;
ukKp [o] nt+1aTrpe k [kick ] u [(n@Tn..u): maTi. &1 0@T ' ro_ 1. T I _m T am

¢(n) = Sub

k kK u  |[me_, me_, o] ne_ —
(n1 — n2)eT_, o] nt+leT.

e = (602 Ty T2 [ ][ Trpe ]
M:k

«(n) =Bnzk
= Ki 7| bnz | Tpe |T1|-|-|=K;
u k p [maTy, o] naTp. — i = 2

Uk o] n'aT u [Kiy ko] B [meaT1,0] naTp. —
’ o] P k [kj,6] p [(naTpe,u); maTy, o] OaT.

n' = n+(m =0)

t(n) = Call
k= [call [ Tpe [T1 [-[-[[Trpe | Tr ] t(n) = Call
, T Iiigé call Tpc Ti|_|- = Kj

uKp [n'@Ty, a,0] naTpe — - —
u k u [a,(n+laTr,u);0] n'aTrpe u [Ki, ko] 1 [n’©T1,a,U] naTpe —

(n) = Ret k [£j,&] p [(n@Tpe,u);n'aT1, a,0] OaT.

t(n) =Re

K = [ret[Tpe [ T2 ||| Trpe -] Y(n) = Ret

i et |Tpe [T1|-|-|=Kj
u k p [(n'eTi,u);0] naTpe — i 7 [ret [ Tpe [ Ta e

uKp [o] n'aTrpe u [KiyKo] [(n'@T1,7);0] naTy. —
k [kj,6] p [(n@Tpe,u); (n'aT1,m); 0] OaT.
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Example (cache hit case)

Suppose
tag O represents label L

tag 1 represents label T

u (su

cache inputs match
current machine state!

/1\\

u [7@0,5el] nel
p [2el]

(n+1)a0

s

47




Example (cache miss case)

TN

u |[sub|0|0|1| |01
k [sub|O|1 (1| || _|_
... fault handler runs ...
k |sub|O|1|1] |01
u [sub|O0[1({1| [{0|1
u |[sub|0|0|1| |01

mismatch!

p [7el, 5el]

p [(nel,u);7el, 5el] Oe_

nal

L

p [(ne0,u);7el,bel] ke_

p [7el, 5el]
o [2e]]

|

nal

(n+1)a0

48




Fault Handler




|FC Rute
TARLE

opcode | allow Erpe er

sub TRUE LABpc LAB71 U LABo

output | TRUE LAB,c LAB; U LABp.

push | TRUE LABp. BOT

load TRUE LABpc LAB71 U LABo

store |LABjLILABy. C LAB3 LAB,. LAB; U LABy LI LABy.
jump |TRUE LAB; LULAB,. __

bnz TRUE LAB; LULAB,: _

call  |TRUE LAB; LILABy. LABpc

ret TRUE LAB, —




Properties




Approach

® Goal:

® Termination-Insensitive Noninterference

® for concrete machine

® running this particular fault handler
® together with arbitrary user code

® Direct brute-force proof?
® hopelessly complex

® unmaintainable

® VWhat kind of structure do we need?

The one we've already got!
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Abstract
IFC Machine

satisfies

( noninterference

preserved by

refines

Concrete
Machine

correctly

compiled from refines

IFC fault
handler

\ satisfies

noninterference
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Points to note

® Refinement framework very useful for reasoning
® start with concrete object

® propose abstracted version

® incorporate convenient structure and annotations

® prove refinement
® prove interesting property of abstract object

e automatically follows for concrete object
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Points to note

® Need a generic notion of noninterference that
makes sense for all machines

Definition 10.2 (TINI). A machine (S, E, I,-— -, Init) with a no-
tion of observation (€2, |-|., - =. -) satisfies termination-insensitive
noninterference (TINI) if, for any observer o € €2, pair of indistin-

guishable initial data i1 =, 2, and pair of executions Init(i1) LI
and Init(i2) t—2>*, we have |1 ], =6 [t2]o.
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Some Challenges...




More uses for tags

® SAFE architecture is quite generic

® Can be used to implement a range of IFC label models

just by varying the rule table [see Montagu’s CSF
2013 talk!]

® Other potential uses
® access control (clearance)
® memory protection
® linearity

® dynamic typing
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Downgrading

® Essential in real IFC systems
® declassification needed to prevent “label creep”

® endorsement needed to make integrity labels interesting

® Plain noninterference a useful first step, but we want
to say something about programs with downgrading

® Should we change to some form of intransitive
noninterference! Or something else!

® many possibilities

® which one do we want?
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“Least privilege”

® Real SAFE operating system uses hardware
protection mechanisms to organize functionality
into mutually suspicious compartments

® Goal: No “omniprivileged” compartment

® Zero-Kernel Operating System (ZKOS)

® What does this mean, formally? What can/should
we prove! What is the appropriate attack model?

® More generally, what would a formal account of
“least privilege” look like?
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Concurrency

Real machines / operating systems support many user processes
(including SAFE)

Processes can interact (via streams, in SAFE)

But communicating threads can leak secrets
e with high bandwidth, if threads can be created at will

LIO solution: Never lower PC label
e “If a thread goes high, it stays high”

® To operate on secret data without poisoning the PC, fork a new thread

® | ooking at result message from high thread makes receiver high (but it can store it

in a data structure without looking)

® Possible issues:

® Spawning many many many threads
® turning everything into futures

Is this the best we can do???
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Status




Done

® Definitions and proofs from this talk fully formalized
(in Coq)

® Full SAFE hardware implemented (in Bluespec) and
running (on an FPGA)

® Pipelined version under construction

® Simple versions of key OS services working in isolation

® process management and scheduling
® storage allocation

® rule cache management
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In progress

® [ntegration of system components into end-to-end demo

® Compilers from high-level languages to SAFE machine
code

® Random testing of noninterference

® see our upcoming !

® Formal specification and noninterference proofs for
larger fragments of full SAFE machine
® storage allocation
® public labels

® dynamic principal generation
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Instruction memory (user)

Machine state

Instruction memory (kernel)

Program counter Stack

Data memory (user)
L 1 1 1 1 1 ]

-g00000

Output
L 1 1 1 1 1 ]

[Authority ] [T _PC_]

|-Store

Register
File

opcode |allow erpe er
sub _ |TRUE LAB,. LAB; U LAB,
output | TRUE LABp. LAB; U LABp,
Privilege bit push |TRUE LABp BOT
load TRUE LABpc LAB; LI LABo
store |LABjLILAB,. C LAB3 LAB,. LAB; LI LABg LJ LABp.
Rule cache (= kernel data memory) Jump TRUE LAB]_ L LABpC _—
T 17171 bnz TRUE LAB; ULABp: -
call |TRUE LAB; ULABy. LABy.
ret TRUE LABq _
«(n) = Sub
m [meLi,noels,0] nely,e

p [(n1 — n2)e(L1VLz),0] nt+leLp.
t(n) = Output

Questions??

security
’_l: violation

TMU
Combine result tag

, u [maLi, 0] neLp. mOhVEre i [o] nt+leLy.
t(n) = Pushm
u[o] neLye = p[mel,o] nt+leLy.
Memory t(n) = Load u(p) = meLs
u[peli,0] neLye = p[meLiVLs, o] ntleLy.
1(n) = Store u(p) = keLs L1VLp. < L3

u(p) < (meLiVL2VLy) = i’

u [peLi, meLs, 0] neLp. — u' [o] ntleLy.
t(n) = Jump

p[n’aLy, 0] neLpe = p[o] n'e(L1VLpe)

Tags

new PC tag




