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Motivation

Proof-carrying code (“Syntactic approach”)

HLL with type system

Machine code 
with safety proof
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! P : !
safe(M , SP)
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Syntactic Approach: PCC

Three pieces
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Need for Soundness Proof

Given P, need to know that
exists, and that
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! P : τ
safe(M , SP)

∀P, τ, M . (! P : τ and P ⇒ M ) → safe(M , SP)

∀P, τ, M . (! P : τ and P ⇒ M )
→ (∃τ ′, M ′. ! step(P) : τ ′ and step(P) ⇒ M ′)

P0 : τ0 and P0 ⇒ M 0
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(Standard ‘Progress’ and ‘Preservation’ 
lemmas of soundness proof)



Typed Assembly Language

No term level variables

Several prototypes:

Recursive types

Simple polymorphism

Polymorphism with regions, 
capabilities



TAL Example

(types) ! ::= " | ! | int | " #

(code types) # ::= Γ | [" ]#

(register Þle type) Γ ::= { r0: ! 0, . . . , r7: ! 7}

(type context) ∆ ::= " 0, " 1, . . . , " k

(type list) $! ::= ! 0, ! 1, . . . , ! k

(registers) r ::= r0 | r1 | . . . | r7

(ints, addresses) i, f ::= 0 | 1 | 2 | . . .

(word values) v ::= i | f | v[! ]

(register Þle) R ::= { r0#$v0, . . . , r7#$v7}

(instructions) % ::= add rd, rs, rt | addi rd, rs, i | sub rd, rs, rt | subi rd, rs, i
| mov rd, rs | movi rd, i | movf rd, f | bgti rs, i, f [$! ] | tapp rd[! ]

(instr sequences) I ::= %; I | jd f [$! ] | jmp r

(code values) c ::= code #. I

(code heap) C ::= { f0 #$c0, . . . , fk #$ck}

(program) P ::= (C, R, I)

Fig. 1. Syntax of TALτ

two classes of variables: de Bruijn indices for bound variables, and an inÞnite
type of names for representi ng free variables. Our work may be viewed as
extending and integrati ng this Þrst-order representati on with HOAS.

In the next secti on, an approach is presented using a standard, Þrst-order
deBruijn encoding of variables in closed terms. However, whenever such terms
are opened up, or thebound variablesare entered into a judgment context, the
resulti ng freevariablesare then represented by variablesof themetalogic. This
avoids cluttering up almost all of the theorem statements with any explicit
reasoning about variable indices or contexts. We do sti ll need to deÞne the
substi tuti on functi on explicitl y, but in fact never haveto reason about it for the
soundness proofs (i .e. there is no need to prove any substi tuti on, weakening,
exchange lemmas or the like, commonly found in Þrst-order developments).

3 TA L ! : A Simple T yped A ssembly Language

The variant we will look at is a language, TALτ , that has almost nothing
interesti ng, other than polymorphic code types. The syntax is presented in
Figure 1. It includes at the type level three mutually recursive syntacti c
elements. Types of words may be top, for any value, an integer type, or code
pointer. A code pointer type ! speciÞes the register Þle type ! , possibly under
abstracti on of some type variables " .

The register Þle (R, in the right column) maps registers to their contents,
which may bean integer, codeaddress, or a typeapplicati on. The instructi ons
of the machine are fairly simple: various ari thmeti c commands, move instruc-
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What didn’t work
In Coq, of course, full HOAS

Impredicative inductive definition
    (definitions go through, but can’t reason on it)

Didn’t want any axioms, so no weak HOAS

(exp) e ::= x | n | tt | ! | f | Þx x :A. f | e e′ | e[A]
| !X = A, e:A ′" | opene as!X , x" in e′

| !e0, . . . en −1" | sel[A](e,e′) | eaop e′

| ecop e′ | if[A, A ′](e, X 1. e1, X 2. e2)

wheren # N

(fun) f ::= ! x :A. e | ΛX :A. f

(arith) aop ::= + | . . .
(cmp) cop ::= < | . . .

Figure4: Syntaxof thecomputationlanguage ! H .

all the reasoningin CIC. However our expositionof the language
TL is focusedon its useasa type language, andconsequently it
doesnot includeall featuresof CIC. We thereforeleave this possi-
bility for futurework,andgiveastandardmeta-logicalpresentation
instead;we addresssomeof the issuesrelatedto adequacy in our
discussionof typesafety.

In this sectionwe oftenusetheunqualiÞedÒtermÓto referto a
computation term (expression)e, with syntaxdeÞnedin Figure4.
Most of the constructsare borrowed from standardhigher-order
typed calculi. To simplify the exposition we only considercon-
stantsrepresentingnatural numbers(n is the value representing
n # N) andboolean values(tt and! ). Theterm-level abstraction
andapplicationarestandard;typeabstractionsandÞxedpointsare
restrictedto function values,with the call-by-value semanticsin
mind andto simplify the CPSandclosureconversions. The type
variableboundby a type abstraction,aswell asthe oneboundby
theopenconstruct for packagesof existentialtype,canhave either
a kind or a kind schema.Dually, the type argumentin a type ap-
plication,andthewitnesstypetermA in thepackageconstruction
!X = A, e:A ′" canbeeithera typetermor akind term.

The constructsimplementingtuple operations, arithmetic,and
comparisonshavenonstandardstaticsemantics,onwhichwefocus
in section4.1,but their runtimebehavior is standard.Thebranch-
ing constructis parameterizedat the type level with a proposition
(which is dependenton thevalueof thetestterm)andits proof; the
proof is passedto theexecutedbranch.

Dynamic seman tics Wepresentasmallstepcall-by-valueop-
erationalsemanticsfor ! H in thestyleof Wright andFelleisen[42].
ThevaluesaredeÞnedas

v ::= n | tt | ! | f | Þx x :A. f | !X = A, v :A ′" | ! v0, . . . vn −1"

Thereductionrelation"$ is speciÞedby therules

(! x :A. e) v "$ [v/ x]e (R-#)

(ΛX :B . f )[A] "$ [A/X ]f (R-TY-#)

sel[A](!v0, . . . vn −1", m) "$ vm (m < n) (R-SEL)

open !X ′ = A, v :A ′" as!X , x" in e
"$ [v/ x][A/X ]e (R-OPEN)

(Þx x :A. f ) v "$ ([Þx x :A. f / x]f ) v (R-FIX)

(Þx x :A. f )[A ′] "$ ([Þx x :A. f / x]f )[A ′] (R-TYFIX)

m +n "$ m + n (R-ADD)

m <n "$ tt (m < n) (R-LT-T)

m <n "$ ! (m % n) (R-LT-F)

if[B , A](tt , X 1. e1, X 2. e2) "$ [A/X 1]e1 (R-IF-T)

if[B , A](! , X 1. e1, X 2. e2) "$ [A/X 2]e2 (R-IF-F)

An evaluationcontext E encodesthecall-by-valuediscipline:

E ::= • | E e | v E | E [A] | !X = A, E :A ′"
| openE as!X , x" in e | openv as!X , x" in E
| ! v0, . . . vi , E , ei +2, . . . , en −1" | sel[A](E , e)
| sel[A](v, E ) | E aop e | v aop E | E cop e
| v cop E | if[A, A ′](E , X 1. e1, X 2. e2)

The notationE{e} standsfor the term obtainedby replacingthe
hole• in E by e. Thesinglestepcomputation&$ relatesE{e} to
E{e′} whene "$ e′, and&$ ∗ is its reßexive transitive closure.

As shown thesemanticsis standardexceptfor someadditional
passingof typetermsin R-SEL andR-IF-T/F. However an inspec-
tion of the rulesshows that typesareirrelevant for theevaluation,
henceatype-erasuresemantics,in whichall type-relatedoperations
andparametersareerased,would beentirelystandard.

4.1 Static semant ics

Thestaticsemanticsof ! H shows thebeneÞtsof usinga type lan-
guageasexpressive asTL. We cannow deÞnethe type construc-
torsof ! H asconstructorsof aninductivekind Ω, insteadof having
thembuilt into ! H . As we will show in Section5, this propertyis
crucial for the conversionto CPS,sinceit makes possibletrans-
forming direct-styletypesto CPStypeswithin thetypelanguage.

InductiveΩ : Kind := snat : Nat $ Ω
| sbool : Bool$ Ω
| $$ : Ω$ Ω$ Ω
| tup : Nat $ (Nat $ Ω) $ Ω
| '' Kind : Πk :Kind. (k $ Ω) $ Ω
| (( Kind : Πk :Kind. (k $ Ω) $ Ω
| '' Kscm : Πz :Kscm. (z$ Ω) $ Ω
| (( Kscm : Πz :Kscm. (z$ Ω) $ Ω

Informally, all well-formedcomputationshave typesof kind Ω, in-
cludingsingletontypesof naturalnumberssnat A andbooleanval-
uessbool B , aswell asfunction,tuple,polymorphic andexistential
types.To improve readabilitywe alsodeÞnethesyntacticsugar

A $ B ) $$ A B
' sX :A. B
( sX :A. B

)
)

'' s A (! X :A. B )
(( s A (! X :A. B )

}
wheres # {Kind, Kscm}

andoftendrop thesorts whens = Kind; e.g. the typevoid, con-
tainingno values,is deÞnedas' t :Ω. t ) '' Kind Ω (! t :Ω. t ).

Usingthis syntacticsugarwe cangive a familiar look to many
of the formation rules for ! H expressions and functional values.
Figure5 containstheinferencerulesfor deriving judgments of the
form ∆; Γ * e : A, which assigntypeA to theexpressione in a
context ∆ anda typeenvironment Γ deÞnedby

(typeenv) Γ ::= · | Γ, x :A

Weintroducesomeof thenotationusedin theserulesin thecourse
of thediscussion.

RulesE-NAT, E-TRUE, andE-FALSE assignsingletontypesto
numericand booleanconstants.For instancethe constant1 has
typesnat (succzero) in any valid environment.In rule E-NAT we
usethe meta-function ·̂ to mapnaturalnumbersn # N to their
representationsastypeterms.It is deÞnedinductively by 0̂ = zero
andn̂+ 1 = succn̂, so ∆ * n̂ : Nat holds for all valid ∆ and
n # N.
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What did work

Lazy hack... 

‘Locally-nameless’ first order encoding

Closed terms use de Bruijn encoding

Free variables => metalevel variables

Neat substitution definition (thanks to Valery Trifonov)     



Results

No variable contexts, ‘var’ terms

No reasoning on substitution itself

For either type soundness, or any 
PCC proofs

Working with proofs, generating terms 
messy



Example

Encode with two inductive definitions

One representing terms with free 
variables as de Bruijn indices

One with no explicit variables
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! P : !
safe(M , SP)

" P, ! , M . (! P : ! and P # M ) $ safe(M , SP)

" P, ! , M . (! P : ! and P # M )
$ (%! !, M !. ! step(P) : ! ! and step(P) # M !)

P0 : ! 0 and P0 # M 0

! := " | & | ! 1 $ ! 2 | " " .!
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Example: Syntax Encoding
Inductive type : Set :=
  | top : type
  | arrow : type -> type -> type
  | bind : ttype 1 -> type.

Inductive ttype : nat -> Set :=
  | tvar : forall i, ttype (S i)
  | tlift : forall i, ttype i -> ttype (S i)

  | ttop : ttype 0
  | tarrow : forall i, ttype i -> ttype i -> ttype i
  | tbind : forall i, ttype (S i) -> ttype i.
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Substitution
Fixpoint subst_aux (i:nat) (t:ttype i) {struct t}
  : forall j, i=(S j) -> ttype j -> ttype j :=
    match t in (ttype i)
      return (forall j, i=S j -> ttype j -> ttype j) with
      | tvar n     => fun j _ e => e
      | tlift n t' => fun j (D:S n=S j) _ 
             => eq_rec n _ t' j (myeqaddS n j D)
      | ttop       => fun j (D:0=S j) _   => O_S_set _ j D
      | tarrow n t1 t2 => fun j (D:n=S j) e
             => tarrow j (subst_aux n t1 j D e)

                     (subst_aux n t2 j D e)
      | tbind n t' => fun j (D:n=S j) e 

           => tbind j (subst_aux (S n) t' (S j) (eq_S _ _ D) 
                                         (tlift j e))
    end.



Notes on Substitution

Substitution only defined for outermost 
variable... it’s all we needed in practice

Dependent parameter tracks number of 
free variables

Maybe not useful other than as an 
exercise

Would complicate any reasoning



Between Representations
Fixpoint unlift_aux i (t:ttype i) {struct t} : 0=i -> type :=
  match t in (ttype i) return (0=i -> type) with
    | tvar n    => fun D => O_S_set _ n D
    | tlift n _ => fun D => O_S_set _ n D
    | ttop      => fun _ => top
    | tarrow n t1 t2 => fun D => arrow (unlift_aux n t1 D) (unlift_aux n t2 D)
    | tbind n t' => fun D => bind (eq_rec n (fun n => ttype (S n)) t' 0 (sym_eq D))
  end.

Definition unlift : ttype 0 -> type 
   := fun t => unlift_aux 0 t (refl_equal 0).

Fixpoint lift (t:type) : ttype 0 :=
  match t with
    | top => ttop
    | arrow t1 t2 => tarrow 0 (lift t1) (lift t2)
    | bind t' => tbind 0 t'
  end.



Top-level Substitution

Definition subst : ttype 1 -> type -> type :=
  fun t e => unlift (subst_aux _ t _ (refl_equal 1) (lift e)).



Typing Rules
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Encoding Typing Rules

Inductive typeof : exp -> type -> Prop :=
  | wf_all  : forall (e:exp) (t:ttype 1),
              (forall a, typeof e (subst t a)) ->
              typeof (all e) (bind t)
  | ...
  | wf_tapp : forall (e:exp) (t':type) (t:ttype 1),
              typeof (all e) (bind t) ->
              typeof (tapp (all e) t') (subst t t')

in evaluation rules:
   tapp (all e) t' ==> e

Ties together for Preservation lemma...



Notes: Typing Rules
Locally-nameless does not eliminate 
environments from encoding, in general

In TAL, because there are no term level 
variables, there is nothing in the rules 
like:

More complex type level would not be as 
clean? (e.g. substitution under binders)
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More Complex TAL
(kinds) ! ::= Type| Rgn | Cap

(constructors) c ::= " | g | A

(types) " ::= # | int | ghandle | ! "1 " "2 #at g | $[! ](A, " ) | µ#."

(regions) g ::= $ | %

(capabilities) A ::= &| %| { g1} | { g+ } | A1 & A2 | A

(con. contexts) ! ::= á| ! , # : ! | ! , &' A

(register Þle types) " ::= { r0:"0 , . . . , r7:"7 }

(region types) # ::= { l0 : "0 , . . . , ln : "n }

(memory types) $ ::= { %0 :# 0, . . . , %n :# n}

(labels) l , f ::= 0 | 1 | . . .

(user registers) r ::= r0 | r1 | . . . | r7

(word values) v ::= i | %.l | f | handle (%) | v[c] | foldv as"

(register Þle) R ::= { r0 () v0, . . . , r7 () v7}

(data heap values) h ::= (v1, v2)

(heap region) H ::= { l0 () h0, . . . , ln () hn}

(data memory) D ::= { %0 () H0, . . . , %n () Hn}

(instructions) ' ::= add rd, r s, r t | addi r d, r s, i | sub rd, r s, r t | subi r d, r s, i
| mov rd, r s | movi rd, i | movf rd, f | ld rd, r s(i )
| st r d(i ), r s | bgt r s, r t , f | bgti r s, i , f | tapp r [c]
| fold r ["] | unfold r

(instr. sequences) I ::= ' ; I | jd f | jmp r

(code heap values) h ::= code [! ](A, " ).I | stub [! ](A, " ).%

(code memory) C ::= { f 0 () h0, . . . , f n () hn}

(program) P ::= (D, R, I )

Figure 5.1: RgnTAL syntax.
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RgnTAL Term Level

(kinds) κ ::= Type| Rgn | Cap

(constructors) c ::= τ | g | A

(types) τ ::= α | int | ghandle | !τ1 " τ2 #at g | $[! ](A, " ) | µα.τ

(regions) g ::= ρ | ν

(capabilities) A ::= ε | %| { g1} | { g+ } | A1 & A2 | A

(con. contexts) ! ::= á| ! , α :κ | ! , ε ' A

(register Þle types) " ::= { r0:τ0 , . . . , r7:τ7 }

(region types) # ::= { l0 :τ0 , . . . , ln :τn }

(memory types) $ ::= { ν0 :# 0, . . . , νn :# n}

(labels) l , f ::= 0 | 1 | . . .

(user registers) r ::= r0 | r1 | . . . | r7

(word values) v ::= i | ν.l | f | handle (ν) | v[c] | foldv asτ

(register Þle) R ::= { r0 () v0, . . . , r7 () v7}

(data heap values) h ::= (v1, v2)

(heap region) H ::= { l0 () h0, . . . , ln () hn}

(data memory) D ::= { ν0 () H0, . . . , νn () Hn}

(instructions) ι ::= add rd, r s, r t | addi r d, r s, i | sub rd, r s, r t | subi r d, r s, i
| mov rd, r s | movi rd, i | movf rd, f | ld rd, r s(i )
| st r d(i ), r s | bgt r s, r t , f | bgti r s, i , f | tapp r [c]
| fold r [τ] | unfold r

(instr. sequences) I ::= ι; I | jd f | jmp r

(code heap values) h ::= code [! ](A, " ).I | stub [! ](A, " ).%

(code memory) C ::= { f 0 () h0, . . . , f n () hn}

(program) P ::= (D, R, I )

Figure 5.1: RgnTAL syntax.
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Caveat
No reasoning needed about substitution for 
proofs, but actually producing typing 
derivation requires equality reasoning

Can’t mix encoding styles

Inductive type : Set :=
  | tint    : type         (* int *)
  | thandle : rgn -> type             (* p handle *)
  | tpair   : type -> type -> rgn -> type  (* t1 x t2 at p *)
  | tabsr   : (rgn -> type) -> type       (* \/ p:Rgn. t *)
  | tabst   : (ttype 1) -> type            (* \/ t:Type. t' *)
  | ...



Conclusion
Locally-nameless (independently 
discovered) provides ‘non-intrusive’ 
treatment of binding constructs

Much boilerplate code 

Parameterized definition of de Bruijn 
terms fun but complicate reasoning if it 
were needed
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