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Our society’s widespread dependence on networked information systems for every-
thing from personal finance to military communications makes it essential to improve
the security of software. Standard security mechanisms such as access control and en-
cryption are essential components for protecting information, but they do not provide
end-to-end guarantees. Programming-languages research has demonstrated that secu-
rity concerns can be addressed by using both program analysis and program rewriting
as powerful and flexible enforcement mechanisms.

Thisthesisinvestigates security-typed programming languages, which use static typ-
ing to enforce information-flow security policies. These languages alow the program-
mer to specify confidentiality and integrity constraints on the data used in a program;
the compiler verifies that the program satisfies the constraints.

Previous theoretical security-typed languages research has focused on simple mod-
els of computation and unrealistically idealized security policies. The existing practical
security-typed languages have not been proved to guarantee security. This thesis ad-
dresses these limitations in several ways.

First, it establishes noninterference, a basic information-flow policy, for languages
richer than those previously considered. The languages studied here include recursive,
higher-order functions, structured state, and concurrency. These results narrow the gap
between the theory and the practice of security-typed languages.

Next, this thesis considers more practical security policies. Noninterference is often
too restrictivefor real-world programming. To compensate, arestricted form of declassi-
fication isintroduced, allowing programmers to specify aricher set of information-flow
policies. Previous work on information-flow security also assumed that all computation
occurs on equally trusted machines. To overcome this unrealistic premise, additional
security constraints for systems distributed among heterogeneously trusted hosts are
considered.

Finally, thisthesis describes Jif/split, a prototype implementation of secure program
partitioning, in which a program can automatically be partitioned to run securely on



heterogeneously trusted hosts. The resulting communicating subprograms collectively
implement the original program, yet the system as awhole satisfies the security require-
ments without needing a universally trusted machine. The theoretical results developed
earlier in the thesis justify Jif/split’s run-time enforcement mechanisms.
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Chapter 1

| ntroduction

The widespread use of computersto archive, process, and exchange information via the
Internet hasled to explosive growth in e-commerce and on-line services. Thisincreasing
connectivity of the web means that more and more businesses, individual users, and
organizations have come to depend critically on computers for day-to-day operation. In
aworld where compani es exist whose sole purpose isto buy and sell electronic data and
everyone's personal computer is connected to everyone else’s, it is information itself
that is valuable.

Protecting valuable information haslong been a concern for security—cryptography,
for example, has been in use for centuries [Sch96] Ironically, the features that make
computers so useful—the ease and speed with which they can duplicate, process, and
transmit data—are the same features that threaten information security.

This thesis focuses on two fundamental types of policies that relate to information
security. Confidentiality policies deal with disseminating data [BL75, Den75, GM82,
GM84]. They restrict who is able to learn information about a piece data and are in-
tended to prevent secret information from becoming available to an untrusted party.
Integrity policies deal with generating data [Bib77]. They restrict what sources of in-
formation are used to create or modify a piece of data and are intended to prevent an
untrusted party from corrupting or destroying it.

The approach is based on security-typed languages, in which extended type sys-
tems express security policies on programs and the data they manipulate. The compiler
checks the policy before the program isrun, detecting potentially insecure programs be-
forethey can possibly leak confidential data, tamper with trusted data, or perform unsafe
actions. Security-typed languages have been used to enforce information-flow policies
that protect the confidentiality and integrity of data [ABHR99, HR98, Mye99, PCOO0,
SV98, VSI96, ZM01b].



This thesis addresses the problem of how to provably enforce confidentiality and
integrity policiesin computer systems using security-typed languages. !

For example, the following program declares h to be a secret integer and 1 to be a
public integer:

int{Secret} h;
int{Public} 1;
code using h and 1...

Conceptually, the computer’s memory is divided into a low-security portion visible
to all parts of the system (the Public part) and a high-security portion visible only
to highly trusted components (the Secret part). Intuitively, the declaration that h is
Secret meansthat it is stored in the Secret portion of the memory and hence should
not bevisible to any part of the system that does not have clearance to access secret data.

Of course, simply dividing memory into regions does not prevent learning about
high-security data indirectly, for instance by observing the behavior of a program that
alters the Public portion of the memory. For example, a program that copies Secret
data to a Public variable is insecure. When the observable behavior of the program
is affected by the Secret data, the low-clearance program might be able to deduce
confidential information, which constitutes a security violation.

This model assumes that the low-security observer knows which program is being
run and hence can correl ate the observed behaviors of the program with its set of possible
behaviors to make deductions about confidential data. If the Public observer isableto
infer some information about the contents of the Secret portion of data, there is said
to be an information flow from Secret to Public. Information flows from Public to
Secret are possible too, but they are permitted.

These information flows arise for many reasons:

1. Explicit flows are information channels that arise from the ways in which the
language allows data to be assigned to memory locations or variables. Hereis an
example that shows an explicit flow from the high-security variable h to a low-
security variable 1:

1 := h;

Explicit flows are easy to detect because they are readily apparent from the text of
the program.

1Confidentiality and integrity of data are of course not the only cause for concern in networked in-
formation systems, but they are essential components of information security. See Trust in Cyberspace
[Sch99] for acomprehensive review of security challenges. Security-typed languages can enforce security
policies other than information flow, for example arbitrary safety policies [Wal00].



2. Implicit flows arise from the control-flow structure of the program. For example,
whenever a conditional branch instruction is performed, information about the
condition variable is propagated into each branch. The program below shows
an implicit flow from the high-security variable h to a low-security variable 1; it
copies one bit of the integer h into the variable 1:

if (h > 0) then'l :=1elsel :=0

Similar information flows arise from other control mechanisms such as function
cals, goto’s, or exceptions.

3. Alias channels arise from sharing of a mutable resource that can be affected by
both high- and low-security data. For example, if memory locations are first-
class constructsin the programming language, aliases between references can leak
information. In the following example, the expression ref 0 creates a reference
to the integer 0, the expression !y reads the value stored in the reference y, and
the statement x := 1 updates the location pointed to by reference x to hold the
value 1:

x = ref O; Create a reference x to value 0

y = X; Create an alias y of x

X := h; Assignment through x affects contents of y
1 :=ly; Contents of h are stored in 1

Because the problem of determining when two program variables aiasis, in gen-
eral undecidable, the techniques for dealing with alias channels make use of con-
servative approximations to ensure that potential aliases (such as x and y) are
never treated as though their contents have different security levels.

4. Timing channels are introduced when high-security data influences the amount
of time it takes for part of a program to run. The code below illustrates a timing
channel that transmits information via the shared system clock.

1 := time(); Get the current time

if h then delay(10); Delay based on h

if (time() < 1 + 10) See whether there was delay
then 1 := 0 h s false
else 1 := 1; h is true

The kind of timing channel shown above is internal to the program; the program
itself is able to determine that time has passed by invoking the time () routine.



This particular flow can be avoided by making the clock high-security, but con-
current threads may time each other without using the system clock.

A second kind of timing channel isexternal to the program, in the sensethat a user
observing the time it takes for a program to complete is able to determine extra
information about secret data, even if the program itself does not have access to
the system clock. One approach to dealing with external timing channels is to
force timing behavior to be independent of the high-security data by adding extra
delays[Aga00] (at a potentially severe performance penalty).

5. Abstraction-violation channels arise from under-specification of the context in
which aprogramwill berun. Thelevel of abstraction presented to the programmer
by alanguage may hide implementation details that allow someone with knowl-
edge of run-time environment to deduce high-security information.

For example, the memory allocator and garbage collector might provide an in-
formation channel to an observer who can watch memory consumption behavior,
even though the language semantics do not rely on a particular implementation of
these features. Similarly, caching behavior might cause an external timing leak
by affecting the program’s running time. External timing channels are a form of
abstraction-violation—they are apparent only to an observer with access to the
“wall clock” running time of the program.

These are the hardest sources of information flows to prevent as they are not cov-
ered by the language semantics and are not apparent from the text or structure
of the program. While it is nearly impossible to protect against all abstraction-
violation channels, it is possible to rule out more of them by making the language
semantics more specific and detailed. For instance, if one were to model the mem-
ory manager formally, then that class of covert channels might be eliminated. Of
course making such refined assumptions about the run-time environment means
that the assumptions are harder to validate—any implementation must meet the
specific details of the model.

Noninterference is the basic information-flow policy enforced by the security-typed
languages considered in thisthesis. It prohibits al explicit, implicit, and internal timing
information flows from Secret to Public.

Although the above discussion has focused on confidentiality, similar observations
hold for integrity: A low-integrity (Tainted) variable should not be able to influence
the contents of a high-integrity (Untainted) variable. Thus, a security analysis should
also rule out explicit and implicit flows from Tainted to Untainted.

The security-typed languages in this thesis are designed to ensure noninterference,
but noninterference is often not the desired policy in practice. Many useful security



policies include intentional release of confidential information. For example, although
passwords are Secret, the operating system authentication mechanism revealsinforma-
tion about the passwords—namely whether a user has entered a correct password.

Noninterference should be thought of as a baseline security policy from which others
are constructed. Practical security-typed languages include declassification mechanisms
that allow controlled release of confidential data, relaxing the strict requirements of non-
interference. Although noninterference results are the focus, this thesis also discusses
declassification and controlling its use.

1.1 Security-typed languages

L anguage-based security isauseful complement to traditional security mechanismslike
access control and cryptography because it can enforce different security policies.

Access-control mechanisms grant or deny access to a piece of data at particular
points during the system’s execution. For example, the read—write permissions pro-
vided by a file system prevent unauthorized processes from accessing the data at the
point when they try to open the file. Such discretionary access controls are well-
studied [Lam71, GD72, HRU76] and widely used in practice.

Unlike traditional discretionary access-control mechanisms, a security-typed lan-
guage provides end-to-end protection—the data is protected not just at certain points,
but throughout the duration of the computation. To the extent that a system can be de-
scribed as a program or a collection of communicating programs written in a security-
typed language, the compositional nature of the type-system extends this protection
system-wide.

As an example of the difference between information flow and access control, con-
sider this policy: “the information contained in this e-mail may be obtained only by
me and the recipient.” Because it controls information rather than access, this policy is
considerably stronger than the similar access-control policy: “only processes authorized
by me or the recipient may open the file containing the e-mail.” The latter policy does
not prohibit the recipient process from forwarding the contents of the e-mail (perhaps
cleverly encoded) to some third party.

Program analysis is a useful addition to run-time enforcement mechanisms such as
reference monitors because such purely run-time mechanisms can enforce only safety
properties, which excludes many useful information-flow policies [Sch01]2. Run-time
mechanisms can monitor sequences of actions and allow or deny them; thus, they can
enforce access control and capability-based policies. However, dynamic enforcement of

2This analysis assumes that the run-time enforcement mechanism does not have access to the pro-
gram text; otherwise the run-time mechanism could itself perform program analysis. Run-time program
analysisis potentially quite costly.



information-flow policiesisusually expensive and too conservative because information
flow is a property of all possible executions of a program, not just the single execution
available during the course of one run [Den82].

Encryption is another valuable tool for protecting information security, and it is cru-
cia in settings where data must be transmitted via an untrusted medium—for example
sending a secret over the Internet. However, encryption works by making it infeasible to
extract information from the ciphertext without possessing a secret key. This property is
exactly what is needed for transmitting the data, but it also makesit (nearly) impossible
to compute usefully over the data; for instance it is difficult to create an algorithm that
sorts an encrypted array of data.® For such non-trivial computation to take place over
encrypted data, the data must be decrypted, at which point the problem again becomes
regulating information flow through a computation.

The following examples illustrate scenarios in which access control and cryptog-
raphy alone are insufficient to protect confidential data, but where security-typed lan-
guages can be used:

1. A home user wants a guarantee that accounting software, which needs access
to both personal financial data and a database of information from the software
company, doesn’t send her credit records or other private data into the Internet
whenever it accesses the web to query the database. The software company does
not want the user to download the database because then proprietary information
might fall into the hands of a competitor. The accounting software, however, is
available for download from the company’s web site.

Security-typed languages offer the possibility that the user’s home computer could
verify the information flows in the tax program after downloading it. That verifi-
cation gives assurance that the program will not leak her confidential data, even
though it communicates with the database.

With the rise of the Internet, such examples of mobile code are becoming a wide-
spread phenomenon: Computersroutinely download Java applets, web-scriptsand
Visual Basic macros. Software is distributed via the web, and dynamic software
updates areincreasingly common. In many cases, the downloaded software comes
from untrusted or partially untrustworthy parties.

2. The ability for the sender of an e-mail to regulate how the recipient uses it is
an information-flow policy and would be difficult to enforce via access control.

3There are certain encryption schemes that support arithmetic operations over ciphertext so that
encrypt(x) @ encrypt(y) = encrypt(x + y), for example. They are too impractical to be used for
large amounts of computation [CCD88].



While cryptography would almost certainly be used to protect confidential e
mail and for authenticating users, the e-mail software itself could be written in
a security-typed language.

. Many programs written in C are vulnerable to buffer overrun and format string
errors. The problem is that the C standard libraries do not check the length of
the strings they manipulate. Consequently, if a string obtained from an untrusted
source (such as the Internet) is passed to one of these library routines, parts of
memory may be unintentionally overwritten with untrustworthy data—this vul-
nerability can potentially be used to execute an arbitrary program such asavirus.

This situation is an example of an integrity violation: low-integrity data from the
Internet should not be used as though it is trustworthy. Security-typed languages
can prevent these vulnerabilities by specifying that library routines require high-
integrity arguments [STFWO01, Wag00].

. A web-based auction service allows customers to bid on merchandise. Multiple
parties may bid on anumber of items, but the parties are not allowed to see which
items others have bid on nor how much was bid. Because the customers do not
necessarily trust the auction service, the customer’s machines share information
sufficient to determine whether the auction service has been honest. After the bid-
ding period is over, the auction service reveal s the winning bidsto all participants.

Security policies that govern how data is handled in this auction scenario can
potentially be quite complex. Encryption and access control are certainly useful
mechanismsfor enforcing these policies, but the client software and auction server
can be written in a security-typed language to obtain some assurance that the bids
are not |eaked.

Despite the historical emphasis on policies that can be enforced by access control

and cryptographic mechanisms, computer security concerns have advanced to the point
where richer policies are needed.

Bill Gates, founder of Microsoft, called for anew emphasis on what he calls “ Trust-

worthy Computing” in an e-mail memorandum to Microsoft employees distributed on
January 15, 2002. Trustworthy Computing incorporates not only the reliability and
availability of software, but also security in the form of access control and, of particular
relevance to thisthesis, privacy [Gat02]:

Users should bein control of how their dataisused. Policiesfor information
use should be clear to the user. Users should be in control of when and if
they receive information to make best use of their time. It should be easy for



users to specify appropriate use of their information including controlling
the use of email they send.*

—Bill Gates, January 15, 2002

Trustworthy Computing requires the ability for users and software developersto ex-
press complex security policies. Commercial operating systems offer traditional access
control mechanisms at the file-system and process level of granularity and web browsers
permit limited control over how information flows to and from the Internet. But, asin-
dicated in Gates memo, more sophisticated, end-to-end policies are desired.

Security-typed languages provide a formal and explicit way of describing complex
policies, making them auditable and enforceable via program analysis. Such automa-
tion is necessitated both by the complexity of security policies and by the sheer size of
today’s programs. The security analysis can potentially reveal subtle design flaws that
make security violations possible.

Besides complementing traditional enforcement mechanisms, security-typed lan-
guages can help software developers detect security flaws in their programs. Just as
type-safe languages provide memory safety guarantees that rule out a class of program
errors, security-typed languages can rule out programs that contain potential informa-
tion leaks or integrity violations. Security-typed languages provide more confidence
that programs written in them are secure.

Consider adevel oper who wants to create digital-signature software that is supposed
to run on asmart card. The card provides the capability to digitally sign electronic data
based on a password provided by the user. Because the digital signatures authorize
further computations (such as transfers between bank accounts), the password must be
protected—if it were leaked, anyone could forge the digital signatures and initiate bogus
transactions. Consequently, the developer would like some assurance that the digital-
signature software does not contain any bugs that unintentionally reveal the password.
Writing the digital-signature software in a security-typed language would help improve
confidence in its correctness.

There is no magic bullet for security. Security-typed languages still rely in part on
the programmer to implement the correct policy, just as programmers are till trusted to
implement the correct algorithms. Neverthel ess, security-typed languages provide away
to ensure that the policy implemented by the programmer is self-consistent and that it
agrees with the policy provided at the program’s interface to the external environment.
For example, the operating system vendor can specify a security policy on the data
passed between the file system and applications written to use the file system. The
compiler of a security-typed language can verify that the application obeys the policy

4sit ironic that the text of this e-mail was available on anumber of web sites shortly after it was sent?



specified in the OS interface; therefore the OS vendor need not trust the applications
programmer. Symmetrically, the application writer need not trust the OS vendor.

Absolute security is not a realistic goal. Improved confidence in the security of
software systems is a realistic goal, and security-typed programming languages offer a
promising way to achieveit.

1.2 Contributionsand Outline

Thisthesis devel ops the theory underlying avariety of security-typed languages, starting
with a simple toy language sufficient for sequential computation on a trusted computer
and building up to alanguage for describing multithreaded programs. It also addressthe
problem of secure computation in a concurrent, distributed setting in which not all the
computers are equally trusted.

Chapter 2 introduces the lattice-model of information-flow policies and the notation
used for it in this thesis. This chapter defines noninterference—making precise what
it means for a security-typed language to protect information security. This chapter
is largely based on the existing work on using programming language technology to
enforce information-flow policies.

Chapter 3 gives an elementary proof of noninterference for a security-typed, pure
lambda calculus. Thisis not a new result, but the proof and the language’s type sys-
tem serve as the basis for the more complex ones presented later. Chapter 3 explains
the proof and discusses the difficulties of extending it to more realistic programming
languages.

The subsequent chapters describe the main contributions of this thesis. The contri-
butions are:

1. Thefirst proof of noninterferencefor asecurity-typed language that includes high-
order functions and state. This result is described in Chapter 4. The material
there is drawn from a conference paper [ZMO01b] and its extended version, which
appears in the Journal of Higher Order and Symbolic Computation special issue
on continuations [ZMO01a]. The proofs of Soundness and Noninterference for
the language that appear in Sections 4.3 and 4.4 are adapted from a technical
report [ZMOQ]. Since the original publication of this result, other researchers
have proposed alternatives to this approach [PS02, HY 02, BNO2].

2. An extension of the above noninterference proof to the case of multithreaded pro-
grams. The main difficulty in aconcurrent setting is preventing information leaks
due to timing and synchronization behavior. The main contribution of Chapter 5
is a proposal that, contrary to what is done in existing security-typed languages
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for concurrent programs, internal timing channels should be controlled by elim-
inating race conditions entirely. This chapter gives a type system for concurrent
programs that eliminates information leaks while still allowing threads to com-
municate in a structured way.

3. The observation that declassification, or intentional release of confidential data,
ties together confidentiality and integrity constraints. Because declassification
IS a necessary part in any realistic secure system, providing a well-understood
mechanism for itsuseis essential. Chapter 6 explains the problem and a proposed
solution that is both simple and easy to put into practice. Intuitively, the decision
to declassify a piece of confidential information must be protected from being
tampered with by an untrusted source.

4. A consideration of the additional security requirements imposed when the sys-
tem consists of a collection of distributed processes running on heterogeneously
trusted hosts. Previous security-typed languages research has assumed that the un-
derlying execution platform (computers, operating systems, and run-time support)
istrusted equally by al of the principals whose security policies are expressed in
aprogram. This assumption violates the principle of least privilege. Furthermore,
it is unredlistic for scenarios involving multiple parties with mutual distrust (or
partial distrust)—the very scenarios for which multilevel security is most desir-
able

This approach, described in Chapter 7, is intended to serve as a model for un-
derstanding confidentiality and integrity in distributed settings in which the hosts
carrying out the computation are trusted to varying degrees.

5. An account of a prototype implementation for obtaining end-to-end information-
flow security by automatically partitioning a given source program to run in a
network environment with heterogeneously trusted hosts. This prototype, called
Jif/split, extends Jif [MNZZ01], a security-typed variant of Java, to include the
heterogeneous trust model. Jif/split serves both as a test-bed and motivating ap-
plication for the theoretical results described above.

The Jif/split prototype described in Chapter 8, which is adapted from a paper that
appeared in the Symposium on Operating Systems Principlesin 2001 [ZZNMO01]
and a subsequent journal version that will appear in Transactions on Computer
Systems [ZZNMO02]. The proof from 8.4 istaken in its entirety from the | atter.

Finally, Chapter 9 concludes with a summary of the contributions and some future
directions.



Chapter 2

Defining I nfor mation-Flow Security

This chapter introduces the lattice model for specifying confidentiality and integrity
levels of data manipulated by a program. It then shows how to use those security-level
specifications to define the noninterference security policy enforced by the type systems
in thisthesis.

2.1 Security lattices and labels

Security-typed languages provide away for programmers to specify confidentiality and
integrity requirements in the program. They do so by adding explicit annotations at
appropriate points in the code. For example, the declaration int{Secret} h indicates
that h has confidentiality label Secret.

Following the work on multilevel security [BP76, FLR77, Fei80, McC87, MR92b]
and Denning's original work on program analysis [Den75, Den76, DD77], the security
levels that can be ascribed to the data should form alattice.

Definition 2.1.1 (Lattice) A lattice £ isa pair (L,C). Where L is a set of elements
and C isa reflexive, transitive, and anti-symmetric binary relation (a partial order) on
L. In addition, for any subset X of L, there must exist both least upper and greatest
lower bounds with respect to the C ordering.

An upper bound for asubset X of Lisanelement ¢ € L suchthatz € X = = C /.
The least upper bound or join of X isan upper bound ¢ such that for any other upper
bound z of X, itisthecasethat ¢ C z. It iseasy to show that the least upper bound of a
set X, denoted by | | X, isuniquely defined. In the special case where X consists of two
elements z; and x5, the notation z; LI x5 isused to denote their join.

A lower bound for asubset X of Lisanelement/ € L suchthatz € X = ¢/ C z.
The greatest lower bound or meet of X is a lower bound ¢ such that for any other
lower bound z of X, itisthe casethat =z C /. It iseasy to show that the greatest lower

11
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bound of a set X, denoted by [ | X, is uniquely defined. In the special case where X
consists of two elements 2, and x5, the notation z; M x5 is used to denote their meet.
Note that because a lattice is required to have a join for all subsets of L there must

beajoinfor L itself, denoted by T o | |L. By definition, it must bethe casethat ¢ C T
for any element ¢ € L, that is, T isthe greatest or top element of the lattice. Smilar

reasoning establishes that there is a least or bottom element of the lattice, denoted by
def
1L =T]L.

One example of a confidentiality lattice is the classification used by the Department
of Defense in their “Orange Book” [DODS85]:

Unclassified C Confidential C Secret C Top Secret

An even simpler lattice that will be useful for examples in what followsis the two point
lattice:
1T

Thislatticeisjust arenaming of the lattice already used in the examples at the beginning
of this chapter:
Public C Secret

Another example is areaders lattice that is generated from a set of principal identi-
fiers, P. The elements of the lattice are given by P(P), the powerset of P. The order
C isthereverse of the usua set inclusion. Intuitively, information about a piece of data
labeled with the set of principals {py,...,p,} C P should only be observable by mem-
bers p; through p,,. Thusthe set P itself isthe most public element, and the empty set
(indicating that the information should be invisible to all principals) is the most confi-
dential.

As an example of areaderslattice, consider the case where there are two principals,
Alice and Bob. Theresulting label latticeis:

N

{Alice} {Bob}

T A

{Alice, Bob}

All of the lattices shown above are intended to describe confidentiality policies; lat-
tices can also describe integrity policies. The ssimplest such latticeis:

Untainted C Tainted
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Note that this lattice is isomorphic to the Public C Secret lattice. Why is that?
Intuitively, Secret information has more restrictions on where it can flow than Public
information—Secret data should not flow to aPublic variable, for instance. Similarly,
Tainted information hasmorerestrictionsonitsusethan Untainted information. Both
Secret and Tainted data should be prevented from flowing to points lower in the
lattice. Formally, confidentiality and integrity are duals [Bib77].

In view of this duality, in this thesis, high security means “high confidentiality” or
“low integrity” and low security means “low confidentiality” or “high integrity.” High
and low are informal ways of referring to relative heights in a lattice where ¢; C /5
means that /; isbounded above by ¢, and ¢; £ ¢, meansthat /; is not bounded above by
l5. The terminology “¢; is protected by /5" will also be used to indicate that /; C /,—
intuitively it is secure to treat data with label ¢, as though it has label ¢, because the
latter label imposes more restrictions on how the datais used.

As a final example of a security lattice, both integrity and confidentiality can be
combined by forming the appropriate product lattice, as shown below:

Secret Talnted

/ \

(Public, Tainted) (Secret,Untainted)

\ /

Pub11c Untalnted

The lattice elements are also used to describe the privileges of users of the program,
hence determining what data should be visible to them. For instance, in the DoD lat-
tice, a user with clearance Secret is able to learn information about Unclassified,
Classified, and Secret data, but should not learn anything about Top Secret data.

The choice of which lattice to use is dependent on the desired security policies and
level of granularity at which dataisto be tracked. For simple security, the DoD style lat-
tice may suffice; for finer control over the security levels of data more complex lattices,
such as those found in Myers' and Liskov’'s decentralized label model [ML98, ML0OO]
should be used.

Despite the importance of the security lattice with regard to the security policies that
can be expressed, it is useful to abstract from the particular lattice in question. Con-
sequently, all of the resultsin this thesis are derived for an arbitrary choice of security
lattice.
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2.1.1 Latticeconstraints

The type systems in this thesis can be thought of as generating a system of lattice in-
equalities based on security annotations of aprogram in question. For example, consider
the program that assigns the contents of the variable x to the variable y:

y =X

Suppose that the |abels assigned to the variables x and y are label(x) and label(y) respec-
tively. The assignment is permissibleif label(x) C label(y), because this constraint says
that x contains more public (or less tainted) data than y is allowed to hold. Concretely,
suppose that label(x) = Secret and label(y) = Public. The program above would
generate the constraint Secret = Public, which isnot satisfiablein the simple security
lattice. On the other hand, if label(y) = Secret, then the constraint label(x) C Secret
is satisfiable no matter what label(x) is.

The lattice structure is used to approximate the information contained in a piece of
data that results from combining two pieces of data. For example, the expressionx + y
is given the security label label(x) LI label(y), which intuitively says that the expression
x + y may reveal information about either x or y. If either x or y is Secret, then the
result of x + yisSecret.

To determine whether the assignment z := x + y islegal, we determine whether
the constraint label(z) C label(x) U label(y) is satisfiable.

The type system generates similar lattice inequations for al of the program state-
ments, reducing the problem of determining whether a program is secure to a lattice-
inequality constraint satisfaction problem. The correctness theorem for a security-type
system says that if the constraints are satisfiable then the program does not leak infor-
mation. The meaning of “does not leak information” is made precise in the next section.

The complexity of determining whether a program obeys the noninterference policy
rests on the ability to solve systems of lattice inequalities. In general, this problem
is NP-complete for finite lattices: it is simple to reduce 3SAT to the lattice constraint
satisfaction problem because Boolean a gebras constitute | attices and implication can be
encoded viaLC.

There are properties of the security lattice and the system of inequalities that can
make it easier to determine whether a solution exists[RM96]. One possibility isthat the
system has only inequalities that can be written in the form a C b U ¢, for example, and
does not contain more complex constraintslike a Mb C ¢ U d. Disallowing meets on the
left of inequalities reduces the search space of candidate solutions.

Another useful lattice property is distributivity, which means that:

al(bUc)=(aMnb)U(aMc)
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Distributivity aoneis not enough to admit a polynomial time constraint satisfaction al-
gorithm (Boolean algebras are also distributive). However, distributitivy allowsinequal-
ities to be put into normal forms that, with additional restrictions like the one above,
make efficient constraint satisfaction algorithms possible.

Despite the importance of obtaining tractable constraint sets from the type system,
thisthesisis not concerned with the complexity of solving the lattice constraints. Hap-
pily, however, practical applications often make use of distributive lattices (see Myers
and Liskov’s Decentralized Label Model [ML98, MLOQ] for example). The constraints
generated by the type systems in this thesis also do not contain meets on the left of
inequalities.

2.2 Noninterference

This section describes a general methodology for defining information-flow security in
programming languages. The goal is aformal definition of noninterference, a basic se-
curity policy that intuitively says that high-security information cannot affect the results
of low-security computation.

Thisthesisis concerned with regulating information flows that are internal to a pro-
gram. In particular, the type systems presented attempt to address only information
flows that can be detected because they alter the behavior of a program asit runs. This
means that programs deemed to be secure might still contain external timing leaks or
abstraction-violation channels.

For instance, the following Java-like! insecure, under the assumption that the method
System.print printsto apublic location:

class C {
public static void main(string[] args) {
String{Secret} combination = System.input();
System.print ("The secret combination is : " + combination);
}
}

Here, the value of the string stored in the variable combination (which has been ex-
plicitly declared to be secret) affects the behavior of the program. The purpose of the
security-typed languages is to rule out these kind of information flows.

The basic approach to defining noninterference is the following. Each step is de-
scribed in more detail below.

1Java's keyword public, in contrast to the label Public, describes the scope of fields or methods, not
their confidentiality level. Such scoping mechanisms are considerably weaker than the information-flow
policies described in this thesis.
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1. Choose an appropriate formal model of computation equipped with a meaningful
(implementable) semantics. The language should have values—data objects—and
programs should describe computations over those values.

3,true,... € Values z := x + 3,... € Programs

2. Derive from the semantics a definition of program equivalence, starting from an
apparent equivalence on the values of the language. This equivalence should be
sound with respect to the language semanticsin the sense that equivalent programs
should produce equivalent observable results.

VP, P, € Programs. P, = P, & ...

3. Enrich the program model using a security lattice as described in the previous
section. This yields a way of specifying the high- and low-security interfaces
(written with a I") to aprogram P.

Aninterface I" to aprogram describes a set of contexts in which it makes sense to
run the program. In this thesis, the interfaces will be type environments that de-
scribe what variables or memory locations are available for use within the program
P. Assertions like the following say that program P has high- and |ow-security
interfaces FHigh and Iow:

FHigh7FLOW =P

4. Define the powers of the low-security observers of the system. This is done
by coarsening the standard notion of process equivalence ~ to ignore the high-
security parts of the program. This new equivalence, ~,.,, represents the low-
security view of the computation; it depends on the low-security interface to the
program (I.). Treating the equivalence relations as sets, coarsening = is the
requirement that ~ C ~ ..

5. Define a set of high-security inputs for the program, these values should match
the interface FHighy sothat v € VaIues(FH;gh).

6. Define noninterference from the above components. Thereis no illegal informa-
tion flow through a program P iff the low-security behavior of the program is
independent of what high-security inputs are given to the program. Formally,
P € Programs is information-flow secure (satisfies noninterference) iff

FHigh7 FLow FP = VUl,Ug - VaIues(FH;gh). P(Ul) Low P(’Ug)
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This basic recipe for defining information-flow security will be used in this thesis
for avariety of different programming languages. For each language, atype system that
establishes noninterference for programs written in the language are given. However,
there are many details left unspecified in the high-level overview given above, so it is
worth going into each of the steps in more depth.

Step 1. Language definition

The first step is to choose a notion of program (or process, or system) that includes
a computationally meaningful semantics. For example, one could pick the untyped
lambda calculus and give its semantics via G-reduction. Another choice could be the
Java programming language with semantics given by trandation to the bytecode inter-
preter (which in turn has its own semantics).

The language semantics should include an appropriate notion of the observable be-
havior of programs written in the language. The observable behavior is usually formal-
ized as an evaluation relation between program terms and values computed (large-step
operational semantics), or perhaps a finer-grained model of the computation via a suit-
able abstract machine (small-step operational semantics).

Step 2: Program equivalence

The next step isto choose abasic definition of program equivalence; typically thisequiv-
alence is derived from and must respect the behavioral semantics of the language. For
example, one might choose (-n equivalence for the untyped lambda calculus. Giv-
ing an appropriate definition of equivalence for Java programs is considerably harder;
nevertheless, some well-defined notion of equivalence is necessary. (Programmers and
compiler writers make use of program equivalences all the time to reason about changes
they make to a program, so thisis not an unreasonabl e requirement.)

The choice of language behavioral semantics, together with the accompanying equi-
valence, determines the level of detail in the model. For example, the lambda calculus
provides a very abstract model of computation that is quite far from the behavior of
actual computers, whereas, in principle, one could characterize the precise operational
specification of a particular microprocessor.

There is a trade off between the accuracy of the information-flow analysis and the
generality of the results. This thesis concentrates on arelatively abstract level of detall
in an idealized computer.
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Step 3. Security types

It is impossible to define security without specifying a security policy to be enforced.
Consequently, the next step in defining information-flow security is to enrich the pro-
gramming language so it can describe the confidentiality or integrity of the data it ma-
nipulates. This is done by associating a label, drawn from a security lattice, with the
types of the data manipulated by the program.

Consider the example Java-like program from the introduction:

class C {
public static void main(string[] args) {
String{Secret} combination = System.get();
System.print ("The secret combination is : " + combination);
}
}

The declaration String{Secret} indicates that the variable contains secret data. A
similar annotation on the print method can indicate that its String argument is printed
to a console visible to the public—print constitutes a channel through which the pro-
gram’s behavior can be observed. In Java-like notation,? print’stype can be written as:
void System.print(String{Public} x)

Except where Java or Jif programs are considered (see Chapters 6 and 8), thisthesis
adopts a more abstract syntax for security types. If ¢ isatype in the language and / is
a security label, then ¢, is a security type. This notation is more compact than the ¢{¢}
used in the example above.

Step 4: Low-security behavioral equivalence

The next step isto define an appropriate notion of low-level or low-security equival ence.
Intuitively, this equivalence relation hides the parts of the program that should not be
visible to alow-level observer.

For example, consider the set of states consisting of pairs (h,[), where h ranges
over some high-security data and / ranges over low-security data. An observer with
low-security access (only permitted to see the [ component) can see that the states
(attack at dawn, 3) and (do not attack,4) are different (because 3 # 4), but will
be unable to distinguish the states (attack at dawn, 3) and (do not attack, 3). Thus,
with respect to thisview (= ow):

(attack at dawn, 3) ~2| oy (do not attack, 3)
(attack at dawn, 3) %,y (do not attack,4)

2In more traditional type-theoretic notation, this type might be written as:
System.print : String{Public} — unit
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It is necessary to generalize this idea to include other parts of the program besides
its state—the computations must also have a suitable notion of low equivalence. The
choice of observable behavior impacts the strength of the noninterference result. For
example, if the equivalence on computations takes into account running time, then non-
interference will require that high-security information not affect the timing behavior
of the program. This thesis, as elsewhere in the security literature, generalizes low-
eguivalence to computations via appropriate bisimulation relations [LV 95, Mil89].

Also, because the security lattice contains many points, and the program should be
secure only if all illegal information flows are ruled out, we must also generalize to
equivalence relations indexed by an arbitrary lattice element ¢. The relation =, repre-
sents the portion of the computation visible to an observer at security level /.

Step 5: High-security inputs

Because we are interested in preventing information flows from high-security sources
to lower-security computation, we must specify how the high-security information is
generated. The next step of defining information flows is to pick an appropriate notion
of high-security inputs,

For simple datatypes such as Booleans and integers, any val ue of the appropriate type
is suitable as a high-security input. However, if the high-security input is a function
or some other higher-order datatype (like an object), then this input itself can lead to
insecure behavior—when the insecure function is invoked, for instance.

Any security analysis that establishes noninterference must guarantee that insecure
inputs are not used by the program. In practice, this can be accomplished by analyzing
the inputs, i.e. requiring them to type check.

Step 6: Noninterference

Combining the steps above, we obtain a suitable definition of noninterference:

FHigh7 NowHF P = V’Ul,Ug c VaIues(FH;gh). P(Ul) L ow P(UQ)
This definition says that a program P is secure if changing the high-security values of
theinitial state does not affect the low-security observable behavior of the program.
2.3 Establishing noninterference

The security-typed languages studied in this thesis rule out insecure information flows
by augmenting the type system to constrain how high-security data is handled by the
program. To connect these nonstandard type systems to information security, we must
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prove that well-typed programs satisfy an appropriate definition of noninterference. As
we have seen, noninterference is a statement about how the program behaves. Therefore
one must connect the static analysis of a program to the program’s operational behavior.
Aswith ordinary type systems, the main connection is a soundness theorem that implies
that well-typed programs do not exhibit undesired behavior (such asaccessing initialized
memory locations).

In the case of information-flow properties, we take this proof technique one step fur-
ther: we instrument the operational semantics of the programming language to include
labels. This nonstandard operational semantics is constructed so that it tracks informa-
tion flows during program execution. For example, suppose that the standard semantics
for the language specifiesinteger addition using ruleslike3+4 || 7, wherethe || symbol
can beread as“evaluatesto”. The labeled operational semantics requires that the values
3 and 4 to be tagged with security labels. Supposing that the labels are drawn from the
two point lattice, we might have 3+ and 4, . The nonstandard rule for arithmetic addi-
tion would show that 3+ + 4, | 7(tu1), where we use the lattice join operation (L) to
capture that the resulting value reveals information about both of the operands.

Importantly, the instrumented operational semantics agrees with the original seman-
tics: erasing all of the additional |abel information from an execution trace of the non-
standard programs yields a valid execution trace of the standard program. Thisimplies
that any results about the nonstandard operational semantics apply to the standard pro-
gram as well. This erasure property is also important, because it means that, even
though the instrumented operational semantics makes use of labels at run time, a real
implementation of the security-typed language does not need to manipulate labels at run
time.

The strategy adopted in this thesis for establishing noninterference thus consists of
four steps.

1. Construct a labeled operational semantics safely approximates the information
flowsin aprogram.

2. Show that the security type system is sound with respect to the nonstandard se-
mantics.

3. Use the additional structure provided by the labeled semantics to show that non-
interference conditions hold for instrumented programs.

4. Use the erasure property to conclude that the standard behavior of a program
agrees with the nonstandard behavior, which implies that the standard program
satisfies noninterference.

The next three chapters illustrate this process for three different languages that in-
corporate increasingly rich programming features.
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2.4 Related work

There is a considerable amount of work related to specifying noninterference-style
information-policies and generalizing those definitions to various models of computa-
tion.

The enforcement of information-flow policiesin computer systems has itsinception
in Bell and LaPadula’ swork on amulti-level security policy for the MULTICS operating
system [BL75]. At roughly the sametime, Denning proposed the lattice-model of secure
information flow [Den76] followed by a means of certifying that programs satisfy a
strong information-flow policy [DD77]. However, no correctness result was given for
this approach, partly due to a lack of aformal characterization of what it means for a
program to be insecure.

Goguen and Meseguer addressed this problem of formalizing information-security
by proposing the first definition of noninterference in 1982 [GM82]. The intuitions
underlying their definition of noninterference are the same as those used to motivate
the definition of noninterference in thisthesis. Their original definition was suitable for
deterministic state machines and used traces of states to represent systems, rather than
the language and context formulation used here.

Many definitions of information security similar to noninterference have been pro-
posed, and there is no general agreement about which definition is appropriate for what
scenarios. Two major classifications of security properties have emerged.

In the possibilistic setting, the set of possible outcomes that might result from a
computation are considered the important factor [Sut86, McC88, McL88b, McL 883,
McL90, WJ90, McL94, ZL 97, Zha97]. A system is considered possibilistically secure
if the actions of a high-security observer do not affect the set of possible outcomes.
Probabilistic security, in contrast, requiresthat high-security events are not able to affect
the probability distribution on the possible outcomes of a system [Gra90, Gradl, GS92].
For sequential programs, possibilistic and probabilistic security coincide—thereis only
one possi ble outcome of running the system and it occurs with probability 1.

The results in the work discussed above are presented at the level of state machines
that represent an entire system, typically a whole computer or complete program. Se-
curity properties are expressed as predicates over sets of traces which correspond to
runs of the state machine on various inputs. This level of detail abstracts away from the
implementation details of the system, which is good from the point of view of specifica-
tion, but does not contain enough detail to give rise to any principle for building secure
system. Sabelfeld and Mantel bridge the gap between the labeled transition models and
programming-languages approaches to information security [M S01] by showing how to
encode the actions of a simple programming language in the labeled transition model.

The definition of noninterference used here is closer to those used in the program-
ming languages community [V SI96, HR98, PC00] and is equivalent to them for se-
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guential programs. The presentation of nointerference in this thesis draws on the idea
contextual equivalence [Mor68].

Language-based security extends beyond information-flow control [SMHO0]. Work
on Typed Assembly Language [MWCG99, MCG*99, CWM99] and proof-carrying
code [Nec97] emphasizes static checking of program properties. In-lined reference
monitors [ES99, ET99] use code rewriting techniques to enforce security policies on ex-
isting software. Buffer overflow detection, a common source of security holes, has also
been treated via static program analysis [LEO1] and dynamic techniques [CPM *98].



Chapter 3

Secure Sequential Programs

This chapter introduces two secure source calculi. They serve as examples of the basic
methodology introduced in Chapter 2, and the remainder of thisthesis builds on them.

Thefirst language, Asgc, isacase study for introducing the basic definitions and no-
tation. It isapurely functional, simply-typed lambda cal culus that includes the minimal
extensions for expressing confidentiality policies. Section 3.1 describes \sgc in detail,
explainsitstype system, and proves that well-typed programs enjoy the noninterference
security property.

The second language, A5, serves as a vehicle for discussing the problems of in-
formation flows that can occur through side effects in a program. It extends Asgc with
mutabl e state and recursion, to obtain a Turing-complete language. The type system for
AEEE must be more complicated to account for information flows that can arise from
aliasing and mutations to the store. Section 3.2 describes the language, its operational
semantics and the type system for ensuring security. Noninterference is not proved for
ASEE directly; instead, that result is obtained in Chapter 4 using a semantics-preserving
trandation into a CPS-style language.

3.1 Aggc: asecure, simply-typed language

Figure 3.1 describes the grammar for Aggc, a purely functional variant of the simply-
typed lambda calculus that includes security annotations. This language is a simplified
variant of the SLam calculus, developed by Heintze and Riecke [HR98].

In the grammar, the metavariables ¢ and pc range over elements of the security lat-
tice. The possible types include the type bool of Boolean values and the types of func-
tions (s — s) that expect a security-annotated value as an argument and produce a
security-annotated type as a result. Security types, ranged over by the metavariable s,
are just ordinary types labeled with an element from the security lattice.

23
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if e then e else e Conditiona

lpc € L Security labels

t = bool Boolean type
| s—s Function type

s =1y Security types

bv == t | £ Boolean base values
| Az:s.e Functions

v o= Variables
| by Secure Vaues

e = v Values
| ee Function application
| ede Primitive operations
|

@ == A V| ... Boolean operations

Figure 3.1: Asgc grammar

Basevalues, in the syntactic class b, include the Boolean constants for true and false
as well as function values. All computation in a security-typed language operates over
secure-values, which are smply base values annotated with a security label. Variables,
ranged over by the metavariable x, denote secure values.

Expressions include values, primitive Boolean operations such as the logical “and’
operation A, function application, and a conditional expression.

To obtain the underlying unlabeled lambda-cal culus term from a Aggc term, we sim-
ply erase the label annotations on security types and secure values. For any Aggc term
e, let erase(e) beitslabel erasure. The resulting language isidentical to standard defini-
tions of the simply typed lambda-calculus [Mit96].

Definition 3.1.1 (Free and Bound Variables) Let vars(e) bethe set of all variablesoc-
curring in an expression e. The free and bound variables of an expression e are defined
as usual for the lambda calculus. They are denoted by the functions fv(—) and bv(—)
respectively.
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fV(tg) = 0
fV(fg) = Q)
fv((Ax:s.e)) = fv(e)\ {z}
fv(e; e2) = fv(er) Ufv(es)
fv(eg @ ey) = fv(er) Utv(es)
fv(if e thene; elseey) = fv(e) Ufv(er) U fv(es)

bv(e) = wvars(e) \ fv(e)

Following Barendregt[Bar84], this thesis uses the bound variable convention: the
terms are identified up to consistent renaming of their bound variables. Two such terms
are said to be a-equivalent, and this is indicated by the notation e; =, e,. Usually,
however, terms will be considered to implicitly stand for their =,-equivalence classes;
consequently, bound variables may be renamed so as not to conflict.

Definition 3.1.2 (Program) A program is an expression e such that fv(e) = (. Such
an expression is said to be closed. Expressions that contain free variables are open.

3.1.1 Operational semantics

For simplicity, we give \sgc alarge-step operational semantics. The standard evaluation
relation is of theform e |} s v, which means that the (closed) program e evaluates to the
value v. The definition of the |5 relation is given in Figure 3.2.! Figure 3.3 shows
the instrumented operational semantics, which is derived from the standard operational
semantics by adding labels.

Values evaluate to themselves; they require no further computation, as indicated by
the rule A\ggc-EVAL-VAL.

Binary Boolean operators are evaluated using the rule \sgc-EVAL-BINOP. Here,
the notation [@] is the standard semantic function on primitive values corresponding to
the syntactic operation &. For example:

[A]
[A]
[A]
£ [A]

H ot

H ct Hh ot
H Hh Hh

1The box at the top of the figure (and subsequent figures in this thesis) illustrates the form of the
relation defined by the figure. Rules are named by appending a short description in SMALL CAPS to the
name of the language to which the rule pertains.
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Aspc-SEVAL-VAL vi{gv

€1 US buy ey Us buy
Asec-SEVAL-BINOP e1 @ ey g bui[D]bvg

elst e lsv
Aspc-SEVAL-COND1 if e then ey else ey g v

ellstf e lsv
Asec-SEVAL-COND2 if e then eq else ey g v

e1 s Az:s.e exdlsv e{v/x} st
Aspc-SEVAL-APP er e g v

Figure 3.2: Standard large-step operationa semantics for Aggc

Asec-EVAL-VAL v{ v

er | (bU1>gl ez (bv2>52

Asec-EVAL-BINOP e1 ® ez § (bvr[®]bv2) ey
elty e v

Asec-EVAL-COND1 if ethenej elseey v U/
el f, ey

Aspc-EVAL-COND2 if ethenejelseey v LI/l

er | (A\x:s.e)y e v ef{v/z} o

Aspc-EVAL-APP erex v UL

Figure 3.3: Labeled large-step operational semantics for A\sgc
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As shown in the evaluation rule, the labels on the arguments to the binary operation are
joined to produce the label on theresult. Thisis necessary becauseit is possibleto learn
information about the arguments based on the outcome of the operation. As a simple
example, we have:

tT/\fJ_UfT

The pair of rules A\sgc-EVAL-COND1 and Asgc-EVAL-COND2 describe the behav-
ior of conditional expressions. First, the conditional expression isevaluated to a Boolean
value. If theresult ist, thefirst branch is evaluated, otherwise the second branch is. The
confidentiality label ¢ of the if guard propagatesto the result of the condition expression
because the result depends on information contained in the guard.

The notation v LI ¢ in these rules is a convenient abbreviation used throughout this
thesis. This operation simply joins the label ¢ into the label tagging a secure value:

Definition 3.1.3 (Label Stamping) Let bv, be any secure value and ¢’ be any label in
the security lattice.

bue U0 buup,

As an example of how this operational semantics propagates the security labels to
account for information flows, we have the following derivation tree, which says that
the results of branching on high-security data are high-security:

trdtr tilty
if tT thent, elsef, || tr

Finally, rule Asgc-EVAL-APP shows the operational behavior of function applica
tion. The left expression must evaluate to a function value. The right expression must
evaluateto avalue. Finally the actual parameter to the function call is substituted for the
bound variable in the body of the function to obtain the result.

The application rules make use of capture-avoiding substitution, a concept used
throughout this thesis:

Definition 3.1.4 (Capture-Avoiding Substitution) Let e; and e, be expressions and
let = be a variable. The capture-avoiding substitution of e; for z within e; iswritten
ea{e1/x}. Suchasubstitutioniswell defined when fv(e;)Nbv(es) = 0, that is, whenever
none of the binding occurrences of variables in e; can capture the free variables of e;.
Note that it is always possible to choose a term «a-equivalent to e, so that substitution
may OCCU.

A substitution es{e; /2 } results in a new term in which the free occurrences of the
variable x in e; have been replaced by the expression e;. It is defined inductively on the
structure of e,.
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x{ey/x} def ey
yler/z} =y (whenz # )
te{e /) ¥ ¢,
fler/z} & %,
(Ay:t.e)fer/x} = (My:t.e{ei/x}), (x # y by assumption)
(e ){er/a} = (efer/a} €{er/a})

(if e then e’ else ¢”){ey/x} = if e{ey/x} thene'{e;/x} elsee’{ei/x}

In A\sgc-EVAL-APP the security label on the function being applied is stamped into
the results of calling the function. Such a restriction, in combination with the rule for
conditionals, prevents information flows that arise when high-security data influences
the choice of which function gets applied to a piece of data.

Asan example, consider the following program that applies either the Boolean iden-
tity or Boolean negation, based on high-security information. It also results in a high-
security value:

(if £+ then (Ax:bool,.x), else (Ax:bool .z =f,),)t, | fr

This program shows the propagation of a high-security label through the conditional
expression and then through the resulting function application, as seen in these sub-
derivations that are part of its evaluation:

frfr ()\.T:boolj_.l':fJ_)J_Uz()\.TZbOOlL.$:>fL)L
(if £1 then (Ax:bool,.x) | else (Ax:bool .z =f);) | (Ax:bool .z = £ )T

tp ey £ 01
(Ax:bool .z = f )1 | (Az:bool,.z=f )r ti Jt, (x=f ){t /a} £,
(/\C(]ZbOOlL.CL’:>fl)T t »U tr

Finally, we note that the instrumented operational semantics of Asgc terms corre-
sponds to the standard operational semantics.

Lemma3.1.1 (Erasure) If e || v then erase(e) || erase(v).

Proof (sketch): By induction on the derivation of e || v. For Asgc-EVAL-APP one
must show that erasure commutes with substitution:

erase(e){erase(v)/x} = erase(e{v/z})
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3.1.2 Anasideon completeness

It isworth noting that the label s used in the operational semantics of thissimplelanguage
are an approximation to the true information flows. For example, the following program
could be deemed to produce a low-security result because its result does not depend on
the high-security value used in the conditional. Nevertheless, it is considered to return a
high-security value

if tTv thent) elset

Asec, atoy language, is not Turing complete: all Asgc programs eventually halt be-
cause their label erasures are simply-typed lambda cal culus programs, which are known
to terminate [Mit96]. In principle, it would be possibleto fully characterize the informa-
tion flows that arise in a Asgc program, but such an analysis would amount to running
the program on al possible high-security inputs and determining whether it produced
the same low-security output in each run. In the worst case, such an analysis could take
time more than exponentia in the program size, so approximating the information flows
with the security lattice elements is justified.

In Turing-complete languages, like those presented | ater in thisthesis, the problem of
determining security is even harder. Because it is possible to reduce the halting problem
to the problem of determining whether a program is secure, the question is undecidable.
Thus, some form of approximation, like the lattice elements used here, is necessary.

3.1.3 Agpc type system

The type system for Asgc IS designed to prevent unwanted information flows. The ba-
sic ideais to associate security-labels to the type information of the program and then
take the confidentiality lattice into account when type checking so asto rule out illegal
(downward) information flows.

This section examines the type system for \sgc in detail, and proves some basic
properties that establish its soundness. The next section proves the desired noninterfer-
ence result: well-typed programs are secure.

Because upward information flows are allowed (e.g. low-confidentiality data may
flow to a high-confidentiality variable), the lattice ordering is incorporated as a subtyp-
ing relationship [VSI96]. This subtyping eliminates the need for the programmer to
make explicit when information flows are permissible.

The subtype relationship is shown in Figure 3.4, which contains mutually-recursive
rules of theform F ¢; < ¢, and - s; < so. The rules establish that < is a reflexive,
transitive relation that obeys the expected contravariance for function types.

Theinteresting ruleis Asgc-SLAB, which allows alow-security type to be treated as
ahigh-security type. For example, - bool,; < boolt because anywhere ahigh-security
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l—tlgtg‘ ‘|—81§82

Asec- TREFL Ft<t

Fe<t F¢ <t
Aspc-TTRANS Fe <t

Fsp <s3 Fsy<s)
Asgc-TFUNSUB F 51 — sy < 8 — s

Ft<t (C7
/\SEc-SLAB Fit, < té/

Figure 3.4: Subtyping for pure Asgc

Boolean can be safely used, alow-security Boolean can also be used. Intuitively, if the
program is sufficiently secure to protect high-security data, it also provides sufficient
security to “protect” low-security data.

The rules for type checking terms of A\sgc are given in Figure 3.5. They are judg-
ments of the form I" + e : s, which says “under the assumptions provided by I, the
term e is a secure program that evaluates to avalue of type s.” Here, I' is atype context
that maps the free variables of the term e to their types:

Definition 3.1.5 (Type Environment) A type environment is a finite map from vari-
ables to security types. Syntactically, type environments are written as terms in the
following grammar:

Iio=.-| TI'x:s

Here, - stands for the empty type environment, and if I" is any environment, then
I', x: s stands for a new environment in which the variable x is mapped to the type s.

The domain of a type environment I”, written dom ("), is simply the set of variables
on which the finite map is defined. The notation I"(z) is used to indicate the type s to
which z ismapped by I", and isundefined if /" does not contain a mapping for x.

To avoid unnecessary clutter, whenever the type environment is empty, the symbol
- will be elided from the judgment. For example - + t, : bool, will be written as
F t,: bool,.

The rules of the type system make use of the intuitions formed from the operational
semantics of the language—appropriate security information is propagated in such a
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Asec- TRUE I'Ft,:booly

/\SEC-FALSE ' f,:booly
I'(z)=s

Asec-VAR I'-x:s

Iiz:sike:sy x¢dom(l)
)\SEC-FUN '+ <>\$251. 6)( : (81 — Sg)g

I'- ey :booly, [I'F es:booly,
Aspc-BINOP I'tey @ ey :booly )

kel :(so—8) I'Fey:sy
Asec-APP I'Fejey:sUl

I'ke:bool, I'ke:sUl ie{l,2}
Asec-COND ' if ethene; elseey: s/

I'Fe:s Fs<s
Aspc-SUB I'ke:s

Figure 3.5: Typing Asgc

way that the potential dependencies of computation on high-security information are
tracked. Because information is propagated only when data is examined in some way—
that is, its value is used to alter the behavior of the computation—the interesting rules
are the so-called elimination forms, which deconstruct values.

Rule Asgc-BINOP is atypical elimination rule: it ensures that the binary Boolean
operations are applied to Boolean values, but it additionally carries along the appropriate
security information. If the two operands are of security label ¢, and ¢, respectively, then
the results of the binary operation should be |abeled with their join, ¢; LI/, to approximate
the information that the resulting Boolean reveal s about the operands.

Similarly, the rule for function application A\sgc-APP ensures not only that the func-
tion is applied to an argument of the correct type, but also that the results of the function
call will be no less secure than the function itself, namely s LI /.
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Lastly, the if expression must propagate the security label of the condition to the
results of the computation, thus avoiding implicit information flows. Rule A\sgc-COND
incorporates this constraint.

The introduction rules show how to create data values; consequently it isin these
rules that security annotations supplied by the programmer affect the labels that appear
in the types of the expressions.

Rules Asgc-TRUE and Asgc-FALSE say that Boolean constants have type bool, and
that they inherit whatever security annotation was declared in the program. Variablesare
simply looked up in the appropriate type environment, as indicated in rule Asgc-VAR.
Similarly, therule for function values, Asgc-FUN isstandard: it saysthat the body of the
function is well-typed when the formal parameter is assumed to have the type declared
by the programmer.

Theremaining rule, Asgc-SUB, plays an important role in the type system: it allows
an expression that results in a low-security value to be used in a position where high-
security datais expected.

Definition 3.1.6 (Substitution) A substitution ~ is a finite map from variables to val-
ues. If I"isatyping environment and  isa substitution, wewritey = I" to mean that -y
assigns each variable a value of the type required by I'. It should be read “ substitution
~ satisfies environment I'” Formally, we have:

dom(I") = dom(y) A Va € dom(I"). F~y(z): I'(x)

The notation ~y(e) is short-hand for the simultaneous capture-avoiding substitutions:?

y(e) € ely(@) /e (@) /aa} . {7 (20) /2, } where {ay,...,2,} = dom(y)

In order to show that the \sgc-EVAL-APP rule preserves typing, we must show that
substitution of well-typed values does not yield an ill-typed term. This requirement is
captured in the following lemma.

Lemma 3.1.2 (Value Substitutions) If I'Fe:sand~y = " thent ~y(e) : s.

Proof: Standard proof by induction on the derivationof I" ¢ : s. O

In order to assess the outcome of evaluating a program, it is helpful to associate the
types of the result with their possible values. The connection is quite strong: The types
of values determine their syntactic structure.

Note that because the values in the range of ~y are closed, the substitutions may be done in any order.
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Lemma 3.1.3 (Canonical Forms)

o |If v :bool,thenv =ty orv==fyand? C /.

o IfFv: (s — s9)thenv = (Az:s).e)p and s; < s)and ¢ C 2.

Proof: By inspection of the forms for values and the typing rules. O

Lemma 3.1.4 (Asgc Preservation) If F e : s and thereexistsa valuev suchthat e |} v
thent v : s.

Proof:  Standard proof by induction on the derivation that - e : s, appealing to
Lemma3.1.2 in the case of \ggc-EVAL-APP. O

Preservation is weaker than full type soundness because it doesn’'t say that a well-
typed program does not go “wrong” (makes progress). The standard way to prove such a
result for alanguage with large-step operational semanticsisto provide evaluation rules
that result in errors and then show that well-typed programs never produce an error.
Although such a soundness result could easily be formulated for this language, thereis
no reason to include it here.

3.1.4 Noninterferencefor \sgc

This section establishes a noninterference result for Asgc. In this ssimple setting, the
only possible observation of a program is the value to which it evaluates, consequently,
noninterference smply says that confidential information should not ater the public
results of any expression. Formally, we want to establish:

Theorem 3.1.1 (Noninterference) If z:ty - e : bool, and - vy, v, : ty then
e{vi/z} v & e{vy/z} Y v

Proof: Thistheorem follows by using the method of logical relations as a specia case
of Lemma 3.1.6 below. O

The intuition behind the proof comes from thinking of the behavior of a secure pro-
gram from the perspective of alow-security observer. For the program to be secure, you
(the low-security observer) should not be able to see any of the actions performed on
high-security data. On the other hand, you can see the low-security data and computa-
tions. The program is secure if you can’t see any of the high-security data.

To formalize this intuition, we need to mathematically model what it means for an
observer to be able to “see” (or not “see”’) a piece of data. If you can “see” avalue,



you can distinguish it from other values of the same type: for instance if you can see
the Boolean value t, you should be able to tell that it is not the value £. On the other
hand, if you cannot see some Boolean value x, you should not be able to distinguish
it from either t or £. Thus, to model the fact that two values are indistinguishable, we
simply use an appropriate equivalence relation—two values are related if they can’t be
distinguished.

Whether or not a piece of data is visible to the low-security observer depends on
its security annotation. Consequently, which equivalence relation to use to capture the
observer’s view of the data depends on the relationship between the observer’s security
clearance and the label on the value. Thus, we parameterize the equivalence relations
with ¢, the security level of the observer.

Using the standard technique of logical relations[Mit96], we can extend these equiv-
alencerelationsto higher-order pieces of dataand computations over the data asfollows:

Definition 3.1.7 (Security Logical Relations) For an arbitrary element ¢ of the secu-
rity lattice, the (-level security logical relations are type-indexed binary relations on
closed terms defined inductively as follows. The notation v, = v : s indicates that v,
isrelated to v, at type s. Smilarly, the notation e; ~ e, : C(s) indicatesthat e; and e
are related computations that produce values of type s.

V1 "¢ vy :bool, & Fwibool, A LLE (= v =y
V] R V2t (Sl — 82)@ S By (81 — Sg)g A
(C C = V'Ui ¢ ’Ué 1S (’Ul Ui) ¢ (UQ ’Ué) IC<82 |_|€>

egcex:C(s) & Feis Aerdlvy A eadbvg A vpmevy:s

To show that a well-typed program e that produces a (-observable output of type s
(i.e. label(s) C () is secure, we simply show that e ~; e : C(s).

To do so, we must first show that the logical relations are well-behaved with respect
to the subtyping relation. Intuitively, the following lemma shows that if two values with
some security label are indistinguishable to an observer, they remain indistinguishable
if given a higher-security label.

Lemma 3.1.5 (Subtyping Relations) If vy ~¢ vy : sy andt s; < so thenvy ~¢ vy @ s9.
|f61 R¢eg: C<81> and - s1 < 89 then €1 ¢ ey C(SQ).

Proof: We strengthen the hypothesis with the auxiliary claims (and similarly for rela
tions on computations):

v Rcv ity A FE<E = v Rt

Ulwg’vgltg N Egé'ﬁvlzgvg:t@
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We proceed by induction on this strengthened hypothesis. For Asgc-TREFL, the
result follows immediately. The case for A\sgc-TTRANS follows by straightforward
induction.

Theinteresting case is when rule Aggc-TFUNSUB isthe next-to-last rule used in the
derivation that - s; < s5. Assume s; = t1,, and sy = t9y,. BY Asgc-SLAB it must be
the casethat ¢/, T /5. We want to show that v; ~ v, : tay,.

If ¢, [Z ¢, then any two values of the correct type are related, and the typing rule
Asec-SUB alows usto show that - v; : s5, SO we are done. Otherwise, we have /5 C (,
from which we conclude that ¢; T (. It must bethat t; = s, — s, and ¢ty = s, — s;
suchthatt- s/, < s, andt s, < s;. It remains to show that

Vvl A vh s s (v v)) & (vg vg) 1 Csy, U £a)

But, by the induction hypothesis on S relations it follows that v; ~ v} : s, and by
the assumption that v; ~¢ vy : s it follows that (v, v]) ~¢ (vy v5) @ C(sp U £y).
Using the induction hypothesis on the C relations and an easy induction that shows
s, Uy < s LI ¢y we obtain the desired result that (v, v]) ~¢ (ve v4) : C(s, U £s).
The inductive step on computation relations Cs relations follows directly from the
mutual induction with the value relations. 0

We need to prove the noninterference result for open programs, but to do so, we must
establish that the substitution operation preserves the (-equivalence relations. First,
we define a notion of related substitutions; two substitutions are related if they are
component-wise related.

Definition 3.1.8 (Related Substitutions) Two substitutions v; and +, are related, indi-
cated by writing I' F v, =¢ 79, if 7, = " and

Vo € dom(I). 11 (z) ~¢ yo(x) : I'(2)
We next must show that substitution preserves the logical relations:

Lemma3.1.6 (SUbStItutlon) f I'te:sand " - Y1 %C Y2 then ’}/1(6) %C 72(6) .
C(s).

Proof: By induction on the derivation that e has type s. Consider the last step used in
the derivation:

Asec-TRUE Then I' - t, : bool, and s = bool,. By the definition of substitutions,
11(e) = va(e) = t,. By two applications of the rule Asgc-EVAL-VAL, it follows
that v (e) | t, and v, (e) | t,. By definition, t, ~; t, : s asrequired.

Asec-FALSE Analogous to the previous case.



36

Asec-VAR Follows immediately from the facts that substitutions map variables to val-
uesand that v, (z) ~¢ 12(z) : I'(x) because I' F 71 ~¢ 7s.

Asgc-BINOP Thene = e1Des and s = bool, where/ = U L. That each %(61 & 62)
is well-typed and has type s follows from the Lemma 3.1.2. It thus remains to
show:

Ti(er @ ex) dvr A valer & e2))Jva A vy =¢ vyt booly
But, from the definition of substitution, we have

Yiler © ea) =yiler) @ vilez)

So by inversion of the typing judgment and two applications of the induction
hypothesis, we obtain

Yi(er) =¢ 12(e1) : C(booly,)
and
Y1(e2) ~¢ Ya(ez) : C(booly,)

Consequently, we have v (e1) |} vi; and ya(eq1) |} vo; Where vy ~¢ vg; : booly,.
Slmllarly Y1 (62) ll V12 and ’72(62) U vgo where V1o R U2 ! booly,. By Canonical
Forms (Lemma 3.1.3) we have:

V11 = (bvn)en V12 = (bvm)elg
V21 = (5021)121 V22 = (bv2z)z22

By two applications of rule Asgc-EVAL-BINOP we have:

’Yl(el D 62) U (bvllﬂ@ﬂ bvl?)(enuhz)
Yaler @ ez) I (bvar [B] bvaz) (e 0ita0)

It remains to show that

<bU11 [[@]] bvl?)(fllmm) ~¢ (bv21 [[@]] bv22)(€21u€22) : booly

If ¢ IZ ¢ then theresult followstrivially because ~ relates all well-typed Boolean
expressions. So assume that ¢ C ¢, and from the definition of ~. relations at
Boolean type, we must show that the expressions are equal. By the inequalities
expressed above, it follows that both ¢, T ¢ and ¢, T (. Thus, v;; ~¢ va1) -
bool,, and viy R va2) : booly, but then we have that vi; = vy and ve; = vas.
Consequently, we obtain

(bvll[[@]] bvl?)(fnUfm) - (bv?l [[EB]] bv22)(€21U€22)
asrequired.
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Asgc-FUN Inthiscase e = (Ax:s'. ¢'),and s = (' — s”),. From the bound-variable
assumption, we have;(e) = (Ax:s'.y;(¢’)),. Because Lemma3.1.2 indicates that
the resulting term is well-typed and these terms are already evaluated, it simply
remains to show that

(Az:s'.y(€)e me (Az:s'.ya(e)e: (8 — "),

To do so, notethat if ¢ [Z ¢ thenthetermsarerelated in S trivialy. Otherwise, we
have ¢ C ¢ and we must show that for v; ~¢ vy : s’ that

(Az:s".y(e)ev1) me (Ax:s" y2(€))eve) : C(s" LI L)

But by the evaluation rule Asgc-EVAL-APP, these computations are rel ated when-
ever

(e {vi/z} vy A yale){ve/ax} b vy A V) & vy (s"UL)

By inversion of the typing rule, we have that ',z : s’ ¢ : §” and that x &
dom(I"). Observethat because v; ~; v, : ¢’ it follows that

Iyz:s'E (n{e = o}) & (re{r — ve})

Now by the induction hypothesisit follows that

(1{z = 0 }(€) ~¢ (afx — v} (€)) : C(s" L)
But because » ¢ dom(I") the above statement is equivalent to
(€ {vi/at bop A pa(e){va/a} Svy A vy e vy (8" UL
asrequired.

Asec-APP Inthiscase, e = e¢; ey and s = s” LI ¢ for some appropriate s” and /. It
follows that v;(e) = 7i(e1 ea) = 7i(e1) i(ea). It follows from the induction
hypothesis and the well-typing of e that (y1(e1)) ~¢ (72(e1)) : C(s" — "), and
(11(e2)) =¢ (72(e2)) : C(s'). It follows from the definitions that

yi(er) $vin A yaler) bvar A wvig &g var: (8 — 8")e

and that
i(e2) b vz A oler) Y vao A vig R vgg 0 8
But now, by definition of the value ~ at function type relations, we have

(v11 v12) R (V91 v22) & (8" LIE)
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Aspc-COND Inthiscase, e = if ¢’ then e; else e; WhereI' e : bool, and ' ¢, :
s'Uland s = s U ¢. We must show that

(71(1if €' then ey else eg)) ¢ (72(if €' thene; else ey)) : C(s' U )
By definition of substitution, thisis just
(if y1(e’) thenyi(e1) else y1(ea)) ~¢ (if Y2(e’) thenya(er) else Ya(es)) : C(s'LIY)

If ¢ £ ¢ then the two terms are related trivially, because the ~. relations relate
all such well-typed terms. So assume that ¢ C (. By the induction hypothesis, it
follows that v, (e') ~¢ v2(e") : C(bool,), SO by definition we have v, (e') || v; and
v2(e') I v and vy ~¢ v : bool,. But, since? C ¢, we have that v; = v,. Thus,
either rule A\sgc-EVAL-COND1 applies to both terms or Asgc-EVAL-COND2 ap-
plies to both terms; assume the former applies (the latter case is analogous). In
this case,

71 (1f e then ey else ey) | vyy where vy (eq1) J vig
Similarly,
72(if e then e else ey) | vy where yo(eq) | voy

but by the induction hypothesis of this lemma, we aready have v, ~; va; :
C(s' LI ¢) asneeded.

Asec-SUB Thisfollows directly from Lemma 3.1.5.

O

Finally, we obtain the noninterference proof as asimple corollary of Lemma 3.1.6.

32 ML asecurelanguage with state

This section describes how to augment Asgc to include mutable state.

AEEE includes a new type, s ref, that describes mutable references that point to
objects of type s. For example, if L isamemory location that stores the secure Boolean
value t, , then L can be given thetypebool | ref.

The memory location L may be updated to contain the value £ | by doing an assign-
ment with the program expression L := £ . The contents of L may be retrieved by the
dereference operation. For example, after the assignment just described, the program
let x = !L in e bindsthe variable z to the value £ | .
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It is unsafe to assign a high-security value to a low-security memory location. For
example, assuming L has type bool, ref we must prevent the assignment L := t+
because such an assignment constitutesadirect flow from T to L. Thistyping restriction
also prevents aliases, program variables that refer to the same memory location, from
being used to leak information. For instance, in the following program?, the variables x
and y must both be given the type bool | ref

let x = L in
let y = x in

Otherwise, the alias could be used to leak information to the low-security location L.

Because references are themsel vesfirst-class val ues, they must also be given security
annotations. To see why, consider the following program in which L and L’ are both
low-security memory locations (they both contain data of type bool ) and A is of type
boolT.

L =t
L :=t;
let x = if h then L else L' in
x = f;
if !L then ... h is false
else ... h s true

This program contains an information flow from T to | because whether the variable
x refersto L or L' depends on high security information. To prevent this flow, secure
reference typesinclude an additional security label, and are of theform s ref,. Here, L
and L' might be giventypebool | ref but becausethe variable 2 depends on the high-
security h, x must be given the type bool, refy. The labeled operational semantics
and type system prevent the “bad” assignment = := £, in the above program requiring
that the label of the reference be protected by the label of its contents. To assign to a
reference of type s ref, it must be the case that ¢ C label(s). The exampleis ruled out
because T £ L.

There is one more subtlety in dealing with mutable state. There can be an implicit
flow. Consider the following program, where L. again hastype bool, ref, and h is of
type boolr.

if h then L := t, else L := f|

Here, the problem is that, even though the assignments to L are individually secure,
which of them occurs depends on high-security data. To prevent such implicit flows,

3The example (and othersin this chapter) uses standard syntactic sugar for 1et and sequencing oper-
ations.
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the type system for AEE associates alabel pc with the program counter. Intuitively, the
program counter label approximates the information that can be learned by observing
that the program has reached a particular point during the execution. In the example
above, the program counter reveals the value of h, so inside the branches of the condi-
tional, we have pc = T. To prevent these implicit flows, the labeled semantics requires
that pc C label(s) whenever an assignment to a reference of type s ref, occursin the
context with program counter label pc. Thisrules out the above example.

Another implicit information flow can arise due to the interaction between functions
and state. For example, consider a function f that takes no argument and assigns the
location L the constant t | . Function f can be written as:

FEN). L=t
This function is perfectly secure and can be used in many contexts, but it can also be
used to leak information. For example, consider the program below:

L := fJ_;
if h then f() else skip;

This program isinsecure because f writesto the low-security memory location L. Calls
to functions that have side effects (writes to memory locations) can leak information in
the same way that assignment leaks information about the program counter.

To detect and rule out such implicit flows, function typesin ASEE include an addi-
tional label; they are of theform [¢]s; — s,. Thelabel ¢ isalower bound on the labels of
any locations that might be written when calling the function. To call afunction of this
type in a context where the program counter has label pc, the operational semantics and
type system require that pc C /. Thus, because f writesto alow security location, f is
giventhetype[L]unit, — unit; sincepc = T inside the branches of the conditional
guarded by h, the above program is ruled out.

With these intuitions in mind, we can now present details of A\§&E. Figure 3.6 con-
tains the grammar for this new source language, called ASEE.

As just described, function types now include a label pc in their syntax [pcls — s.
Thislabel bounds the effects—writes to memory—that may occur when afunction with
thistypeisinvoked.

To model state, AL includes locations, ranged over by L#, which are the names of
memory cellsthat contain values of type s. Concrete memory locations are written using
lowercase letters like a®, b*, etc., although the type annotations will often be omitted
when they are unimportant or clear from context. The type s decorating a location is
used for type checking purposes.

ASEE provides a mechanism for alocating a new memory cell and storing a value
there: The expression ref” e first evaluates the expression e to avalue v, creates afresh
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location in memory, and then stores the value into that location. The result of ref® e is
the newly created location.

The expression dereference operation !e evaluates e to obtain a location and then
returns the value stored in the memory at that location. The form e; := e, updates the
location indicated by e; to contain the value obtained by evaluating e, and then returns
(). If the dereferenced or assigned location has not been created in memory, the program
halts (crashes).

Definition 3.2.1 (Memory) A memory M isa finite map from locations to values. Lo-
cations, ranged over by the metavariable L and decorated with a type s, arewritten L®.
The notation M (L*®) denotes the value associated with location L° in memory M. The
notation M[L* — v] indicates the memory formed by replacing the contents of L*® by
the value v. If L* isnot in dom (M), then a new binding is created.

Asan example, if M isthememory [a*°! — t,], the expression aP°°!¢ := f, causes
the memory to be updated to M [a>°°* — £,] = [a®°t — £,].

An additional difference between s and AREE isthat \JEE allows functionsto be
recursive. The syntax A[pc] f (x : s). e describes a function named f whose body is
able to assign to references that point to data with confidentiality label pc or higher. As
shown below, the pc is used to rule out insecure information flows that might arise due
to control flow involving callsto this function. The name f is bound within the body e¢;
it is used to invoke the function recursively. For example, the following function, when
invoked, goes into an infinite loop by calling itself immediately:

AL flz:s). fa

This function can be given the type [ L|s — s for any secure type s.

3.2.1 Operational semantics

For A3EE (and the other languages discussed in the remainder of this thesis), we present
only the labeled syntax and nonstandard operational semantics—from themit isstraight-
forward to define the label erasure to a standard programming model.

The operational semantics for A\&LE is more complex than that of Asec because it
must keep track of the effects that take place in the mutable storage. Accordingly, we
augment the abstract machine configurations to include memories as defined above.

Definition 3.2.2 (Machine configuration) A machine configuration is a triple, writ-
ten (M, pc, e), containing a memory M, a program counter label pc € £, and an
expression e representing the program.
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Security labels

Unit type
Boolean type
Reference type
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Boolean base values
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Recursive functions
Memory locations
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Secure Values
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Function applications
Primitive operations
Reference creations
Dereferences
Assignments
Conditionals

Boolean operations
Machine memories

Machine configurations

Figure 3.6: \§EE grammar
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A given machine configuration (M, pc, e) may evaluate to afinal state of the form
(M’ vy or it may diverge. Figure 3.7 summarizes the operational rules. Just as with
Asec, the operational semantics models function application using substitution.

The state also contains a security label pc that describes the information flows im-
plicit in the control flow of the program. For instance, recall the following example,
where h is of type bool:

if h then L := t else L := f

This program copies the value in h into the value pointed to by reference L but returns
() no matter which branch istaken. If L represents alow-security memory location (i.e.
has type ref®°°11), this program isinsecure. The problem is that the effect of writing to
the location L reveasinformation about the program counter at which the write occurs.

In order to determine that the program above is insecure, an analysis must be aware
that the assignment to L takes place in a context that reveal's high-security information.
That fact is captured by alabel pc, the program counter label, that conservatively bounds
the information that can be learned by observing that the program has reached that point
in the code. Within the body of a conditional guarded by a high-security Boolean, the
program counter label is high-security.

The operational semantics presented in Figure 3.7 includes additional checks that
regulate when it is safe to store a value in a memory location. For example, the rule
AEEE-EVAL-ASSIGN requires that pc LI ¢ C label(s): the information contained in the
program counter together with the information label on the reference must be more
public than the label on the contents of the location. This run-time check prevents the
program above from writing to the location L if it stores |ow-security information.

References also have labels associated with them to prevent information flows that
result from aliasing: two variables that hold references may point to the same memory
location, and hence information may be leaked by assigning to one reference and detect-
ing the change through the other. One example of such aliasing was already described.
For another example, consider the following program:

a = t;
let x = (if h then a else (ref t,)) in
let vl = !x in

a = (= vl);

if (Ix) = (= vl1) then 1 = t,

else 1 = £

Where the variables might be given the following types.



(My, pe, €) § (Ma, v)

ASEE-EVAL-VAL (M, pc, v) || (M, v pc)

(M, pc, er) 4 (M’ (v1)e,) (M, pc, eg) I (M", (v2)s,)

A§gG -EVAL-PRIM (M, pc, e1 @ ez) I (M", (v1 [@] v2)(e3000))

(M, pc, e1) 4 (M, (Alpc’] f (x:5). €)y)
(M, pc, ex) | (M",v) pcll? C pc

(M", pc’, efv/a} {(Alpc] f (z:s). €)e/ [}) I (M",0')

Ak -EVAL-APP (M, pe, er ez) I (M", )

<M7 pc, 6) ‘U <M/7t€> <M/7 pcl 67 61) ‘U <M//7U>
AREE-EvAL-CoND1 (M, pc, if e then e; else eq) |} (M" v)

<M7 pc, €> ‘U’ <M/7fi> <M/) pcl 67 62) ‘U’ <M”’U>

ASEE-EVAL-COND2 (M, pc, if e then e else eq) |} (M” v)
pc C label(s)
(M, pc, e) § (M',v) L* ¢ dom(M')
ASEE-EVAL-REF (M, pc, ref®e) || (M'[L* — o], L5,)
(M, pc,e) 4 (M',L;) M'(L*)=v
ASEE-EVAL-DEREF (M, pc, le) § (M, oL 0)
pc LI ¢ C label(s) L* € dom(M’)
<M7 pc, 61) ‘U’ <M/7 Lz> <M,7 pc, €2> ‘U’ <MH7U>
AL -EVAL-ASSIGN (M, pc, 1 :=e3) | (M"[L* +— v], ) pc)

Figure 3.7: Operational semantics for \35E
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h : boolt

a: bool| ref
X : bool| reft
vl : bool
1:bool, ref;

This program copies the high-security boolean / into a location 1. It does so by
conditionally creating an alias x to the location a and then testing whether in fact an
alias has been created. In this case, it is not the contents of the location a or x that
leak the information, it is the fact that a and x dlias. (Pierce and Sangiorgi [PS99]
point out that a similar problem with aiasing in ML alows a programmer to violate
parametricity—aliasing provides a means for leaking type information.)

The label annotations on references rule out the program above when v1 is a low-
security Boolean because any value read through the reference high-security reference
x becomes high-security. This program will be rejected with the types given above
because !c has type bool+ by v1 expects a | -security Boolean. If instead, vi were
given the type bool+, the program would still be ruled out because of the implicit flow
to the variable 1 in the branches of the second conditional. The only way for the above
program to be considered secure, iswhen, in addition to v1 having high security, variable
1 isareference to high security data.

3.2.2 Typesystem

The source type system is reminiscent of the type system for Asgc, but aso draws on
the type systems found in previous work on information-flow languages such as the
one proposed by Volpano, Smith and Irvine [VSI96] and Heintze and Riecke's SLam
calculus[HR98]. Unlike the SLam calculus, which also performs access control checks,
the source language type system is concerned only with secure information flow. The
type system rules out insecure information flows and thus eliminates the need for the
dynamic checks found in the operational semantics.

As with Asec, the ASEE type system lifts the ordering on the security lattice to a
subtyping relation on the values of the language (Figure 3.8).

Reference types obey the expected invariant subtyping, which is already expressed
by the \3EE-TREFL rule. The security labels of the references themselves obey the
usual covariant subtyping given by A\8EE-SLAB. Consequently, s ref; < s reft for
any s, but it isnever the casethat s ref, < s’ ref, when s # ¢'.

The judgment " [pc] F e : s shows that expression e has source type s under type
context I", assuming the program-counter label is bounded above by pc. Intuitively,
the pc appearing in the judgment approximates the information that can be learned by



46

l—tlgtg‘ ‘|—81§82

AL -TREFL i<t

Ft<t Bt <t
ASEE-TTRANS <t

pc Cpc Fs)<s3 Fsy<s)
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Ft<t (CV
AREE-SLAB Ft <t

Figure 3.8: Value subtyping in A§EE

observing that the program counter has reached a particular point in the program. The
rules for checking program expressions appear in Figure 3.10.

Function types are labeled with their latent effect, a lower bound on the security
level of memory locations that will be written to by that functions. A function with type
[pc]s; — s2 may be called safely only from contexts for which the program-counter
label, pc’ satisfies pc’ T pc because the side effects within the function body may leak
information visible at level pc. Rule A{EE-FuN in Figure 3.9 shows that the label ap-
pearing in afunction’s type is used to check the body of the function.

The [pc] component of A\§EE function types is contravariant, as shown in the rule
ASEE-TFUN-SuB. This contravariance arises because the [pc] component is a lower
bound on the side effects that may occur in the body of afunction. A function that hasa
higher lower bound can exhibit fewer side effects, consequently such a function may be
used anywhere a function that is permitted to exhibit more side effects is required.

It is easy to see that this type system conservatively takes into account the informa-
tion flows from the context of the program to the value produced by the computation, as
shown by the following lemma:

Lemma3.2.1 If I" [pc| F e : s then pc C label(s).

Proof: By atrivial induction on the derivation that e has type s, observing that in the
base case (rule A§EE-VAL) the condition pc C label(s) appears as an antecedent. O

Even though a well-formed source program contains no label values, memory lo-
cations may be allocated during the course of its evaluation. The A5 -EvAL-DEREF
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ASEE-TRUE I'tty:booly
AL -FALSE 't £, :booly
ASEE-UNIT I' ()¢ : unit,
ASEE-Loc I'= Lj : s refy
I'(z)=s
ASEE-VAR I'Fxz:s
f,x & dom(I")

s' = ([pcfs1 — s2)e
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Figure 3.9: Valuetyping in A§EE
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I'lpcjte:s
I'Fwv:s pcLlabel(s)
AGEE-VAL I'lpc]Fuv:s
I'[pc]Fe:([pcls’ = s)¢ I'|pc]Fe s pcllCpcd
AREE-APP I'lpc]Fee sl
I’ [pc] ey :bool, I'[pc]t ey :Dbooly
ASEE-PRIM I'[pc]F ey @ ey :booly
I'[pc]kFe:s
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Figure 3.10: Expression typing in 5L
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implicitly requires that the location being dereferenced be in the domain of the mem-
ory. Consequently, for the type system to rule out dereferencing of unallocated memory
cells, there must be a notion of when a memory is well formed. More formally, for
any program expression e, the set Loc(e) consists of all location names appearing in
e. The memory reference invariant says that in any well-formed machine configuration
(M, pc, e) it should be the case that Loc(e) C dom(M). Indeed thisis the case, but
to show that such a property holds, the type system must show that the memory M is
well-formed.

Because memories may contain cyclic data structures, we must carefully formulate
the notion of when amemory iswell-formed. Intuitively, we want alocation L® to point
to avaue v of type s, but v may contain references to other locations—even L° itself.
We thus must use a kind of “assume”—‘guarantee” reasoning, in which we assume that
all the required locations are present and well-typed in the memory when showing that
aparticular memory item is well-formed.

Definition 3.2.3 (Memory well-formedness) A memory M is well-formed, written -
M wf if and only if

VL® € dom(M). Loc(M(L®)) € dom(M) A F M(L®):s

The intention is that whenever a closed program is placed in the context of a well-
formed memory that provides ameaning to all of the locations occurring in the program,
the type system guarantees that there will be no illegal information flows or unexpected
errors during the evaluation of the program. Formally:

Lemma 3.2.2 (\SEE Preservation) If - [pc] + e : s and = M wf and Loc(e) C |M|
and (M, pc, e) || (M',v) then-Fv:sandt M’ wf and Loc(v) C |M’'|.

Proof: A standard proof on the derivation that (M, pc, e) || (M',v) . O

3.2.3 Noninterference for \3EE

The type system for ASEE is sufficient to establish a noninterference result, but doing
S0 requires a more sophisticated proof than the logical relations argument used for Aggc
in Section 3.1.4. The difficulty isthat ASEE has mutable state and first-class references.
Consequently, the equivalence relations must be extended to account for the contents of
memory.

Rather than prove noninterference for ASEL directly, we shall trandate ASEE to a
language that makes the operational behavior of the programs more explicit and prove
noninterference for that language instead. Correctness of the translation then implies
that ASEE inherits the security properties of the target language.

The next chapter proves the desired noninterference result for the target language.
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3.3 Redated work

Palsherg and @rbak studied a simply-typed lambda calculus that included facilities for
distinguishing trusted and untrusted computation [PO95]. Their type system enforces
an information-flow property intended to protect the integrity of data.

Volpano, Smith and Irvine [V SI96, V S97] were among thefirst to propose a security
type system. They considered a small imperative language with while loops and con-
ditionals. Memory locations are tagged with their security level and may contain only
integers. Thiswork contributed the first soundness result for a security-typed language
intended to protect confidentiality.

Heintze and Riecke created the SLam (Secure Lambda) Calculusto investigate non-
interference in higher-order languages [HR98]. SLam is a variant of the simply-typed
lambda calculus, similar to the languages presented in this chapter. In addition, SLam
includes fixed-point recursion, products, and sum type constructors.

In the purely functional case, Heintze and Riecke provide a noninterference proof
using a logical-relations style argument over a denotational semantics of the program.
Theideaisto interpret the type-structure of the language as partial equivalencerelations
(PERs) over the denotations of the terms. Low-security views of high-security data
are represented by complete relations, and the fact that well-formed programs must
preserve all relations implies that high-security data cannot be observed by looking at
low-security data. This proof of noninterference for A\sgc given in this chapter is an
operational semantics adaptation of their approach. They do not prove anoninterference
result for the stateful version of SLam.

Theideathat noninterference can be captured by using apartial equivalencerelation
semantics is further investigated by Abadi and others [ABHR99]. This work observes
that noninterference can be framed as a dependency analysis, and that several well-
known analyses including binding time, SLam’s type system, and the type system of
Smith and Volpano could be unified into a common theoretical framework. This model,
called the Dependency Core Calculus (DCC), builds on a long thread of research to
understand parametric polymorphism [Str67, Rey74, Rey83, MPS86, CGW89, AP0,
MR923].

Program dlicing techniques [Tip95] aso provide information about the data depen-
denciesin apiece of software. The use of backward slicesto investigate integrity and re-
lated security properties has been proposed [FL94, LWG™'95]. Program debugging and
understanding existing software is the focus of the dicing work, and these approaches
typically do not alow programmer specified annotations to guide the dlicing analysis.

Sabelfeld and Sands have extended the denotational semantics approach to proving
noninterference properties to the case of nondeterministic and probabilistic programs
[SS99]. They confine themselves to a simple imperative programming language similar
to the one studied by Volpano and Smith. The technique is essentially the same one
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used in DCC: logical relations are built over a denotational semantics of the program.
The new twist is that powerdomains (the domain-theoretic analog to the powerset) are
used to accommodate the set of possible outputs due to nondeterminism. Theinteresting
observation here is that the choice of powerdomain operator (there are three) givesrise
to different ways of handling nonterminating programs. one powerdomain corresponds
to total correctness, one to partial correctness, and one to a “mixture” of the two that
yields more accurate results with respect to information flow.

Pottier and Conchon [PCO0] describe a means of automatically extending an exist-
ing, sound type system so that a type inference algorithm also infers information flows
within aprogram. This effectively separates the mechanism for discovering information
flows from the policy about which flows are acceptable.

Reitman [Rei 78] and Andrews [AR80] propose a Hoare-style logic for reasoning
about information flows in a simple imperative language. They extend the axiomatic
semantics to handle concurrency primitives, but give no correctness proofs of the logic.
Their work is less concerned with providing ways to enforce security policies than with
simply reasoning about the flows within the program.



Chapter 4

Noninterferencein a Higher-order
L anguage with State

This chapter proves a noninterference result for a higher-order language with state, and
shows how to apply that result to the language A\§EE . Rather than prove noninterference
for \EEE directly, we instead translate A3EY to anew, lower-level language called A\SES.

The purpose of \$ES is to make the operational behavior of programs more explicit
by introducing the notion of a continuation. A continuation is an abstraction of the (po-
tential) future computation of a program. Like functions, continuations take arguments
and encapsulate a piece of code to run when supplied a value for the argument. Un-
like functions, continuations never return to the calling context. Instead, a continuation
either halts the whole program or invokes another continuation.

Because continuations are themselves first-class objects that can be manipulated as
data values, more structured control-flow mechanisms, like procedure call and return,
can be decomposed into continuation-passing style (CPS) [Fis72, Rey72, Ste78, App92,
DF92, FSDF93]. Continuations are thus more primitive than functions.

Compiling a structured, higher-order program to CPS exposes its control-transfer
behavior. There are a number of reasons why this compilation approach to establishing
noninterference is useful:

1. Incontrast to \35E, ASES has asmall-step operational semantics. This means that
the sequence of states through which the memory passes during evaluationismore
apparent in ASES than in AREE. Consequently, the noninterference result for ASES
is stronger than the corresponding result for A because the former saysthat the
sequence of states induced must not reveal information to alow-security observer
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whereas the latter says only that the final state reached by the program (if any)
should not reveal information to alow-security observer.!

2. Thetarget language A\SES is more expressive than the source language in the sense
that it permits certain code transformations, like tail-call optimizations, that are
useful in practice.

3. Because the semantics of ASES are closer to those of an actual computer, studying
how information-flow policies can be enforced at this level of abstraction opens
up the potential for checking security of assembly code [MWCG99], perhaps by
way of proof-carrying code [Nec97].

4. Finaly, using continuations, rather than more structured control transferslike pro-
cedure calls, provides a stepping stone to the distributed computing setting. Mes-
sage passing in distributed systems, like continuation invocation, is a fundamen-
tally unidirectional operation from which more complex behaviors are defined.
Understanding continuation-passing stylein a sequential, single-processor setting
leads to a better understanding of the problems that arise in the concurrent, dis-
tributed setting.

This chapter explores the problem of CPS compilation for security-typed languages.
It shows how atype system that captures the structured operations of the source language
can enforce information-flow security in low-level programming languages.

4.1 CPSand security

As we was shown in the last chapter, type systems for secrecy or integrity are con-
cerned with tracking dependencies in programs. Recall that one difficulty is implicit
flows, which arise from the control flow of the program. Consider the code fragment
() in Figure 4.1.2 There is an implicit flow between the value stored in h and the
value stored in a, because examining the contents of a after the program has run gives
information about the value in h. There is no information flow between h and b, how-
ever. Consequently, this code is secure when h and a are high-security variables and b
is low-security.

1One could aso formulate a small-step semantics for ASEE directly; doing so and establishing a
noninterference result requires essentially the same amount of work as proving noninterference for Aggg.
The other benefits favor the CPS approach.

2The examples are written in an imperative pseudo-code in which continuations can be introduced
explicitly (asink = (A({). halt)) and invoked (asin k ()). The actual syntax of ALS is given in
Section 4.2.1.



() if h then { a :=t; } else { a := f; }
b := f; halt;

(B) let k = (A(). b :
if h then { a :=

f; halt) in
; kK (); ¥ else { a :
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(C) let k = (A(). b := f; halt) in

&

if h then { a :=t; k (); } else { a := f; halt; }
(D)  letlin k = (A(). b := f; halt) in
if h then { a :=t; k (); } else { a := f; k (); }

(E) letlin kO
letlin k1 = (X\k. b :
letlin k2 = (M\k. b := f;
if h then { letlin k = (A({). k1 k0) in k2 k }

else { letlin k = (A(). k2 k0) in k1 k }

(A(). halt) in

Il
H ot

Figure 4.1: Examples of information flow in CPS

A programmer using a type system for enforcing information flow policies might
assign h the type bool+r (high-security Boolean) and b the type bool, (low-security
Boolean). If a were given thetype bool, program fragment (A) would type check, but
if a were given a low-security type (A) would not type check due to the implicit flow
fromh to a. Aswe saw in the previous chapter, security-typed languages deal with these
implicit flows by associating a security annotation with the program counter (which we
will usually indicate by pc). In example (A), the program counter at the point before the
if statement might belabeled with L to indicate that it does not depend on high-security
data. Recall that within the branches of the conditiona the program counter depends on
the value of h, and hence the pc must be T—the security label of h. Values (such
asthe constants t and f of the example) pick up the security annotation of the program
counter, and consequently when a hastypebool | theassignmenta := tisillega—the
(implicitly) high-security value t is being assigned to a low-security memory location.

Suppose we were to straightforwardly adapt the source rule ALY - App, which type-
checks function application, to account for continuation invocation. The resulting rule
would look something like:

Ilpc]Fk:[pc]s =0 I'[pcj]Fv:s pcC pc
CONSERVATIVE Ilpc] F kv
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Here, the type of a continuation expecting an argument of type s iswritten [pc’]s — 0.
As with function types, the label pc’ is a lower bound on the security level of effects
that occur inside the body of the continuation k. The — 0 part indicates that, unlike
functions, continuations never return to their calling context. Just as for A\55%-APP, the
condition pc C pc’ requiresthat the information contained in the program counter of the
caller is more public than the effects that occur once the continuation has been called.

Fragment (B) illustrates the problem with this naive rule for continuations. It shows
the code from (A) after CPS trandlation has made control transfer explicit. The variable
k is bound to the continuation of the if, and the jump is indicated by the application
k (). Becausetheinvocation of k has been lifted into the branches of the conditional, the
rule CONSERVATIVE will require that the body of k not write to low-security memory
locations. The value of h would apparently be observable by low-security code and
program (B) would be rejected because k writes to alow-security variable, b.

However, this code is secure; there is no information flow between h and b in (B)
because the continuation k is invoked in both branches. On the other hand, as example
(C) shows, if k is not used in one of the branches, then information about h can be
learned by observing b. Linear type systems[Abr93, Gir87, Wad90, Wad93] can express
exactly the constraint that k is used in both branches. By making k’s linearity explicit,
the type system can use the additional information to recover the precision of the type
system for A\SEE. Fragment (D) illustrates this simple approach; in addition to a normal
let construct, we include letlin for introducing linear continuations. The program
(D) certifies as secure even when b is alow-security variable, whereas (C) does not.

Although linearity allows for more precise reasoning about information flow, lin-
earity alone is insufficient for security in the presence of first-class continuations. In
example (E), continuations k0, k1, and k2 are al linear, but there is an implicit flow
from h to b because b lets us observe the order in which k1 and k2 are invoked. Itis
thus necessary to regulate the ordering of linear continuations. The type system pre-
sented in Section 4.2.4 requires that exactly one linear continuation be available at any
point—thus eliminating the possibility of writing code like example (E). We show in
Section 4.4 that these constraints are sufficient to prove a noninterference result.

It is easier to make information-flow analysis precise for A5EL than ASES because
the structure of A§EE limits control flow. For example, it is known that both branches
of a conditional return to a common merge point. This knowledge is exploited by
the type system to obtain less conservative analysis of implicit flows than the rule
CONSERVATIVE above. Unfortunately, the standard CPS transformation loses this in-
formation by unifying all forms of control to a single mechanism. With the linearity
approach, the target language still has a single underlying control transfer mechanism
(examples (B) and (D) execute exactly the same code), but the type system statically
distinguishes between different kinds of continuations, allowing information flow to be
analyzed with the same precision asin ASES.
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4.1.1 Linear Continuations

Before diving into the formal definition of the secure CPS language, it is helpful to have
some intuition about what a linear continuation is. Ordinary continuations represent a
possible future computation of a program. How they are manipulated encapsul ates the
control flow aspects of a piece of code. Powerful language constructs such as callcc
(found in the high level languages Scheme and Standard ML of New Jersey) expose the
continuations to the programmer in a first-class way, alowing direct manipulation of
the control flow. However, such use of continuationsis far from common. As observed
by Berdine et a. [BORTO01], many control-flow constructs use continuations linearly
(exactly once). Thislinearity arises from restrictions of the source language: functions
return exactly once, merge-points of conditional statements are reachable in exactly one
way from each branch, etc. The fact that callcc and other nonstandard control-flow
operators discard or duplicate continuationsis part of what makes reasoning about them
difficult.

Combining linearity with an ordering on continuations restricts their manipulation
even further. Ordered linear continuations enforce a stack discipline on control [PPOO].
Introducing alinear continuation is analogous to pushing a return address onto a stack;
invoking a linear continuation corresponds to popping that address and jumping to the
return context. Because many constructs (function call/return, nested blocks, and merge-
points of conditionals) of high-level structured programs can beimplemented viaa stack
of activation records, ordered linear continuations are a natural fit to describing their
control flow behavior.

Using ordered linear continuations in a type system divorces the description of the
stack-like control constructs of a programming language from its syntax (block struc-
ture). This separation is essential for preserving control-flow information across compi-
lation steps such as CPS transformation, because the syntactic structure of the program
is altered. The main insight is that we can push information implicitly found in the
structure of a program into explicit descriptions (the types) of the program.

4.2 \§to: asecure CPScalculus

This section describes the secure CPS language, its operational behavior, and its static
semantics. ASES is a call-by-value, imperative language similar to those found in the
work on Typed Assembly Language [CWM99, MWCG99], although its type system is
inspired by previous language-based security research [HR98, Mye99, V SI96].
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421 Syntax

The syntax for A\SES isgiven in Figure 4.2.

Following the proposal for labeling data outlined in Chapter 2, we assume a lattice
of security labels, £. The C symbol denotes the lattice ordering. As before, the lattice
join and meet operations are given by LI and 1, respectively, and the least and greatest
elements are written | and T. Elements of £ are ranged over by meta-variables ¢ and
pc. Asinthe \JEE semantics, we reserve the meta-variable pc to suggest that the security
label corresponds to information learned by observing the program counter.

Types fal into two main syntactic classes. security types, s, and linear types, x.
Security types are the types of ordinary values and consist of a base-type component,
t, annotated with a security label, ¢. Base types include Booleans, unit, and references.
Continuation types, written [pc] (s, ) — 0, indicate asecurity level and thetypesof their
arguments. The notation 0 describes the “void” type, and it indicates that a continuation
never returns.

Corresponding to these types, base values, bv, include the Booleans t and £, a unit
value (), type-annotated memory locations, L*, and continuations, A[pc|f(z:s,y: k). e.
All computation occurs over secure values, v, which are base values annotated with a
security label. Variables, x, range over values.

Asan example, the value t |, represents alow-security Boolean (one of type bool )
that isobservable by any computation. On the other hand, the value £ + representsahigh-
security Boolean that should be observable only by high-security computations—those
computations that do not indirectly influence the low-security portions of the memory.
The operational semantics will ensure that |abels are propagated correctly. For instance
we have t, A f+ = f1, because low-security computation, which can affect the low-
security portions of memory and hence leak information to a low-security observer of
the program, should be prevented from observing the result—it contains information
about the high-security value £ .

Asin \}EY references contain two security annotations. For example, the type
boolt ref, represents the type of low-security pointers to high-security Booleans,
which is distinct from bool, ref, the type of high-security pointers to low-security
Booleans. The data returned by a dereference operation is protected by the join of the
two labels. Thus, Booleans obtained through pointers of either of these two reference
types will receive a security label of T.

An ordinary continuation A[pc] f(x : s,y : k). e is apiece of code (the expression e)
that accepts a nonlinear argument of type s and a linear argument of type . Continu-
ations may recursively invoke themselves using the name f, which isbound in e. The
notation [pc| indicates that this continuation may be called only from a context in which
the program counter carries information of security at most pc. To avoid unsafe implicit
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lpc € L Security Labels
t = unit Unit type
| bool Boolean type
| sref Reference types
| [pcl(s,k) — 0 Ordinary continuation types
s = 1y Security types
Kk = §—0 Linear continuation types
bv == () Unit value
|t | £ Boolean values
| L Memory locations
|

Apc|f(z:s,y:K).e Continuation values

v o= oo Variables
| by Secure Values
lv ==y Linear variables
| Apc)(z:s).e Linear continuations
prim = v Primitive value
| v Primitive Boolean operation
|l L ocation dereference

let x = prim ine Primitive value binding
let z = refe ine Reference creation
setv:=vine Assignment

letliny =lvine Linear binding

if v then e else e Conditional

gotov v lv Ordinary continuation invocation
lgoto lv v Linear continuation invocation
halt®v Program termination

Figure 4.2: Syntax for the ASES language
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flows, the body of the continuation may create effects observable only by principals able
to read data with label pc.

A linear value, [v, is either a variable (ranged over by y), or alinear continuation,
which contains a code expression e parameterized by a nonlinear argument just as for
ordinary continuations. Linear continuations may not be recursive, but they may be in-
voked from any calling context; hence linear types do not require any pc annotation. The
syntax (pc) serves to distinguish linear continuation values from nonlinear ones. Asfor
ordinary continuations, the label pc restricts the continuation’s effects, but unlike ordi-
nary continuations, the pc is constrained only by the context at the point of their creation
(as opposed to the context in which they are invoked). Intuitively, linear continuations
capture the security context in which they are created and, when invoked, restore the
program counter label to the one captured.

The primitive operations include binary arithmetic, &, dereference, and a means of
copying secure values. Primitive operations are side-effect free. Program expressions
consist of a sequence of 1et bindings for primitive operations, reference creation, and
imperative updates (viaset). Theletlin construct introduces alinear continuation. A
straight-line code sequence is terminated by a conditional statement, agoto or algoto.

The expression halt® v isaprogram that terminates and produces the final output v
of type s.

4.2.2 Operational semantics

The operational semantics (Figure 4.3) isgiven by atransition relation between machine
configurations of the form (M, pc, e). The notation e{v/z} indicates capture-avoiding
substitution of value v for variable x in expression e.

ASES memories, M, are defined just asfor ASEE, except that the types annotating the
memory locations are A\SES types and the locations store ASES values. We use the same
notational conventions for describing memory updates. A memory is well-formed if it
is closed under the dereference operation and each value stored in the memory has the
correct type. We use () to denote the empty memory, and we write Loc(e) for the set of
location names occurring in e.

The label pc in a machine configuration represents the security level of information
that could be learned by observing the location of the program counter. Instructions exe-
cuted with a program-counter label of pc arerestricted so that they update only memory
locations with labels more secure than pc. For example, A§Ee-EVAL-SET shows that
it isvalid to store a value to a memory location of type s only if the security label of
the data joined with the security labels of the program counter and the reference itself is
lower than label(s), the security clearance needed to read the data stored at that location.
Rules \§ES-EVAL-CoND1 and ASES-EVAL-CoND2 show how the program-counter la-
bel changes after branching on data of security level ¢. Observing which branch istaken
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(M, pc, prim) | v

(M, pcy, e1) — (M, pcy, e2)

ASES-EVAL-PRIM

ASES-EVAL-BINOP

ASES-EVAL-DEREF

ASES-EVAL-LETPRIM

ASES-EVAL-LETREF

ASES-EVAL-SET
ASES-EVAL-LETLIN
ASES-EVAL-COND1

ASES-EVAL-COND2

ASEe-EvAL-GoTO

ASES-EVAL-LGOTO

<M, pc, b'U€> N[ bUZUpc
(M, pc, ng @ np) 4 (n[@]n")enepe

M(L#) = bug
<M7 pc, 'L2> ‘U bWue’upc

(M, pc, prim) | v

(M, pc, let x = prim ine) — (M, pc, e{v/z})

(U pcC label(s) L* ¢ dom(M)
(M, pc, let z = ref’bvy ine) —
<M[LS = bv@'—’PCL pc, 6{Léc/x}>

U0 UpcClabel(s) L* € dom(M)
(M, pc, set Lj :=bvy ine) — (M[L*® — bvgpriipc], PC, €)

(M, pc, letliny = lv ine) — (M, pc, e{lv/y})
(M, pc, if ty then e else ea) — (M, pcU Y, e1)
(M, pc, if f; then e else eg) — (M, pcU{, e3)

pc C pc’ v=(Apc]flz:s,y:K).¢e)
¢’ = e{v/fHbveupe/zH{Iv/y}

(M, pc, goto (\[pc'|f(z:s,y:K).€)p bup lv) — (M, pc’ UYL, €)

(M, pc, 1goto (A(pc/)(x: ). e) bug) — (M, pc’, e{bvgipc/x})

Figure 4.3: Expression evaluation
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reveals information about the condition variable, so the program counter must have the
higher security label pc LI /.

Asshownin rules A§ES-EVAL-PRIM through ASES-EVAL-DEREF, computed values
are stamped with the pc label. The notation [&] denotes the semantic counterpart to
the syntactic operation &. Run-time label checks prevent illegal information flows via
direct means such as assignment. For example, ASES-EVAL-SET requires the following
label constraint to hold:

U0 Upc C label(s)

This constraint says that the label on the data being assigned into the reference, joined
with the label that regulates reference aliases and the current pc label should be more
public than the label on the type of data the location stores. This prevents direct, alias,
and indirect information leaks from occurring due to the assignment operation.

Section 4.4 shows that, for well-typed programs, all illegal information flows are
ruled out, and hence these dynamic label checks are unnecessary.

Operationally, the rules for goto and 1goto are very similar—each causes con-
trol to be transferred to the target continuation. They differ in their treatment of the
program-counter label, as seen in rules A\{ES-EVAL-GoTo and ASES-EvAL-LGoTo.
Ordinary continuations require that the program-counter label of the calling context, pc,
be protected by the program-counter label of the continuation, and the computation pro-
ceeds with the label declared in the continuation. Linear continuations instead cause
the program-counter |abel to be restored (potentially, lowered) to that of the context in
which they were declared. In accordance with the label-stamping intuition, both goto
and 1goto stamp the pc label of the calling context into the value passed to the contin-
uation.

As mentioned above, well-formed programs stop when they reach the expression
halt® v. Consequently the “stuck” term halt® v representsavalid terminal state.

4.2.3 An example evaluation

This section gives a concrete example of the operational semantics.

Consider the evaluation shown in Figure 4.4. It shows the program fragment (D)
from Figure 4.1 of the introduction using the syntax of our secure CPS language. In this
instance, the condition variable is the high-security value t+, and the program-counter
label isinitially L, the lowest security label. The memory, M, initially maps the high-
security location a to the value t+ and the low-security location b to thevalue t | . (This
information is summarized in the figure.)

Step (1) is atransition via ASES-EVAL-LETLIN that introduces the linear continu-
ation, k;,,; and binds it to the variable k. As indicated by the notation (L) in k'S
definition, when invoked, ;,,,,, will set the pc label back to L. In step (2), the program
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(M, 1, letlin k = Kjp in
if tT then set a := t; in lgoto k ()
else set a := f, in lgoto k () )

1 — M, 1, if tT then set a := t| in lgoto ki
g p
else set a := f| in 1goto Kjmp ())
() = (M, T, seta =t in lgoto ki { )
(3) — (M, T, 1goto kimp () | |
(4) — (M’', 1, set b :=f, in halt"™®L \
5 — M” J_ l oto haltunitJ_
(5) (M", 1, 1g
Where
M = {a — t—|—7 Z tL}
M = {a—tr,z—t1}
M'" = {a—t1,z— £}
a : boolyref)
b : bool, ref
Kimpt = A(L)(h:unit)).set b := f; in haltumits

Figure 4.4: Example program evaluation

transitions via rule E5, testing the condition variable. In this case, because t+ is high-
security, the program counter label increasesto T = | LI T, and the program takes the
first branch. Next, step (3) is atransition by rule A§ES-EVAL-SET, which updates the
contents of memory location a. The new value stored is high-security, because, instanti-
ating \SES-EVAL-SET,wehave: ¢ = |, ¢’ = 1 ,pc= T and/Ullpc = LULUT =T.
This assignment succeeds because a isalocation that stores high-security data; if a were
alocation of typebool, ref |, thecheck ¢' LI ¢ LI pc C label(bool,) = 1 would fail—
however, the type system presented in the next section statically rules out such behavior,
making such dynamic checks unnecessary.

The fourth step is the linear invocation, viarule ASES-EVAL-LGOTO. As promised,
kimpi resets the program counter label to L, and in addition, we substitute the actual
arguments for the formal parameters in the body of the continuation. The last transition
is another instance of rule \§ES-EVAL-SET, this time updating the contents of b with
the low-security value f | .

How would this program differ if an ordinary continuation were used instead of
kimp? The crucia difference would appear in step (4), where instead of evaluating via
rule \$ES-EVvAL-L GoTo, we would be forced to use rule A§ES-EVAL-GoTo. Note that
ASES-EVAL-GOTO requires the pc label of the continuation to be higher than the one
in the machine configuration. In this case, because the calling context has pc = T,
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the body of the continuation would be forced to T aswell. It is not possible to write a
value to the low-security location b in such circumstances, and hence we cannot write
this program using an ordinary continuation in place of k;,,,, without forcing b to be a
high-security location.

4.2.4 Static semantics

The type system for the secure CPS language enforces the linearity and ordering con-
straints on continuations and guarantees that security labels on values are respected.
Together, these restrictions rule out illegal information flows and impose enough struc-
ture on the language for us to prove a noninterference property.

As in other mixed linear—nonlinear type systems [TW99], the type context is split
into an ordinary, nonlinear section and a linear section. " is afinite partial map from
nonlinear variables to security types, whereas K is an ordered list (with concatenation
denoted by “,”) mapping linear variablesto their types. The order in which continuations
appear in K definesthe order in which they areinvoked: Given K = -, (y,: k), - -, (Y1
K1), the continuations will be executed in the order y; . . . y,,. Thus, the context K spells
out explicitly the stack-like behavior of ordered linear continuations. A key part of
the type system is ensuring that this stack is respected by the program. The nonlinear
context " admits the usual weakening and exchange rules (which we omit), but the
linear context does not. The two parts of the context are separated by || in the judgments
to make them more distinct (asin I" || K). We use - to denote an empty nonlinear
context.

Figures 4.5 through 4.10 show the rules for type-checking. The judgment form
I' - v : s saysthat ordinary value v has security type s in context I'. Linear values
may mention linear variables and so have judgments of the form I'; K + [v : k. Like
values, primitive operations may not contain linear variables, but the security of the
value produced depends on the program-counter. We thus use the judgment I [pc]
prim : s to say that in context I" where the program-counter label is bounded above by
pc, prim computes a value of type s. Similarly, I'; K [pc| F e means that expression e
is type-safe and contains no illegal information flows in the type context I" || K, when
the program-counter label is at most pc. Because expressions represent continuations,
and hence do not return values, no type is associated with judgments I'; K [pc] I- e.
Alternatively, we could write I'; K [pc] I e : 0 to indicate that e does not return. But,
as all expressions have type 0, we ssimply omit the : 0. In the latter two forms, pc is
a conservative approximation to the security label of information affecting the program
counter.

The rules for checking ordinary values, shown in Figure 4.5, are, for the most part,
the same as for those of A&EE. A value cannot contain free linear variables because



)\ggg'BOOL I' Ft,: booly I'F £, :booly

ASES-UNIT

MES-Loc

ASES-VAR

ASES-CONT

AES-Sus

I'F ();:unit,
I'=Lj : srefy

I'z)=s
I'+xz:s

f,x & dom(I')
s' = ([pc](s, k) — 0),
I f:s z:89y:k [pc|Fe
I'E (MNpc]flx:s,y:k).e)p: s

I'Fv:s Fs<s
I'Fv:s

Figure 4.5: Value typing
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l—tlgtg‘ ‘|—81§82

ASES-TREFL Ft <t

Ft<t Bt <t
AES-TTRANS Ht <t

pc Cpc Fs<s Fr <k
AES-TCONTSUB  F [pc](s, k) — 0 < [pc](s, k") — 0O

Fe<t (CV
ASES-SLAB Fte <t

Figure 4.6: Value subtyping in ASES

discarding (or copying) the value would break the linearity constraint on the variable. A
continuation type contains the pc label used to check its body (rule ASES-CoNT).

The lattice ordering on security labels lifts to a subtyping relationship on values
(shown in Figure 4.6). Continuations exhibit the expected contravariance, as shown in
rule \§ES-TCONTSUB. References, are, asin ASLE, invariant with respect to the data
being stored but covariant with respect to their outer label.

Linear values are checked using the rules in Figures 4.7 and 4.8. Subtyping linear
types is standard. As shown in 4.8, linear values may safely mention free linear vari-
ables, but the variables must not be discarded or reordered. Thus we may conclude that
alinear variable is well-formed exactly when the only variable in the linear context is
the variable in question (rule ASES-LVAR).

In alinear continuation (rule ASES-L CoNT) the linear context must be used within
the body of the continuation, but the non-linear argument isadded to .

The rules for primitive operations (in Figure 4.9) require that the calculated value
have security label at |east asrestrictive asthe current pc, reflecting the “label stamping”
behavior of the operational semantics. Values read through deref (rule A§ES-DEREF)
pick up the label of the reference as well, which preventsillegal information flows due
to aliasing.

Figure 4.10 lists the rules for type checking expressions. Primitive operations are
introduced by a let expression as shown in ASES-PRIM. The rules for creating new
references and doing reference update, rules A\SES-REF and A\SES-ASsN, require that
the reference protect the security of the program counter. The condition pc C label(s)
says that any dataread through the created reference may only be observed by contexts
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AES-LREFL Fr<kK

Fr <K Fr <K
ASHS-LTRANS F k<K

Fs<s
AES-LCONTSUB Fs—0 < s —0

Figure 4.7: Linear value subtyping in ASES

I'KkFlv:k

ASHS-LVAR y:rby:k

x ¢ dom([I")
Iix:s;K [pc] e

AES-LCONT  I'; K = Mpc)(z:s).e: s — 0

I'KkFlv:x Fr<FH
ASES-LSuB 'Kkl w

Figure 4.8: Linear value typing in ASES
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I [pc] F prim : s

I'Fwv:s pcLlabel(s)
ASES-VAL I'lpc]Fuv:s

I'bFv:bool, I'kv' :bool, pcC/
ASES-BINOP I' [pc] v @ v : booly,

I'Fv:sref, pcL label(slU /)
AShe-DEREF Ilpc]Flo:sud

Figure 4.9: Primitive operation typing in ASES

able to observe the current program counter. The reference itself starts initially with a
secrecy determined by the current pc® The condition pc LI £ C label(s) in ASEa-ASSN
prevents explicit flowsin asimilar way.

Rule A\SES-ConD illustrates how the conservative bound on the information con-
tained in the program-counter is propagated: the label used to check the branchesisthe
label before the test, pc, joined with the label on the data being tested, ¢. The rule for
MSES-GoTo restricts the program-counter label of the calling context, pc, joined with
the label on the continuation itself, ¢, to be less than the program-counter label under
which the body was checked, pc’. This prevents implicit information flows from propa-
gating into function bodies. Likewise, the values passed to a continuation (linear or not)
must pick up the calling context’s pc (via the constraint pc C label(s)) because they
carry information about the context in which the continuation was invoked.

The rule \§ES-HALT requires an empty linear context, indicating that the program
consumes al linear continuations before stopping. The s annotating halt isthe type of
the final output of the program; itslabel should be constrained by the security clearance
of the user of the program.

The rule A\SES-LETLIN manipulates the linear context to enforce the ordering prop-
erty on continuations. The top of the continuation stack, K5, must be used in the body
of the continuation being declared. The body of the declaration, e, is checked under the
assumption that the new continuation, y, is available. Collectively, these manipulations
amount to pushing the continuation y onto the control stack.

31t is possible to allow users to annotate the ref creation instruction with a security label, but permit-
ting such annotation does not yield any interesting insights, so it is omitted here.
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I'yK [pc] Fe
I [pc] = prim : s
Iix:s;K [pc] e
ASee-PRIM I'; K [pc] - let x = prim ine
I'Fv:s pcLlabel(s)
I'x:sref,; K [pc] e
ASES-REF I';K [pc] - let x = reffv ine
I'tv:sref, I';K |[pc|ke
v s pcUlClabel(s)
ASES-AssN 'K [pc] Fsetv:=v ine

I's Ko B XNpd)(z:s).e s —0
pcCpcd  I;Ky,y:s—0pc]hke
MES-LETLIN T Ky, Ko [pc] F letliny = A(pc/)(z:s).€ ine

I'Fv:bool, I';K [pcU/l]F e
AES-CoND I'; K [pc] F if v then e; else ey

I'Fw: ([pc](s, k) — 0)
r'=v:s I'KkElv:k
pcUl C pc pcC label(s)

AES-GoTo I'; K [pc] F gotov v/ lv

I'KFlv:s—0
I'Fv:s
pc C label(s)
AES-LGoTo I'; K [pc] F 1goto lv v

I'v:s pcLC label(s)
ASES-HALT I';- [pc] - halt® v

Figure 4.10: Expression typing in At




69

Linear continuations capture the pc (or a more restrictive label) of the context in
which they areintroduced, as shownin rule ASES-LETLIN. Unliketherulefor goto, the
rule for 1goto does not constrain the program-counter label of the target continuation,
because the linear continuation restores the program-counter label to the oneit captured.

Because linear continuations capture the pc of their introduction context, we make
themild assumption that initial programsintroduce al linear continuation val ues (except
variables) vialetlin. Thisassumption rulesout trivially insecure programs; during ex-
ecution this constraint is not required, and programs in the image of the CPS transation
of Section 4.5 satisfy this property.

4.3 Soundnessof \SLS

This section proves the soundness theorem for A\SLS. The proof is, for the most part,
standard, following in the style of Wright and Felleisen [WF92, WF94]. As usua for
a language with subtyping, our proofs assume that typing derivations are in a canon-
ical form in which applications of subsumption alternate with other rules. That such
canonical proofs exist follows from the reflexive and transitive nature of the subtyping
relation.

Wefirst begin by establishing afew standard properties of typed languages. A simple
proposition that we shall not prove is the following, which says that if a base valueis
well-typed when stamped with one labdl, it is well-typed when stamped with any other
label.

Proposition 4.3.1 (Base Value Relabeling) If I' - bu, : 7 then I' = buy = 7.

We shall use the Base Value Relabeling proposition without mentioning it explicitly
in the proofs below.

Next, we establish that capture-avoiding substitution of a well-typed term into an-
other well-typed term yields awell-typed term:

Lemma4.3.1 (Substitution 1) Assume I' - v : s then

@) If Mx:sko :dthen "= v{v/x}: s

(i) f I'z:s; K Hlv: sthen I K - lv{v/z} : k.

@iii) If I',z:s [pc] b prim : s then I" [pc] F prim{v/z} : s
(iv) If I'x:s; K [pc] - ethen I'; K [pc] F e{v/x}.

Proof: By mutual induction on the (canonical) derivations of (i)—(iv).
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(i) By assumption, there exists a derivation of the form

I'x:skv 8" B <4
I'z:skv 5§

We proceed by cases on the rule used to conclude I',z : s = v' : s”. In cases
ASES-BooL, ASES-UNIT, and ASES-Loc we have o'{v/z} = ¢/, and the result
follows by Strengthening and derivation above. In the case of A\SES-VAR, we have
either z{v/x} = v, which, by assumption, hastype s = s” or 2/{v/x} = 2/, dlso
of type s”. In either case, this information plus the derivation above yields the
desired result. The case of A\SEo-CoNT follows from induction hypothesis (iv).

(ii) This casesfollows analogously to the case for (i); the rule ASES-L CONT makes use
of induction hypothesis (iv).

(iii) Thisfollows directly from the induction hypothesis (i).
(iv) Follows by induction hypotheses (i)—(iv).
O

Note that neither ordinary values nor primitive operations may contain free linear
variables. This means that substitution of a linear value in them has no effect. The
following lemma strengthens substitution to open linear values and also shows that the
ordering on the linear context is maintained.

Lemma 4.3.2 (Substitution 1) Assume-; K F [v : k then:

() F I Ky, y:k, Ko B Ik then I Ky, K Ko B W0'{lv/y} - K.

(i) f I'; Ky, y:k, Ky [pc] Fethen I'; Ky, K, K [pc| F e{lv/y}.

Proof: By mutual induction on the (canonical) typing derivations of (i) and (ii).
(i) The canonical typing derivation for [v' is:

Ky yie, Ko k" FRDSKE
I' Ky, Ko B R

We proceed by cases on the rule used to conclude I'; K1, y:k, Ko F 1V : K.

ASES-LVAR Then v = y and k" = &, it followsthat K,y : %, Ky = y: s, and
hence K; = Ky, = -. Thisimpliesthat K, K, K, = K and thus by the as-
sumption that lv = y{lv/y} iswell-typed under K, wehave I'; K, K, K, -
lv : Kk, and the result follows from the subtyping of x < /.
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ASES-L CoNT This case follows immediately from induction hypothesis (ii).

(if) This part of the lemma follows amost immediately from the induction hypotheses.
Theinteresting caseis A\§Eo-LETLIN, which must ensure that the ordering on the
linear context is maintained.

AES-LETLIN By assumption, there is a derivation of the following form:
I Ky b Xpd)(a':s).e - K
K'=s —0
pc C pc s Koy k" [pe] e
I's Ky, y:k, Ky [pe] - letliny” = A(pcd)(a':s). ¢/ ine

Where K1,y :k, Ky = K,, K. If y appearsin K, then K, = K,y :x, Ky
and K, = K where K;, Ky = K. In this case, y can't appear in
K, and it follows that ¢/{lv/y} = €’. Induction hypothesis (ii) applied
to I'; Ky,y : k, Ky [pc] F e yields the judgment I'; K, K, K [pc| +
e{lv/y}. Thus, an application of rule ASES-LETLIN yields the desired re-
sult, ass K1, K, Ky, Ky = Ky, K, K.
The case in which y appears in K, is similar to the one above, except that
K, issplitinto K, and K"

O

Next we must establish that the syntactic form of avalue is determined by itstype.
Lemma 4.3.3 (Canonical Formsl) If- - v : s then
(i) If s=bool,thenv =ty or v =f, for some? C /.
(i) If s =unit, thenv = (), for some ¢’ C ¢.
(iii) If s = &' ref,thenv = L§ and ¢’ C /.

(iv) If s = ([pc](s’,k) — 0)pthenwv = (Alpc] f (x: 5",y :K). e)p Where V' C ¢,
pcC pcd, ks <s" andF x < K.

Proof (sketch): By inspection of the typing rules and the form of values. O

Lemma4.3.4 (Canonical Formsll) If ;- = v : s — 0thenlv = Apc)(z: s').e
wherel s < s,

Proof (sketch): By inspection of the typing rules and the form of linear values. O
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Definition 4.3.1 (Locations) For any well-typed primitive operation, prim (or pro-
gram, ¢), let Loc(prim) (respectively Loc(e)), be the set of all locations L* appearing
in prim (respectively e).

Recall the definition of Memory Well-formedness:

Definition 4.3.2 (Memory well formedness) A memory M is well formed, written -
M wf if and only if

VL* € |[M|. Loc(M(L%)) € [M| AN -FM(L%):s

Next, we show that evaluation of primitive operations preserves typing, so long as
the memory contains the appropriate locations used by the primitive operation.

Lemma 4.3.5 (Primitive Evaluation) If - [pc| F prim : s, M wf and Loc(prim) C
dom(M) and (M, pc, prim) || vthen-t v:s.

Proof: By cases on the evaluation rule used.
ASES-EVAL-PRIM By assumption, we have the canonical derivation:

Fbv i Fm <71y,
- bug : Ty, pcC/
- [pc] F bug = 7,

We need to show - = bug e = 75, It follows from the derivation above that ¢ T 7/,
and as pc C ¢ itisthe casethat ¢/ LI pc T ¢. Thus we have the inequality
Toupe < ), and so the result follows by A\§ES-SuB and an application of the rule

ASES-VAL.
ASES-EVAL-BINOP Thiscaseis similar to the previous one.

MES-EVAL-DEREF In this case, we assume a derivation of the following form:
F L) ryrefy b1 refy < Tprefy
b Ly refp pcC/ue”
- pe] Ly e
By the well-formedness of M, M(L™) = buvy» and we also have - F bugn = 7.

Thisimpliesthat ¢ T ¢. We must show that - - buy e pe = Toer but thisfollows
from the transitivity of subtyping and \§ES-SuB because the label inequalitiesin

the above derivation yield:
Ul upe C 27U U pe
C ¢"UflUpc
C "ueu@ue
C /ue”
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O

The next lemma is used in the proof of subject reduction in the case for evaluating
conditional expressions. Theideaisthat because the static labels are just approximations
to the actual run-time labels that appear in the operational semantics, we must have a
way of accounting for the difference between what is statically inferred and what takes
place during evaluation. Thus, while the static label of the variable = in the conditional
if = then e, else e; may be ¢, dynamically the value substituted for = might have any
label ¢/ C (. Sincetherulesfor evaluating conditionals use the dynamic label ¢/, in order
to establish subject-reduction, the branches of the conditional must be well-typed under
the weaker constraint.

Lemma 4.3.6 (Program Counter Variance)
If I'; K [pcU /] Feand ¢ C ¢then I'; K [pcU 0] = e.

Proof:  The proof is by induction on the derivation that e is well-typed. Note that
because pc LI ¢/ C pc LI ¢ al inequalities involving pc LI ¢ on the left of C in the typing
ruleswill still hold with pc LI 2. O

The subject reduction lemmafollows almost immediately from the previouslemmas.
It says that well-typing is preserved by evaluation.

Lemma 4.3.7 (Subject Reduction) If - K [pc] e, and - M wf, and Loc(e) C
dom(M) and (M, pc, e) — (M’', pc, €') then ; K [pc'] + ¢ and - M’ wf, and
Loc(e') C dom(M').

Proof: By cases on the transition step taken:

ASES-EVAL-LETPRIM Because let x = prim in e is well-typed, prim istoo. Thus
by the Primitive Evaluation Lemma, prim evaluatesto avalue v of the sametype.
Substitution |, part (iv) tells us that e{v/x} is well-typed. Because M doesn’t
change it is still well-formed, and to see that Loc(e{v/x}) C dom(M) consider
that the only way Loc(e{v/x}) could be larger than Loc(let = = prim in e)
isif prim is a dereference operation and the memory location contains another
location not in e. This case is covered by the requirement that M is well-formed
and hence closed under dereference.

ASES-EVAL-LETREF By assumption, that -; K [pc] - let = ref®bu, in e. Working
backwards through the canonical derivation yields the following antecedents: -
buy : 7, and = 7 < s, and pc C label(s), and z:s ref,; K [pc] - e. From
Aspo-Locwehave- + Lj, .« s refy. Thisfact, plusthewell-typednessof e lets
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us apply Substitution Lemmal, (iv) to conclude -; K [pc] - e{Lj,,./z}. Now, to
see that the conditions on M are maintained, note that if bv contains a location,
then it is contained in the set of locations of the entire let expression and thus, by
assumption must occur in the domain of M. Thisimpliesthat M[L® — bvg ] IS
still closed under dereference. Finally, we must check that - F bvy . : s, but this
follows from subsumption and the factsthat 7, < s and pc C label(s).

ASES-EVAL-SET This case follows similarly to the previous case.

ASES-EVAL-LETLIN This case follows from Substitution 11, (i), and the fact that the
conditions on M are satisfied after the substitution. Note that the order of K is
preserved by the step.

ASES-EVAL-CONDL Assume that -; K [pc]  if t, then e; else e,. It follows that
-+ 0; : booly and ¢ C ¢ and that -; K [pc U ¢'] - e;. It follows by the Program
Counter Variance Lemmathat -; K [pc U /] - e;. Because M doesn’'t change and
it initially satisfied the well-formedness conditions and the locations of ¢; are a
subset of the locations of the entire conditional, M isstill valid after the transition.

ASES-EVAL-COND2 Thiscaseis nearly identical to the previous one.

MES-EVAL-GOoTO This case follows from the well-typedness of the body of the con-
tinuation being jumped to, plus two applications of Substitution I, (iv) and one
application of Substitution 11, (ii). The fact that bv, . has type s follows from
subsumption and the facts that pclabel(s) and ¢’ C label(s).

ASES-EVAL-L GoTO Thiscaseissimilar to the previous case.
m

The progress lemma says that the dynamic checks performed by the operational
semantics are actually unnecessary: awell-typed program is either already avalue, or it
can perform a step of computation.

Lemma4.3.8 (Progress) If ;- [pc] - e and M wf and Loc(e) C dom(M), then either
e isof theformhalt® v or there exist M’, A’, pc’, and ¢’ such that

(M, pc, e) — (M', A’ pc)e’

Proof (sketch): By the Canonical Formslemmas and inspection of the rules. We must
ensure that conditions such as /Lipc C label(s) onrule \§ES-EVAL -L ETREF are met by
well-typed terms. These constraints are taken from the typing derivations. For example,
for ASES-EVAL-LETREF the fact that pc T label(s) is an immediate antecedent; we
have ¢ C label(s) from the subtyping rules and the fact that the value iswell formed.

O
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Definition 4.3.3 A configuration (M, pc, e) isstuck if e isnot halt® v for some value
v Or no transition rule applies.

Theorem 4.3.1 (Type Soundness) Well-typed programs do not get stuck.

Proof: By induction on the number of transition steps taken, using Subject Reduction
and Progress. O

Note that Subject Reduction holds for terms containing free occurrences of linear
variables. Thisfact isimportant for proving that the ordering on linear continuationsis
respected. The Progress Lemma (and hence Soundness) applies only to closed terms.

4.4 Noninterference

This section proves a noninterference result for the secure CPS language, generalizing a
previous result from Smith and Volpano [SV98]. The approach is to use a preservation-
style argument that shows a particular invariant related to low-security views of awell-
typed program is maintained by each computation step.

In contrast to the previous work, the proof here handles the case of first-class contin-
uations and structured memories. The Smith and Vol pano language permits only simple
while-loops and if statements and restricts memories locations to hold only integer
values. Heintze and Riecke's SLam calculus [HR98] permits first-class functions and
reference cells, but their work does not prove a noninterference result.

Since this proof was originally published [ZM01a, ZM02], other researchers have
given alternative approaches to proving noninterference. Pottier and Conchon give
a proof for Core ML, a language with higher-order functions, references, and let-
polymorphism in the style of SML [MTHM97]. Their proof differs quite substantially
from the one presented here. Honda and Yoshida extend the Smith and Volpano system
to include general references, first-class functions, and concurrency. Their noninterfer-
ence result is established by a CPS-like tranglation to a secure version of Milner’s pi
calculus[HY02], but the full proof of noninterference has not been published.

Informally, the noninterference result says that low-security computations are not
able to observe high-security data. Here, the term “low-security” is relative to an arbi-
trary point, ¢, in the security lattice £. Thus, ¢ is alow-security label whenever ¢ C (.
Similarly, “high-security” refersto thoselabels iZ (. The security level of acomputation
isindicated by the label of the program counter under which the computation is taking
place. Thus, by “low-security computation”, we mean atransition step in the operational
semantics whose starting configuration (the one before the step) containsapc C (.

The proof shows that high-security data and computation can be arbitrarily changed
without affecting the value of any computed low-security result. Furthermore, memory
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locations visible to low-security observers (locations storing data labeled C () are like-
wise unaffected by high-security values. This characterization reduces noninterference
to the problem of showing that a given program e; is equivalent (from a low-security
observer’s point of view) to any program e, that differs from e; only inits high-security
parts.

Key to the argument is a formal definition of “low-equivalence,” by which we in-
tend to capture the property that two programs executions are indistinguishable by an
observer only able to see the low-security portions of memory and machine state.

How do we show that configurations (M, pcy, e1) and (M,, pc,, e2) behave iden-
tically from the low-security point of view? Clearly, the memories M; and M, must
agree on the values contained in low-security locations. In addition, if pc,, pc, C ¢,
meaning that e; and e, might perform actions visible to low observers (such as modify-
ing a low-security memory location), the programs necessarily must perform the same
computation on low-security values. On the other hand, when pc Z ¢, the actions of e;
and e, should be invisible to the low view.

This intuition guides the formal definition of low-equivalence, which we write ~.
The definition builds on standard alpha-equivalence (written =,) as a base notion of
equality. We use substitutions to factor out the relevant high-security values and those
linear continuations that reset the program-counter label to be C (.

Definition 4.4.1 (Substitutions) For context I, let v = I" mean that v is a finite map
fromvariablesto closed values such that dom(+y) = dom(/") and for every z € dom(~)
itisthecasethat - - y(z) : I'(x).

Substitution application, written v(e), indicates capture-avoiding substitution of the
value (z) for free occurrences of x in e, for each = in the domain of ~.

To show (-equivalence between e; and e,, we should find substitutions ~; and ~,
containing the relevant high-security datasuch that e; =, 1 (e) and e; =, 72(e)—both
e1 and e, look the same as e after factoring out the high-security data.

The other important piece of the proof is that we can track the linear continuations
that restore the program counter to alabel that is iZ (. Here is where the stack ordering
on linear continuations comes into play: The operational semantics guarantees that the
program-counter label is monotonically increasing except when alinear continuation is
invoked. If e; invokes alinear continuation that causes pc, to fall below ¢, e; must fol-
low suit and call an equivalent continuation; otherwise the low-security observer might
distinguish e; from e5. The stack ordering on linear continuationsis exactly the property
that forces e, to invoke the same low-security continuation ase;.

Note that only the low-security linear continuations are relevant to the (-equivalence
of two programs—the high-security linear continuations in the programs may differ.
Furthermore, our plan isto establish an invariant with respect to the operational seman-
tics. Thismeanswe must be able to keep track of the relevant low-security continuations
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as they are introduced and consumed by letlin and 1goto. Thereisadlight technical
difficulty in doing so in the substitution-style operational semantics we have presented:
We want to maintain the invariant that ¢-equivalent programs always have equivalent
pending low-security continuations. Statically, the linear context names these continu-
ations, but dynamically, these variables are substituted away—there is no way to name
the “next” low-security linear continuation.

To get around this problem, our approach is to introduce auxiliary substitutions that
map stacks of linear variables to low-security linear continuations. The top of stack
corresponds to the next low-security linear continuation that will be invoked.

Definition 4.4.2 (Linear Continuation Stack) Let K be an ordered list (a stack) of
linear variables y; : k1, ...,y,: Kk, SUChthat n > 0. Wewrite I" - k£ = K toindicate
that & is a substitution that maps each y; to a linear value such that ;- F k(y1) : 1
and I';y; 1:k 1 F k(y;) - ki fori e {2...n}.

Application of a stack substitution % to aterm e is defined as:

k(e) = e{k(yn) /Y HEWn-1) /yn-1} - {k(w1) /y1}-

Note that the order of the substitutionsisimportant because the continuation &(y,, ) may
refer to the linear variable y,,_ 1.

Two linear continuation stacks &, and k- are equivaent if they have the same domain
and map each variable to equivalent continuations. We must also ensure that the stack
contains all of the pending low-security continuations.

Definition 4.4.3 (letlin Invariant) Atermsatisfiesthe letlin invariant if every lin-
ear continuation expression A(pc)(x:s). e appearing in thetermis either in the binding
position of a letlin or satisfiespc [Z (.

The idea behind the 1et1in invariant is that when & (e) is a closed term such that e
satisfies the 1et1in invariant, any invocation of alow-security linear continuation in e
must arise from the substitution k—in other words, & contains any pending low-security
linear continuations.

Extending these ideas to values, memories, and machine configurations we obtain
the definitions below:

Definition 4.4.4 ((-Equivalence)

'y =y If v1,7 = I' and for every x € dom([") it is the case that
label(v;(x)) £ ¢ and ~;(x) satisfiesthe 1etlin invariant.
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' KFk~cke IfIF Kk = K andfor every y € dom(K) it is the case
that %;(y) =, A(pc)(x: s). e such that pc C ¢ and e satisfies the
letlin invariant.

Ul R Vgt S If there exist I, v, and ~, plus terms v; =, v} such that I" -
T R v2,and I' F o)« s and v; = 7;(v]) and each v] satisfies the
letlin invariant.

M, ~¢ M, If for all L* € dom(M;) U dom(M,), label(s) C ¢ implies that
L® € dom(M;) Ndom(My) and M (L) ~¢ Ma(L?®) : s.

Finally, we can put all of these requirements together to define the (-equivalence of
two machine configurations, which also gives us the invariant for the noninterference
proof.

Definition 4.4.5 (Noninterference Invariant) The noninterferenceinvariant isa pred-
icate on machine configurations, written I' || K F (M, pcy, e1) ¢ (Ma, pc,, e2), that
holdsif there exist substitutions~,, v, k1, ko and terms ¢} and e/, such that the following
conditions are all met:

(i) e1 =m(ki(e))) and ey = yo(ka(e))).

(i) IiK [pey] k¢, and I'; K [poy] F ¢

(iii) Either (a) pc; =pcy C (ande] =, €, or

(b) pe; £ Cand pe, I C.
(iv) I'tm=cyvpand!l || KF ko~ ke
(V)  Loc(er) € dom(M;) and Loc(es) € dom(My)
and M, ~¢ Mo.
(vi) Bothe) and e, satisfy the letlin invariant.

The main technical work of the noninterference proof is a preservation argument
showing that the Noninterference Invariant holds after each transition. When the pc is
low, equivalent configurations execute in lock step (modulo high-security data). After
the program branches on high-security information (or jumps to a high-security contin-
uation), the two programs may temporarily get out of sync, but during that time they
may affect only high-security data. If the program counter drops low again (viaalinear
continuation), both computations return to lock-step execution.

We first show that (-equivalent configuration evaluate in lock step as long as the
program counter has low security.

Lemma4.4.1 (Low-pc Step) Suppose
o I'|| K (My, pcy, e1) =¢ (My, pcy, e2)

e pc; C (andpc, C ¢
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hd <M17 pP<y, 61) - <M{a pclla 6,1>
then (Ms, pc,, es) — (MJ, pch, e,) and thereexist I and K’ such that:
r H K' - <M{7 pcllv 6/1> ~¢ <M£> pc,2> 6/2>

Proof: Lete; = v (ki(e])) and es = v2(ko(es)) where the substitutions are as de-
scribed by the conditions of the Noninterference Invariant. Because pc; C ¢, clause (iii)
implies that ¢ and e must be a-equivalent expressions and pc; = pc, = pc. Hence
the only difference in their behavior arises due to the substitutions or the different mem-
ories. We proceed by cases on the transition step taken by the first program. The main
technique is to reason by cases on the security level of the value used in the step—if
it's low-security, by a-equivalence, both programs compute the same values, otherwise
we extend the substitutions +; and ~, to contain the high-security data. We show a few
representative cases in detail to give the flavor of the argument, the remainder follow in
asimilar fashion.

ASEe-EVAL-LETPRIM

(M, pc, prim) § v

(M, pc, let x = prim ine) — (M, pc, e{v/x})

In this case, ¢} and e/, must be of the form let = = prim in e, consequently e,
must also transition viarule \SEe-EVAL-LETPRIM. Because M; = M| and M, =
M, and the locations found in terms e/, and e}, arefound in e; and e, respectively,
condition (v) of the Noninterference Invariant holds after the transition.

It suffices to find an ¢’ and +, such that €] = ~(ki(¢')) and e}, = ~4(ka(€’)).
If prim is avalue, then take v/ = +; and let ¢ = e{prim/x}. These choices
satisfy the conditions. Otherwise, prim is not a value. Consider the evaluation
(M, pc, v1(prim)) | buv,. There aretwo cases.

If ¢ C ¢ then prim cannot contain any free variables, for otherwise condition (iv)
would be violated—evaluation rules \§ES-EVAL-PRIM and ASES-EVAL-BINOP
imply that the label of the resulting value be higher than the label of any con-
stituent, and al the values of ~; have label higher than . Thus, ~; (prim) =
prim = yo(prim). (M, pc, y2(prim)) | buv, and because M; ~, M, we
have bv, ~; bvj, : s. Thus, there exist I'”, 4/, ~4 and values v; =, v, such that
I'" =AY &~y and bu, = 77 (v1) and buj, = 4 (vg). Thus, wetake v; = v U7,
vy = v U~y and e = e{v;/z}. Conditions (iv), (v), and (vi) hold trivialy;
conditions (i), (i), and (iii) are easily verified based on the operational semantics
and the fact that pc; = pc, = pc.

If ¢ IZ ¢ then (M,, pc, y2(prim)) | bu, whereit is also the case that ¢ Z (.
(prim either contains a variable, which forces ¢’ to be high, or prim contains a
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value explicitly labeled with a high-label.) It follows that bv, ~; bv, : s and we
take v; = yi{x — bu} and 7} = y{x — by, }, and e/ = e, which are easily
seen to satisfy the conditions.
ASEe-EVAL-LETREF
¢ pcC label(s) L* ¢ dom(M)

(M, pc, let x = ref®by, in e)
— (M[L* = bvgpc], pe, e{ Ly /x})

In this case, e and e must be of the form 1let z = ref®v in e where v = buy.
Note that v, (v) ~¢ 72(v) : s so it follows that M| = M;[L® — ~;(v) U pc] is
¢-equivalent to M) = Ms[L® — ~o(v) U pc|, satisfying invariant (v). Now we
simply take v; = v;, and note that ¢} = vi(e{L;./z}) and ey = y(e{L}./x})
satisfy the required invariants.

ASES-EVAL-LETLIN

(M, pc, letliny' = lvine) — (M, pc, e{lv/y'})

If lv = halt® , then the Noninterference Invariant holds trivially after the transi-
tion. Otherwise, lv = A(pc/)(z: s).€¢'. Inthiscase, ¢/ and e are letlin ¢y’ =
AMpd )z :s).€e ine. If pd C ¢, smply take K’ = K,y : s — 0 and choose
ki = k; U{y — Npd)(z:s).e'}, which satisfiesinvariant (iv) because k; ~ k-
and the terms ¢ and ¢ are well-typed. In the case that pc’ IZ ¢, wetake k} = k;
and choose each €] to be e{\(pc')(z: s). €' /y'} which again satisfiesinvariant (iv)
and the letlin-invariant, (vi). The remaining invariants are easily seen to hold
because the memories and ordinary value substitutions do not change.

AES-EVAL-COND1L
(M, pc, if t, then €, else ey) — (M, pcU/, €))

Inthiscase, e} and e must be of theform if v then e, else ¢,. If v isnot avari-
able, then by a-equivalence, e, must also transition viarule ASES-EvAL-COND1,
Because M; and M, don’t change, it is easy to establish that al of the invariants
hold. When v isavariable, v, (v) = t,for ¢ i£ ¢. Similarly, v, (v) = by for ¢ IZ C.
Because b could be either t or £, we don’'t know whether the second program
transitions via \§Ea-EVAL-COND1 or ASES-EVAL-COND2, but in either case it
is easy to establish that the resulting configurations are ~.. Clause (i) holds via
the original substitutions; clause (ii) follows from the fact that the configurations
are well-typed; clause (iii) holds because part (b) lets us relate any high-security
programs; clauses (iv) through (vi) are a ssmple consequence of ¢-equivalence of
e1 and €9.
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MES-EVAL-GOTO

pc C pd v = (Alpc] f (x:s). y:re),
(M, pc, gotov v’ lv) — (M, pc’ UL, e{v/fHv' Upc/z}Hlv/y})

In this case, each e/ = goto v v’ lv. It must be the case that v, (v) = (A[pc’] f(x:
s,y k)e). If 0 C ¢ thenv = (ANpd|f(z:s,y: k)e), where e = ~(e)
because, by invariant (iii), the continuation could not be found in ~;. Note that
11 (V") = 12(v') : s. There are two sub-cases, depending on whether ~+, (v') has
label C (. If so, it sufficestotake I'” = I', K’ = K, and leave the substitutions
unchanged, for we have e, = ~;(k;(e{v/f}{v:(v") U pc/x}{lv/y})). Otherwise,
if the label of ~;(v') £ (,wetake I'" = I',x:sand v, = v;{zx — (V') U pc}.
The necessary constraints are then met by e, = ~/(k;(e{v/f}H{lv/y})).

The other case isthat ¢ Z ¢, and hence the label of v,(v) isaso Z (. Thus,
pcy = pclU ¢ £ ¢ and pc, IZ (. The resulting configurations satisfy part (b) of
clause (iii). The bodies of the continuations are irrelevant, as long as the other
invariants are satisfied, but this follows if we build the new value substitutions as
in the previous paragraph

MiS-EVAL-LGoTo This follows analogously to the previous case, except that the

stronger constraints that relate linear contexts imply that the continuations being
invoked are actually a-equivalent.

O

Next, we prove that linear continuations do indeed get called in the order described
by the linear context. The proof follows directly from Subject Reduction and the linear-
ity built into the type system.

Lemma4.4.2 (Linear Continuation Ordering) Assume K = vy, : Kn,...,y1 : k1 for
somen > 1, each k; isalinear continuation type, and -; K [pc] Fe. If - F k | K,
then in the evaluation starting from any well-formed configuration (M, pc, k(e)), the
continuation % (y; ) will be invoked before any other k(y;).

Proof:  The operational semantics and Subject Reduction are valid for open terms.
Progress, however, does not hold for open terms. Consider the evaluation of the open
term e in the configuration (M, pc, e). If the computation diverges, none of the y;’s
ever reach an active position, and hence are not invoked. Otherwise, the computation
must get stuck (it can’t halt because Subject Reduction implies that all configurations
are well-typed; the halt expression requires an empty linear context). The stuck term
must be of the form 1goto y; v, and because it is well-typed, rules \§ES-LVAR and
MES-LGoTO together imply that ; = ;. O
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We use the stack ordering property of linear continuations, as made explicit in the
Progress Lemma, to prove that equivalent high-security configurations eventually return
to equivalent low-security configurations.

Lemma 4.4.3 (High-pc Step) Suppose
o I’ H K+ <M17 pcy, €1> ¢ <M27 pCy, €2>

e pc; Z ¢andpe, £ ¢
o <M1> pP<y, 61) - <M{7 pclla 6/1>

then either e, divergesor (M, pcy, ea) —* (M), pc, €,) and thereexist I and K’
suchthat I” || K I (Mj, pch, ¢) ~ (M, pch, c2).

Proof: By cases on the transition step of the first configuration. Because pc, £ (
and al rules except A\SES-EVAL-LGOTO increase the program-counter label, we may
choose zero steps for e, and still show that ~ is preserved. Condition (iii) holds via
part (b). The other invariants follow because all values computed and memory locations
written to must have labels higher than pc, (and hence IZ (). Thus, the only memory
locations affected are high-security: M| ~; My = Mj. Similarly, \SES-LETLIN forces
linear continuations introduced by e, to have pc Z (. Substituting them in e; maintains
clause (v) of the invariant.

Now consider ASES-EVAL-LGOTO. Let e; = v (ki(e})), then e} = 1goto lv v,
for some [v. If [v isnot avariable, clause (vi) ensures that the program counter in [v’s
body isZ {. Pick O steps for the second configuration as above, and it easily follows
that the resulting configurations are =, under I" and K. Otherwise, [v is the variable y.
By assumption, &1 (y) = A(pc)(x:s). e, where pc C (. Assume e, does not diverge. By
the Progress Lemma (M,, pc,, ea) ——* (M), pcl, 1goto ko(y) vo) (by assumption,
it can’t diverge). Simple induction on the length of this transition sequence shows that
M, =~ M, because the program counter may not become C (. Thus, M| = M; ~;
My = M}. By invariant (iv), k2(y) =, k1(y). Furthermore, ASES-L GoTo requires that
label(s) Z ¢. Let[" = I',z:s,7) = vi{z — vi(v1)Upci }, 3 = 72{2 — 72(v2)Upcy |
take £} and k!, to be the restrictions of k; and &, to the domain of the tail of &', which
we choose for K’. Findly, let ¢f = ~;(k}(e)) and e}, = ~5(k(e)). All of the necessary
conditions are satisfied asis easily verified via the operational semantics. O

Finally, we use the above lemmas to prove noninterference. Assume a program that
computes a low-security Boolean has access to high-security data. Arbitrarily changing
the high-security data does not affect the program’s resullt.

First, some convenient notation for the initial linear continuation: Let

stop(s) o A L)(x:s).halt®

It hastype ki sop(s) = 5 — O.
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Theorem 4.4.1 (Noninterference) Suppose
e z:5;y:bools — 0 [L] e for someinitial programe.

e label(s) £ ¢

e -Fu,vy:s

Then (0, L, e{vy/x}{stop(bool;)/y}) —* (M, ¢, halt°< n, ) and
(0, L, e{vy/x}{stop(bools)/y}) +—* (Ma, ¢, halt®®% my,)
Imp|ytha'[ M1 %C MQ andn = m.

Proof: Lete; betheterm e{v;/x} and let e; betheterm e{v,/x}. Itis easy to verify
that

z:s | y:bools — OF (B, L, er) ~¢ (0, L, es)

by letting v; = {z — v1}, 72 = {& — v}, and k; = ko = {y — y}. Induction on the
length of the first expression’s evaluation sequence, using the Low- and High-pc Step
lemmas plus the fact that the second eval uation sequence terminates, implies that

I|| K F (M, ¢, halt®™™ ng) ~¢ (M, ¢, halt®™ my,)

Clause (v) of the Noninterference Invariant impliesthat A/, ~. M,. Soundnessimplies
that ¢/, C ¢ and ¢, C (. This means, because of clause (iv), that neither n,, nor m,, are
in the range of ~.. Thus, the Booleans present in thehalt expressions do not arise from
substitution. Because ¢ C (, clause (iii) impliesthat halt®°¥ n, =, halt*®°< my,,
from which we obtain n = m as desired.

O

45 Trandation

The source types of A\SEE are like those of ASES, except that instead of continuations,
AREE has functions.  The type trandlation from AEEE types to ASES types, following
previous work on typed CPS conversion [HL93], is given in terms of three mutually
recursive functions: (—)*, for base types, (—)* for security types, and (—)~ to linear
continuation types:

unit* = unit
bool* = bool
(sref)* = st ref
([f]s1 — s2)* = [()(s{,53) =0
ty = (")

s = st —0



AREE-VAL

I'Fv:s pcL label(s)
[ [pc] F v : s8]y

lgoto y [v]

ASEE-APP

I'lpc]Fe:([pcls’ — s); I'[pc]ke ¢

pc C pc’
[ [pc] Fee :sUl]y
PUNY

letlin ki = Mpc)(f:([pc]s’ — s)).
letlin ky = A(pc)(z:s'T). goto f z y
in [I" [pc] F e : §']ks

in [I" [pc] Fe: ([pc]s’ — s)i]ka

ASEE-PRIM

I' [pc] ey : bool, I'[pc]t ey :Dbooly

[I" [pc] F er @ eg:bools]y

Mpe)(z1:bool)).

letlin ko
let o =

letlin k; =

Mpc)(z2:bool)).

r1 @ r2 in lgoto y x
in [I" [pc] F ey : booly]ks

in [I" [pc] F e; : bool,]ky

AP -REF

I'lpcjte:s
[ [pc] F refe : s ref,Jy
~
letlin k = A(pc)(z:sT).

let r = ref® z in lgoto y r
in [ [pc] Fe: s]k

Figure4.11: CPStrandation




85

MNREE -DEREF
I [pc] e :srefy

[ [pc] Fle:suf]y

PUNY
letlin k = Mpc)(r:s ref)).
let x = Ir in 1lgoto y x
in [I" [pc] Fe: s ref/]k

AGEE-ASSN
Ilpcjte:sref, I'bey:s (L label(s)
[ [pc] €1 := ey : unityJy

~
letlin ky = A(pc)(ap:s ref]).
letlin ko = A{(pc)(wq:s™).
let @ :=x9 in 1goto ¥ ()pc
in [I'F eq : s]ks
in [I" [pc] F ey : s ref ]k

AGEE-CoND
I'lpc]Fe:bool, I'[pcUlbei:s ie{l,2}
[I" [pc] F if e then ey else ey : sy
od
letlin k = A(pc)(z:bool)).

if x then [I' [pcU/l|F e : sy
else [I' [pcU /]t e :s]y

in [ [pc] F e : bool ]k

ASEE-EXPRSUB
IpcjFe:s Fs<¥d

[ [pc] Fe: &y

[ [pc] Fe: sy

Figure 4.12: CPS trandation (continued)
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Figures 4.11 and 4.12 show the term trandation as a type-directed map from source
typing derivations to target terms. The rules are of the form:

Pi... P,
[ [pc] F esource = Sy

s

etarget

Here, the P;’ srepresent premises of the inference rulein the sourcetype system. The
semantic brackets around the conclusion of theinference ruleindicate the typing context
and the source expression to be tranglated, assuming that the result of the computation
is to be passed to the continuation stored in the \SiS-variable y. The trandation of
Esource 1S the term e, 4., Which may mention the trandations of types appearing in the
inference rule. Recursive tranglation of a subexpressions of e,,,,.., as directed by the
premise P of theinferencerule, areindicated in e, 4.: as [P]. For instance, the rule for
trandating \35 -PRIM depends on translating the two subexpressions.

Because A\EE and ASES agree on the values for unit and bool, the trandlation of
those values or variablesis just the identity. Functions are the only values whose trans-
lation is not the identity, their translation is mutually recursive with the trandation for
program expressions.

[«] = =
[Qed = O
bg]] = bg (b S {t, f})
[L] = L
[(Alpc] f (z:9). e)f] (MpclfCz:st,y:85). [, f:8, 251 [pc] F e : sa]y)e
where s’ = ([pc|s; — s2)¢

—
Il

For simplicity, we present an un-optimizing CPS trandation, although we expect
that first-class linear continuations will support more sophisticated tranglations, such as
tail-call optimization [DF92]. To obtain the full tranglation of a closed term e of type s,
we pass in theinitial continuation instantiated at the correct type:

[e] = letlin y = stop(s™) in [[pc| F e: s]y

As expected, linear continuations are introduced by the tranglation at points that
correspond (via the structure of the source program) to pushing an activation record
on to the stack, and 1gotos are introduced where pops occur. The linear variable y
represents the current “top of stack” continuation; invoking it will cause the activation
stack to be popped, after executing the body of the continuation 3. Note that all of the
implicit control flow of the sourcelanguageis expressed by ordered linear continuations;
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ordinary continuations are used only to express source-level functions, which, because
they might be copied or never invoked, are inherently nonlinear. However, the unique
return continuation of afunction is represented by alinear continuation.

The basic lemma for establishing type correctness of the trandation is proved by
induction on the typing derivation of the source term. This result also shows that the
CPS languageis at |east as precise as the source.

Lemma4.5.1 (Type Translation)
If I[pc]te:sthenlt;y:s™ [pc] F [I'[pc] F e : s]y.

Proof: Straightforward. The necessary lattice inequalities to give a target derivation
are established by simply following the source derivation. O

To show that this CPS trandation is operationally correct, we would like to estab-
lish the following lemma. Giving a complete proof is beyond the scope of this thesis.
However, the result should follow by a ssmulation argument similar to those used by
Danvy and Filinski [DF92]. There are some subtleties with the ssmulation that arise be-
cause of the presence of mutable state. Because thisis an unoptimizing version of CPS
trandation, it is also necessary to allow administrative redexesto remain in the resulting
terms [DF92]. Doing so complicates the exact strengthening of the ssimulation relations,
but it can be done [Plo75, Rie89].

Lemma 4.5.2 (Operational Correctness) Suppose e isa A3t termsuchthat I [ 1] -
e : sandthat M isa A}EE memory such that Loc(e) C |M]. Then

(M, L, ¢) I (M',0) & ([M], L, [e]) —" ([M], L, halt"" [v])

Proof (sketch):  The proof goes by strengthening the induction hypothesis to handle
the case where the linear continuation isn’t known to be stop(s*), the program counter
may be different from L, and the programs are related up to administrative redexes.
Additional interesting points include:

1. Binary operations are compatible in both languages.

2. Thereisacaveat that the memory allocation must be somehow coherent—that is,
the locations that are created “fresh” in the source can be mapped isomorphically
onto those created “fresh” in the target.

3. It's important that the target can take multiple evaluation steps to simulate a
source evaluation rule, because there can be multiple 1goto operations involved
in threading the control through the target.
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4.6 Related work

Pottier and Simonet [PS02] give a proof technique for proving noninterference in a
security-typed version of core ML, which is similar to A}EL. Their approach differs
from the one presented here by using a nonstandard operational semanticsin which two
program eval uations can be represented simultaneously. Their construction reduces the
noninterference result for the source language to the subject-reduction theorem for the
nonstandard language.

The constraints imposed by linearity can be seen as a form of resource manage-
ment [Gir87], in this case limiting the set of possible future computations.

There are many similarities between the stack-like nature of ordered linear contin-
uations and other type systems for regulating resource consumption. For example, the
capabilities calculus uses linearity constraints to manage regions of memory [CWM99];
the regions obey a stack discipline. Linearity has been widely used in the context of
memory management [Abr93, CWM99, Wad90, Wad93].

Linear continuations have been studied in terms of their category-theoretic seman-
tics[Fil92] and for their role in acomputational interpretation of classical logic [Bie99].
Polakow and Pfenning have investigated the connections between ordered linear-logic,
stack-based abstract machines, and CPS [PP00]. Berdine, et a., have also studied a
number of situations in which continuations are used linearly [BORTO01].

CPS trandlation has been studied in the context of program analysis [FB93, Nie82].
Sabry and Felleisen observed that increased precision in some CPS data flow analyses
is due to duplication of analysis along different execution paths [SF94]. They also note
that some analyses “confuse continuations’ when applied to CPS programs. Our type
system distinguishes linear from nonlinear continuations to avoid confusing “calls” with
“returns” More recently, Damian and Danvy showed that CPS translation can improve
binding-time analysisin the A-calculus [ DDOQ], suggesting that the connection between
binding-time analysis and security [ABHR99] warrants more investigation.

Linear continuations appear to be a higher-order analog to post-dominators in a
control-flow graph. Algorithms for determining post-dominators in control-flow graphs
(see Muchnick’s text [Muc97]) might yield inference techniques for linear continuation
types. Conversely, linear continuations might yield atype-theoretic basisfor correctness
proofs of optimizations based on post-dominators.

Linearity also plays arole in security types for concurrent process calculi such as
the r-calculus[HVY 00, HY 02]. Because the usual translation of the A-calculusinto the
m-calculus can be seen as aform of CPS trandation, it is enlightening to investigate the
connections between security in process calculi and low-level code. These connections
are made more explicit in the next chapter.



Chapter 5

Secure Concurrent Programs

Concurrent programs—programs in which multiple threads of control are permitted to
evaluate simultaneously—are invaluable for building systems that must react to or con-
trol ongoing activities in their environments [Sch97]. Typical examples of concurrent
programs include operating systems, databases, web servers, and user interfaces.

Clearly, there are information security concerns when designing such programs, yet
the problem of checking information flow properties in concurrent programming lan-
guages has not been solved satisfactorily. This chapter considers this problem, and pro-
poses anew language, called \S5L YR whose type system and accompanying definition
of information security avoid some of the limitations of previous work.

Languages for concurrent programming vary widely in the details of the features
they provide, but they share some essential traits. support for multiple threads of execu-
tion and the ability to describe interthread communication. One key difference between
concurrent languages and sequential languages is that they are nondeterministic: asin-
gle machine configuration m may transition to two different machine configurations m,
and m., reflecting a choice of which of multiple threads of execution to run.

The nondeterminism in the operational semantics is important, because it allows
the behavior of the thread scheduler to depend on details of run-time context that are
not under the programmer’s control: for instance, the operating system, the available
resources, or the presence of other threads managed by the scheduler. However, the
nondeterministic behavior of concurrent programs can also permit multiple threads to
interact in unwanted (and often unpredictable) ways. Practical languages for concurrent
programs provide synchronization mechanismsto help avoid this problem.

Concurrency adds several new difficulties for regulating information flows:

1. How nondeterminism is resolved in an implementation of the language plays an

important rolein the information flows of aconcurrent program. An observer with
knowledge of the scheduler implementation might be able to deduce more infor-

89
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mation from the behavior of the program. These information leaks are sometimes
called refinement attacks [R0s95].

2. Communication between concurrently running threads also creates information
flows. More problematically, race conditions can arise that might leak information
if the outcome of araceisinfluenced by high-security data. Such race conditions
often involvetiming flows, covert channelsthat have long been considered difficult
to control [Lam73].

3. Synchronization itself exchanges information between threads and hence creates
information flows. However, synchronization may also eliminate race conditions
and other forms of resource contention—thereby preventing potentially insecure
information flows.

Security-typed concurrent languages must address all of these issues. However,
dealing with them in away that permits useful programs and a tractable program anal-
ysis is chalenging. Previous work has approached the problem by either using sim-
ple while-based programs with shared-memory thread communication [SV 98, SV 00,
VS00, Smi01, Sab01] or by using the pi calculus [HY 02, Pot02], awidely studied pro-
cess calculus [MPW92]. The language ASSe'CVR introduced in this chapter is based on
Fournet’s join calculus [Fou98], a process calculus whose syntax more closely resem-
bles that of ASES. \See'CUR differs from previous approaches in the way that it treats
synchronization and timing.

Despite their importance for practical concurrent programming and their impact on
information-flow properties, synchronization mechanisms have only recently been stud-
ied in the context of information security [Sab01, HY 02, Pot02]. ASSe“UR incorporates
a controlled form of synchronization that uses linearity constraints similar to those on
the linear continuations of Chapter 4. Linear synchronization provides structure that
allows the type system to more accurately describe information flows that arise due to
synchronization. Although not complete—there are secure synchronization behaviors
that are not expressible in this framework—\$5Y YR provides the ability to write pro-
grams with useful synchronization behavior.

In contrast to many previous security-typed language approaches for concurrent
programs [SV98, SV00, VS00, Smi01, Sab01, HY 02, Pot02, BC0O2], the definition of
information-flow presented in this chapter permits high-security information to affect
the termination behavior and external timing behavior of the program. Instead, the pro-
posal here controls information flows by eliminating certain race conditions between
threads. This approach draws adistinction between theinternally and externally observ-
able timing behavior of programs. External observations are those made by an observer
outside the system, timing the program with mechanisms external to the computing
system. Internal observations are those made by other programs running on the same
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system. In principle, internal observations are more easily controlled because other pro-
grams can be subj ected to avalidation process before being allowed to run. Typicaly, in-
ternal observations also offer greater potential for high-bandwidth information transfer,
so they may also be more important to control. In this work the focusis on controlling
information flows that areinternal to the system. Because there are many external flows,
some of which are difficult to control (e.g., conversation), and other technigues that can
be applied to controlling them (e.g., auditing or dynamically padding total execution
time), this decision seems reasonable.

The A\$EYCUR security model is based on observational determinism. Suppose that
we have two well-formed initial configurations m and m' that differ only in some high-
security inputs (m ~, m'), where evaluating m may result in atrace of machine states
T and evaluating m' may result in atrace 7”. We require I’ ~. 1". Two traces are con-
sidered equivalent if they are equivalent up to stuttering and prefixing at every memory
location, considered independently of other memory locations.

To be more precise, let M, a memory, be a finite map from locations L to values
v. Then M(L) is the contents of location L. Let T'(L) be the projection of the trace
T onto a single memory location L; that is, if T = [My, My, M,,...] then T(L) =
[Mo(L), My(L), Ms(L),...]. A sequence of values [vg, vy, 09, .. .| iS equivalent to an-
other sequence of values [v], v}, v5, . . .] if v; = v for al ¢ up to the length of the shorter
sequence. Then T" ~, 7" if for al locations L, T'(L) is equivalent up to stuttering to
T'(L), or vice versa

This security condition allows high-security information to affect the external ter-
mination and timing behavior of a program, while preventing any effect on internally
observable termination and timing behavior. Two aspects of this definition merit dis-
cussion. First, allowing one sequence to be a prefix of the other permits an external
nontermination channel that leaks one bit of information, but removes the obligation
to prove program termination. Second, considering each memory location indepen-
dently is justified because internal observations of the two locations can only observe
the relative ordering of their updates by using code that contains a race—and programs
containing races are disallowed. By requiring only per-location ordering of memory op-
erations, this definition avoids the restrictiveness incurred when timing may not depend
on high-security data.

The next section discusses the issues of information-flow, concurrency, and synchro-
nization more thoroughly, motivating the design of ASSE “UR and informally introducing
itssyntax. Section 5.2 presentsthe concrete language, itstype operational semanticsand
type system. Section 5.3 gives a proof of subject reduction. Section 5.4 formally defines
noninterference and race freedom and proves that the A\SGYCUR type system provides
noninterference. This chapter concludes with further comparison to related work.
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5.1 Thread communication, races, and synchronization

This section describes information flows that arise in concurrent languages and infor-
mally introduces the syntax for A§Sa VR,

The syntax for running two processes concurrently is P, | P,. A process' itself
may consist of multiple concurrent subprocesses. For example, P, might be the process
@1 | Q2. The order in which the threads are written is unimportant: the program
Py, | P, isequivalent to the program P, | P,. Similarly, the | operator is associative,
sotheprograms (P, | P,) | Psand P, | (P> | P;) areequivalent.

The operational semanticsfor AR ©UR allow any possibleinterleaving of the evalu-
ations of two parallel processes. Informally?, there aretwo rules for evaluating P, | P»:

P — P P, — P
P1|P2—>P1/|P2 P1|PQ—>P1|P2/

These two rules directly exhibit the nondeterminism of the operational semantics.

5.1.1 Shared memory and races

One basic means by which threads can communicate is shared memory. In shared mem-
ory models, one thread can write to a shared location and a second thread can read from
it, thereby transferring information from the first thread to the second.

Due to concurrency, two threads might try to write to the same location simultane-
ously or one thread might attempt to write to a location concurrently with aread by a
second thread, asillustrated below in examples (1) and (2) below:

(1) @ :=4% 1 QA :=1£)
(2) @ :=%) | (y :=11)

Both programs might behave nondeterministically. In example (1), the final value
stored in location 1 depends on the order in which the two threads are executed. Simi-
larly, in example (2), thefinal contents of y might depend on whether the read of location
1 is scheduled before the write.

These write-write and write—read races can be used to leak confidential information
due to the relative timing behavior of the two threads. For example, the following pro-
gram sets up arace to assign to location 1. The amount of time it takes the first thread
to reach the assignment depends on high-security data h. As an example, consider the
following program that might leak information about h via awrite—read race:

1The terms thread and process are used interchangeably.
*The actual operational semantics of ASGY©UR is given in Figures 5.4 and 5.5
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(3) x :=t;
(if h then delay(100) else skip; x := f)
| (delay(50); 1 :=x; ...) 1 lLkely to equal h

This program initializes variable x to be true and then spawns two threads. The first
thread assigns x the value false either immediately or after a long delay. The second
thread waits long enough so that the assignment to x is likely to have occurred when
h is false; this second thread then assigns 1 the value of x. Depending on the thread-
scheduler implementation, this program can reliably copy the contents of h into the
variable 1—a potentially insecure information leak.

Termination behavior also plays arole in the information flows possible in concur-
rent programs. For example, the following program copies the value of h to 1, assuming
that LOOP () isafunction that diverges:

(4) (if h then LOOP() else skip; 1 := f)
| (if (not h) then LOOP() else skip; 1 := t)

In this example, exactly one of the threads will terminate and only one assignment to
1 will take place. Some third thread that can read from 1 could poll its value to learn
the contents of h. This example also depends on the assumption of a fair scheduler—
an unfair scheduler could run the LOOP () code forever, never giving the other thread a
chance to make its assignment.

Suppose that the variable h used in the examples contains high-security data and 1
is alow-security variable. Whether to consider these programs secure is dependent on
what the low-security observer knows about the thread scheduler implementation. We
have already observed that if the scheduler is fair, meaning that each thread is given
eventually given a chance to run, then example (4) is not secure—it copies the contents
of hinto 1.

Similarly, if it isknown that the thread schedul er alternates between threads (starting
with the first) and runs each for exactly 200 operational steps before switching, example
(3) has deterministic behavior with respect to the variable 1—by the time the second
thread tests x it is always false. In this case, the program should be considered secure.
In contrat, if the scheduler runs each thread for fewer than 100 steps before switching,
example 3 does leak h to 1 and should be considered insecure.

As these examples have shown, whether a concurrent program is secure depends on
what information about the thread scheduler is available to the low-level observer of the
program. Examples (1) and (2) could be considered insecure if the low-level observer
knows that the schedule chosen depends on high-security information—even though
neither example mentions high-security data.

It might be reasonabl e to assume some characteristics about the thread scheduler, for
instance, that it isfair, or that it schedul es processes uniformly at random. However, it is
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still difficult to rule out programs that are insecure due to races. The existing type sys-
temsthat follow this approach lead to extremely restrictive models of programming. For
example, Smith and Volpano consider only a fixed number of threads [SV98, SmiO1].
Both their definition of noninterference and most other definitions[SS01, MS01, Sab01,
BCO02, HY 02, Pot02, SM02] forbid low-security computation from depending on the
timing or termination behavior that is influenced by high-security data. These ap-
proaches correctly rule out examples (3) and (4) as insecure while permitting programs
(1) and (2). However, due to the restrictions on high-security data, those type systems
also rule out the following single-threaded programs because the assignment to 1 se-
guentially follows computation whose external timing or termination behavior depends
on high-security data.

(5) while (h < 100) do { h :=h + 1 }; 1 :=1;
(6) if h then LOOP() else skip; 1 := 1;

Type systems that rule out these programs implicitly assume that there may be other
unknown threads running concurrently with the program being analyzed and that those
other threads have access to the memory locations used in the program in question. This
makes the noninterference analysis very compositional, but quite restrictive—examples
(5) and (6) are considered insecure.

A different approach is to observe that examples (1)—(4) share a simple common
feature: thereisarace on alow-security variable.> Aswe have seen, whether such races
leak high-security information depends both on the threads that are running and on what
the low-security observer knows about the thread scheduler. Therefore, a natural way
to eliminate the information flows that arise from concurrency is to eliminate races to
low-security memory locations. Such race freedom requires that the sequence of values
stored in every memory location is deterministic. The definition of noninterference in
concurrent languages used here is based on low-security observational determinism. A
similar proposal has been made by Roscoe in the context of alabeled-transition seman-
tics for CSP [R0s95]. One benefit of this approach is that, under the caveat that the
variable 1 islocal to the program being analyzed, examples (5) and (6) are considered
secure. As with previous work, examples (3) and (4) are considered insecure. How-
ever, with this definition of noninterference examples (1) and (2) are not considered
secure. Another benefit of this approachisthat it yields avery strong kind of scheduler-
independence: determinism of the low-security memory writes implies that the same

SWhether there is arace in example (4) is debatable because we know ahead of time that at most one
assignment to 1 will ever take place. Because detecting racesis, in general, undecidable (replace h with
an undecidable predicate), any static analysis sophisticated enough to determine that there is no race in
programs like this one could detect the information flow from h to 1 and hence rule this program out as
insecure.
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sequence of reads and writes will be seen regardless of what decisions are made by the
thread scheduler.

We have seen that noninterference in the presence of concurrency relies crucialy
on the absence of races. Of course, eliminating race conditions can itself be difficult,
particularly dueto aliasing. For instance, we must reject the following program that has
awrite-write race on the memory location aliased by 1 and 1°:

let 1’ =1 in
(1> :=1) | (L :=0)

The simplest way to rule out race conditions on shared memory isto eliminate shared
memory altogether. A less severe, yet sufficient, approach is to restrict the memory
shared between two threads to be read-only, thereby eliminating write—write and write—
read races. This strategy does not prohibit writable memory locations; it requires that
mutable state be local to a single thread.

Alias analysis plays a crucia role in establishing thread locality of memory re-
sources, and hence whether a program is race free. However, devel oping such an analy-
sisis beyond the scope of thisthesis. Instead, we assume the existence of such an anal-
ysis for ASSR YR programs. The abstract requirements of a race-freedom analysis and
some potential implementationsin terms of alias analysis are described in Section 5.2.3.

Because we do not make any assumptions about the thread scheduler, the condition
of race-freedom and the lack of synchronization together rule out interthread communi-
cation via shared memory. However, for concurrency to be useful, the threads still need
some means of exchanging data. Therefore ASSYCUR allows aform of message passing
to compensate for the lack of general shared memory. The message-passing constructs
have a built-in synchronization mechanism that can be used to prevent race conditions
and to encode secure forms of shared-memory communication.

5.1.2 Message passing

In message-passing models (see Schneider’s text [Sch97] for an overview), one thread
may send a message on a channel; a second thread may then receive the message from
the channel. Synchronous message passing requires that the sending thread block until
the receiving thread has received the message, and, symmetrically, the receiving thread
must block until a message is sent.

Asynchronous message passing alows the sender of the message to continue before
the message has necessarily been received; a symmetric construct allows the receiver
to accept a message if one has been sent, or continue processing otherwise. ASHNCUR
provides asynchronous message passing; synchronous message passing can be encoding
using the synchronization mechanisms, as shown below.
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The \§EYCUR notation for sending a value v on achannel ¢ is c(v). Messages may
contain no data, in which case the send is written c (), or they may contain multiple
values, in which casethe send iswritten c(vy, ... ,v,).

The way a AS5E'“UR process reacts when it receives a message on a channel is de-
scribed by a message handler (or simply handler). The syntax for ahandler isillustrated
below:

cz) > 1 :==x

This handler waits for a message on channel c. When it receives such a message the
handler creates a new thread that executesthe program 1 := x with the contents of the
message bound to the variable z. For example, when the handler receives the message
c(t), it creates a new thread that performs the assignment 1 := t. The message is
consumed by the handler.

Handlers definitions are introduced via 1et-syntax, just asthe continuations of ASES
or the functions of AJEE are introduced. The channel name defined in the handler isin
scope within the body of the let. As an example, a ASEYCYR program that sends the
message as described aboveis:

let c(x) > 1 := x in
c(t)

In full generality, multiple threads might attempt to send messages on a channel
concurrently. This situation is similar to the write-write race condition possible with
shared memory; information implicit in the thread scheduler might affect the outcome
of the communication. Such send contention occurs when multiple threads try to send
concurrently on the same channel, asillustrated in this example:

let c(z) > 1 := z in
c(t) | c(f)

This example a so shows how send contention can lead to a race condition. The handler
above will react to the two messages by spawning a new thread to handle each; therefore
this exampl e effectively evaluates to this program, which clearly exhibits arace:

let c(x) > 1 := x in
A :=% | @A :=1)

Handlers like the ones above remain permanently in the program environment once
declared. They are thus able to react to any humber of messages sent on the channels
they define. Notethat lexical scoping of channel names makesit impossible to introduce
read contention, which multiple handlers vie for a message. In the program below, the
second handler definition for the channel ¢ shadows the first:
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let c(x) > 1 := x in
let c(z) > 1 :=t in
c(f)

AGSNCUR permits channels to be used in afirst-class way. This means that they may
be passed as values in the messages sent on other channels. For example, the channel
double sendstwo (empty) messages on any channel it is given as an argument:

let double(c) > c() | c() in
let d() > P in
double(d)

Just as recursive functions may mention the name of the function inside its body,
handler definitions may mention the channels they define. This makes it possible for
ASENCUR handler definitions to encode recursive functions. For example, the following
program creates an infinite loop:

let c(x) > c(x) in
c(t)

To further illustrate the connection between handlers and functions, compare the handler
definition to a similar recursive function written in AL

ML) fz:s). fx

The handler for achannel islike acontinuation: both accept avalue and then perform
some computation based on that value. The ordered linear continuations of Chapter 4
imposes enough structure on sequential programs to establish a noninterference result.
Similarly, ASSE'“UR provides linear channels, on which exactly one message must be
sent. The symbol — isused in place of > to indicate that a message handler is linear.

For example, the following program declares a linear channel k that must be used
exactly once along each execution path:

let k() — 1 := z in
if h then k(t) else k(f)

The following programs are ill-formed, because they violate linearity of the channel
k. Thefirst uses k in two separate threads, the second discards k in the second branch
of the conditional:

let k() — 1 := z in
k(t) | k(£)



98

let k() — 1 := z in
if h then k(t) else (1 := f)

Importantly, linear handlers can never be used to create nondeterminism because, in
contrast to nonlinear handlers, thereis never any send contention. This observation justi-
fiesaweaker program-counter label constraint for using linear channelsin the AS9YCUR
type system, just asthe ASES rules for linear continuations introduce weaker constraints
than the rules for nonlinear continuations.

Channels may be seen as generalizing the abstraction of memory locations. A mem-
ory location is a channel that accepts messages that are pairs of the form (set, v) or
(get, ¢) wherew isthe value assigned by a set operation and c isitself the name of a
channel on which to return the contents of the memory cell.

Channels fundamentally exhibit the same difficulties that shared references do, so
why consider adding both to a concurrent language? Including both mechanisms pro-
vides a separation of concerns. references are used to structure the data of a compu-
tation, whereas channels (and message passing) are used to structure the behavior of a
computation.

5.1.3 Synchronization

ASEECUR provides a synchronization mechanism that allows a single handler definition
to block waiting for messages on multiple channels.

A handler definition defines a set of channels that all share the same continuation.
As asimple example, consider this handler definition:

input; () | inputy(y) > let z = z A y in output(z)

It declares two channel names input; and input, that block, each waiting to receive
amessage. After both messages have been received, the handler triggers. In this case,
the data in the message received on input; is bound to the variable = and the data in
the message received on input, is bound to the variable y. The body of this handler
computes z A y and then sends the result on athird channel, output.

As another example, the handler definition below declares two channels ¢ and d.
Channel ¢ accepts messages containing a single value and channel d accepts messages
that contain no data:

let c(z) | dO > P(x) in Q

If the process () sends messages on both channels ¢ and d, the handler will react by
creating a new thread P in which the value sent on ¢ is bound to the variable z. If @
never sends a message on one of the two channels, the handler will never be triggered.

For exampl e, the following program sends memory location 1 on channel ¢, but only
sends a message on channel 4 if the value of h istrue:
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let 1 = ref £ in
let c(z) | dOQ > z =t in
c(l) | (if h then d() else 0)

This construct provides synchronous message passing between two threads. Sup-
pose thread P, wants to send the message m synchronously to thread (); after which
it continues as . Thread (), blocks waiting for the message m and then continues
as thread > (m). In atraditional message-passing notation, this situation might be ex-
pressed by the following program:

cobegin (P;;send.(m);P) | (Qi;recv.(z);Q2(x)) coend

Here, send,. (m) sends the messagem on channel ¢, blocking until the message has been
received. Symmetrically, recv, (z) blocks until channel ¢ has been sent the message m,
which it bindsto variable x.

Using the syntactic sugar P;; P, to denote sequential composition of (sequential)
processes P, and P,, this example can be written using A\S5A ¢YR’'s synchronization
mechanisms:

let send.(x) | recv.() > P | Qqx)
in
Py;send.(m) | @Qq;recv.()

AGONCUR also allows synchronization on linear channels. For example, the program
below declares ahandler for two linear channels kg and k;

let ko) | ki (z) — P in Q

Aswith the linear continuations of ASES, channels k, and k; must be used exactly once
in each possible execution path of the process .

The channel synchronization mechanism in ASGHCUR provides a flexible way of
structuring inter-thread communication.

The left half of Figure 5.1 illustrates a nested synchronization structure possible
for ASoR'“UR programs. The wavy arrows in this picture denote sequential threads of
execution. Forksin the computation are indicated by two solid arrows leaving a thread;
synchronization between threads is indicated by two solid arrows joining together—the
lines are labeled with the (linear) channels on which the synchronization takes place .
The corresponding programis:

let ko() | kl() —0 S in
P;( Ql;(let kg() | kg() —o0 kl() in
(Ri; k30 | Ro; ko))
I Q2; kO )
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More complex synchronization behavior isalso possible. For instance, the following
program has the synchronization structure pictured in the right part of Figure 5.1.

let kO | kO — T in
let ko) | k3O) — S; k() in
P;(C Qi1;C Ry; X0
| Rg; ks())
I Q25 k20)

Note that this program uses channel k0 inside the body of the handler defining channels
k2 and k3.

5.2 ASONCUR: asecure concurrent calculus

This section introduces the formal semantics for ASSYCYR, including its syntax, opera-
tional semantics. and type system.

5.2.1 Syntax and operational semantics

Figure 5.2 shows the syntax for A§5a VR programs.

Base values in ASSe VR are channel names ¢, memory locations L, or Booleans t
and f. The metavariable f ranges over channels and variablesthat have channel or linear
channel type. Primitive operations are defined exactly asin ASES.

A process?, P consists of a sequence of 1et-declarations and primitive operations
followed by either 0, the terminal process, an if expression, or the concurrent composi-
tion of two processes, written P, | P». Theterminal process 0 is analogousto thehalt
instruction of A\SES, except that it does not “return” any final output.

If c isachannel, then the syntax c(+/) denotes a message with contents () sent on
channel c. Message sends are asynchronous; but message handlers are blocking.

AjoinpatternJ = fi(x71) | ... | f.(4;)isageneraization of the binding construct
Af(x) found in ASES®. A join pattern declares a set of channels (or channel variables)
fi... fn. Eachchannel f; acceptsavector of arguments that will be bound to the vector
variables ;.

There are two kinds of join patterns. Nonlinear join patterns may bind linear vari-
ables y (although they are not required to), and thus can include channel declarations

“4The words thread and process are used interchangeably Because AS5NCUR does not have explicit
thread (or process) identifiers, the concept is somewhat nebulous.

5Theword “join” here comes from “fork” and “join” terminology of multithreading, not the “join” of
the security lattice.
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Figure 5.2: Process syntax
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of theform f(Z,y). Linear join patterns never bind linear variables—they contain only
channel declarations of the form f(z).

The restriction that linear channels are not permitted to carry other linear channels
prevents sequencing problems like the ones encountered for continuationsin ASES. For
example, the A\SES program (D) of Figure 4.1 can be encoded straightforwardly into
ASENCUR - Join patterns introduce another means by which deterministic ordering of
linear continuations can be violated. For example, if linear channels were permitted to
carry other linear channels, the following program would contain an information flow
fromh to 1 because the two assignmentsto 1 occur in different orders depending on the
value of h.

letlin kg() — O in
letlin ki (y;) —o set 1 :=t in y; () in
letlin ky(yp) —o set 1 := f in 9 () in
letlin k3(y3) | kq(yy) —o

(letlin k() —o yg(ko) in y4(k))
in

if h then k3(k1) | k4 (ko)

else k3(ks) | kyq(ky)

Although it would be possible to generalize the ordering constraints on the linear contin-
uations of A\SES to thelinear channels of ASSECUR, doing so complicates the type system
substantially. Instead, the race-freedom requirement implies an appropriate ordering on
the usage of linear channels.

As described informally in the previous section, ahandler definition isthe ASSYCUR
generdization of a continuation. Formally, it consists of ajoin pattern and a process P
called the body of the handler. The syntax for nonlinear handlersis J > P. The syntax
for linear handlersis J — P.

Just like nonlinear continuations, nonlinear channels may be duplicated and freely
used; however to prevent race conditions from arising, nonlinear handlers must be re-
entrant in a sense described below. Each linear channel must be used exactly oncein all
possible future paths of computation.

It is helpful for writing examples to define a sequential subset of ASSE “VR.

Definition 5.2.1 (Sequential processes) A 5L YR process P is sequential if it does
not contain the | symbol.

If P(y) isa segquential process that contains one free linear channel variable y, the
process P; () isdefined as: let y() — @ in P(y).

Note that if P and () are both sequential processes, then P; () is aso a sequential
process. Also observe that the sequential sublanguage of AP CUR is the same (modulo
syntax) as the language \SEs.
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M = M[L v Memory location L storing v
|  Mipc:J>P] Message handler
|-

S u= S[pc:J — P| Linear handler
|-

N == - | N |[pc:P] Network

m = (M,S, N) Machine configuration

Figure 5.3: Dynamic state syntax

Figure 5.3 shows the syntax for A5 YR memories, synchronization environments,
networks and machine configurations. These structures make up the dynamic state of a
ASENCUR program.,

Unlike ASES, the memories of ASSY VR contain channel handler definitions in addi-
tion to the ordinary mapping between locations and their values. The new syntax for a
memory M isthe binding [pc : J > P]. We generalize the domain of amemory M to
include the join patterns J it provides definitions to.

Thememory M of the \{SR“UR abstract machine consists of acollection of bindings
of theform [L — v] and [pc : J > P], asshown in Figure5.2. The domain of M, written
dom(M ), isthe set of locations L and join patterns ./ that appear in M. If L € dom(M)
then we write M/ (L) for thevalue v suchthat [L +— v] € M. Similarly, if J € dom(M),
we write M (.J) for the (open) process P.

A synchronization environment, denoted by S, stores the linear handler definitions
that have been declared by the program. Notation similar to that of memoriesis used to
describe the domain of a synchronization environment.

In order to track the information flows through a concurrent program, each thread
must have its own pc label. \SSNCUR associates a process P with its pc label using the
syntax [pc : P]. A collection of such threads running concurrently is called a network.
This terminology is chosen in anticipation of the developments of Chapter 7, where
threads may be running on distinct hosts—for A\SSYCUR, anetwork can be thought of as
a pool of threads running on a single host. The syntax for a network N is shown near
the bottom of Figure 5.2.

In ASSE'CUR, amachine configuration m isatriple (M, S, N), where M is amem-
ory, S isasynchronization environment, and N is a network.
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M, pc }:pm'm Jv <M17 S, N1> - <M27 Sa, N2>

ASONCUR-EVAL-PRIM M, pc|=v b vlpc
ASONCUR_EVAL-BINOP M, pc b= ng @ nly Ik (n[@]n’)euw U pe

M(L)=wv
ASEACVUR-EVAL-DEREF M, pc =L | v Upc

ASSNCUR-EVAL-LETPRIM
M, pc = prim | v
(M, S, (N | [pc:let z =priminel])) — (M, S, (N | [pc:e{v/x}]))

ASENCUR-EVAL-LETREF
(M, S, (N | [pc:let x = ref v in PJ))
L fresh
~ ML S (N L pe: P{Ly/ay)y P
ASEACUR-EVAL-SET
(M, S, (N | [pc:set L @ h:=7v"in P)))
— (M[L— v UlUpc], S, (N | [pc: P]))

Figure 5.4: ASSR“UR operational semantics

Figures 5.4 and 5.5 contain the operational semantics for A$Se “UR. The rules define
atransition relation m; — my between machine configurations. Evaluation of primitive
operations, reference creation, assignment, and conditionals is essentially the same as
in ASES; such evaluation is defined by the relation M, pc (= prim |} v. The description
below concentrates on the new features of ASS“UR, shown in Figure 5.5.

The rules ASSYCUR-EvAL-HANDLER and ASSe ©VR-EVAL-LINHANDLER alocate
fresh channel names for each variable f; in thejoin pattern of the handler. The channels
declared in nonlinear handlers may be used recursively (inside the body of the handler),
so the fresh channel names are substituted in the body. Nonlinear handlers are placed
in the memory of the machine configuration. Linear handlers are put into the synchro-
nization environment. Both kinds of handlers capture the pc label of the introduction
context and record it in the machine state.

Rule \SGCUR-EvAL-SEND describes how a nonlinear handler is invoked. It uses

the syntactic abbreviation |; P; o | P | ... | P,. Supposethe handler

[pc: ) | ... | ep@y) > Pl
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<M17 S, N1> - <M27 Sa, N2>

ASENCUR-EVAL-HANDLER
(M, S, (N | [pc:let fi(@) | ... | fu(Zn) > Py in Py)))

= (Mla@D | ... | o@D > Pi{(ci)pc/ fi}], S; (N | [pc: Po{(ci)pc/ fi}]))
where the ¢; are fresh

ASECUR-EVAL-LINHANDLER
<J\47 S, (N | [pC i let fl(fl) [ ... | fn(fn) —o P in P2])>
— <M, S[pC : Cl(fl) [ ... Cn(fn) —o0 Pl], (N | [pC : PQ{Cz/fZ}])>
wherethe ¢; are fresh

ASENCUR-EvAL-COND1
(M, S, (N | [pc: if ty then P; else P]))
— (M, S, (N | [pcUt: P]))

ASEACUR-EvAL-COND2
(M, S, (N | [pc: if f; then P; else P]))
— (M, S, (N | [pcUl: P)))

ASENCUR-EVAL-SEND
(M[c1(Z1, yP) 1] en@n, yP) > P, S, (N 1y [pe; = cin, (T, 1SPO))
—  (Mer(@1,yP) 1ol (@, yPY > P, S, (N | [ P{; U pe; /i H1vi Jyi }°PY)))
where ¢ = | |;pc; Ll 4;

ASENCUR-EVAL-LINSEND
(M, S[pc: ci(@) | ... | en(@n) —o P, (N 1; [pc;:ci(@)]))

ASENCUR-EVAL-FORK

(M, S, (N | [pc: P | Q]))
— (M, S, (N | [pc: P] | [pc: Q]))

Figure 5.5: \{5R'“UR operational semantics (continued)




107

PrROCUNIT Plo = P
ProcComMm P1 |P2 = P2 |P1
PROCASSOC (P | ) | Ps = P | (P | P)

Figure 5.6: Process structural equivalence

is in the memory. If there are messages ¢;(v;) waiting at each of the channels ¢;, the
handler triggers, causing process P to execute with the message contents substituted
for the formal parameters. The program counter label of the new process is the join of
the pc labels that were present when the messages were sent. Joining the pc’s prevents
implicit flows due to synchronization. Importantly, the nonlinear handler remainsin the
memory after being triggered—it can be invoked many times (or never).

The rule for invoking linear handlers, AR “UR-EVAL-LINSEND, is similar to the
rule for nonlinear handlers, except for two differences. First, the program counter |abel
of the new process is the same as the one when the handler was declared. Thisruleis
analogous to one used for linear continuationsin A§Ee—seerule ASES-EVAL-L GOTO of
Figure4.3. Second, the linear handler isremoved from the synchronization environment
after it is used, so no further invocations of it are possible.

Thelast rule, \SSYCYR-EVAL-FORK, saysthat aforked processinherits the pc 1abel
of the point at which it was spawned.

The operational semanticsin thefigure aretoo rigid: they require the right-most pro-
cesses to take part in the computational step. Because thread scheduling should ignore
the syntactic ordering of networks and processes running concurrently, we introduce the
notion of structural equivalence. The process structural equivalence relation says that
the syntactic order of concurrent processesisirrelevant. Network structural equivalence
says that the syntactic order of the processes in a network isirrelevant and that there is
no distinction between the syntax for a halted process, 0, and an empty network.

Structural equivalence is an instance of a congruence relation on program terms.
Congruence relations respect the structure of the syntax of the language—if two terms
are congruent, then placing them in identical program contexts yields two congruent
terms.

Let Proc be the set of all processterms. Let Net be the set of all network terms.

Definition 5.2.2 (Network congruence) A relation R C Net x Net is a congruence
on networks if it contains the =, relation, and, furthermore, N;R N, implies that for
any N € Net it isthe case that

(M I N)R(Ny | N)  and (N | N)R(N | Ny)
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NETUNIT N|- = N

NETCOMM NI Ny, = No | Ny

NETASSOC (N; | No) | N3 = Ny | (Ny | N3)

NETPROC pc: Pi| = [pc: P (if = P)
NETZERO pc:0] = -

Figure 5.7: Network structural equivalence

Definition 5.2.3 (Process congruence) Let ¢[-| be a term with a single ‘hole’ in it ob-
tained from the grammar in Figure 5.2 by extending the set of processes to include
P == ... | []. For any process P, let t[P] be the ordinary process term obtained
from t[-] by filling the single instance of a hole in ¢[-] with the process P. A relation
R C Proc x Proc is a congruence on processes if it contains the =, relation, and,
furthermore, P, R P, impliesthat for any ¢[-] it isthe casethat (¢[P])R(¢[FP2]).

Definition 5.2.4 (Structural equivalence) Structural equivalence on processes, Writ-
ten =, isthe least symmetric, transitive process congruence satisfying the axioms given
inFigure5.6. Sructural equivalence on networks, also written =, istheleast symmetric,
transitive network congruence satisfying the axioms given in Figure 5.7.

The structural equivalence on networks extends to a structural equivalence on ma-
chine configurations. In addition, we alow machine configurations in which the names
of locations or channels are systematically changed to be considered equivalent.

Definition 5.2.5 (Configuration structural equivalence) Two machine configurations
(M, Sy, N1) and (M,, Se, Ny) are structurally equivalent, written (M, Sy, Ni) =
(Ms, Sy, Ns), if they are a-equivalent (where locations and channel definitions in a
memory or synchronization environment are considered binding occurrences of loca-
tionsand channels) and N; = N, .

The syntax-independent operational semantics is given by the transition relation =
defined from the — relation and structural equivalence as shown in the following rule.

(My, Sy, Ni) = (Mj, Si, Ny)
(M7, S1, Ni) — (M, S5, N3)
<Méa Sév Né) = <M27 SQ? N2>
)\gE?(IJ\ICUR_EQSTEP <M17 Slv N1> = <M27 SQ; N2>
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522 A\ONCUR type system

Figure 5.8 shows the types for A\SGLCUR programs. Aswith ASES, types are divided into
nonlinear security types and linear types. Base types, ¢, consist of Booleans, channel
types, and references.

The channel type [pc|(s, k°P*) has any number of nonlinear arguments and at most
one linear argument. The [pc] component of achannel typeis, asin \$ES, alower bound
on the security level of memory locations that might be written to if amessageis sent on
this channel. Note that the channel type [pc](s, k) corresponds precisely to the nonlinear
continuation type [pc](s, k) — 0 used in ASES.

The linear types are channels (§) that accept some number of nonlinear arguments.
Sending amessage on alinear channel does not itself reveal information about the send-
ing context (although the message contents might), so linear channel types do not require
the [pc] component. The linear channel type (s) corresponds precisely to the linear con-
tinuation type (s) — 0. The security latticeislifted to a subtyping relation on ASSY VR
types, as shown in Figure 5.9.

A type context I" is a finite map from nonlinear variables to their types. If I'; and
I, are type contexts, the notation I, I'> forms there digoint union: Iy, I, = 7 U I
whenever dom(/) Ndom(7%) = 0. Linear type contexts K are finite maps from linear
variablesto linear types. Digoint union of linear contexts K, K is defined similarly to
the case for nonlinear type contexts.

A memory type, H (for heap), is a mapping from locations and channels to their
types. Memory typeswereimplicitin A\SES because each location value was tagged with
its associated type. For A§SR“VR, because memories also store handler definitions, it is
syntactically less cumbersome to factor the type information for locations and channels
into these explicit memory types. A synchronization state type 7" similarly maps linear
channelsto their linear types.

The type system for ASSE'“UR is shown in Figure 5.13. These judgments make use
of auxiliary judgments that ensure values and linear values are well-typed (Figures 5.10
and 5.11), primitive operations are well-typed (Figure 5.12), and that memories and
synchronization environments are well-formed (Figures 5.16 and 5.17).

The type system is designed to guarantee the following properties:

1. Explicit and implicit insecure information flows are ruled out.

2. Channel names introduced in alinear handler are used linearly.

ASSNCUR typing judgments have the form H; I'; T; K [pc] + P. This judgment
asserts that process P is well-typed. The contexts H and I" map locations, nonlinear
channels, and nonlinear variables to their types as described above. T"isalinear context
that maps linear channels to their types and K maps linear variables to their types. Un-
like A§Ee the linear contexts are unordered—the necessary ordering on linear channels
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pc, £

L
17
bool

[pc] (5, k°PF)
s ref

| Kyytk

| T,e:k

Security labels
Security types
Booleans

Channel types
Reference types

Linear channel types
Type contexts

Empty memory type
Location type

Channel definition type

Linear type contexts

Synchronization state types

Figure 5.8: Process types
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|_t1§752‘ ‘|_81§82‘ ‘l_klng

AGONCUR.TREFL Ft<t

Fe<t Hi <t
ASENCUR-TTRANS e <t

pc Cpc ks <s; (Fr <k)P

ASONCUR.TCHANSUB  F [pc(5, k%) < [pc](s/, K'P)

Ft<t ¢V
ACONCUR_g] ag L <0
st <s;
ASONCUR.TLINSUB - (5) < (§)

Figure 5.9: ASSECUR subtyping

ASONCUR VAR H;I'tz:I'(x)
ASONCUR_TRUE H: T F t,:booly
AGSNCUR-FAL SE H;I'+ £y :booly

ASONCUR- | oc H,I'+L,: HL)u/
AGSNCUR-CHAN H;I'tco: H(c)Ul

Fsi1<sy H;I'Fov:s;
ASONCUR-SUB H;I'Fv: s

Figure 5.10: ASSYCUR value typing




112

T:KFlv:k

ASENCUR-LINVAR sykbEyik
ASONCUR-]L INCHAN ciki-Feik

|_]€1§k32 T,Kkl?}k’l
ASEACUR-LINSUB T;KFlv: ks

Figure 5.11: ASSNCUR linear value types

H; T [pc] F prim: s

H;I'Fwv:s pcLClabel(s)
ASENCUR VAL H;I'[pc]Fv:s

H;I'Fv:bool, H;I'Fv :bool, pcC/
ASONCUR_BINOP H; I [pc]Fv@®v :bool,

H;I'twv:sref, pcL label(slU )
ASSNCUR-DEREF H;T [pc]tlv:suU/

Figure 5.12: \SSNCUR primitive operation types
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H;I';T;K [pc] - P

H;I' [pc] F prim : s
H;I'z:s;T; K [pc] - P

Asgc “UR-PRIM - H; T3 T3 K [pc] - let @ = prim in P

H;I'+v:s pcLClabel(s)
H;I' x:srefy;T; K [pc] - P
ASENCUR-REF H;I';T; K [pc] - let x = refvin P

H;I'Fv:sref, H;I';T;K [pc] - P
H;I'Ev' s pcUl L label(s)
ASENCUR-AssN H;I';T;K [pc]Fsetv:=v in P

H; I [pc] F v :Dbooly
H,I'T;K [pcu/l - P, (i €{1,2})
ANGONCUR|F H;I;T; K [pc| - if v then P, else P,

ASENCUR-ZERO H;T;-, - [pc] -0

Figure 5.13: Process typing

is induced by the race-freedom assumption. Asin ASES, nonlinear contexts I' permit
weakening and contraction, whereas linear contexts K do not.

The type system, like that of ASES, usesthe pc label to approximate the information
that can learned by seeing that the program execution has reached a particular point.
The [pc] component is the program counter security label that is a lower bound on the
label of memory locations that may be written to by the process P. The critical ruleis
ASENCUR- |, which checks that after the program has branched on ¢-level datathere are
no writes to memory locations lower than .

Thetyping rules ASoR “VR-PRrRIM, ASEYCUR-REF, and A§5CUR-A ssN introduce the
same label constraints that primitive operations and references do in ASES. These con-
straints are sufficient to prevent unwanted information flows due to reference creation
or assignment, and they approximate the information flows due to binary operations.

Rule \§GCUR-1F propagatesthe label of the conditional into the pc labelsfor check-
ing the branches. Because the linear resources must be used no matter which branch is
taken, both branches have access to all of the linear context.
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H;I';T;K [pc] - P

ASONCUR_PAR

ASSNCUR- L ET

ASONCURL ETLIN

ASENCUR-SEND

ASENCUR-L INSEND

H; T K [pe =P (i€ {1,2})

H:I''T1,T5; Ky, Ky [pc| = Py | Py

J/\’}pc <Ffa Far‘gs; Kargs>

H;erfyrargs;'aKargs [PC] - Pl

H;I',Ty; T, K [pc] - Py
H;I';T;K [pc]Flet J> P in P,

J ~ <Kf7 Fargs)
H;Fapargs;Tl;KQ [PC] }_Pl
H; I';Ty; Ky, Ky [pe] = Py

H;F;Tl,TQ;Kl,KQ [pC] l—letJ—0P1 iIlPQ

H;T'Fwv:[pc](8, kP,
H;I' [pc] ko s
T; K b [v°Pt : kort
pc LI/ C pc
H;I';T; K [pc] F o(T, [v°PY)

T; K+ lv:(3)
H;I [pc]Fuv;:s;
H;I';T; K [pc| - lv(®)

Figure 5.14: Process typing (continued)
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‘]MPC <Ff;Fargs;K> JM<K;Fargs>

J@) ~pe (f:[pc|(5), 725, 0)
JE,y) ~ope (f [Pl (5, ), 225, y:k)

Jl ~bc <Ff17 Fargsl; K1>
JQ ~be <Ff2; Farng; K2>
Jl | J2 ~pbc <Ff17Ff27 FaT‘g817FaT’982; K17K2>

f@ ~ (f:(3), :5)

Jl > <K17 Fargsl> J2 > <K2, Farng)
Jl | JQM <K17K2; Fargslurarg52>

Figure 5.15: Join pattern bindings

Rule A\SSECVUR-ZERO says that the null process type-checks only if all of the linear
resources have been used.

Concurrent processes P, | P, are checked using the program-counter label of the
parent process, as shown in rule A§Se“VR-PAR of Figure 5.14. The two processes have
access to the same nonlinear resources, but the linear resources must be partitioned
between them.

The typing rules ASSE CVR-LET and ASEYCUR-LETLIN make use of auxiliary oper-
ations that extract variable binding information from handler definitions. A join pattern
J yieldsacollection I'; of channelsit defines and a set of variables bound in the body of
the handler definition I7,,,,. For nonlinear join patterns, the linear variables form asyn-
chronization context K. The operation J ~»,c (I'f; Lurgs; K ), defined in Figure 5.15
collects these channel names and variables for nonlinear join patterns and assigns them
types. A similar operation J ~ (K; I,,,) defined for linear join patterns extracts the
synchronization point & and the context for the handler body, 17, .

Rule A\SONCUR-LET is analogous to ASES-ConT from ASES (see Figure 4.5). It
checks the body of the handler under the assumption that the arguments bound by the
join pattern have the appropriate types. Nonlinear handlers cannot capture free linear
values or channels, because that would potentially violate their linearity. Consequently,
the only linear resources available inside the body P, are those explicitly passed to
the handler: K, ;. Note that the channels defined by the nonlinear handler (I'y) are
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A§pe CVR-HEAP-EMPTY Ht-

H+-M H;-Fv:H(L)
AGONCUR.HEAP-LOC HF ML — ]

HEM
H(c;) = [pe](si, k)
H;20:81 .. 2 P kP %Pt k2Pt [pc] - P

ASENCUR-HEAP-HANDLER H = M[ey @,y | .. | enlam, yoPH) > P

Figure 5.16: A\SSNCUR heap types

available inside the handler body, which allows recursion. The process P, has access to
the newly defined channels (in I';) and to the previously available resources.

Rule ASSCUR-LETLIN shows how linear resources are manipulated when a linear
handler is declared. The join pattern .J defines a collection of linear channels Ky and
arguments I7,.,,. The arguments (I7,,5), a Well as some of previously defined linear
channels (7} and K;), are available in the linear handler’s body (P;). The rest of the
linear resources (1> and K,), plusthe newly defined linear channels, are available in the
process P.

The rule for type-checking messages sends on nonlinear channels requires that the
channel type and the types of the values passed in the message agree. Also, the program
counter at the point of the send must be protected by the label of message handler; this
constraint rules out implicit information flows. Rule A58 “VR-SEND shows how these
constraints are required.

Sending a message on a linear channel does not impose any constraints on the pc
label at the point of the send, reflecting that fact that there is no information revealed
by the fact that a message is sent on a linear channel. Note that the contents of the
messages are labeled with the pc label—the message sent on a linear channel might
contain information about the program counter.

A memory M is awell-formed with heap type H when H + M can be derived
according to the rules in Figure 5.16. Furthermore, no channel name should be defined
in more than one handler definition appearing in M: for al distinct join patterns .J; and
Jo indom (M) if Jy ~ope (I'py; —; —) and Jy ~ope (I'y,; —; —), then

dom(I'y,) Ndom(I'y,) =0
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ASONCUR.S-EMPTY H;Tk -
H; T+ STy
T(ci)=(si)) T,CT
H;21:81...25: 80, T, - [pc] = P
ANGONCUR.S-HANDLER H;T F Slpc: ci(21) | ...cu(ay,) — P|; Ty, Ty

Figure 5.17: ASSNCUR synchronization environment types

H:I'TK+N

ASONCUR-NET-EMPTY H:T:-F-

H: Ty, Ki - N
H;I';Ty; Ky [pc] F P
ASSOCUR-NET-PROC  H; I T3, To; K1, Ko = N | [pc @ P

Figure 5.18: Network typing rules

Note that the heap type H may contain more bindings than are present in M.

A synchronization environment S hastype 7" when no channel namein 7" is defined
in more than one handler, dom(S) = dom(7"), and H;T F S;T" can be derived ac-
cording to the rules in Figure 5.17. Any linear channel in 7" must be used in at most
one of the handlers present in the synchronization environment. The type 7" records
which channels have been used in S. The channels in 7'\ 7" must be used within
the program accompanying the synchronization environment, as required by the rule
ASENCUR-CoNFIG (given below).

A network of processesiswell-typed whenever each of the processesin the network
is well-typed and the linear resources are completely used, as shown in Figure 5.18.
Finally, a configuration (M, S, N) is well-typed if its components are and al of the
linear channels defined in S are used exactly oncein either S or N:

H-M H;T\ T+ STy H;Ty-FN
ASONCUR-CONFIG H;Ty, Ty B (M, S, N)
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5.2.3 Raceprevention and aliasanalysis

Aswe have seen, two concurrently running threads might leak confidential information
if they have write—write or read—write races. This section discusses how to formalize
race freedom and how program analysis techniques can potentially be used to establish
that a program is race free.

Consider example (1) from Section 5.1.1. In the ASSYCUR syntax, it can be written
asthe program P:

P dof (set Ly :=t in 0) | (set L; := f in 0)

The possible evaluation sequences of this program, starting from the memory [L; — t]
are shown in the next diagram.®

‘3..<[L1Ht],., set Ly := f in 0) = ([L1+— £],-,0)

<[L1 = t}v "y P1>
=Ly~ £], -, set Ly :

t in 0) = ([L1—1t], - 0)

The evaluation is nondeterministic because of the concurrency. Once the choice of
which thread to run first is made, the eval uations become distinct —the nondeterministic
choice becomes apparent from the program state. Importantly, the nondeterminism is
visible solely by watching the contents of location L. Example (2) from Section 5.1.1
exhibits similar properties.

Contrast those programs with the following race-free program, Ps:
b o (set Ly :=t in 0) | (set Ly := f in 0)
The possible evaluation sequences of this program starting from the memory M; =
[Ly — £|[Ly — £] are shown below:

oo MLyt set Lo |
(M, -, Py) ‘<[L1 — t][Ly — £, -, 0)
= (ML +— £], -, set L :=t in 0) =2

f in 0) iz

In this case, even though there is still nondeterminism in the evaluation, the evaluation
of onethread does not disrupt the computation of the other thread. Evaluation of the two
threads commutes, which implies that the scheduler is free to choose any ordering—the
eventual outcome of the program is unaffected.

These observations lead to the following definition of race freedom, which requires
that any configuration reachable from the starting configuration satisfy the commutativ-

ity property.

®For the sake of clarity, the network syntax [pc : P;] has been omitted from this description, because
the program counter label isirrelevant.
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Definition 5.2.6 A configuration m is race free whenever m =* m/ and m’ = m;
and m’ = my and m; # my imply that there exists an m” such that m; = m” and
mo = m”. Pictorially, this can be seen as:

An open termisrace freewhenever all of its closed instances arerace free. Formally,
N isracefreeif -;I';-;- = N and for every substitution v such that - = ~ : I" the
configuration (-, -, y(V)) isracefree.

This is a strong notion of race freedom. For example, under this definition the fol-
lowing program has arace:

let h(x) | g() = let a = x in O in
h(t) | h(f) | gO

Here, the program evolvesinto one of two distinct possible configurations that have net-
works containing either the (unhandled) message send h (t) or the (unhandled) message
send h (f) —such nondeterminism corresponds to send contention.

This definition of race freedom is certainly sufficient to rule out the timing |eaks that
may occur between threads. However, it is stronger than necessary if the only externaly
observable aspect of the machine configuration is the memory (and not the program
counter or channel states). It is possible to weaken the definition of race freedom to
consider harmful only nondeterminism apparent from the memory, in which case side-
effect free programs (like the one above) are permitted to exhibit nondeterminism.

However, even with a weakened definition of race freedom, the nondeterminism on
nonlinear channels can cause races. For example, the following program nondetermin-
istically stores either t or f into the reference 1 because there is a race between the two
sends on channel h.

let h(x) | g() = set 1 :=x in O in
h(t) | h(f) | gO

The channels involved in the race need not carry values (as in the program above). In-
stead, the handler itself may contain state that introduces the nondeterminism, as shown
here:
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let h() > let z = !'a in set a := =z in 0 in

h(O) | hO

As a last example, the following program exhibits a race to the assignment of the
location a. It shows aslightly more subtle way to create arace to the send on channel h:

let h(x) > set a := x in 0 in
let g(hl, h2) > hl(t) | hg(f) in
g, h)

Observe that al of the examples of racesinvolve two aliases of either areference or
a channel used concurrently. Consequently, preventing races relies on detecting possi-
ble aliasing of references and channels and disallowing aliases to be used by multiple
threads. Rather than formulate a specific alias analysis for fine-grained control over
the resources available to each thread, this thesis instead assumes that the concurrent
program is race-free.

There are a number of ways that race freedom can be established. One useful ap-
proach isto use alias analysisto (soundly) approximate the set of locations and channels
written to (or sent messages) by athread. Call this set by write(P). By determining
which locations are potentially read by P (aset read(P)), an analysis can prevent races
by requiring that, for any subprograms P, and P, that might occur during evaluation:

write(Py) N (read(P) U write(P)) = 0
A write(Py) N (read(P;) U write(P;)) = 0

Alias analyses construct finite models of the dynamic behavior of a program so that
which references are dynamically instantiated with which memory locations can be stat-
icaly approximated. The more closely the abstract model agrees with the true behavior
of the system, the more accurate the aliasing information can be. An abstract interpreta-
tionissound if it faithfully models the behavior of the system—it does not give answers
that disagree with the actual behavior of the system. Here, the alias analysis can be used
to approximate the sets read(—) and write(—) sufficient to establish race freedom.”

As an extreme, one sound analysisisto simply assume that any process might read
or write any reference. Such arough approximation to the actual aliasing would require
that the program be sequential. Another possibility is to approximate alias information
using types: areference of type bool ref can never aias areference of type int ref,
for example. This scheme would alow concurrent threads to mutate parts of the heap
that contain different types of data.

A second possibility isto ensure that references and nonlinear channels do not cause
races is to require them to be used sequentially. Simple syntactic constraints similar to

Although it is beyond the scope of this thesis, it should be possible to prove that this application of
alias analysisimplies the semantic definition of race freedom.
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linearity that can force a handler to be used sequentially. (See, for example, Reynolds’
origina work on syntactic control of interference [Rey78].) Consider the handler dec-
larationlet J > P in Q. If the channel names defined in J are used affinely (at most
once statically) in P and affinely in @, then the body of the handler (P) will never
execute concurrently with another instance of itself—the handler must be used sequen-
tially. One can formulate sequentiality in the type system (as shown by Honda et al.
[HVYO0O0, HY02]), but doing so is rather complex.

Another possibility isto track aliasing directly in the type system [SWMO00, WMOQO].
Such an approach would potentially permit very fine-grained control of concurrency.
More generally, pointer or shape analysis can be used to approximate the read(—) and
write(—) sets. Most relevant to this thesis are interprocedural analyses [LR92, Deu94],
analyses that deal with function pointers [EGH94], and the work on pointer analysis for
multithreaded programs [RR99].

There are also a number of type systems that regulate locking protocols to prevent
race conditions [FA99b, FA99a, FF0OQ]. Instead of using aliasing information directly,
these analyses ensure that an appropriate lock is held before a memory location is ac-
cessed; they introduce ordering constraints on locks to serialize the memory accesses.
Although not intended to guarantee the strong race-freedom requirement needed here
(these analyses still permit nondeterministic ordering of memory writes), it might be
possible to use them as a starting point.

It is worth noting that linear channels may never be aliased because they cannot be
duplicated or stored in the memory. Linear typeinformation can therefore be used by the
alias analysis. However, we have not yet addressed the connection between the ordered
linear continuations of A§ES and the linear channels of ASENCUR.

The type system presented in Figures 5.13 and 5.14 does not explicitly enforce any
ordering constraints on the use linear channels. Instead, the ordering is induced by the
race-freedom requirement because it restricts how linear channels may be mentioned in
the program.

To see how linear channels, sequentiality, and race prevention are related, consider
the following program.

let h(x) > P in
h(t) | h(f)

The channel h itself is nonlinear and hence can be used multiple times. It may step to
a configuration containing the process P{3/x} or P{4/x} nondeterministically. Any
sequencing between invocations of h must be encoded explicitly using linear channels;
the linear message acknowledges that the channel has received one message and is wait-
ing for another. To ensure that the message h(£) is consumed before h(t), the above
example would be changed to:
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let h(x,k) > P;k() in
let k;() — h(t, kg) in
h(f, kl)

Here, the linear channel k; expresses the causal connection between the send of £ on
h and the send of t on h. Note that k, is unspecified: It expresses the causal relation
between the send of £ on h and any future sends. Importantly, k is free in the body of
the handler for k;.

The linearity of the acknowledgment channels is crucial: duplicating the acknowl-
edgment messages allows multiple “futures’ to take place, destroying sequentiality:

let h(x,k) > P;k() in
let k1 () > h(t, kg) in
h(f, ky) | h(t, ky)

Note that because of synchronization between linear channels, the causal ordering
can be more complex. Consider the following example.

let k() | ke() — P in
let k3() — @Q;k;() in
ko) | R;k30

In this program, threads R, @, and P must be evaluated in that order, even though
there is a message sent on channel k, (potentially) before the send on channel k3. The
sequentiality is guaranteed because the handler body for k3 sends the message on k;—
the message on k3 must take place before the synchronization on k; and k.

Race freedom rules out the following program because there is no causal ordering
between the handlers for k; and ks, even though they are used linearly:

let k;() —o set a :=t in O in
let k9() —o set a := f in 0 in
kO | kO

The following similar program does establish a total ordering between k; and k5, so
it is permitted by the race-freedom condition.

let k3() —o set a := t in 0 in
let ko() —o set a := f in k1) in
ko )

Race freedom implies that there is a causal ordering relationship between the linear
synchronization handlers and that any two handlers that interfere are totally ordered.
This constraint ensures that interfering linear handlers are used sequentially, which im-
plies that updates to memory locations mentioned in them are deterministic.
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5.3 Subject reduction for ASENCUR

This section establishes a subject reduction theorem for ASSE ©UR. 1t follows the same
general outline as the subject reduction proof for ASES. Aswith ASES the subject reduc-
tion property is key to establishing noninterference for ASSY VR,

We first establish the standard lemmas.

Lemma5.3.1 (Substitution 1) Suppose H; ',z : s;T,K [pc] - Pand H;- - v : s
then H; I"; T, K [pc] - P{v/x}.

Proof (sketch): The proof first strengthens the hypothesisto allow substitution in al of

the syntactic classes of A§oa'“UR. The result then follows from mutual induction on the

structure of the typing derivation. The argument is similar to the proof of Lemma4.3.1.
O

Lemma 5.3.2 (Substitution 2) Suppose H; I';T1, K1,y k [pc] F Pand Ty; Ko - v :
kthen H; I';Th, Ty, Ky, Ks [pc] = P{lv/y}.

Proof (sketch):  The proof first strengthens the hypothesis to allow substitution in all
of the syntactic classes of A\SEYCUR. The result then follows from mutual induction on
the structure of the derivation that P iswell-typed. The base cases follow directly from
therulesin Figure 5.11. O

Lemma 5.3.3 (Program counter variance) If H; I';T, K [pc] - P and pc’ C pc then
H;I';T,K [pc| F P.

Proof: By induction on the derivation that P is well-typed under [pc|. Note that all
latticeinequalitiesinvolving the program counter appear to theleft of C. Thus, replacing
pc by pc’ in atyping derivation will still yield avalid derivation. O

Lemma 5.3.4 (Primitive evaluation) If H;- [pc| - prim : s and M, pc = prim | v
then H; -+ v : s.

Proof (sketch): The proof is nearly identical to that of Lemma4.3.5. O

Lemma 5.3.5 (Heap weakening) If H' extends H and H appears to the left of I in
the conclusion of a typing derivation, then replacing H by H' in the conclusion yields a
valid typing judgment.
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Proof (sketch): By induction on the typing derivations. The base case follows from
thefact that H’ extends H (and hence agreeswith H on their common domain), so rules
ASEACUR-HEAP-LoC and A§5R“VR-HEAP-HANDLER hold with H' instead of H.

O

Because \S5H'“UR has a more complicated operational semantics, we also need to
show that the additional components of the machine configuration are well-typed.

Lemma 5.3.6 (Synchronization environment weakening) If H;7) + S; T, and T" is
any synchronization state type such that dom(7”) Ndom(7;) = O then H; Ty, 7" + S; Ty

Proof: By induction on the typing derivation. The base case follows immediately
from the rule ASSYCVR-S-EMPTY. O

The structural equivalence of machine configurations allows usto disregard the syn-
tactic order of processesin a program. The following lemma establishes, as expected,
that reordering the processes in a configuration does not affect its typing properties.

Lemma 5.3.7 (Equivalence preservestyping) If H;T + (M, S, N) and configura-
tion (M, S, Ny = (M’, S’, N') then there exists a renaming H' of H and a renaming
T" of T suchthat H'; 7'+ (M', S’, N').

Proof (sketch): Thislemmafollows from several observations:

1. Therules \§SFCUR-NET-EMPTY and ASSECVUR-ZERO agree on the linear portion
of the context.

2. Partitioning of linear contexts is commutative and associative (and hence agrees
with the requirements of rules A\SGYCUR-NET-PROC and AR “UR-PAR).

3. Consistent renaming of memory locations or channel names does not change their
associated types.

Using the above lemmas, we prove the following lemma.
Lemma 5.3.8 (Subject reduction) Suppose H;T'+ (M, S, N) and
(M, S, Ny= (M', S", N')
Then there exists H' and 7" suchthat H'; 7" + (M, S", N').

Proof:  This proof follows as a corollary of the strengthened version below, using
Lemma 5.3.7 twice to recover the result for = from the case for — and the structural
evaluation rule \§GLCUR-EQSTEP. O
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Lemma 5.3.9 (Strengthened subject reduction) Suppose H; 7T + (M, S, N) and
(M, S, Ny — (M', S, N')

Then there exists H' and 7" such that H'; 7" + (M’, S’, N'). Furthermore, H' extends
H and T and 7" agree on the channelsin their intersection.

Proof: The proof is by cases on the evaluation step used.

ASSNCUR-EVAL-LETPRIM This case follows immediately from Lemmas 5.3.4 and
5.3.1. Note that neither the memory nor the synchronization environment change.

ASSNCUR-EVAL-LETREF It must bethat N = N” | [pc: let z = ref v in P] and
N' = N" | [pc: P{L/x}|and M' = M|L — v|. Let H' = H|[L: s ref]. By
the rule’s side condition, the location L does not occur in the domain of H or M.
Therefore, H' extends H. Because N iswell-typed, it followsthat H; -; ;- = N”
and H;z:s ref,.;Ts,- [pc] - P whereT' = T3, T5. Furthermore, it must be the
casethat H;- + v : s. By Lemma 5.3.5, we then have H';-;T};-  N” and
H';x:s ref;Ty,- [pc] - Pand H';- + v : s. Notethat H' - M’ follows from
Lemma 5.3.5 and A5 CVR-HEAP-LOC. The fact that N’ is well-typed follows
from Lemma 5.3.1 and rule A{SYCVR-NET-PROC.

ASENCUR_EVAL-SET This case follows almost exactly as the previous one.

ASENCUR-EVAL-HANDLER Thiscaseislikethe onefor A9 CVR-EVAL-L ETREF ex-
cept that weakening (Lemma5.3.5) and rule ASSE “VR-HEAP-HANDLER are used
to establish that substitution applies. Note that substltutl on must be performed on
the handler body. This case aso relies on the operation ~,. agreeing with the
requirements of rule \§GCVR-HEAP-HANDLER. The freshness of the channel
names is needed to establish that H’ extends H.

ASENCUR-EVAL-LINHANDLER It must be the casethat N = N” | P where P =
[pc:let J —o Py in By and J ~» (Ky; Iyrys). Suppose that

Ky ={f1:(s1),, fu:(s0)}

Because the configuration is well-typed under H and 7', we also have H - M
and H;T + S;Ty and H;;Ts;- = N, where T' = T3,7T5. Inversion of rule
AS&}ICUR NET-PROC yields H; -; Ts; - = N” and H; ; Ty, - [pc] - P, where Ty =
T3, Ty. Inversion of rule ASSE CVR-LETLIN yields H; I'urgs; T5, - [pc] = Py and
H,,Tﬁ,Kf [pC] F P, where T, = 15, Tk. Let,_z—;/ = {Csz(fz)} forl <i<mn
and the ¢; chosen according to the transition rule and let 7; = |J 7/. Then



126

by rule ASGYCUR-LINCHAN we have T; - + ¢; : K;(f;). By n applications of
Lemma5.3.2 we obtain H; ° Te, 15, - [pC] F PQ{C_;/fZ}

Applying rule ASSYCUR-NET-PROC to the antecedents
H;-T3;- = N" and H;-;Ts, Ty, - [pc] - P{c/ fi}

we obtain
H; T3, 16, Tr;- = N" | [pc: P{ci/ fi}]

We have already shown that H; I',gs; 15, - [pc] F Py and H; T + S; T} hold. By
weakening (Lemma5.3.6) it followsthat ;7,77 - S;T;. Notethat 75 C T, C
T, C T C T,T; and that, by construction (7', 77)(c;) = Ks(x;). Therefore, we
may apply rule ASSR“UR-S-HANDLER to obtain

H;T,T7}_S[pC2J—OP1];T1,T5

Now we must account for the linearity of the channels:
T7 T7 - T17 T27T7 = T17T37T47T7 = T17T37 T57 T67T7

Resources 7 and T areused in S” = S|pc : J — P;] and resources 73, Tg, and
Ty areused in N’ = N” | [pc: P{¢;/f;}], sowe may apply ASSYCVR-CoNFiG
to conclude H; T, T, - (M, S’, N'), asrequired.

AN CUR-EVAL-COND1 We have N = N” | [pc : if t, then P, else P,|. Be-
cause the configuration is well-typed under H and 7', we dso have H - M
and H;T + S;1y and H;-;15;- = N, where T' = T1,T5. Inversion of rule
ASENCUR-NET-PROC yields H; -; T3; - = N and

H; Ty, [pc] F if t, then P; else P,

where T, = T3,Ty. From ASEYCUR-IF, it follows that H;- + t; : booly
where ¢ C ¢ and that H;-;Ty,- [pc U ¢| = P;. By program counter vari-
ance (Lemma 5.3.3) it follows that H;-;Ty,- [pc U ¢] = P;. Applying rule
ASENCUR-NET-PROC yields H;+; T5,Ty;- = N” | [pc U ¢ : Py, from which
we can use \§5HCYR-CoNFIG to conclude H; Ty, Ts, Ty = (M, S, N'), where
N' = N" | [pcU?: P]. Recal that T3, T, = T, and that 71, 7, = T', so we have
the desired resullt.

AGONCUR.EvAL-COND2 Thiscaseisnearly identical to the previous case.
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ASENCUR.EVAL-SEND We have N = N” |; [pc; : cu (i, 10SP9)] and it is aso the
casethat M = M"[cy(Z1,557) | ... | eu(@n, yo) > P]. Because the configu-
ration is well-typed under H and 7', we dso have H - M and H;T + S;T}
and H;-;Ty;- = N, where T = Ty, Ty. Inversion of rule ASGYCYR-NET-PROC n
timesyields H; -; Ty;- = N” and H; ; TV, - [pc,] F cio, (05, (P ) where Ty, = T3, T}
andT, =Tj,...,T.. Foreachi € {1,...,n} the rule A\{S¥“VR-SEND yields
H;- & cig, : [pci)(s;, ki°™)e where pc; U ¢ T pc; and ¢; C ¢;. Furthermore, we
also have H; -+ Vij * Sij where pc; C Iabel(sij) and T;/; - lU?pt : k?;)pt.

Because pc; C Iabel(sij), we have H:. F Vi Upc; : Sij-

From H = M and rule \§GYCVR-HEAP-HANDLER we have

Lo o — . — . . opt, jopt opt . 7.0pt
H;@1:81, . @Sy sy ko yoPh kPt [pe] - P

Applying the substitution Lemmas 5.3.1 and 5.3.2 we obtain
H; Ty, - [pe] = P{o; U pe /i H{lvi /y; } 7

Note that rule \§ge'“VR-SEND requires that pc, C pc and because pc; U ¢; C pc;
we have

0= LI{(pc; U &;) C LIipc; C pe
By Lemma5.3.3it followsthat H; -; Ty, - [¢(] = P{v; U pc;/z; }{lv; /y; }°P".
Applying A\§GCUR-NET-PROC, we obtain

H; o5 T3, Ty - = N 1[0 P{oi U pey /@i H{lvi/yi}*]

Lastly, we observe that T, = T3, T so rule ASSYCVR-CoNFIG yields the desired
result.

AGONCUR-EVAL-LINSEND This case is similar to the previous case, except that we
note that the 7" is’T" minus the linear channels used in the step.

AGONCUR-EVAL-FORK This case follows straightforwardly from the two typing rules
ASENCUR-NET-PROC and ASEACUR-PAR and the fact that set union (for linear
contexts) is associative.

O

Note that progress, asit is usually stated, does not hold for ASSE“UR. A nonlinear
channel may never be sent a message, causing the corresponding handler to block for-
ever waiting. For example, the following program either runs the subprocess P or gets
stuck, depending on the value of 1, but it should be typable:
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let hO | gO > P in
h() | (if 1 then 0 else g())

There is a weaker analog to progress in this setting. A program may not get stuck
if there are still outstanding linear channels that have not yet received communication.
One could formulate type-soundness without using a progress lemma, for instance, by
adding an explicit bad state and then showing that the type system prevents a well-typed
program from stepping to the bad state. Such aresult is unimportant for the discussion
of noninterference in the next section; subject reduction is the key lemma.

5.4 Noninterference for ASONCUR

This section establishes that AR VR programs that are well typed and satisfy a race-
freedom condition obey noninterference. Recall that the ultimate goal of the noninter-
ference result is to establish that altering the high-security parts of the program does
not affect the deterministic behavior of the low-security parts of the store. Because this
definition of noninterference ignores external timing channels and internal timing chan-
nels are prevented by eliminating races, it sufficesto show that the low-security memory
access behavior of the program can be simulated by another deterministic program that
differsin its high-security parts.

A program meets race-freedom requirement if all of its low-security simulations are
race free. Intuitively, a low-security simulation of a ASSYCYR program P is another
AGONCUR program that differs from P in high-security values; the low-security simu-
lation also forces high-security computation to terminate in exactly one step. A low-
security simulation of P reflects the possible behavior of P as seen by a low-security
observer. Because high-security computation in the simulation terminates after one step,
the resulting security condition is timing and termination insensitive.

Importantly, because the simulation of a program P is itself a ASSYCYR program,
establishing that the simulation israce freeisno harder than establishing that a \S95 CVR
program is race free. Any of the techniques discussed in Section 5.2.3 can be used to
ensure the race-freedom requirement. Also, because the simulations of aprogram can be
treated as abstract interpretations of the program, it isplausiblethat all of the smulations
of aprogram can be determined to be race free simultaneously.

In order to state the determinism property formally, we must first build some addi-
tional technical machinery. For now, we state the noninterference result informally.

Theorem 5.4.1 ((Informal) Noninterference for ASSYCUR) If N is well-typed and (-
equivalent simulations are race free, then for any low-security memory location L and
any two high-security values v; and v, the sequence of values stored in memory location
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L during the evaluation of (-, -, N{v;/x}) is a prefix of the sequence of values stored
inLby (-, -, N{vy/z}) (or vice-versa).

At ahigh level, the proof strategy issimilar to that used in ASES. Wefirst establish an
appropriate notion of (-equivalence that equates values that should not be distinguish-
able to an observer with security clearance less-than . We then use this equivalence to
construct a faithful low-security simulation of the process; the relevant lemmas are the
ASENCUR analog of 4.4.1 and 4.4.3. Using these results, it we establish the noninterfer-
ence result by induction on the evaluation sequence of the original program, using the
fact that secure programs are race free.

5.4.1 (-equivalencefor A{on CUR

We first define ¢-equivalence, which indicates when two values (or substitutions) look
the same to a (-level observer.

Definition 5.4.1 (¢-equivalence) Let ¢-equivalence (written ~.) be the family of sym-
metric binary relations inductively defined as follows.

e For values:

H;F)Zlecvgitg 4 H;Fl_viitg /\(£E<:>1)1:U2)

e For linear values:

TEarcca:k © Tl)=kANa=c

e For nonlinear substitutions: H = v, ~¢ v, : I iff

Hy-Fy =T ANVeedom(D). H;- = n(x) =¢ 7a(z) : ['(2)

e For linear substitutions: T |= 01 ~¢ 0y : K iff

Tho =K AVyedom(K). T = o1(y) =¢ 02(y) : K(y)

Generalizing ¢-equivalence to processes is more involved for ASSE“UR than for
ASES. The problem is that because of concurrency, there can be both high-security
and low-security computations running simultaneously, so relating corresponding parts
of subprograms is more complicated. In particular, the approach used for ASES, which
required lock-step bisimulation for low transitions, is no longer appropriate in a concur-
rent setting. Rather than giving a bisimulation directly, we instead give asimulation <.
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relation. Two programs are then (-equivalent if they can both be ssmulated by the same
machine.

The simulation relation is induced by the typing structure of a source machine con-
figuration. Intuitively, if ;7 = m <S¢ m’ then configuration m’ can simulate the [ow-
security behavior of m while ignoring both the timing and termination behavior of the
high-security computation in m.

Definition 5.4.2 ((-simulation) Let ¢-approximation, written <., be the relation (mu-
tually) inductively defined as shown in Figures 5.19,5.20, 5.21, 5.22 and in the rules
below.

For configurations:

HEM Se M

H;T\,T5 = 5 Sg So, Th
H; - To;- = Ny Sc N

S|M-CONF|G H;Tl,TQ " <M17 Sl, N1> SC <M2, SQ, N2>

For processes with pc IZ (:

pcZ ¢ T(c)=(5) H;I'Fvj:s;
SIM-HIGH-PROC H;I;T;- [pc b PS¢ 1y eiloy)

For processes that are well-typed with a program counter C ¢, the <. relationship
acts homomorphically on the typing rule of the term, replacing the judgment H; I" +
v : s with the equivalence rule H;I" - v; =¢ v, : s (and similarly for primitive

operations). For example, the simulation for conditionalsis derived fromthetyping rule
AGONCUR._|;

pcE ¢
H:; I'lpc] F vy S¢ vg : booly
SIM-IF H;I';T;- [pc| F if vy then Pjy else Py <S¢ if vy then Poy else Poy

The most important part of the <. relation isrule SIM-HIGH-PROC. This rule says
that any process that is well typed with a pc label not protected by ¢ can be simulated
by the process that just sends a response on each of the linear channels. Intuitively,
this simulation bypasses all of the potentia high-security computation performed in P
and simply returns via the linear-channel invocations. Importantly, for a high-security
process P such that P <. P’ the simulation P’ always terminates, even if P does not.
The simulation ignores the termination behavior of P.

Observe that all of the values returned from a high-security context vialinear chan-
nels must themselves be high-security. (See the premise of rule ASEYCYR-LINSEND
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H; I'lpc] F primy S¢ primsg @ s

H;I' =vy =cvy:s pcC label(s)
SIM-VAL H;Ilpc]Fv Scvgts

H:I' = vy ~¢vip:booly, H;I' |= vy /¢ v : bool, pcC /¢
SIM-BINOP H, F[pC] F V11 D V19 §< V91 D Vo9 : bOOlg

H:I' =v ~¢ vy @ s refy pc C label(s LI £)
SiM-DEREF H;Ilpc] Floy Selug sl

Figure 5.19: Primitive operation simulation relation

in Figure 5.14, which uses the value rule from Figure 5.12. \{SYCUR-VAL requires a
lower bound of pc for the label of the value.) Therefore, it does not matter what values
arereturned in the (-simulation because these values are not observable anyway.

Also note that if there are no linear channels in the context, SiIM-HIGH-PROC says
that P <. 0—the high-security process P has no way of affecting low-security memory
locations, so from the low-security view, P may aswell not exist.

In this setting the <. relation is more fundamental and easier to work with than ~,.
However, two machine configurations are ¢-equivalent if they are both ssimulated by the
same configuration.

Definition 5.4.3 ((-equivalence for configurations) Configurationsm; and m, are (-
equivalent, written H; T = m; = mey, if and only if there exists a configuration m
suchthat H;T'Fmy e mand H; T Fmy S m.

To prove that \SSYCUR satisfies noninterference, we follow a similar strategy to the
proof for A§Ee. We first establish some basic properties of the simulation relations and
show that the simulations are faithful. Next, we prove the analogs of Lemmas 4.4.1 and
4.4.3, which show that the low-security parts of the computation are ssmulated correctly.
Lastly, we combine these lemmas to show that altering the high-security inputs to the
program does not affect its low-security deterministic behavior.

Lemma5.4.1 (Simulation preservestyping) If £;7 - mand H;T - m <o m/
then H; T+ m/'.

Proof: By induction on the derivation of H;T + m; the inductive hypothesis must
be extended to the other judgment forms. The one interesting caseis SIM-HIGH-PRoOC,
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HEM Sc M

HEM
VL € dom(M).label(H(L)) Z ¢
Ve € dom(M).label(H (c)) Z ¢
SIM-HEAP-EMPTY HEM <S¢ -

Hl_Ml SC MQ H}Z’U1%<U22H(L)
SIM-HEAP-LOC H & ML= v] S¢ Mo[L — vy

HEM Sc M

J ~ope e H(e)}s {@i:si}; {7 k™))

H(ci) = [pc](si, k™)

H; @555 {y™ k™ [pel F Pr Se P
SIM-HEAP-HANDLER H& M[J> P Se Mo[d > Py

Figure 5.20: Memory simulation relation

H,Tl l_Sl 54 SQ,TQ

H;THS,T
Vlpc:J — P] € S.pclZ(
SIM-S-EMPTY H;TFS <S¢ T

H;T"Sl SC SQ,Tl

o ({ei:T(e)}s {2isit)

T(c;)=(s;) ToCT

H; 755, T5; - [PC] =P Sg P,
SIM-S-HANDLER H;T F Si[pc:J — Pi] <S¢ Salpe:J —o By, Th, T

Figure 5.21: Synchronization environment simulation relation
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H;I''T; KF Ny <S¢ Ny

SIM-NET-EMPTY H I F- S

H; Ty, Ky EN S N H; I3 Ty Ky [pe] E PSS P
SIM-NET-PrROC H; T, Ty Ky, Ko = N | [pe: P <S¢ N' | [pe: P']

NlENQ H,F,T7K|_N2 5( Ng N35N4
SIM-NET-EQUIV H;I''T;KE Ny Se Ny

Figure 5.22: Network simulation relation

which holds because each free linear channel ¢; mentioned in P is used exactly oncein
the ssmulation |; ¢;(v;). O

The following lemmas show that substitution of (-equivalent values preserves the
simulation relation.

Lemma 5.4.2 (<.-Substitution) If H; I'; T; K [pc] - P, <¢ Pyand H =y ~¢ 7, -
I'then H; T K [pc] F 1 (P1) S¢ 72(Py).

Proof: Easy induction on the derivation of the smulation relation. O
Lemma 5.4.3 (<(-Linear-Substitution) Suppose that

H; Ty K fpeF P Se P oand HiTyEopreoo K
Thenitisthecasethat H; I'; T, Ts; - [pc] F o1(P1) S¢ o2(P).

Proof: Easy induction on the derivation of the smulation relation. O

The next lemma shows that evaluation of a primitive operation in two related con-
figurations yields related results.

Lemma5.4.4 (Primitive Simulation) Suppose that
H& M, <S¢ My and H;-[pc] F primy S¢ prims @ s and M;, pc = prim; | v;
Thenitisthecasethat H;-[pc] F vy Scvg s

Proof: By cases on the primitive operations involved. O
Now we establish that the simulation respects the operational semantics.
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Lemma5.4.5 (=-Simulation) Supposethat H;T = m; <S¢ mg and m; = mj. Then
either m} <S¢ mo or there exists H', 7", and m/, such that m, = m/, and, furthermore,
H T =m) <emb,.

Proof: Thisresult follows directly from the —-Simulation lemma below and the rule
SIM-NET-EQUIV. O

Because we want to show that high-security computation does not affect the low-
security behavior, we need a way of distinguishing the high-security transition steps
from the low-security ones.

Definition 5.4.4 ((-low and ¢-high evaluation steps) Let configuration m — m’ and
let [pc, : P;] bethe processes reduced during the single step, i.e.

m= (M, S, N | lilpc; : B;])

where N and the [pc; : P;] processes define a redex according to Figure 5.4 or Fig-
ure5.5.

Thenm issaid to takea (-low evaluation step if (| |;pc;) C ¢. Otherwise, m issaid
to take a (- high evaluation step.

We next prove the analog of Lemma 4.4.1. It says that any (-low evaluation step
performed by one configuration can also be performed by its simulation.

Lemmab5.4.6 ((-low simulation) If H;T = m; <S¢ me and m; — m) via a (-low
evaluation step then there exists H’, 1", and m/, such that m, — m/, and, furthermore,
H'. T |=m) <S¢ mj,. Pictorially, thisrequirement is:

My ——=m

,§< ¢

My —ml,

Proof: By cases on the evaluation step taken by m,. Because the pc of each process
involved in the redex is C ¢, the reduced processes in m; are homomorphic to some
process in mo. Therefore, most of the cases follow from straightforwardly unwinding
the definitions and applying either primitive simulation (Lemma 5.4.4) or one of the
substitution lemmas (Lemma5.4.2 or 5.4.3).

The interesting cases are when the process resulting from the redex has pc Z ¢,
which can occur when evaluating a conditional or invoking a nonlinear handler. A rep-
resentative case considered in detail below; ssimilar arguments holds for evaluation via
rules ASGCUR-EVAL-COND2 or A§oe “VR-EVAL-SEND.
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A(Sj]ggCUR-EVAL-CONDl Then my = <M1, Sly N1 | [pC cif ty then P11 else P12]>.
Becausepc C ¢, and H; T+ m; ¢ me, wemust have

mo = <M2, SQ, NQ | [pC :if v then P21 else P22]>

Furthermore, m} = (M, Sy, Ny | [pcUl: Py]). If ¢ C ¢, then H; -[pc] F t, S¢
v : bool, impliesthat v = t, for some ¢’ C (, but then m, transitions viarule
ASENCUR-EVAL-COND1 to (My, Sa, Ny | [pclU € : Py]). Because pc LUl C ¢,
the definition of <. yields H; -;17; - [pcU /] = Py S¢ Poy, sotheresult follows
from SIM-NET-PROC and SIM-CONFIG.

The other caseiswhen ¢ I[Z (. It follows from SimM-1F and SIM-HIGH-PROC that
;5 Ths- [pe U (] Py e i aa(07)

for j € {1,2}. Therefore even though m, may transition either via the rule
AN CUR-EvaL-CoND1 or viatherule ASSE “VR-EvAaL-COND2, both transitions
yield the same configuration

my = (My, S, Na | [peLi £ |y e(5))

In both cases, the resulting configurations satisfy H; 7'+ m) <. m), asrequired.
O

The analog of Lemma 4.4.3 saysthat if a configuration transitions by a (-high step,
then the transition can be simulated by zero or one steps. Rather than using some analog
of the linear continuation ordering lemma, the SiIM-HI1GH-PROC rule builds the appro-
priate linear channel invocation into the simulation.

Lemmab5.4.7 (¢-high simulation) If H; T = m; S¢ me and my — m/ via a ¢-high
evaluation step then either m) <. m, or thereexists H', 7", and m/, such that my — m/,
and H',T" = m) <¢ m),. Pictorially, these requirements are:

my ——smj or my ——smj
S % ¢ ¢
mo mo —— ml2

Proof: By cases on the transition step. In all cases except ASSE UR-EVAL-SEND
and A\SSNCUR-EVAL-LINSEND thereis only one processinvolved in the redex. In those
cases, m; = (M, Si, Ny | [pc : P]) and from the definition of Sim-NET-PROC we
havethat my = (M;, S1, Na | [pc: |; ¢i(0;)]) where the ¢; are the free linear channels
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occurring in P. It must be the case that m = (M7, S}, N1 | [pc : P']) for P" defined
according to the transition relation. Observe that because the configuration is well-
typed, ASSNCUR-EvAL-REF and ASEYCYR-EvAL-AssN imply that M and M, differ
in only locations that have label iZ ¢. Similarly, S may differ from S; only on linear
handlers with pc IZ (. Therefore, it is easy to establish that thereisa H’ and 7" such
that ' - M, <o Mjand H;T'F S <S¢ Si,. Furthermore, subject reduction
implies that the free linear channels of P’ are the same as the free linear channels of P,
0 H'; T+ [pc] F P <S¢ 1 ¢(0;) by SIM-HIGH-PROC. Thisis enough to establish
that H';7" = m} <S¢ me, asrequired.

The casefor \§G CVR-EvAL-SEND follows because the body of the handler iswell-
typed with pc IZ (. Lemmab.4.3 impliesthat the body issimulated by the corresponding
sends on the linear channels. Thus, as above, we have H; T = m} <. mo as needed.

Finally, consider the case for A\SSA CVR-EVAL-LINSEND. If the pc label of the target
handler is [Z ¢, then the result follows exactly as above. Otherwise, it is the case that
the program counter is being reset to some label C (. Note that because the synchro-
nization environments satisfy H;7° F 51 S¢ Se, T it is possible for m, to step via
ASENCUR-EVAL-LINSEND. The resulting configuration m/, satisfies H; 7" = m/, <.
ms4, by construction of the <. relation and an application of Lemma5.4.2. O

Lemma5.4.8 (—-simulation) If H;T | my <¢ mo and my — m then either m/ <,
my Or thereexists H', 7", and m}, such that my — mf and H', T |= m) S¢ mb,.

Proof: Followsimmediately from the ¢-low and {-high simulation lemmas. O

Next, we formally specify the determinism condition. Intuitively, we are interested
in establishing that during the evaluation of a secure program, the sequence of updates
to aparticular memory location L is deterministic.

First we define some useful notation that makesit easier to isolate memory updatesto
particular locations. For any configuration m = (M, S, N) and location L € dom (M)
let m(L) = M(L). Two configurations that are well-typed under memory type H are

¢-equivalent at L, written m; ALJC meo, If they agree on the value stored at location L:

my ,E,C my < H;-Fmy(L)~;mo(L): H(L)

Because we are interested in the determinism of writes to the low-security memory
locations, it is helpful to separate the transition relations into those that affect a particu-
lar location and those that do not. Therefore we partition the = relation into two cases:

L
transition m = m' informally says that configuration m writes to location L; atransi-

L
tionm =, m' saysthat the transition does not affect location L. Formally, we define
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these transition relations using the ~ relation. Treating these relations as sets of pairs,
we have:

L
Now we establish some properties relating the = relation to race conditions.
L
Lemma5.4.9 (L-transitionswriteto L) If m; =, mo thenm; = (M, S, N | [pc:
set L :=wv in P)).

Proof: By definition, the memory location L must change. By inspection of the
operational semantics, we see that m; must contain an assignment to location L. O

L L L
Lemma5.4.10 (TWO erteS) If my 3< mo and my 34 ms and mo &C ms then
my=(M,S, N | [pc:set L:=vin P| | [pc:set L:=v"in P'])
where H; - v %, V.

Proof: By two applications of the lemma above, we see that m; must contain two
distinct assignments. By inspection of the syntax and the definition of =, the only way
this may occur isif m; hasthe form required. O

The following lemma says that race freedom implies that there are no write-write
conflicts—the next update of any location L is deterministic.

Lemma5.4.11 (Write-writerace) If m is race free then it is not the case that there

L
existsm’, my, my suchthat m =* m’ and m’ = m, and m’ = m, and m; %, ma,

L
Proof: Note that because m, 7é< mo it must be the case that m; # my. Hence the
definition of race free implies that there exists ms such that m; = mjs and my = ms.

Observe that because ms 54 ms 1t must be the case that the transitions from m; and ms
both assign ¢-equivalent values to L. Therefore, there exist v; ~, v such that:

(M, S1, N1 | [pc, : set L :=wv; in P])
(Ms, S, No | [pcy : set L := vy in P))

ma
mo

By applying Lemma 5.4.10 to configuration m’, we also have that there exist v} %, v},
such that:

m'=(M', S, N' | [pc:set L:=v]in @Q;] | [pc: set L := vy in Qs])
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Because the evaluation rule \§SYCVR-EVAL-SET involves the reduction of only one
network term, it must be the case that IV; contains the assignment set L := v} in )9
and N, contains the assignment set L := v} in ();. It followsthat N; # N, because
they both evolved from the same configuration. But this yields a contradiction, because
ms = (Ms, S3, Ny | Pi) and mg = (Ms, S3, Ny | P,), which is impossible when
N1§éN2(e\/enlfP1£P2) O

L L
Next we establish two key technical lemmas that show how = and = transitions
interact.

_ I3 13
Lemma5.4.12 (L—L square) Supposethat m =, m; and m =, my With m; # ms.

L L
If there exists m3 such that m; = mgs and my = mg thenm; = ms and my =, ms.
Pictorially, this situation is:

m 34 ..... ml m 9{ ml
T R T T

=5 F = =¢ =¢
m2’ = m3 moy - é{ . mg

Proof: Because m; # ms, the configurations must differ in some respect. Note that
since m 5{ m and m, and ms are reached from m by atransition that does not affect
location L, it must be the case that m ’ch my and m £C mo. It is not possible that

L L L L
m1 = mg and my =, ms because then, by definition of = . and =, we would have

this contradiction:

L L L L
m’\-’cml/]écmg"\-’{mg’\-’cm

L L
Similarly, it is not possible that m; = ms and my =, ms. Finaly, reasoning similar
L L
to that used in Lemma5.4.11 showsthat m, = mj3 and my = m3 impliesms # mj.
T 13
Therefore, the only remaining possibility isfor m; =, ms and ms = ms, asrequired.
O
— L L
Lemma5.4.13 (L-L square) Supposethat m =, m; and m =, my With m; Z mo.

L L
If there exists m3 such that m; = ms and my = ms then m; =, ms and my = ms.
Pictorially, this situation is:

L L
m = ) ml m =N ml
: T T
2 F 2 = =¢ ¢

i : : L :
Mg - =T me = mg
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Proof: This proof is similar to that of 5.4.12, so we sketch it only briefly. Note that

L
by definition m £, m; and m "I\JJC ms. Therefore, to reach a common mg, at least one
of m, and my must perform awriteto L. It can’'t be m, because then reasoning similar
to that in 5.4.11 yields a contradiction. Therefore m, must perform awriteto L. O

Lemma5.4.14 If m ) isracefreeand
L ; L
mo,0) (¢ )" M) =¢ Mi+1,0)
13
and m o0y =¢ m(o,1) then there exists a sequence of configurations m; 1) for 0 < j <
13
i + 1 suchthat for all 0 < k < i either m,1) = Mmq1,1) OF M1y =¢ M1,y and

L
Mi1) =¢ Mit11), Where m 1.1 ~¢ m(i + 1,0). Pictorially, thislemma says that the
following diagram:

m(Q,O) ég - My(1,0) ....(éc)(i_l)....m(ip) ég M(41,0)
T
=¢

m(,1)

can be completed to a diagram or the form:

m(o,1) éc M(1,1) - (£C)<i71) NG éc SM(i41,1)

Proof: Byinductiononi. Thebase case, for : = 0 followsdirectly fromLemma 5.4.13.
The induction step follows because m g o) is race free, using Lemma 5.4.12 to complete
the first square in the diagram. O

The following lemmalis crucial to establishing the determinism of secure programs.
Lemma 5.4.15 (Race freedom implies determinism) Suppose that both

L . L
me,0) (¢ )" Mao) =¢ Meit10)
and
L ) L
TTL(0,0) (3g )J m(o,j) 3( m(07j+1)

L
then m 41,0y ~¢ Myo,j+1)-
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Proof: By induction on (i, 7). For the base case, (i, j) = (0, 0) we have the following
diagram:

Lo m(,0)

m0,1)

Applying Lemma5.4.11, we obtain m; ) ALJC mo,1) as desired.

For the induction step, we havei > 0 or j > 0. Without loss of generality, assume
that 7 > 0 (thecasefor j > 0 issymmetric). Inthe casethat ; = 0 we havethefollowing
diagram:

m(Q,O) éc - MM(1,0) M(ég)(i_l)mm(ip) éc M (i+1,0)
L
=¢

m(b,l)

L
It must be the case that m(1,0) %, m(0,1), Which implies that m.; o) # m(o,1). Therefore,
because m o) is race free, there must exist a configuration m; ;) such that m, o) =
m1,1) ad m1) = m(1,1). So, by Lemma 5.4.13 we can complete the diagram above
to:

m(Q70) gc - MY(1,0) (éC)<i71) e TN(5,0) - éc SM(i41,0)

Note that 129 1) ALJC mi,1)- Finally, theinduction hypothesis appliesto the configuration
m,0) because it is race free. Therefore, we obtain m g 1) ,EC mi,1) rLVC M(i+1,0) &S
required.

Now suppose that j > 0. Then we have the following diagram:

m(Q,O) ;C - My(1,0) v.v(gg)(ifl)..,. m,o) - %g SMM(i41,0)
L
=¢

m0,1)

(gg)‘(jfl)
m(04)

L

=¢
m(0,5+1)
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By Lemma 5.4.14 we can compl ete the diagram above to:

m(‘(]yo) - .gg o m(.l’o) ..(gc)(i_l)... - MM(4,0) ég - M(i41,0)
Z z
=¢ =¢
m(‘(]yl) . .ég e m(,l’l)
(%C)‘(J’—l) (ég)(j—n

m('(),j) ..... ég e m(;ljj)

= —é><

m(07j+1) . .;C m(l’jJrl)

Note that 12 j11) ’I\JJC m,j+1) and that m, o) is race free. Therefore, we use the in-

duction hypothesis applied to 1, o) to obtain that m(; ;1) ’ch mi4+1,0) from which we
L

conclude m g j 11y ~¢ m(i+1,0) 8 needed.

O

The following lemma says that starting from a configuration with an open network
and closing the network under similar substitutions yields ~, configurations. It lets us
establish that two programsthat differ only intheir high-security inputs can be simulated
by the same low-simulation. The noninterference theorem, proved next, uses the shared
simulation, together with the race-freedom requirement to show that related programs
update memory deterministically and identically.

Lemma 5.4.16 (Smulations and High-substitution) Suppose the following:
e HFM
o H:T,, Ty + ST}
e H:I'Ty,-+ N
e HEy~¢y: I’
e Vo € dom(I"). label(I'(x)) £ ¢

then for any configuration m, H;T = (M, S, 11(N)) S¢ m implies that H; T |=
<M7 S, VQ(N» SC m.

Proof: By an easy induction on the typing derivation for network N. The base casefor
values follows from rule SiIM-VAL and the requirement that label(/'(x)) £ ¢. The case
for primitive operations follows from the fact that if the primitive operation involves a



142

variablein I', thenitsresult is [Z {. Theinductive cases follow from the construction of
the <. relation. O

Finally, we can prove noninterference for AS5R“VR.

Theorem 5.4.2 (Noninterference for A\§GYCYR) Let ¢ be an arbitrary label in the se-
curity lattice. Supposethat H;x :s;-;- = N isderivable. Let aninitial memory M be
given such that 4 + M and suppose that whenever H;- + (M, -, N) <. mthesim
ulation m israce free. Let location L € dom(H) be given such that label(H (L)) C (.
Further suppose that label(s) Z (. Then for any two values v; and v, such that
H; -+ v; : sthesequence of values stored in memory location L during the evaluation of
(M, -, N{v,/x}) isa prefix of the sequence of values stored in L by (M, -, N{vy/x})
(or vice-versa).

Proof: Let m@g = (M, -, N{vi/x}) and mp o = (M, -, N{vy/x}). Note that
by Lemma 5.4.16 there exists a configuration m’ such that H;- - m; <. m' and
H;-+Fmy <S¢ m'. Furthermore, note that m' must be race free. Suppose, for the sake
of contradiction, that the evaluations disagree on the n + 15! update to the location L.

We derive a contradiction by induction on n. For the base case, n = 0 and there
must exist evaluation sequences:

L ) L
mo) (¢ )" M) =¢ M1+

L ) L
me,0) (¢ ) Mei =S¢ M )

L
where m i1y % m2,;41)- However, by induction on the lengths of these sequences
applying Lemma 5.4.5, we obtain the following simulations:

L ) L
m' = m/(1,0) (3C )’ ml(l,i) =¢ ml(l,i+1)

L ) L
m' = m/(z,o) (3< )? mQZ,i) =¢ m,(2,j+1)

Because the location L is visible at ¢, it must be that m ;1) 5( m’(1 i) and

L

M(2,j41) 54 myy ;.1y- We may also apply Lemma 5.4.15 to conclude that my, ;) ~¢

my, .1y, DUt that is a contradiction.
The inductive step follows similarly to the inductive step of Lemma5.4.5. O
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5.5 Reated work

A few researchers have investigated noninterference-based type systems for concurrent
languages and process calculi. Smith and Volpano have studied multithreaded pro-
grams, although they assumed afixed number of threads and a uniform thread schedul er
[SV98]. Their subsequent work refines the original type system to account for prob-
abiligtic thread scheduling and to relax the constraints due to timing channels [SV00,
VS00, Smi01].

Roscoe [R0s95] was the first to propose a determinism-based definition of noninter-
ference for labeled-transition systems. This approach has not been used previously in
type systems for programming languages.

Focardi and Gorrieri [FG97] have implemented a flow-checker for a variant of Mil-
ner’s calculus of concurrent systems (CCS). Honda, Vasoncel os, and Yoshida have pro-
posed asimilar system for the 7-cal culus in which they can faithfully encode Smith and
Volpano’s language [HVY 00, HY02]. Their work relies on a sophisticated type sys-
tem that distinguishes between linear channels, affine channels, and nonlinear channels
while also tracking information about stateful computations. Both of these approaches
use techniques of bisimulation to prove noninterference properties. A similar approach
istaken by Abadi and Gordon to prove the correctness of cryptographic protocolsin the
Secure Pi Calculus [AG99], but the security policies they enforce are not information-
flow policies.

Hennessy and Riely consider information-flow properties in the asynchronous pi-
calculus [Hen00, HROO]. Their may-testing definition of noninterference is quite sim-
ilar to the definition used here, because it is timing and termination insensitive. How-
ever, their language does not support synchronous communication or refinement of the
information-flow analysis vialinearity constraints.

Pottier [Pot02] gives an elementary proof of noninterference for a variant of the
pi-calculus, but its type system is quite restrictive because it does not make a distinc-
tion between linear and nonlinear channel usage. Pottier observes that bisimulation-
based definitions of noninterference give stronger security guarantees than those based
on may-testing (i.e. [Hen00]) in the presence of race conditions. However, as described
inthisthesis, itisnot clear that permitting racesisdesirable, so the additional constraints
imposed by atype system that permits races may not be warranted.

Sabelfeld and Sands have considered concurrent languages in a probabilistic setting
[SS00]. They use anovel probabilistic bisimulation approach to specify noninterference
properties, and have used the techniquesto prove correct Agat’s program transformation
for eliminating timing channels [Aga00]. Mantel and Sabelfeld have also considered
type systems for multithreaded secure languages [M SO1].

Reitman was among the earliest to consider message-passing primitives and their
impact on information flows [Rei78]. However, there were no correctness proofs es-
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tablished for his security logic. Banatre, Bryce, and Le Metayer [BBL84] give a static
analysis for discovering information flows in a nondeterministic language, but their ap-
proach appears to be unsound (see the discussion in [V SI196]).

The design of ASSECUR was inspired by concurrent process calculi such as the pi
calculus [MPW92] and especially the join calculus [FG96].



Chapter 6

Downgrading

Security properties based on information flow, such as the noninterference policy con-
sidered to this point in this thesis, provide strong guarantees that confidentiality and
integrity are maintained. However, programs often need to leak some amount of confi-
dential information in order to serve their intended purpose. Consider these examples:

e A secure e-mail reader might release encrypted confidential mail.

e The password-checking function of an operating system operates on confidential
passwords, but granting or denying access leaks some information about the cor-
rect password.

e An on-line auction program might release the value of the winning bid after all
secret bids have been made.

Similarly, programs often need to assert the integrity of a piece of data. For instance,
after verifying a check sum or a digital signature a program might wish to consider a
piece of datato be more trustworthy.

Consequently, realistic systems include a means of downgrading—allowing the se-
curity label of the data to be shifted downwards in the security lattice. For confiden-
tiality, this process is called declassification; for integrity, it is called endorsement. The
ability to escape from the strict confines of noninterference is both essential and dan-
gerous. unregulated use of downgrading can easily result in unexpected release of con-
fidential information or in corruption of supposedly trustworthy data.

To seethe problem, first consider the simplest way to add a declassification operation
to a security-typed language. We extend the syntax:

e=... | let x =declassify(v,{)ine

145
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and add the following typing judgment

Chov:ity x:ty[pcte
BAD-DECLASSIFY I’ [pc] F let © = declassify(v,{) ine

Thisjudgment saysthat avalue v with an arbitrary label can be given any other arbitrary
label by declassification. This clearly breaks noninterference because high-security data
can now be made low-security. Declassification is intended for this purpose, but this
rule is too permissive—it can be used at any point to release confidential information.
Consequently, adding such arule to the languages studied in this thesis completely in-
validates their noninterference theorems. We get no guarantees about the security of
programs that use declassification, and the program may as well have been written with-
out security types.

Because it is potentially dangerous, downgrading should only be used in certain,
well-defined ways. One could imagine generalizing information-flow security policies
to include specifications of exactly under what circumstances declassification or en-
dorsement may occur. The problem with such an approach is that establishing that a
given program meets the specifications of the security policy can be extremely difficult:
It is the problem of proving that a program meets an arbitrary specification. Moreover,
even stating these formal specifications of security policiesis hard.

The noninterference policies specified using the lattice model for labels approximate
the information flows in the program to avoid the difficulty of doing full-scale program
verification. The next section describes Myers and Liskov’s decentralized label model,
a particular security lattice designed to help govern the use of declassification opera-
tions. It avoids the full verification problem by introducing the notion of authority,
which allows coarse-grained control over where declassifications may be used.

Thereisstill aproblem with regulating downgrading, even with the authority model.
The last section of this chapter describes the problem and proposes a solution in which
downgrading operations tie together integrity and confidentiality constraints.

6.1 Thedecentralized label model

The decentralized label model (DLM) proposed by Myers and Liskov [MLOO] adds
additional structure to the security lattice in order to regulate how declassification is
used by a program.

Central to the model is the notion of a principal, which is an entity (e.g., user, pro-
cess, party) that can have a confidentiality or integrity concern with respect to data.
Principals can be named in information-flow policies and are also used to define the
authority possessed by the running program. The authority A at a point in the program
isaset of principals that are assumed to authorize any action taken by the program at
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that point—in particular, principals may authorize declassifications of data. Different
program points may have different authority, which must be explicitly granted by the
principalsin question.

A simple confidentiality label in this model iswritten {o:r;,r5, ...,r,}, meaning
that the labeled datais owned by principal o, and that o permits the data to be read by
principals r; through r,, (and, implicitly, o).

Data may have multiple owners, each controlling a different component of its label.
For example, thelabel {o;:r;,ry; 09:1r1,r3}, coOntains two components and says that
owner o; allowsreadersr; and r, and owner o, allowsreadersr; and r3. Theinterpre-
tation isthat all of the policies described by alabel must be obeyed, only r; will be able
to read data with this annotation. Such composite labels arise naturally in collaborative
computations: for example, if x haslabel {o;:r;,r,} and y haslabel {o5:r;,r3}, then
thesumx + yhasthecompositelabel int{o;:r;,rs; o0s:1r1,r3}, Which expressesthe
conservative requirement that the sum is subject to both the policy on x and the policy
ony.

Inthelattice, /1 C /5 if thelabel ¢, islessrestrictive than thelabel /5. Intuitively, data
with label ¢, isless confidential than data with label /,—more principals are permitted
to see the data, and, consequently, there are fewer restrictions on how data with label ¢,
may be used. For example, {o:r} C {o:} holds because the l€eft label allows both o
and r to read the data, whereas the right |abel admits only o as areader.

The formal definition of C for the decentralized label model is givenin Myers' the-
sis[Mye99]. Histhesis also shows that the relation C is a pre-order whose equivalence
classes form a distributive lattice. The label join operation combines the restrictions
on how data may be used. As an example, if x has label {o:r;,r2} and y has label
{o:ry,r3},thesumx + y haslabel {o:r;}, which includes the restrictions of both.

In this thesis, the decentralized label model is extended with label components that
specify ssimple integrity constraints. Thelabel {?:p,, .. .,p,} Specifiesthat principals
p1 through p, trust the data—they believe the data to be computed by the program as
written. (Because integrity policies have no owner, a question mark is used in its place.)
Note that the integrity label {7:} specifies a piece of data trusted by no principals; itis
the label of completely untrusted data.

This is a weak notion of trust; its purpose is to protect security-critical informa-
tion from damage by subverted hosts. Labels combining integrity and confidentiality
components also arise naturally.

For any DLM label ¢, the functions C'(¢) and I(¢) extract the confidentiality and
integrity parts of L, respectively. Because confidentiality and integrity are duals (see the
discussion in Section 2.1), if /1 C /5, then /5 must specify at least as much confiden-
tiality and at most as much integrity as /. Thisinterpretation is consistent with the idea
that labels represent restrictions on how data may be used; data with higher integrity has
fewer restrictions on its use.
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To emphasize that security labels are drawn from the decentralized label model, as
opposed to some unspecified lattice, we shall sometimes refer to them as DLM labels.

We can now consider how the concept of authority helps control declassification in
the decentralized label model. Consider the expression declassify(e, ¢). It alows
a program acting with sufficient authority to declassify the expression e to label /. A
principal p’s authority is needed to perform declassifications of data owned by p. For
example, owner o can add areader r to apiece of datax by declassifying its label from
{o:}to {o:r} using the expression declassify(x, {o:r}).

Therule for declassification in the decentralized label model is:

ATFuv:ity AT x:t;lpc]Fe auth((, ) C A
DLM-DECLASSIFY A, T [pc] F let x = declassify(v,{) ine

Here, the function auth(¢, ¢') returns the set of principals whose policies are weakened
by moving from label ¢’ down to label ¢ in thelattice. For example:

auth({o:},{o:r}) = {o}

The authority A isaset of principals associated with this point of the program, and is
introduced at function boundaries. Therefore, the typing rule for functionsis:
ATz [pdlFe:s
DLM-FuN A, T [pc] F AA pc](z:5"). e: [A,pc]s’ — s

The function type [A, pc’]s’ — s indicates that the function has authority A and so may
perform declassifications on behalf of the principalsin A. The programmer can delimit
where declassifications may take place by constraining the authority available to agiven
function.

The caller of afunction must establish that it has the authority necessary to carry out
any of the declassifications that might occur inside the function call. This requirement
isreflected in the function application rule:

A, Ilpc]te: [A,pdls’ — s

AT, [pc] ke s

ACA pcCpd
DLM-AppP AT [pclFee s

6.2 Robust declassification

Despite the increased control of downgrading offered by the decentralized label model,
there is a weakness in its ssmple, authority-based approach. The problem isillustrated
in Figure 6.1.
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int{root:} secret = ...; // compute the secret
let check = A[{root}, l](x:int{?:3}).
if x then print(declassify(secret, {}));

else skip;
int x{7:} = Network.read();
check(x)

Figure 6.1: The need for robust declassification

The program in the figure contains a function named check that testsits argument x
and usesits value to decide whether to release the secret, using the authority of the prin-
cipal root. Note that the privacy component of the label is declassified from {root:}
to {3}—the most public DLM label. The problem is that the value x, used to regulate
the declassification, is completely untrusted by the root principal. This situation is
exacerbated in the distributed setting discussed in the next section, because the com-
putation that determines whether declassification should take place (the if x part) can
potentialy reside on a different host than the actual declassification itself.

Rather than give authority to the entire function body, it seems more natural to as-
sociate the required authority with the decision to perform the declassification. The
program counter at the point of adeclassify expression is already a model of thein-
formation used to reach the declassification. Therefore, to enforce that the decision to
do the declassification is sufficiently trusted, we smply require that the program counter
have high enough integrity.

These intuitions are captured in the following rule for declassification:

PrFov:ty Iyx:tylpcbFe I(pc) E{?:auth({, ')}
ROBUST-DECLASSIFY I' [pc] F let © = declassify(v,f) ine

This approach equates the authority of a piece of code with the integrity of the pro-
gram counter at the start of the code, simultaneously simplifying the typing rules—no
authority context A is needed—and strengthening the restrictions on where declassifi-
cation is permitted. Thisversion of declassification rules out the program in Figure 6.1.

The benefit of tying downgrading to integrity isthat the noninterference proofs given
for the security-typed language say something meaningful for programs that include
declassification. Note that the declassification operation does not change the integrity
of the data being declassified. Projecting the noninterference result onto the integrity
sublattice yields the following lemma as a corollary.
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Lemma 6.2.1 (Robust Declassification) Supposethat x:s[ L] - e : s’ and theintegrity
labels satisfy I (label(s)) IZ I(label(s")). Then for any valuesv; and vy suchthat - v; : s
itisthecasethat e{v,/z} J v < e{va/x} || v.

This lemma holds regardless of whether e contains declassification operations. It
is a weak guarantee: Intuitively, low-integrity data cannot interfere with what data is
declassified. This lemma does not say anything about what high-security information
might be declassified. Nevertheless, it is better than giving up al security properties
when declassifications are used.

One could generalize robust declassification by associating with each distinct declas-
sification expression in the program a separate principal d and requiring that 7(pc) C
{7:4d} in the declassification typing judgment. This constraint allows the programmer
to name particular declassificationsin security policies so that, for instance a value with
integrity label {?:d;, d,} could possibly be declassified at points d; and d, but not at
a declassification associated with point ds in the program.

Whether such a generalization would be useful in practice, and how to precisely
characterize the confidentiality properties of the resulting programs remains for future
work.

6.3 Reated work

The simplest and most standard approach to declassification is to restrict its uses to
those performed by a trusted subject, similar to the DLM requirement that a function
possess the proper authority. This approach does not address the question of whether
an information channel is created. Many systems have incorporated a more limited
form of declassification. Ferrari et. al [FSBJ97] augment information flow controls in
an object-oriented system with a form of dynamically-checked declassification called
waivers. However, these efforts provide only limited characterization of the safety of
the declassification process.

The interplay between authority and declassification is similar to Java's stack in-
spection security model [WF98, WAFO00, FG02]. In Java, privileged operations (like
declassification) can require that they be invoked only in the context of some authoriza-
tion clause, and, that, dynamically, no untrusted methods are between the authorization
and the use of the privileged operation on the call stack. These constraints on the run-
time stack are similar to the authority constraints used in the decentralized label model,
but weaker than the robust declassification mechanism proposed here. The difference
is that the stack-inspection approach does not track the integrity of data returned by an
untrusted piece of code, so untrusted data might still influence privileged operations.

Using untrusted datato regulate privileged operationsisrel ated to an extremely com-
mon bug found in the C libraries. The string formatting utilities assume that strings are
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properly delimited and do not check their bounds. Programs that use the libraries with-
out the appropriate checks are vulnerabl e to attacks that occur when strings are read from
an untrusted source such as the network. The analysis that is able to find such format
string vulnerabilities in C [STFWO01] is quite similar to an integrity-only information-
flow analysis.

Intransitive noninterference policies [Rus92, Pin95, RG99] generalize noninterfer-
ence to describe systems that contain restricted downgrading mechanisms. The work by
Bevier et al. on controlled interference [BCY 95] ismost similar to thiswork in allowing
the specification of policies for information released to a set of agents. The idea of ro-
bust declassification has been formalized in an abstract, state-machine model [ZM014].



Chapter 7

Distribution and Heterogeneous Tr ust

So far, the security-typed languages in this thesis have addressed information-flow se-
curity in systems executed on a single, trusted host. This assumption is unrealistic,
particularly in scenarios for which information-flow policies are most desirable—when
multiple principal s need to cooperate but do not entirely trust one another. Simple exam-
ples of such scenarios abound: email services, web-based shopping and financial plan-
ning, business-to-business transactions, and joint military information systems. Such
sophisticated, collaborative, inter-organizational computation is becoming increasingly
common; some way is needed to ensure that data confidentiality is protected.

The general problem with these collaborative computationsis ensuring that the secu-
rity policies of all the participants are enforced. When participants do not fully trust each
others' hosts, it is necessary to distribute the data and computational work among the
hosts. This distribution creates a new threat to security: the hosts used for computation
might cause security violations—either directly, by leaking information, or indirectly,
by carrying out computations in away that causes other hosts to leak information.

Of course, the program itself might also cause security violations. Because the ex-
isting single-host techniques developed in this thesis address this problem, this chapter
focuses on the new threat, untrusted hosts.

The goal of this chapter is to extend A\SSYCYR to account for the problem of infor-
mation-flow security in distributed systems with mutualy untrusting hosts. DT is a
core language for studying information-flow security properties in distributed systems.
Aswith \§SCUR it abstracts away from many of the details of actual computation and
instead focuses on the key aspects of distributed computing: message passing, synchro-
nization, and the notion of hosts with distinct identities levels of trust.

The defining characteristic of a distributed system is the absence of shared mem-
ory [Sch97]. In A§ENCUR, the requirementsimposed by information-flow considerations
have already restricted interthread communication to a message-passing style similar to
that needed in a distributed setting. However, there are still a number of differences
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between athe universally trusted, single-platform setting and a heterogeneously trusted,
distributed setting:

e The lack of shared memory in a distributed setting implies that reading from a
remote memory |ocation involves sending a message to the host that is storing the
data. The distributed computing model must make all interhost communication
explicit, which, in contrast to a single-platform model, introduces read channels:
implicit flows that arise due to the additional communication necessary to read a
remote location.

e The failure mode in a heterogeneoudy-trusted system is different from that of a
single trusted platform. In the universally-trusted host setting, once the platform
has been compromised or subverted, the confidentiality or integrity of any datain
the system might be endangered. In the heterogeneous setting, the failure of one
host should affect only those principals who have declared some degree of trust in
that host.

e Confidential information can be leaked based on which of two hosts sends a mes-
sage to areceiver, even if the message contents are otherwise identical.

e There are more abstraction-violation attacks in adistributed setting. For example,
an attacker might learn some information by watching the network traffic gener-
ated by a distributed program. Such an attack is an external channel according to
the classification of information flowsin the introduction of thisthesis because the
global state of the links on anetwork isnot available at the programming language
level of abstraction.

The next section describes the heterogeneous trust model for the distributed setting;
it is based on the decentralized labels presented in the previous chapter and permits
an appropriate strengthening of noninterference. The following section sketches the
modifications to the type system of A58 “UR needed to achieve such security.

7.1 Heterogeneoustrust model

This section presents one model network environment and shows how the decentralized
label model can describe the trust relationship between principals and hosts. There
are many plausible models for network communication and its security properties; this
model was chosen because it fits well with the operational semantics of AR CUR, it
seems reasonable to implement, and it is sufficient to describe additional information
flows that might arise in a distributed setting.
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Let H beaset of known hosts, among which the system isto be distributed. Pairwise
communication between two members of H isassumed to be reliable: messages cannot
be lost. Communication is assumed to be asynchronous. sending hosts do not block
waiting for the destination host to receive the message, nor is there a bound on the
amount of time it takes for a message to be delivered.

This model also assumes that messages cannot be intercepted by hosts outside H or
by the other members of H. Protection against interception can be achieved efficiently
through well-known encryption techniques (e.g, [SNS88, Y1096]); for example, each
pair of hosts can use symmetric encryption to exchange information, with key exchange
via public-key encryption. that the same encryption mechanisms permit each member
of H to authenticate messages sent and received by one another.

In addition to the underlying communication model, for security purposes, it is nec-
essary to relate the available hosts to the principals on whose behalf the system is sup-
posed to run. Thisrelation is called atrust configuration, and it consists of two labels
associated with each host.

e A confidentiality label C;, that isan upper bound on the confidentiality of informa-
tion that can be sent securely (either explicitly or implicitly) to host h.

e Anintegrity label I, describing an upper bound on the integrity of data that may
be received from h.

Intuitively, the confidentiality label specifieswhich principalstrust host /4 not to leak
their confidential data, and the integrity label specifies which principals trust 4 not to
corrupt their data.

As an example, consider a host A owned by Alice but untrusted by Bob, and a host
B owned by Bob and untrusted by Alice. A reasonable trust configuration might be:

Ca = {Alice:} I, =A{7:Alice}
Cp = {Bob:} Iz = {?:Bob}

Because Bob does not appear as an owner in the label C,, this description acknowl-
edges that Bob is unwilling to send his private data to host A. Similarly, Bob does not
trust information received from A because Bob does not appear in I 4. The situation is
symmetric with respect to Alice and Bob’s host.

Next, consider hosts 7" and S that are partially trusted by Alice and Bob:

Cr = {Alice:;Bob:} Iy ={7:Alice}
Cg = {Alice:;Bob:} Ig=A{7:}

Alice and Bob both trust 7" not to divulge their data incorrectly; on the other hand,
Bob believes that 7" might corrupt data—he does not trust the integrity of data received
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from 7. Host S is aso trusted with confidential data, but neither Alice nor Bob trust
datagenerated by S.

These trust declarations are public knowledge—that is, they are available on all
known hosts—and are signed by the principals involved. Consequently, this hetero-
geneous trust model assumes the existence of a public-key infrastructure that makes
such digital signatures feasible. (See for example, the work on public-key encryp-
tion [SNS88] and certification authorities [Zho01, ZSv00].)

The goal is to ensure that the threats to a principal’s confidential data are not in-
creased by the failure or subversion of an untrusted host.

The security of a principal is endangered only if one or more of the hosts that the
principal trustsis bad. Suppose the host 7 is bad and let L. be the label of an expres-
sion in the program. The confidentiality of the expression’s value is endangered only if
C(Le) C Cp; correspondingly, the expression’s integrity may have been corrupted only
if I, C I(L,).

If Alice’s machine A from above is compromised, only data owned by Alice may
be leaked, and only data she trusts may be corrupted. Bob’s privacy and integrity are
protected. By contrast, if the semi-trusted machine 7" malfunctions or is subverted, both
Alice and Bob's data may be leaked, but only Alice's data may be corrupted because
only she trusts the integrity of the machine.

When there are multiple bad machines, they might cooperate to leak or corrupt more
data. The type system described in the next section enforces the following property in
addition to the standard noninterference:

Definition 7.1.1 (Distributed Security Assurance) The confidentiality of a program
expression e is not threatened by a set H,,,, of bad hostsunless C'(L.) C LlheHbadCh; its
integrity is not threatened unless[ |, In C I(Le).

Note that in the case that there are no compromised hosts (H;,; = (), this definition
degenerates to standard noninterference.

Providing this level of assurance involves two challenges: (1) Data with a confiden-
tiality label (strictly) higher than C;, should never be sent (explicitly or implicitly) to A,
and data with an integrity label lower than I, should never be accepted from h. (2) Bad
hosts should not be able to exploit the downgrading abilities of more privileged hosts,
causing them to violate the security policy of the source program.

7.2 \DRT: asecuredistributed calculus

The ASSECUR language guarantees noninterference for concurrent processes running on
asingle, universaly trusted platform. This section describes an extension to A§oe “VR,
caled \JIET, that enforces the distributed security assurance property.



156

7.2.1 Syntax

Programsin A5 consist of acollection of ASSYCUR processes, each process executing
at aparticular host. To describe this situation, we need to make only afew modifications
to the ASSNCUR syntax. A ASoR VR network is;

N:=-| N | hlpc: P]

Here, the syntax h [pc : P] denotesahost 4 running aprocess P whose current program
counter label is pc.

Processes, P are identica to those of ASSYCUR, but ADIST must also keep track
of the host that allocates each memory location or synchronization handler definition.
Consequently, locations and channel values are tagged with the host that created them:

bvu=t | f|c@h | LGh

In AQRET, each host has a local store. The global state of the distributed system
is therefore defined just like the memories used in ASSECUR, except that the memory
contents are tagged by their hosts:

M = M, h[L+—v] | M,hlpc:Jr>P] | -

7.2.2 Operational semantics

The operational semantics of \DLET is given in Figures 7.1 and 7.2. It is, for the most
part, identical to the semantics for ASLS. Primitive operations must take place on a spe-
cific host, asindicated by the @ / totheleft of thesymbol |= . Rule \DLF -EVAL-DEREF
requires that the host performing the dereference be the same as the host that allocated
the reference—hosts have local state.

Whenever dataleavesahost /. its security label is stamped with the integrity label 1,
reflecting the fact that only those principals that trust 4 not to corrupt data are willing to
trust any value i generates. The rules A\SL T -EVAL-SEND and AL -EVAL-LINSEND
show this behavior.

7.2.3 Typesystem

The type system for \JLET modifies the type system for ASSYCYR to add additional
constraints reflecting the hosts' levels of trust.

The intuition is that whenever data leaves a host &, it is constrained so that its in-
tegrity is no more than I,. Similarly, when data arrives at a host £, it must have confi-
dentiality no higher than Cy,.
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ARIST_EVAL-PRIM M, pc@h=v{vUpc
ADIST_EvaL-BINOP M, pc@h = ng@ny | (n[@]n)ae Upc

M = M',h[L v v]
A T-EVAL-DEREF M, pceh=!Leh | vlpc

AT -EVAL-LETPRIM
M, pc@h E=prim{v

(M, S, (N | hlpc:letx =priminel)) — (M, S, (N | hlpc:e{v/x}1))

AT -EVAL-LETREF
(M, S, (N | hlpc:let x = ref v in P])) (L fresh)
—  (M,h[L 1, S, (N | hipc: P{Ly @ h/z}1))
AT -EVAL-SET
(M,hIL — 01, S, (N | hlpc:set L, @h:=v"in P1))
—  (M,h[L — v UlUpcl, S, (N | hipc: P]))

Figure 7.1: \DI3T operational semantics
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AR T-EVAL-HANDLER
(M, S, (N | hipc:let fi(Z) | ... | fu(@) > Pr in Pol))
— <M,h[pc (@) | e (E) > P]{(Ci)pc/fi}], S,

(N | hlpc: Po{(ci)pc/ fi}1))
wherethe ¢; are fresh

AT -EVAL-LINHANDLER
(M, S, (N | hlpc:let fi(@) | ... | ful@n) —o Py in Po]))
— (M, S,hlpc: (@D | ... | en(@n) —o P11, (N | hipc: Pa{ci/fi}1))
wherethe ¢; are fresh

AR T-EvAL-CoND1
(M, S, (N | h[pc:if ty then P; else P»]))
— (M, S, (N | hlpcU?: P1))

AT -EVAL-COND2
(M, S, (N | hlpc:if f; then P; else P»]))
— (M, S, (N | hlpcU?l: P]))

AT -EVAL-SEND
(M, hlpc: ci(@1, yPP) |l enl@n, ynP) > P1, S, (N ; hilpc; : cio (T, 10PH]))
— (M, hlpc: cr(@1, 4P |l enl@n, y2P) > P1, S,
(N | A[{: P{UZ U pc, U Ihi/i’i}{lvi/yi}wt] )>
where ¢ = | |,pc; U ¢;

A T-EVAL-LINSEND
(M, S,hlpc: (@) | ... | en(@) — P1, (N |; hilpc;:ci(5:)]))
— (M, S, (N|h[pC:P{ﬁiUpCiUIhi/fi}]»
AR T-EVAL-FORK

(M, S, (N | hipc: P | Q1)) — (M, S, (N | hlpc: P1 | hipc: Q1))

Figure 7.2: \DLET operational semantics continued
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H; T Fp v [pd](s, k°PY)

H; 'k v s

T; K by, [v°Pt : kort

I, U pcC pcd I;, C label(s;)

ABT-SEND H; I';T; K [pc] by, v(¥, [v°Pt)

JMpc’ <Ff7 Fargs; K>

H;F7Ffapargs;'aK[pC,] |_h Pl

H,I'I';;T K [pc] b, P

pc’ C Cp Vo € dom(Lsrgs). Largs(z) T Cp
AT LET H;I';T,K [pc] Fj let J > P in P,

Figure 7.3: ADLET typing rules for message passing

H;I'Fwv:s pcLClabel(s) CCp
AOET-VAL H;I'[pc]Frv:s

H;I'+v:bool, H;I'Fv :bool, pcC /L Cy
AOBT-BINOP H; T [pc] by v @ v : booly

H;I'v:sref, pcLClabel(sU/l)CCy
AT -DEREF H; I [pc] bplv:sUl

Figure 7.4: ADLET typing rules for primitive operations




160

The rules for sending messages and declaring message handlers are shown in Fig-
ure 7.3. (Therulefor linear handlers is modified analogously.)

It is also necessary to rule out high-security data from being explicitly located at
a low-security host. Accordingly, the rules for typechecking primitive operations re-
quire that the host can handle the confidentiality of the data. These rules are shown in
Figure 7.4.

The type system for AJLE" satisfies subject reduction; the proof is a straightforward
modification of the one given for lemma 5.3.8. Although a proof is beyond the scope of
thisthesis, the type system given hereis a so intended to provide the distributed security
assurance property.

7.3 Related Work

The distributed trust model presented in this chapter, was originally devel oped in atech-
nical report [ZM00]. This model was further refined for the program-partitioning work
described in the next chapter [ZZNMO02)].

AP s notion of explicit hosts is similar to those in the D calculus of Riely and
Hennessy [RH99]. More sophisticated ambient calculi [CGO00] have a dynamic notion
of host and also permit mobile computing. Some security considerations have been
studied in the ambient scenarios [MHO02], but information-flow policies have not yet
been considered.

Mantel and Sabelfeld [MS01, SM02] consider a distributed model in which multi-
threaded programs communicate via synchronous and asynchronous message passing.
They propose a definition of information security based on Mantel’s security frame-
work [Man00] and show how a type system can establish noninterference. Their def-
inition of noninterference is both external-timing and termination sensitive, and hence
rules out single-threaded programs like examples (5) and (6) of Section 5.1.

In addition to high- and low-security channels, the Mantel and Sabelfeld language
provides encrypted channels. An encrypted channel reveals to a low-security observer
only the number of messages that have been sent onit. Consequently, high-security data
is not permitted to influence the number of messages sent on an encrypted channel—this
restriction is quite similar to the linearity constraints considered here (where it is stati-
cally known that exactly one message will be sent on the channel). Further investigation
of this possible connection is warranted.



Chapter 8
Jif/split

This chapter presents secure program partitioning, a way to protect the confidentiality
of data for computations that manipulate data with differing confidentiality needs in
the heterogeneously trusted hosts model of the previous chapter. Figure 8.1 illustrates
the key insight: The security policy can be used to guide the automatic splitting of a
security-typed program into communicating subprograms, each running on a different
host. Collectively, the subprograms perform the same computation as the original; in
addition, they satisfy all the participants’ security policies without requiring a single
universally trusted host.

The prototype implementation, called Jif/split, is primarily designed to enforce con-
fidentiality policies, but due to declassification, the system must also enforce smple
integrity policies aswell (see Chapter 6).

As Figure 8.1 shows, Jif/split receives two inputs. the program, including its con-
fidentiality and integrity policy annotations, and also a set of signed trust declarations
stating each principal’s trust in hosts and other principals, in accordance with the het-
erogeneous trust model presented in the last chapter. The goal of secure program parti-
tioning is to ensure that if a host £ is subverted, the only data whose confidentiality or
integrity isthreatened is data owned by principals that have declared they trust /. Also,
note that to avoid the need for undue trust in the splitting process itself, the production
of the subprogram for host /. can be performed on any host that is at least as trustworthy
as h—such as h itself.

It isuseful to contrast this approach with the usual devel opment of secure distributed
systems, which involvesthe careful design of protocolsfor exchanging dataamong hosts
in the system. By contrast, the splitting approach provides the following benefits:

e Stronger security: Secure program partitioning can be applied to information-
flow policies; most distributed systems make no attempt to control information
flow. It can also be applied to access control policies, which are comparatively
simple to enforce with this technique.
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Security-typed
source code

Authenticated mnpiler

trust Splitter

declarations

| B b | | subprograms

P S

Figure 8.1: Secure program partitioning

e Decentralization: Collaborative computations can be carried out despite incom-
plete trust. In addition, for many computations, there is no need for a universally
trusted host. Each participant can independently ensure that its security policies
are enforced.

e Automation: Large computing systems with many participating parties contain
complex, interacting security policies that evolve over time; automated enforce-
ment is becoming a necessity. Secure program partitioning permits a computation
to be described as a single program independent of its distributed implementation.
The partitioning process then automatically generates a secure protocol for data
exchange among the hosts.

Secure program partitioning has the most value when strong protection of confiden-
tiality is needed by one or more principals, the computing platform consists of differ-
ently trusted hosts, there is a generally agreed-upon computation to be performed, and
security, performance, or functionality considerations prevent the entire computation
from being executed on a single host. One example of a possible application is an in-
tegrated medical information system that stores patient and physician records, raw test
data, and employee records, and supports information exchange with other medical in-
stitutions. Another example is an automated busi ness-to-business procurement system,
in which profitable negotiation by the buyer and supplier depends on keeping some data
confidential.

The goal of Jif/split isto enforce the distributed security assurance discussed in Sec-
tion 7.1. It ensures that the threats to a principal’s confidential data are not increased
by the failure or subversion of an untrusted host that is being used for execution. Bad
hosts—hosts that fail or are subverted—nhave full access to the part of the program ex-
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ecuting on them, can freely fabricate apparently authentic messages from bad hosts,
and can share information with other bad hosts. Bad hosts may execute concurrently
with good hosts, whereas good hosts preserve the sequential execution of the source
language—there is only one good host executing at a time. However, we assume that
bad hosts are not able to forge messages from good hosts, nor can they generate certain
capabilities to be described |ater.

The rest of this chapter describes Jif/split, an implementation of secure program
partitioning, which includes a static checker, program splitter, and run-time support for
the distributed subprograms. It also presents simple examples of applying this approach
and some performance results that indicate its practicality.

Aswith the other security-typed languages in thisthesis, Jif/split does not attempt to
control certain classes of information flows: external timing and termination channels,
or attacks based on network traffic anaysis.

8.1 Jif: asecurity-typed variant of Java

The Jif/split program splitter extends the compiler for Jif [Mye99, MNZZ01], a security-
typed extension to Java[GJS96] that uses labels from the decentralized |abel model (as
described in 6.1).

Typesin Jif arelabeled, allowing the programmer to declare variables and fiel ds that
include security annotations. For example, a value with type int{o:r} is an integer
owned by principal o and readable by r. When unlabeled Java types are written in a
program, the label component is automatically inferred.

Aswith the other security-typed languages described in thisthesis, every Jif program
expression has alabeled type that indicates an upper bound (with respect to the C order)
of the security of the data represented by the expression. Jif also uses a program counter
label to track the side-effects that may be created by a method or other piece of code.
Using the labels provided by the programmer and the inferred pc label, the Jif compiler
is able to statically verify that all of the information flows apparent in the program text
satisfy the label constraints that prevent illegal information flows from occurring. If the
program does not satisfy the security policy, it is rejected.

In addition to these changes to the Java type system, Jif adds a number of constructs
for creating secure programs. The following are germane to this dissertation:

e Declassification and endorse expressions, that follow the robust-declassification
rule as described in Section 8.2.3.

e An optional authority clause on method declarations describes the authority
available in the body of the method. Code containing such a clause can be added
to the system only with the permission of the principals named in it.
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e Optional label bounds on theinitia pc label of a method.

For example, the method signature
int{/1} m{pc}(int{/l} x) where authority {Alice}
istranglated into the notation used in this thesis as
[{Alice}, pclint,, — int,,

This type indicates that the method m can only be called when the program counter
label is C pc. It takes an integer x with label /5 and returns an integer labeled ¢;. The
initial 1abel bound plays exactly the same role for Jif methods as the [ A, pc|] component
on function types presented in Chapter 6.

Jif also introduces some limitations to Java, which apply to Jif/split as well. The
most important is that programs are assumed to be sequential: the Thread class is not
available. The current implementation of Jif does not support threaded computation as
proposed in Chapter 5, partially because Java's model of threads and synchronization
is significantly more complex than that of ASS'“UR. Determining how to integrate the
results of Chapter 5into Jif isleft for future work.

8.1.1 Oblivious Transfer Example

Figure 8.2 shows a sample program that is used as a running example. It is based on the
well-known Oblivious Transfer Problem [EGL 83, Rab81], in which the principal Alice
has two values (here represented by fieldsm1 and m2), and Bob may request exactly one
of the two values. However, Bob does not want Alice to learn which of the two values
was requested.

Even this short example has interesting security issues. For instance, it is well-
known that atrusted third party is needed for a secure distributed implementation under
the assumptions of perfect security (no information leakage) [DK S99].*

Alice's secret data is represented by integer fields m1 and m2, with security label
{Alice:; 7:Alice}. Thistypeindicates that these fields are owned by Alice, that she
lets no one else read them, and that she trusts their contents. The boolean isAccessed
records whether Bob has requested a value yet.

Lines 6 through 18 define amethod transfer that encapsulates the oblivious trans-
fer protocol. It takes arequest, n, owned by Bob, and returns either m1 or m2 depending

1Probabilistic solutions using two hosts exist, but these algorithms leak small amounts of information.
Because Jif's type system is geared to possibilistic information flows, these probabilistic algorithms are
rejected as potentially insecure. Ongoing research [GS92, V S00, SS00] attempts to address probabilistic
security.
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1 public class OTExample {

2 int{Alice:; 7:Alice} mi;

3 int{Alice:; 7:Alice} m2;

4  boolean{Alice:; 7:Alice} isAccessed;

5

6 int{Bob:} transfer{?:Alice} (int{Bob:} n)
7  where authority(Alice) {

8 int tmpl = mil;

9 int tmp2 = m2;

10 if ('isAccessed) {

11 isAccessed = true;

12 if (endorse(n, {7:Alice}) == 1)

13 return declassify(tmpl, {Bob:});
14 else

15 return declassify(tmp2, {Bob:});
16 }

17 else return O;

18 }

19 }

Figure 8.2: Oblivious transfer examplein Jif

onn’svalue. Note that because Alice ownsm1 and m2, releasing the data requires de-
classification (lines 13 and 15). Her authority, needed to perform this declassification,
is granted by the authority clauseonline7.

Ignoring for now the temporary variables tmp1 and tmp2 and the endorse statement,
the body of the transfer method is straightforward: Line 10 checks whether Bob has
made arequest already. If not, line 11 records the request, and lines 12 through 15 return
the appropriate field after declassifying them to be visible by Bob. If Bob has already
made arequest, transfer simply returns 0.

The simplicity of this program is deceptive. For example, the pc label at the start of
the transfer method must be bounded above by the label {?7:Alice}, asindicated on
line6. Thereasonisthat line 11 assigns true into thefield isAccessed, which requires
Alice's integrity. If the program counter at the point of assignment does not also have
Alice'strust, the integrity of isAccessed is compromised.
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These observations illustrate one benefit of programming in a security-typed lan-
guage: the compiler can catch many subtle security holes even though the code iswritten
in astyle that contains no specification of how the code is to be distributed.

Theinteractions between confidentiality, integrity, and declassifications described in
Chapter 6 explain the need for the temporary variables and endorsement. The details
of this example are described in the rest of this chapter, as we consider its security in a
distributed environment.

8.2 Static Security Constraints

Jif/split uses the model for heterogeneously trusted distributed systems given in Chap-
ter 7. To securely partition a program for such an environment, the splitter must know
the trust relationships between the participating principals and the hosts H. Recall that
these trust configurations are provided by a confidentiality and integrity label for each
host . These labels are C, and I, respectively.

At ahigh level, the partitioning process can be seen as a constraint satisfaction prob-
lem. Given a source program and the trust relationships between principals and hosts,
the splitter must assign a host in H to each field, method, and program statement in
the program. This fine-grained partitioning of the code is important so that a single
method may access data of differing confidentiality and integrity. The primary concern
when assigning hostsisto enforce the confidentiality and integrity requirements on data;
efficiency, discussed in Section 8.5, is secondary.

This section describes the static constraints on host selection, they derive from the
considerations of AJLET.

8.2.1 Fidd and Statement Host Selection

Consider thefieldm1 of the oblivioustransfer example. It haslabel {Alice:;?7:Alice},
which says that Alice owns and trusts this data. Only certain hosts are suitable to store
thisfield: hosts that Alice trusts to protect both her confidentiality and integrity. If the
field were stored el sewhere, the untrusted host could violate Alice’s policy, contradicting
the security assurance of Section 7.1. The host requirements can be expressed using
labels: {Alice:} C C, and I, C {?:Alice}. The first inequality says that Alice
allows her data to flow to &, and the second says that Alice trusts the data she receives
from h. In general, for afield f with label L; we require

O(Lf) E Ch and Ih E ](Lf).

This same reasoning further generalizes to the constraints for locating an arbitrary
program statement, S. Let U(.S) be the set of values used in the computation of S and



167

let D(.S) bethe set of locations S defines. Suppose that the label of the value v isL, and
that the label of alocation/isL;. Let

Lin = UUEU(S)L’U and Loy = HleD(S)Ll

A host h can execute the statement S' securely, subject to constraints similar to those for
fields.
C(Lm> E Ch and Ih ; I<Lout>

8.2.2 Preventing Read Channels

The rules for host selection for fields in the previous section are necessary but not suf-
ficient in the distributed environment. Because bad hosts in the running system may
be able to observe read requests from good hosts, a new kind of implicit flow is intro-
duced: aread channel in which the request to read a field from a remote host itself
communicates information.

For example, anaive implementation of the oblivious transfer example of Figure 8.2
exhibits a read channel. Suppose that in implementing the method transfer, the
declassify expressions on lines 13 and 15 directly declassified the fieldsm1 and m2,
respectively, instead of the variables tmp1 and tmp2. According to Bob, the value of the
variablen is private and not to be revealed to Alice. However, if m1 and m2 are stored on
Alice’s machine, Alice can improperly learn the value of n from the read request.

The problem is that Alice can use read requests to reason about the location of the
program counter. Therefore, the program counter at the point of a read operation must
not contain information that the field’s host is not allowed to see. With each field f, the
static checker associates a confidentiality label Loc; that bounds the security level of
implicit flows at each point where f isread. For each read of thefield f, the label Loc,
must satisfy the constraint C'(pc) T Locy. Using this label Locy, the confidentiality
constraint on host selection for thefield is:

C(Lf) LJ LOCf E Ch

To eliminate the read channel in the example while preventing Bob from seeing both
ml and m2, a trusted third party is needed. The programmer discovers this problem
during development when the naive approach fails to split in a configuration with just
the hosts A and B as described in Section 4.2. The error pinpoints the read channel
introduced: arriving at line 13 depends on the value of n, so performing a request for
m1 there leaksn to Alice. The splitter automatically detects this problem when the field
constraint above is checked.

If the more trusted host 7" is added to the set of known hosts, the splitter is able
to solve the problem, even with the naive code, by allocating m1 and m2 on 7', which
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prevents Alice from observing the read request. If S is used in place of T, the naive
code again fails to split—even though S has enough privacy to hold Alice's data, fields
m1 and m2 can't be located there because Alice doesn’t trust S not to corrupt her data.
Again, the programmer is warned of the read channel, but this time a different solution
is possible: adding tmp1 and tmp2 as in the example code give the splitter enough
flexibility to copy the datato S rather than locating the fields there. Whether S or T'is
the right model for the trusted host depends on the scenario; what is important is that
the security policy is automatically verified in each case.

8.2.3 Declassification Constraints

Consider the oblivious transfer example from Alice’s point of view. She has two private
pieces of data, and sheiswilling to release exactly one of the two to Bob. Her decision
to declassify the data is dependent on Bob not having requested the data previoudly.
In the example program, this policy is made explicit in two ways. First, the method
transfer explicitly declares that it uses her authority, which is needed to perform the
declassification. Second, the program itself tests (in line 10) whether transfer has
been invoked previously—presumably Alice would not have given her authority to this
program without this check to enforce her policy.

This example shows that it is not enough simply to require that any declassify
performed on Alice's behalf executes on a host she trusts to hold the data. Alice aso
must be confident that the decision to perform the declassification, that is, the program
execution leading to the declassify, is performed correctly.

The program counter label summarizesthe information dependencies of the decision
to arrive at the corresponding program point. Thus, adeclassify operation using the
authority of a set of principals P introduces the integrity constraint: /(pc) C Ip where
Ipisthelabel {?:py,...,p,} for p; € P. This constraint says that each principa p
whose authority is needed to perform the declassification must trust that the program
has reached the declassify correctly.

Returning to the oblivious transfer example, we can now explain the need to use the
endorse operation. Alice sauthority isneeded for the declassification, but, as described
above, she must also be sure of the integrity of the program counter when the program
does the declassification. Omitting the endorse when testing n on line 12 would lower
the integrity of the program counter within the branches—Alice doesn’t trust that n was
computed correctly, as indicated by its (lack of an) integrity label on line 6. She must
add her endorsement to n, making explicit her agreement with Bob that she doesn’t need
to know n to enforce her security policy.

Using the static constraints just described, the splitter finds a set of possible hosts
for each field and statement. This process may yield many solutions, or none at all—for
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Val getField(HostID h, Obj o, FieldID f)

Val setField(HostID h, Obj o, FieldID f, Val v)
void forward(HostID h, FrameID f, VarID var, Val v)
void rgoto(HostID h, FrameID f, EntryPt e, Token t)
void lgoto(Token t)

Token sync(HostID h, FrameID f, EntryPt e, Token t)

Figure 8.3: Run-time interface

instance, if the program manipulates data too confidential for any known host. When
no solution exists, the splitter gives an error indicating which constraint is not satisfi-
able. We have found that the static program analysisis remarkably useful in identifying
problems with apparently secure programs. When more than one solution exists, the
splitter chooses hosts to optimize performance of the distributed system, as described in
Section 8.5.

8.3 Dynamic Enforcement

In the possible presence of bad hosts that can fabricate messages, run-time checks are
required to ensure security. For example, access to an object field on aremote host must
be authenticated to prevent illegal datatransfers from occurring. Thus, the information-
flow policy is enforced by a combination of static constraints (controlling how the pro-
gram is split) and dynamic checks to ensure that running program obeys the static con-
straints.

When a program is partitioned, the resulting partitions contain both ordinary code
to perform local computation and calls to a special run-time interface that supports host
communication. Figure 8.3 shows the interface to the distributed run-time system.?
There are three operations that transfer data between hosts: getField, setField, and
forward; and three operations that transfer control between hosts: rgoto, 1goto, and
sync. These operations define building blocksfor aprotocol that exchangesinformation
among the hosts running partitions.

The rgoto and 1goto control operations are primitive constructs for transferring
control from one program point to another that is located on a different host. In general
a program partition comprises a set of code fragments that offer entry points to which
rgoto and 1goto transfer control. These two kinds of goto operations are taken directly
from the work on \$ES in Chapter 4.

2Thisinterfaceis simplified for clarity; for instance, the actual implementation provides direct support
for array manipulation.
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The run-time interface describes all the ways that hosts can interact. To show that
bad hosts cannot violate the security assurance provided by the system, it is therefore
necessary to consider each of the run-time operationsin turn and determine what checks
are needed to enforce the assurance condition given in Section 7.1.

8.3.1 AccessControl

The simplest operations provided by therun-timeinterfacearegetField and setField,
which perform remote field reads and writes. Both operations take a handle to the re-
mote host, the object that contains the field, and an identifier for the field itself. The
setField operation also takes the value to be written.

These requests are dispatched by the run-time system to the appropriate host. Sup-
pose h, sends afield accessrequest to h,. Host i, must perform an access control check
to determine whether to satisfy the request or ssimply ignore it, while perhaps logging
any improper request for auditing purposes. A read request for afield f labeled L, is
legal only if C'(Lf) C Cp,, Which saysthat h, istrusted enough to hold the data stored in
f. Similarly, when h, triesto update afield labeled L, h, checksthe integrity constraint
In, C I(Ly), whichsaysthat the principalswhotrust f asotrust i;. Theserequirements
are the dynamic counterpart to those used for host selection (see Section 8.2.1).

Note that because field and host labels are known at compile time, an access control
list can be generated for each field, and thus label comparisons can be optimized into a
single lookup per request. There is no need to manipulate labels at run time.

8.3.2 Data Forwarding

Another difficulty with moving to a distributed setting is that the run-time system must
provide a mechanism to pass data between hosts without violating any of the confiden-
tiality policies attached to the data. The problemis most easily seen when there are three
hosts and the control flow h;, — [ — hs: execution starts on hq, transfersto [, and
then completes on hy. Hosts h; and hy must access confidential data d (and are trusted
to do so0), whereas [ is not alowed to see d. The question is how to make d securely
available to hy. Clearly it is not secure to transfer d in plaintext between the trusted
hostsvial.

There are essentially two solutionsto this problem: passd vial in encrypted form, or
forward d directly to h,. Jif/split implements the second solution. After hosts have been
assigned, the splitter infers statically where the data forwarding should occur, using a
standard definition-use dataflow analysis. The run-time interface provides an operation
forward that permits a local variable to be forwarded to a particular stack frame on
a remote host. The same mechanism is used to transmit a return value to a remote
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host. Data forwarding requires that the recipient validate the sender’s integrity, as with
setField.

8.3.3 Control Transfer Integrity

So far, Jif/split has not addressed concurrency, which isinherently aconcern for security
in distributed systems. While it would be possible to make use of the structured syn-
chronization mechanisms presented in Chapter 5, the Jif/split prototype was not been
designed to take advantage of concurrency in the source program—this is a limitation
inherited from Jif. Instead, Jif/split takes advantage of the single-threaded nature of the
source program by using simpler ordered linear continuations of Chapter refch:cps.

Consider a scenario with three hosts: 7, and hy have high integrity, and [ has rela-
tively lower integrity (that is, itsintegrity isnot equal to or greater than that of h; or hy).
Because the program has been partitioned into code fragments, each host is prepared to
accept control transfers at multiple entry points, each of which begins a different code
fragment. Some of the code fragments on h, and h, make use of the greater privilege
available due to higher integrity (e.g., the ability to declassify certain data).

Suppose the source program control flow indicates control transfer in the sequence
hi — | — ho. A potential attack is for [ to improperly invoke a privileged code
fragment residing on h,, therefore violating the behavior of the original program and
possibly corrupting or leaking some data. Hosts h; and h, can prevent these attacks by
simply denying [ the right to invoke entry points that correspond to privileged code, but
this strategy prevents h, from using its higher privileges after control has passed through
[—even if this control transfer was supposed to occur according to the source program.

The mechanismto prevent theseillegal control transfersisbased on astack discipline
for manipulating capabilities. Each capability represents a linear continuation, and the
stack keeps track of the ordering between them.

The intuition is that the block structure and sequential behavior of the source pro-
gram, which are embodied at run-time by the stack of activation records, induceasimilar
LIFO property on linear continuations (and the pcintegrity). The deeper the stack, the
more data the program counter depends on, and consequently, the lower its integrity.

In Jif, the correspondence between stack frames and linear continuations is not per-
fect because the pc label need not decrease in lock step with every stack frame. A single
stack frame may be used by a block of code that is partitioned across several hosts of
differing integrity, for example. To distinguish between the stack of activation records
(whose elements are represented by FrameID objects) and the stack of continuation to-
kens, the latter is called the ICS—integrity control stack. The ICS can be thought of as
an implementation of the linear context K used in the typechecking rules for ASES.

Informally, in the scenario above, the first control transfer (from h, to [) pushes a
capability (acontinuation) for return to h, onto the ICS, after which computationis more
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Figure 8.4: Control flow graph of the oblivious transfer program

restricted (and hence may reside on alesstrusted machine). The second control transfer
(from [ to hy) consumes the capability and pops it off the ICS, allowing h, to regain
its full privileges. The idea is that before transferring control to /, trusted machines
hy and hy agree that the only valid, privileged entry point between them is the one on
hs. Together, they generate a capability for the entry point that /; passesto [ on the
first control transfer. Host [ must present this capability before being granted access to
the more privileged code. Illegal attempts to transfer control from [ to h, or to h, are
rejected because h; and h, can validate the (unique) capability.

8.3.4 Example Control Flow Graph

Figure 8.3 shows the signatures for the three control transfer facilities: rgoto (for “reg-
ular” control transfers that do not affect the ICS), 1goto (for “linear” transfers—ICS
pops), and sync (for generating capabilities—I CS pushes; these correspond to 1etlin).
The continuation capabilities are represented as Token objects. In addition to the code
fragment to be jumped to (given by the EntryPt argument), control transfer is to a
specific stack frame (given by FrameID) on a particular host.

The next section describes in detail the operation of these mechanisms, but first it is
helpful to see an example of their use.
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Figure 8.4 shows the control-flow graph of a possible splitting of the oblivious trans-
fer example in a host environment that contains Alice’'s machine A, Bob’s machine B
and the partially trusted server, T' from Section 4.2. For completeness, the following
describes the unoptimized behavior; optimizations that affect the partitioning process
and run-time performance are discussed in Sections 8.5 and 8.6.

The figure shows only afragment of the main® method. Host 7" initially has control
and possesses a single capability t0, which is on top of the ICS. Bob's host is needed
to initialize n—his choice of Alice's two fields. Recall that {?:Bob} [Z {?:Alice},
which meansthat B isrelatively lesstrusted than T'. Before transferring control to B, T’
sync’sto a suitable return point (entry e2), which pushes a new capability, t1, onto the
ICS (hiding t0). The sync operation then returns this fresh capability token, t1, to el.

Next, T passes t1 to entry point e5 on B viargoto. There, Bob’'s host computes the
value of n and returns control to 7" via1goto, which requires the capability t1 to return
to a host with relatively higher integrity. Upon receiving this valid capability, 7' pops
t1, restoring t0 as the top of the ICS. If instead B maliciously attempts to invoke any
entry point on either 7" or A viargoto, the access control checks deny the operation.
The only valid way to transfer control back to 7" is by invoking 1goto with one-time
capability t1. Note that this prevents Bob from initiating a race to the assignment on
line 11 of the example, which might allow two of his transfer requests (one for m1 and
one for m2) to be granted and thus violate Alice’'s declassification policy.

Alice’'smachine must check the isAccessed field, so after B returns control, 7" next
syncs with the return point of transfer (the entry point e4), which again pushes new
token t2 onto the ICS. T then transfers control to e6 on A, passing t2. The entry point
e6 corresponds to the beginning of the transfer method.

Alice’'s machine performs the comparison, and either denies accessto Bob by return-
ing to e4 with 1goto using t2, or forwards the values of m1 and m2 to 7" and hands back
control viargoto to e3, passing the token t2. If Bob has not already made a request,
T is able to check n and assign the appropriate value of tmp1 and tmp2 to retval,
then jump to e4 viat2. Thefina block shows 7" exiting the program by invoking the
capability t0.

8.3.5 Control Transfer M echanisms

This section describes how rgoto, 1goto, and sync manipulate the ICS, which isitself
distributed among the hosts, and defines the dynamic checks that must occur to maintain
the desired integrity invariant. The implementation details given here are one way of
implementing the ordered synchronization handlers described in Chapters 5 and 7.

3The main method and constructors are omitted from Figure 8.2 to simplify the presentation; they
contain simple initialization code. This description also omits the details of FrameID objects, which are
unimportant for this example.
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Figure 8.5: Distributed implementation of the global stack

A capability token t is a tuple {h, f,e}x, containing a HostID, a FrameID, and
an EntryPt. It represents a linear continuation—or, equivalently, a synchronization
channel—that expects no arguments and whose body contains the code e. To prevent
forgery and ensure uniqueness, the tuple is appended to its hash with h’s private key and
anonce.

The global ICSisrepresented by acollection of local stacks, as shown in Figure 8.5.
Host /'slocal stack, sy, contains pairs of tokens (t, t’) as shown. Theintended invariant
is that when the top of h’s stack, top(sy), is(t,t’), then t is the token most recently
issued by h. Furthermore, the only valid 1goto request that 4 will serve must present
the capability t. The other token, t’, represents the capability for the next item on the
global stack; it is effectively a pointer to the tail of the global ICS.

To show that these distributed stacks enforce a global stack ordering on the capa-
bilities, the proof, given in Section 8.4, establishes a stronger invariant of the protocol
operations. Whenever control is transferred to low-integrity hosts, there is a unique re-
entry point on high-security hosts that permits high-integrity computation. This unique-
ness ensures that if a low-integrity host is bad, it can only jeopardize the security of
low-integrity computation.

The recipients of control transfer requests enforce the ordering protocol. Assume
the recipient is the host /, and the initiator of the request isi. The table in Figure 8.6
specifies h’s action for each type of request. The notation e( f, t) isalocal invocation of
the codeidentified by entry point e in stack frame f, passing the token t as an additional
argument.

This approach forces a stack discipline on the integrity of the control flow: rgoto
may be used to transfer control to an entry point that requires lesser or equal integrity;
lgoto may transfer control to a higher-integrity entry point—provided that the higher-
integrity host previously published a capability to that entry point. These capabilities
can be used at most once: upon receiving an 1goto request using the valid capability
t, h popsits local capability stack, thereby invalidating t for future uses. Callsto sync
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and 1goto thus come in pairs, with each 1goto consuming the capability produced by
the corresponding sync.

Just as the run-time system must dynamically prevent malicious hosts from improp-
erly accessing remote fields, it also must ensure that bad hosts cannot improperly invoke
remote code. Otherwise, malicious hosts could indirectly violate the integrity of data af-
fected by the code. Each entry point e has an associated dynamic access control label I,
that regulates the integrity of machines that may remotely invoke e. The receiver of an
rgoto or sync request checksthe integrity of the requesting host against I. as shownin
Figure8.6. Thelabel I. isgivenby ([],cp()L.) M1 1p, where D(e) isthe set of variables
and fields written to by the code in e and Ip is the integrity label of the principals, P,
whose authority is needed to perform any declassificationsin e.

The trandlation phase described in the next section inserts control transfers into the
source program. To prevent confidentiality and integrity policies from being violated
by the communications of the transfer mechanisms themselves, there are constraints on
where rgoto and sync may be added.

Suppose a source program entry point e is assigned to host 7, but doing so requires
inserting an rgoto or sync to another entry point ¢’ on host /. The necessary constraints
are:

C(PC) E Ch L E Lo I E Lo

The first inequality says that i cannot leak information to i by performing this opera-
tion. The second inequality says that host 7 has enough integrity to request this control
transfer. This constraint implies that the dynamic integrity checks performed by h are
guaranteed to succeed for this legal transfer—the dynamic checks are there to catch
malicious machines, not well-behaved ones. Finally, the third constraint says that the
code of the entry point e itself has enough integrity to transfer the control to ¢’. Further-
more, because sync passes a capability to A, it requires the additional constraint that
I, T I(pc), which limits the damage i can do by invoking the capability too early, thus
bypassing the intervening computation.

These enforcement mechanisms do not attempt to prevent denia of service attacks,
as such attacks do not affect confidentiality or integrity. These measures are sufficient to
prevent abad low-integrity host from launching race-condition attacks against the higher
integrity ones. hosts process requests sequentially, and each capability offers one-shot
access to the higher integrity hosts.

While our restrictive stack-based control transfer mechanism is sufficient to provide
the security property of Section 7.1, it is not necessary; there exist secure systems that
lie outside the behaviors expressible by the ICS. However, following the stack discipline
is sufficient to express many interesting protocols that move the thread of control from
trusted hosts to untrusted hosts and back. Moreover, the splitter determines when a
source program can obey the stack ordering and generates the protocol automatically.
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Request for h Description h’s Action
rgoto(h, f,e,t) Transferscontrol to the entry if (I; C I.) {
point e in frame f on the host e(f,t)
h. Host i’s current capability } else ignore

t ispassed to h.
1goto () Pops h’slocal control stack if (top(sp) = (t,t)) {
where after verifying the capability pop(sy);
(t = {h, f,e},) U control movesto entry e(f,t);

point e in frame f on host A, } else ignore

restoring privileges.

sync(h, f,e,t)  Host h checksi'sintegrity; if if (I; C I.) {

sufficient, i returnsto i a new nt ={h, f,e}r,;
capability (nt) for entry point push(sy, (nt, t));
e inframe f. send(h);(f,nt);

} else ignore

Figure 8.6: Host /’s reaction to transfer requests from host ¢

8.4 Proof of Protocol Correctness

This section proves that the control-transfer protocols generated by Jif/split protect the
integrity of the program counter. The purpose of these protocols is to ensure that at
any point in time, the set of (relatively) low-integrity hosts has access to at most one
capability that grants access to high-integrity (more privileged) code. This prevents the
low-integrity hosts from having a choice about how privileges are restored to the com-
putation, which means that they cannot inappropriately invoke declassifications that re-
side on more trusted machines. Thus, untrusted hosts can jeopardize only low-integrity
computation—the control behavior of the high-integrity parts of the split code is the
same as in the original, single-host source program. The Stack Integrity Theorem, de-
scribed below, proves that the distributed systems generated by Jif/split satisfy this se-
curity invariant.

To arrive at this result, we need to first model the behavior of the system at an
appropriate level of detail. There are two parts to this model: First, Jif/split statically
produces code fragments to distribute among the hosts. These code fragments obey
static constraints imposed by the compiler and splitter, but they also have a run-time
effect on the behavior of the system—for instance, a code fragment may terminatein a
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control transfer to adifferent host. Second, the run-time system of each host manipulates
stacks of capability tokensthat are used for dynamic checking. The combination of static
constraints on the partitions created by the splitter and dynamic checks performed by the
run-time system protects the control-transfer integrity.

84.1 Hosts

Let H be aset of known hosts {h4, ..., h,}. We assume that each host % has an as-
sociated integrity label I,. Fix an integrity label ¢, used to define the relative trust
levels between hosts. Let H; = {h | I, C :} be the set of good hosts, and let
Hp = {h | I Z .} bethe set of bad hosts. For example, with respect to a single
principal, p, we might choose : = {?:p}. Inthiscase, H isthe set of hosts trusted by
p and Hp isthe set of hosts not trusted by p. Notethat H; U Hg = H. Throughout this
section, we call objects with label Z . bad and objects with label C « good. 4

We assume that good hosts follow the protocols and that bad hosts might not. In
particular, bad hosts may attempt to duplicate or otherwise misuse the capability tokens;
they may also generate spurious messages that contain tokens previously seen by any
bad host.

The run-time system provided also ensures that good hosts execute requests atomi-
cally. Inparticular, ahost h that is executing the sequential code fragment corresponding
to an entry point e;, will not be executing code for any other entry point e}, on h. This
assumption justifies the state-transition approach described bel ow, because we show that
the local processing on each host, if performed atomically, preserves aglobal invariant.

One subtle point is that despite the distinction between good and bad hosts, not all
low-integrity computation takes place at bad hosts. Intuitively, running low-integrity
computation on high-integrity hostsis allowed because the integrity constraintsinferred
for the source program are lower bounds on the integrity required by the hosts. It is
therefore safe to use a more secure host than necessary. Consequently, high-integrity
hosts may accept requests to run low-integrity parts of the program from bad hosts. In
general, several good hosts may be executing concurrently—perhaps because they are
responding to low-integrity requests generated by bad hosts. However, the intended
effect is that such concurrency does not affect high-integrity computation. The Stack
Integrity Theorem establishes that high-integrity computation is still single-threaded,
despite this possible concurrency introduced by bad hosts.

“4Recall that in the integrity lattice, labels representing more integrity are lower in the C order.
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8.4.2 Modeling Code Partitions

To capture the static constraints on the behavior of good hosts, we define the notion of an
entry point: an entry point e is the name of a code partition generated by the splitter—it
can bethought of asaremote reference to asingle-threaded piece of program that resides
entirely on one host. An entry point names a program point to which control may be
transferred from a remote host. Each entry point e has an associated integrity label I
as described in Section 8.3. Note that a low-integrity entry point may be located at a
high-integrity machine. Let F be the set of entry points generated by a given program,
and let F;, be the set of entry points located on host 5.

Because our proof is concerned with the control transfers between hosts, we can
ignore the details of the sequential code named by an entry point. Consequently, an
entry point e on agood host & € H can be thought of asafunction that takes aframe f
and atoken ¢ and produces an action, whichisapair (h, r) of the host 4 and an operation
request r, in one of the following forms:

1. e(f,t) = (h,rgoto(h/, f',€',t)): Host h transfers control to entry ¢/ on A’ in
frame f’.

2. e(f,t) = (h,sync(R/, f',€,t)): Host h requests a sync with entry ¢’ on h’ and
frame f’; h blocks until it receives areply.

3. e(f,t) = (h,1lgoto(t)): Host h transfers control to entry ¢’ on i’ in frame f’ if
= {h/7 fla e/}kh/ .

The recipient, or destination host of an action is the host 2’ in the requests described
above. If r isarequest, the notation dest (r) indicates the destination host.

The metavariable ¢ indicates a capability token, which is a tuple {A, f, e}, con-
sisting of a host identifier, a frame identifier, and an entry point identifier. To prevent
forgery and ensure uniqueness of such tokens, the tupleis appended to its hash with i’s
private key and anonce. Thus atoken of this form can be generated only by host /, but
its validity can be checked by any host with ~’s public key. (In the text below, we use
t,t', u,u, €tc., to range over tokens.)

The sync operation isthe only control transfer mechanism that involves an exchange
of messages between hosts. (Both rgoto and 1goto unconditionally transfer control to
the recipient.) Because the initiator (host % in the above description) of a sync request
expects the recipient (h’) to respond with a freshly generated token, i blocks until it
gets h'’s reply. For the purposes of analysis, we treat h’'s behavior after issuing a sync
request to /' as an entry point send(h');, on h to which 4’ may return control. The
integrity of the entry point send(h'),, isthe integrity I. of the entry point containing the
sync operation.
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Just like any other entry point, send(%);, is afunction that takes a frame and token
and returns an action. In the case that /' is aso a good host, and hence follows the
appropriate protocol, A’ will generate afresh token ¢’ and return control to /4 causing the
entry point send(h’),(f, ") to be invoked.

For exampl e, the code fragment below, located on ahost &, includes two entry points,
e and send(h')

e: X = x+1;
Z = X-2;
sync(h/, f' €', t);
sendh), . y =y +2;
rgoto(h”, f//, 6”, t/) :

These entry points are modeled as functions

e(f,t) = sync(h', f',€,t)

and
send(h')n(f,t") = rgoto(h”, [, " 1)

When e isinvoked, the local computations are performed and then host ~ sends a sync
request to »’/, causing i’ to block (waiting for the response to be sent by 7’ to the entry
point send(h'),).

Note that this description of entry pointsisvalid only for good hosts—bad hosts may
do anything they like with the tokens they receive. For good hosts, the code generated
by our splitter satisfies the above abstract specification by construction. For instance, the
splitter always terminates the thread of control on a host by inserting asingle rgoto or
an 1goto—the splitter never generates several control transfersin arow from the same
host (which would cause multiple remote hosts to start executing concurrently). As
discussed in Section 8.3, the splitter also follows some constraints about where rgoto
and sync can be inserted. In order for host £ to perform an rgoto or sync at an entry
point e to entry point ¢’ on host /’, the following static constraint must be satisfied:
I, UI. C I,. The sync operation requires an additiona constraint I, T I(pc),
which limits the damage /' can do by invoking the capability too early, bypassing the
intervening computation. Since we assume good hosts are not compromised, syncs or
rgotosissued by good hosts satisfy these label inequalities.

8.4.3 Modeling the Run-time Behavior

To capture the dynamic behavior of the hosts, we need to model the state manipulated
by the run-time system. Let 7' be the set of all possible tokens. For the purposes of
this proof, we assume that a host may generate a fresh, unforgeable token not yet used
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anywherein the system. In practice, thisis accomplished by using nonces. Therun-time
system’slocal state on a host £ includes atoken stack, which isalist of pairs of tokens

(tl,tll) : (tg,té) N (tn>t;1)
Stacks grow to the left, so pushing anew pair (to, t;) onto this stack yields:
(to,tg) : (tl,tll) : (tg,té) el (tn,t%)

Because only good hosts are trusted to follow the protocol, only good hosts necessar-
ily have token stacks. For each h € Hg we write s, for the local token stack associated
with the good host h.

Let s, be the stack (¢4,t)) : ... : (t,,t,). We use the notation top(s,) to denote
the top of the stack s;,: the pair (¢1,t}). If s, isempty (that is, n = 0), then top(sy,) is
undefined. For the pair (¢,t'), let fst(t,t') = t bethefirst projection and snd(¢, ') = ' be
the second projection. We overload the meaning of fst and snd to include entire stacks:
fst(sp) = {t1,ta,... , tuy @ndsnd(sy) = {t},t5, ...t }.

When a good host 7 receives a request from initiator ¢, h reacts to the message
according to the table in Figure 8.6. (We can’t say anything about what a bad host does
upon receiving a message, except observe that the bad host may gain access to new
tokens.) The pop and push operations manipulate ~’s local stack.

Notethat 4 will react to algoto request only if thetoken used to generate the request
ison top of itslocal stack. The point of our protocol is to protect against any bad host
(or set of bad hosts) causing more than one these “ active tokens” to be used at time.

The global state of the system at any point in time is captured by a configuration,
whichisatuple (s, R, Tgr). Here, s isthe mapping from good hoststo their local stacks,
R isapredicate on £ indicating which entry points are running, and 7r C 7' isthe set
of tokens released to bad hosts or generated by them. The intention isthat 7z contains
all tokens that have been passed to the bad hosts or to low integrity entry points before
reaching this system configuration during the computation.

Asaways, we cannot assume anything about what code a bad host isrunning. Thus,
we use the predicate R only for those entry points located on good hosts. The notation
Rle — z] for x € {t,f} stands for the predicate on entry points that agrees with R
everywhere except e, for which R[e — z](e) = x.

The behavior of a Jif/split system can now be seen as a labeled transition systemin
which the states are system configurations and the transitions are actions. The notation

(h,r) / / /
(s, R, Tr) — (s, R, T})
indicates that the left configuration transitions via the action (h,r) to yield the right
configuration. The effects of the transition on the configuration depend on the action.



181

For example, a successful 1goto request will cause agood host 4 to pop itslocal token
stack. Thus, for that transition sj, = pop(s;,). Other effects, such as passing atoken to a
bad host, relate Tz and T7,. The proof casesin Section 8.4.5 describe the effects of each
transition.

Not every transition sequence is possible—some are ruled out by the static con-
straints, while some are ruled out by the dynamic checks of good hosts. Thus, we must
make some further modeling assumptions about the valid transition systems.

e If, during a computation, the configuration S transitions to a configuration .S’
via an action performed by a good host, then that action is actually the result of
evaluating an entry point on that host:

(s, R, Te) " (s, R\, TYAR € He = 3e € By, ft . (e(f, 1) = (h,r))AR(e)

o If theinitiator of an action is a bad host or an entry point in £z, then any tokens
appearing in the action are available to the bad hosts (they are in the set T%R).

e Communication between bad hosts does not change the rel evant parts of the global
state:
(s, R, Tg) &) (s', R, Tp) N h€ Hg N dest(r) € Hg
=
(s=¢,R=R Tr =1Tp)

8.4.4 Thestack integrity invariant

This section defines the stack integrity invariant, which will establish the correctness
of control-transfer protocol. First, we define some useful notation for describing the
relevant properties of the system configurations.

Eachtokent = {h, f, e}, generated by agood host /. corresponds to the entry point
e. Because tokens are hashed with a private key, it is possible to distinguish tokens gen-
erated by good hosts from tokens generated by bad hosts. For any token ¢, let creator(t)
be the host that signed the token (in this case, host /). Using these pieces of information,
we can define the integrity level of atoken as:

I I. h=creator(t) € Hg
"7\ 1, h=creator(t) € Hp

Define a good token to be any token ¢ for which I; C .. Let Ti; be the set of al good
tokensand Tz = T \ T be the set of bad tokens.

Just as we have partitioned hosts and tokens into good and bad sets, we define good
entry points and bad entry points. The set of low integrity entry points can be defined
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aSFEqg ={e|ee EANI. L.} Correspondingly, let Ep = E \ E¢ be the set of
high-integrity entry points.

Recall from Section 8.3 that the local stacks are intended to simulate a global in-
tegrity control stack (ICS) that corresponds to the program counter of the source pro-
gram. Due to the presence of bad hosts, which may request sync operations with low-
integrity entry points located at good hosts, the global structure described by the com-
position of the local stacks may not be a stack. To see why, consider a bad host that
obtains agood token ¢ and then uses the good token in sync requeststo bad entry points
on two different good hosts, h; and h,. The resulting configuration of local stacks con-
tanss,, = ...: (t,t)and s, = ... : (t2,t). Thusthe global ICSisn't a stack, but a
directed, acyclic graph. However, the crucia part of the invariant is that the globa ICS
is a stack with respect to good tokens.

The key to defining the invariant isto relax the notion of “ stack” with respect to bad
tokens. Observe that the global structure onT" induced by the local stacksis captured by
the directed graph whose nodes are tokens in 7" and whose edges are given by {(¢,¢') |
dh € Hg.(t,t') € sp}. If this structure truly described a stack there would be a single
component:

t1—>t2—>...tn_1—>tn

with no other edges present. (Here ¢, isthe bottom of the stack.) Instead, we show that
the graph looks like:

B—>t1—>t2—>...tn_1—>tn

where B isan arbitrary dag whose nodes are only bad tokens and ¢, through ¢,, are good
tokens.

We formalize the * B’ part of the graph by observing that the edges in B and the
ones between B and t; originate from abad token. Because the good hosts' local stacks
change during a run of the system, it is convenient to define some notation that lets
us talk about this property in a given configuration. Let S be a system configuration,
(s, R, Tr). Défine:

t<st' & JheHg(t,t)esy, NteTlp

Therelation t < ¢’ saysthat the bad token ¢ appears immediately before the token
t" in the graph above. Its trangitive closure t <% t' says that there are bad tokens w;
through u,, such that

t—u — ... —u, —t

appears as part of the |CS—these bad tokens are a subgraph of the dag B. Note that ¢’
may be either agood or a bad token. Property (iv) of the invariant (see below) says that
there is at most one good token reachable through the relation <—that is, at most one
good token can be a successor of B, the bad portion of the ICS.
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If we conservatively assume that all bad tokens are available to the bad hosts, then
t <% t' saysthat the bad hosts can “get to” the token ¢’ by doing an appropriate series of
lgoto operations (each of which will pop at; off the ICS).

We next define some auxiliary concepts needed to state the stack invariant:

TOkS = {t | dh € Hat € fSt(Sh)}
Toks(h) = fst(s,) whenever h € Hg
Actives(t) < te Toks A3t € Tr.(t =1t)V (¥ <% 1)

Theset Toky isjust the set of tokens appearing in theleft part of any good host’slocal
stack—this is a set of tokens for which some good host might grant an 1goto request
(it is conservative because it includes al the left-hand-side tokens of the stack, not just
the top of the stack). The set Tokgs(h) istherestriction of Tokg to a particular good host
h. Toks(h) is exactly the set of tokens issued by £ that have not been consumed by
avalid 1goto request. Finally, the predicate Actives(t) determines the subset of Toks
“reachable” from the tokens available to bad hosts.

Definition 8.4.1 A configuration S satisfies the Sack Integrity Invariant (S1) if and
only if:

(i) Vt,t' € Tg.Actives(t) N Actives(t') =t =t/
Uniqueness of exposed, good tokens.
(i) Jde € Eg. R(e) = —3t € T;. Actives(t)
When good code has control, there are no good, active tokens.
(iii) Ve,e' € Eg. R(e) NR(e/) = e=¢
Good codeis single threaded.
(V) Vi1, 1), to, 15, (T <5 1)) A (t2 <5 t5) A (T, 15 € Tg) =t =1
Unique good successor token.
(V) Vhl, he € Hg. hy 7é hy = TOkS(hl) N TOks(h,Q) = 0.
No two good hosts generate identical tokens.
(Vi) Yh € Hg. sp, = (t1,t)) : ... (tn,t,) = t; through ¢,, are pairwise distinct.

Stack Integrity Theorem If S isa configuration satisfying the SI and S transitions to
S’, then S’ satisfies the SI1.

Note that condition (i) of the SII implies that if ¢ is a good token on the top of
some good host’s local stack and ¢ has been handed out as a capability to the bad hosts
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(t € Tg), thent isunique—there are no other such capabilities avail able to the bad hosts.
Because only good hosts can create such tokens, and they do so only by following the
source program’s control flow, the bad hosts cannot subvert the control-flow of high-
integrity computation.

8.4.5 Proof of the stack integrity theorem

Suppose S = (s, R, Tx) isaconfiguration satisfying the Stack Integrity Invariant (Sl1).
To show that our system preservesthe Sl1, we reason by caseson all the possible actions
in the system. In other words, we want to show that after any possible action, the result-
ing system configuration S’ = (s', R', T},) still satisfies SlI. Note that, by assumption,
any communication between bad hosts does not change the state of the configuration, so
we may safely eliminate those cases. We first make a few observations:

1. If & = s then invariants (iv), (v), and (vi) hold trivially because they depend only
on the state of the local stacks.

2. If & = sand T, = Tg then Activess = Actives and invariant (i) is satisfied
trivially.

3. Changing the running predicate of abad entry point does not affect invariants (ii)
or (iii)—changing the running predicate on good entries, or changing Actives may
affect (ii) and (iii).

Casel. S trangitionsvia (hy, rgoto(hs, fo,€2,1)).

(a) hi € Hg, hy € Hg, and Ihl Z 162.
In this case, because h, isagood host, the dynamic check on rgoto prevents
the system configuration from changing. Thus S’ = S, and the invariant is
immediate.

(b) hi € Hg, hy € Hg, and ]h1 C 162.

Because h; € Hp, we have I, IZ « and thus I, IZ (. Consequently, e; €
Ep. ThusTy, =Tr U {t} =T, R = Rley — t], and s’ = s. Observations
1, 2, and 3 show that all of the invariants but (ii) hold for S’. Invariant (ii)
follows from the fact that Actives, = Actives and the fact that invariant (ii)
holdsin S.

(C) hi € HG andhg € Hp.
By the modeling assumptions, there existsan e; € Ej, such that

e1(f1,t) = (hi,rgoto(ha, fa, €2,t))
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for some f; and, furthermore, R(e;) holds. In the new configuration, 77, =
TrU{t}, R = Rle; — f],and s’ = s. Observation 1 shows that invariants
(iv), (v) and (vi) hold trivially because s = s. Note that we also have
<5=<-

If e, € Epthent € Tx, S0 T}, = Tk and observations 2 and 3 imply that .S’
satisfies the Sl1.

Otherwise e; € E; and by invariant (iii) of state S no other good entry
points are running. Thus, in S’ we have Ve € E¢.—R(e) and it follows that
invariants (ii) and (iii) hold in S”. Now we must show that invariant (i) holds.
Consider an arbitrary good token u € T¢;. Because T, = T U {t} we have

Actives/(u) < u € Tokg A Ju' € Th.(u=u")V (v <% u)
& ue Toks NI € TRU{t}.(u =)V (v <% u)
& [teToks A (u=tVit=<%iu)VActives(u)

By invariant (ii) of configuration S, we have u € Ty = —Actives(u)
and so u € Ti A Actives:(u) impliest € Toks A (u = t Vit <% u). If
t € T then by the definition of <% we have —-3Ju.t <% u and consequently
u € Tg N Actives: (u) = u = t, from which invariant (i) follows immedi-
ately. Otherwise, ¢ € T and we have that uy,us € Tg A Actives (uy) A
Actives (ug) = t <% up At <% us, but now invariant (iv) of configuration
S impliesthat u; = uy asneeded. Thusinvariant (i) holdsin S’

h, € Hg and hy, € Hg and I, z I,.
By the modeling assumptions, there existsan e; € £}, such that

el(fl, t) = (hl, rgoto(hg, fg, €9, t))

for some frame f; and, furthermore, R(e;) holds. After the transition, we
have R = R[e; — f£], and, due to the run-time check performed by h.,
we aso have T}, = Tk, and s = s. Invariants (i), (iv), (v) and (vi) follow
immediately from observations 1 and 2. If e; € E then invariants (ii) and
(iii) are a direct consequence of the assumption that they hold in S’. To
see that (ii) and (iii) hold when e; € E, note that because R(e;) we have
Ve € Eg.R(e) = e = e; (from invariant (iii)). Because R’ agrees with R
everywhere but ey, (iii) holds of R’ too. The same reasoning shows that (ii)
holds.

hi € Hsand hy € Hsand I, C I.,.
By the modeling assumptions, there existsan e; € Ej,, such that

e1(f1,t) = (hi,rgoto(ha, fa,€2,t))
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for some frame f; and, furthermore, R(e;) holds. After the transition, we
have

R/ = R[61 — f][eg — t]

and s’ = s. Thislatter fact and observation 1 implies that invariants (iv), (v),
and (vi) hold in S’. Note also that <%, =<%.

If e; € Ep, the modeling assumption tellsusthat 7, = Tr U {t} = Tg
because t € T. Note that because h; isagood host, the static constraint on
rgoto impliesthat I., C I.,, whichin turnimpliesthat I., Z ¢ and thus
ey € Epg. Invariants (i), (ii), and (iii) follow immediately from observations
2 and 3, plusthe fact that R’ agrees with R on all good entry points.

Otherwise, e; € Eg. If e; € Eg thenTy, = Ty because t is not passed
to a bad entry point. Consequently, Actives; = Actives and invariant (i)
follows immediately. Because R(e;) A e; € Eg, invariant (iii) of S implies
that no other good entry points are running in predicate R. Thus, because
R' = Rley — f][ey — t] itistrivial to show that R'(e) Ae € Eg = e = ey,
as required. Furthermore, R(e;) impliesthat -3t € T . Actives(t) and so
invariant (ii) holds in configuration S’ too.

Thelast caseiswhene; € E; and e; € Ep, but this case follows exactly as
in the last paragraph of case I(c).

Casell. Stransitionsvia (hi, 1goto(t)) wheret = {h, fo, e}y, -

(@ h € Hp, hy € Hg and top(sp,) # (L,1').

In this case, because h, isagood host, the dynamic check on 1goto prevents the
system configuration from changing. Thus S’ = S, and theinvariant isimmediate.

(b) hy € Hp, hy € Hg and top(sp,,) = (t,t") for some token ¢'.

Note that ¢ € Toks, and by the modeling assumption, ¢ € T and, consequently,
we have Actives(t). Because hy pops its local stack, invariants (v) and (vi) of
configuration S imply that Tokg: (hy) = Toks(hs) \ {t} and thus Toks: = Toks \
{t}. Also note that because of the stack pop <%, C <, which implies that SIi(iv)
holdsin configurations S’. Invariants (v) and (vi) hold in S’ directly because they
hold in S. There are two final casesto consider:

1. teTlg
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It follows that e; € Eg, and thus T, = Tg. Furthermore, R' = Rles +— t].
We now show that Actives (u) = Actives(u):

Actives/(u) < u € Tokg AN € T (u=u")V (v <% u)
& ue (Toks \{t}) NI € Tr.(u=1u")V (v <% u)
= wue€ Toks N € Tr.(u=1")V (v <5 u)
< Actives(u)

We show that in S’ it is the case that Vu € T.—Actives (u), from which
invariants (i) and (ii) follow directly. Suppose for the sake of contradiction
that Actives (u) for someu € T. Then, by the implication above, we have
Actives(u). Recall that Actives(t), and so by invariant (ii) of the configura-
tion S, we have u = t. But, Actives:(u) = u € Tokss = Toks \ {t}, which
impliesthat « # ¢, acontradiction.

Lastly, we must show that SlI(iii) holds in configuration S’. We know that
R'(e3) = t. Suppose e € Eg and assume e # e;. We must show that
-R'(e). But, R'(e) = Rles — t](e) = R(e). Recalling once more that
Actives(t) At € Tg, the contrapositive of SlI(ii) for configuration .S implies
that —R(e) as desired.
2.teTg

It follows that e; € Ep, and thus T, = Tx U {t'}. Furthermore, R’ =
Rle; — t] and we immediately obtain invariant (iii) via observation 3. First
note that ¢t <¢ ¢’ because (¢,t') € s;,, and, consequently, if ¢’ € T we have
t <tuANu#t =t <5 uforany u. We need this fact to derive the
implication marked x below:

Actives:(u) < u € Tokg A Fu' € Th.(u=1u") VvV (v <% u)
& ue(Toks\{t}) NI e TRU{t'}.(u =)V (v <% u)
x* = ue€ Toks A((u=1t)V I e€Th(u=1u)V W <% u)
& (ue Toks ANu=1t")V Actives(u)

If t' € Toks, then by definition, we have Actives(t'); otherwise in the left
conjunct abovewehave (u € Toks Au =t ANt' € Toks) = £. Thus, in either
case, the expression above reducesto Actives(u) and we have Actives (u) =
Actives(u). Invariant (i) in S’ follows directly from invariant (i) of .S; simi-
larly because R’ agrees with R on good entry points, invariant (ii) in .S’ fol-
lows directly from invariant (ii) of S.

(C) h, € Hg and h, € Hg, and tOp(ShQ) 7& (t,t/).
By the modeling assumptions, there exists an e; € E},, such that

e1(fi,1) = (h1,1goto(t))
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for some f; and, furthermore, R(e;) holds. Because h; € Hg, we have R =
Rle; — £], but the static checks performed by good host £, imply that s = s and
Ty, = Trg. Invariant (ii) follows from the factsthat R'(e) = R(e) and Actives, =
Actives. Therest of the invariants follow directly from observations 1,2,and 3.

hy € Hg and hy € Hg, and top(sy,) = (t,t).
By the modeling assumptions, there existsan e; € E},, such that

e1(f1,t) = (h1,1goto(t))

for some f; and, furthermore, R(e;) holds. Because h; € Hg, we have R’ =
Rle; — f][es — t]. Note that invariants (iv), (v) and (vi) for S’ follow directly
from the same invariants of S; popping s, impliesthat <%, C<%.

If e; € Eg thent € Tk and we use the same reasoning asin Case I1.(b).
Otherwise, e; € E¢. Notethat invariant (ii) of configuration S impliesthat —3u €
T Actives(u) and invariant (iii) impliesthat e € Eg A R(e) = e = e;.

1 telg.
Inthiscase, e; € Eg. Wefirst show that invariant (iii) holdsin S’. We know
that R'(es) = t, solet e € E¢ be given. We must show that R'(e) = e = es.
Suppose for the sake of contradiction that R'(e) and e # e, then

R'(e) = R[e; — £][ea — t](e) = Rle; — f](e) A R'(e) = e # €1

But this contradicts invariant (iii) of configuration S which says that e €
Ec N R(e) N R(e1) = e = e;. Weconclude that e = e, as desired.

Next, we show that Actives (u) = Actives:

Actives/(u) < u e Tokg A € Th.(u=u")V (v <% u)
& we (Toks \ {t}) N € Tr.(u=1u)V (v <% u)
= wue€ Toks N € Tr.(u=1u")V (v <% u)
& Actives(u)

From this implication and the fact that R(e;) holds, we use invariant (ii) to
conclude that =3¢ € T.Actives: (t). Consequently, S’ satisfies invariants (i)
and (ii) as required.

2. teTp.
Inthiscase, e; € Ep and it follows that e; # e;. We show that there are no
good, running entry pointsin S’: Let e € E be given. We immediately have
that e # e,. If e = eq, then asrequired:

R'(e) = Rle; — f][ex — t](e) = Re; — f](e) = £.



189

Assuming e # e; we have R'(e) = R(e), and by invariant (iii) of configura-
tion S it followsthat R(e) = £. Thus, invariants (ii) and (iii) of configurations
S’ hold trivialy.

To show invariant (i), notethat 77, = T U {t'}.

Actives/(u) < u e Tokg AN € Th.(u=u")V (v <% u)
& ue Toks \{t} NI € TRU{t'}.(u=1u")V (v <% u)
= wue€ Toks A ((u=1t)V (<% u)
VI € Tr(u=1u)V(u <% u))
= (ue Toks A ((u=1t)V (' <% u))) Vv Actives(u)

Let u,u’ € Ty be given and suppose Actives: (u) A Actives:/(u’). Note that
invariant (ii) of configuration S impliesthat —3u € T.Actives(u), thus we
have Actives/(u) = (u € Toks A (u = t') vV (' <% w)) and similarly,
Actives/(u') = (v € Toks A (u' = t') V (t' <% u')). Suppose u = t'.
Then ¢’ € T, and from the definition of <%, it follows that —(¢' <%, )
which implies that ' = ¢’ = w as required. Otherwise, we have t' <%, u,
which means that ¢ € T and it follows that ¢ <%, «'. But this implies
t' <cu Nt <5 u, soby invariant (iv) of configuration S, we have u = «'.

(e) hi € HG and hy € Hp.
By the modeling assumptions, there existsan e; € £}, such that

er(f1,t) = (hy, 1goto(t))

for some f; and, furthermore, R(e;) holds. Because h; € Hg, we have R’ =
Rle, — f]. Because host hy, € Hg wehave s’ = s and T}, = Tx. Invariant (ii)
followsfrom thefactsthat R'(e) = R(e) and Actives: = Actives. Therest of the
invariants follow directly from observations 1,2,and 3.

Caselll. S trangitionsvia (hy, sync(ha, fa2, €9, t)).

(a) h, € Hg and hy, € Hg and I, z I,.
In this case, because h, isagood host, the dynamic check on rgoto prevents the
system configuration from changing. Thus.S’ = .S, and theinvariant isimmediate.
(b) hy e Hgand hy, € Hzand I, C I.,.
Because hy, € Hg, we have sj, = sy, @ (t',t) wheret' = {hQ,fz,eg}khQ isa
fresh token. Invariants (v) and (vi) hold in S’ because they hold in S and ¢ is
fresh. Furthermore, because I, C I., A hy € Hp it followsthat I., IZ ¢, and

consequently ¢ € Ts. R’ = R because no good host begins running after this
transition; invariant (iii) follows directly.
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We next show that invariant (iv) is met. Observe that <g=<g U{(#,¢)}. In
particular, -3u.u <g t' and so we have

u<gu e (u<Gu)Vu=t'Nt <5u)

Let uy, u), ug, uy begiven and suppose that (u; <% u)) A (ug <% uh) A (u), ub €
T¢:). From the definition of <%, we obtain:

[(ug <5 uy) V(up =t At <5uy)] A [(ug <5 uy) V (ug =t At <5 uh)]

But for each of the four possible alternatives described above, invariant (iv) of
configuration S implies that v} = ), as needed. For example, if (u; <% u)) A
(t <% uh) then instantiating (iv) with 1 = wy,t] = u}, s = t,t, = u} yields
u) = u,. Theother casesare similar.

Next we show that invariants (i) and (ii) are maintained. First, notethat 77, = TrU
{t'} because h, sendsthe fresh token to /. Also observethat Toks: = ToksU{t'}
because h, has pushed (¢, t) onto its local stack. We use the fact that t € T in
the derivation marked x below:

Actives/(u) < u e Tokg AJu' € Th.(u=1u')V (u <% u)
& ue Toks U{t'} AT € TRU{t'}.(u =) vV (W <% u)
S ue ToksU{t'} AT € TRU{t'}.(u=1)
V(' <5uV (v =t ANt <5 u))
* o ueToks U{t'} NI e TpRU{t'}.(u="1u)V (<% u)
S ueToksU{t'} A (u=t VI €Tg.(u=u")V (v <%u))

< u =tV Actives(u)
Note that, because t' € Ty, we have Actives/(u) A v € Te = Actives(u).
Consequently, invariants (i) and (ii) hold in S’ because they hold in S.
h, € Hzand hy € Hp.
By the modeling assumptions, there existsan e; € E},, such that

€1<f1, t) = (hl, sync(hg, fg, €9, t))

for some frame f;. Furthermore, R(e;) holds. After this transition, s’ = s, and
T}, = Tr U {t} becauset has been passed to a bad host. Observation 1 shows that
invariants (iv), (v) and (vi) hold immediately. The new running predicateis:

R' = R[e; — f][send(hz)p, — x]

Where = can be either t or £, depending on whether the bad host £, replieswith a
token to h,. However, because h, isagood host, the static constraints on inserting
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sync’s imply that I, C I(pc). But then, because h, € Hp, it follows that
I, Z v = I(pc) (£ . Furthermore, because the integrity label on the send(hs),
entry pointisjust I (pc), wehavethat send(h,),, € Eg. Thus, whether send(hs)p,
is running does not affect invariants (ii) and (iii).

Next we calculate the predicate Actives, recaling that T, = Tg U {t}:

Actives (u) < u e Toke A3 € Th.(u=1u")V (v <% u)
& ue Toks NI € TRUAt}.(u=1u")V (uv <% u)
& (ueToks A (u=tVt<5u))V Actives(u)

1 e € Eg.
In this case, because R(e;) holdsin configuration S, invariant (ii) tells us that
whenu € T; and Actives (u) itisthecasethat (u € ToksA(u = tVt <% u)).
To show that invariant (i) holds in S’, suppose u,u’ € Tg A Actives (u) A
Actives (u'). Then we have

[ue Toks AN(u=tVt<cu)] A [u € Toks A (v =tVi=<gu)

Now supposet € 1. Then by definition —3¢'.¢ <% t', so the above condition
on v and v’ becomesu, u’ € Toks Au =1t Au' =t asrequired. Otherwise, if
t € Tp,itfollowsthat u # t and v’ # t and we havet <5 v and t <% «'. But
then invariant (iv) of configuration S impliesthat © = «' in this case as well.

To show that invariants (ii) and (iii) hold, we prove that =3¢ € Eg.R/(e).
Suppose for contradiction that there was such an e. By the definition of R/, we
concludethat e # ey, but then R'(e) = R(e). From the modeling assumption,
we have R(e;), and yet invariant (iii) of configuration S impliesthat ¢ = ey,
acontradiction.
2. ¢ € Ep.
In this case, the modeling assumption tellsusthat ¢t € Ty, so T}, = Tx. This
fact immediately yields that Actives; = Actives, and observations 2 and 3,
imply (i) and (iii) hold in S’. Invariant (ii) in S” aso follows directly from
invariant (i) in S.
(d) h, € Hg and h, € Hg and I, z I,.
Thiscaseisidentical to 1.(d).

(e) h, € Hg and ho € Hg and I, C I.,.
By the modeling assumptions, there existsan e; € E},, such that

e1(f1,t) = (h1,sync(hs, f2,€2,1))
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for some frame f; and, furthermore, R(e;) holds. Because h, € H, we have
Shy = Sny ¢ (t';1) Wheret’ = {hs, f2, ea}y,, isafresh token. Invariants (v) and
(vi) hold in S’ because they hold in S and ¢’ isfresh. After the transition, we have

R' = Rley — f][send(ha)p, — t]

1l e, € Eg
Inthiscase, t' € T¢. Itfollowsthat —3u.t’ < u, and consequently <%, =<,
from which we conclude that invariant (iv) holds in S’. Because hy € Hg
the static constraints on sync guarantee that I.,, C I.,, which implies that
e; € Fq.

If send(hy)n, € Eq then T}, = Tx. We now show that Ve € Eq.R'(e) =
e = send(hy)p,, from which we may immediately derive that invariant (iii)
holdsin S’. Let ¢ € E¢ be given and suppose for the sake of contradiction
that R'(e) A e # send(hy),,. From the definition of R’ we have R'(e) =
Rle; — f](e), and because R'(e) holds, we havethat e # e;. Thus R'(e) =
R(e). But now invariant (iii) and the assumption that R(e;) holdsin S imply
that e = ey, acontradiction. Notethat 7, = Tp A s = s = Actives =
Actives. Invariants (i) and (ii) follow directly from the fact that they hold in
configuration S.

Otherwise, send(hy),, € Ep and Ty, = Tr U {t'}. Wefirst show that Ve €
Eq.—R/(e), from which invariants (ii) and (iii) follow immediately. Let e €
E¢ be given. We know that e # send(h; ), because send(h,);, € Ep; thus
from the definition of R’ we obtain R'(¢) = Rle; +— f](e). If e = e we
are done. So we have that e; # e. Now, however, R(e) A (e € Eg) implies
via invariant (iii) of configuration S that e = e;, a contradiction. Thus we
concludethat —R(e) as desired.

It remains to show that invariant (i) holdsin S’, so we calculate the predicate
Actives:,. The step marked x below usesthe fact that ¢’ € T; (which, from the
definition of <g impliesthat =3Ju.t’ <%, w):

Actives/(u) < u e Toke AU € Th.(u' =u) V (v <% u)
& uwe Toks U{t'} AT € TRU{t'}.(v/ = u) V (v <% u)
* & ueToks U{t'} AN[(u=t)V I € Tg.(u =u)V
(o =5 w)
= (u=1)V Actives(u)

Observe that invariant (ii) of configuration S implies that there does not exist
u € Tg such that Actives(u). Thus, Actives:(u) Au € Tg = u = t/, and
invariant (i) of configuration S’ follows directly.
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2. ep € Ep
In this case, t' € Tz. We use exactly the same reasoning as in Case |11(b).
to prove that invariant (iv) holds. Note that because h; € Hg, the static
constraints on sync imply that e; € E¢ < send(h)n, € Eg.

In the case that e; € E'g, wereason asin Case I11(b). to show that invariants
(1), (i), and (iii) hold.

The last possibility is that e; € E;. Here, we have Ty, = Ty because t'
has not been passed to a bad entry point. Thus we can calculate Actives: as
follows:

Actives (u) u € Toke A € Th(u=1u)V (u <% u)
ue Toks U{t'} AT € Tr.(u=1u')
Vi =t ANt <5 u) V' <E ul
* & ueToks NI € Tr(u=u)Vu <5u
& Actives(u)

=
=

In the reasoning above, the step marked « uses the fact that
t' g Tp AN —=TFu " <5t

Invariant (i) follows directly from the fact that (i) holds in configuration S
and the equivalence of Actives: and Actives. To see that (ii) holds, note that
R(e;) = —3t € Tg.Actives(t), but this implies -3t € T .Activey(t) as
required. To establish invariant (iii), let e € E be given and suppose R(e).
We show that e = send(h),,. Suppose by way of contradiction that e
send(hy)n,. Then from the definition of R’ we have R/(e) = Re; — £](e).
By assumption R'(e) = t and it follows that e # e;. But now R'(e) = R(e)
and invariant (iii) showsthat e = e;, acontradiction.

85 Trandation

Given a program and host configuration, the splitting trandlation is responsible for as-
signing a host to each field and statement. The Jif/split compiler takes as input the
annotated source program and a description of the known hosts. It produces as output
a set of Javafilesthat yield the final split program when compiled against the run-time
interface. There are several steps to this process.

In addition to the usual typechecking performed by an ordinary Java compiler, the
Jif/split front end collects security label information from the annotations in the pro-
gram, performing label inference when annotations are omitted. This process resultsin
a set of label constraints that capture the information flows within the program. Next,
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the compiler computes a set of possible hosts for each statement and field, subject to
the security constraints described in Section 8.2. If no host can be found for afield or
statement, the splitter conservatively rejects the program as being insecure.

There may also be many valid host assignments for each field or statement, in which
case performance drives the host selection process. The splitter uses dynamic program-
ming to synthesize a good solution by attempting to minimize the number of remote
control transfers and field accesses, two operations that dominate run-time overhead.
The algorithm works on a weighted control-flow graph of the program; the weight on
an edge represents an approximation to the run-time cost of traversing that edge.

This approach also has the advantage that principals may indicate a preference for
their data to stay on one of severally equally trusted machines (perhaps for performance
reasons) by specifying a lower cost for the preferred machine. For example, to obtain
the example partition shown in Figure 8.4, Alice aso specifies a preference for her
datato reside on host A, causing fieldsm1, m2, and isAccessed to be located on host
A. Without the preference declaration, the optimizer determines that fewer network
communications are needed if these fields are located at 7" instead. This alternative
assignment is secure because Alice trusts the server equally to her own machine.

After host selection, the splitter inserts the proper callsto the runtime, subject to the
constraints described in Section 8.3. An 1goto must be inserted exactly once on every
control flow path out of the corresponding sync, and the sync—1goto pairs must be
well nested to guarantee the stack discipline of the resulting communication protocol.
The splitter also uses standard dataflow analysis techniques to infer where to introduce
the appropriate data forwarding.

Finally, the splitter produces Java files that contain the final program fragments.
Each source Jif class C trandates to a set of classes C$Host;, one for each known host
h; € H. In addition to the trandated code fragments, each such class contains the
information used by the runtime system for remote references to other classes. The
tranglation of afield includes accessor methods that, in addition to the usual get and set
operations, also perform access control checks (which are statically known, as discussed
in Section 8.2). In addition, each source method is represented by one frame class per
host. These frame classes correspond to the FrameID arguments needed by the runtime
system of Figure 8.3; they encapsulate the part of the source method’s activation record
visibleto ahost.

8.6 Implementation

We have implemented the splitter and the necessary run-time support for executing par-
titioned programs. Jif/split was written in Java as a 7400-line extension to the existing
Jif compiler. The run-time support library is a 1700-line Java program. Communica-
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tion between hosts is encrypted using SSL (the Java Secure Socket Extension (JSSE)
library®, version 1.0.2). To prevent forging, tokens for entry points are hashed using the
MD5 implementation from the Cryptix library, version 3.2.0.5

To evaluate the impact of our design, we implemented several small, distributed pro-
grams using the splitter. Because we are using a new programming methodology that
enforces relatively strong security policies, direct comparison with the performance of
other distributed systems was difficult; our primary concern was security, not perfor-
mance. Nevertheless, the results are encouraging.

8.6.1 Benchmarks

We have implemented a number of programsin this system. The following four are split
across two or more hosts:

e List comparestwo identical 100 element linked lists that must be located on dif-
ferent hosts because of confidentiality. A third host traverses the lists.

e OT isthe oblivious transfer program described earlier in this chapter. One hun-
dred transfers are performed.

e Tax simulates atax preparation service. A client’strading records are stored on a
stockbroker’s machine. The client’s bank account is stored at a bank’s machine.
Taxes are computed by atax preparer on athird host. The principals have distinct
confidentiality concerns, and declassify isused twice.

e Work isacompute-intensive program that uses two hosts that communicate rela-
tively little.

Writing these programs requires adding security policies (labels) to some type dec-
larations from the equivalent single-machine Java program. These annotations are 11—
25% of the source text, which is not surprising because the programs contain complex
security interactions and little real computation.

8.6.2 Experimental Setup

Each subprogram of the split program was assigned to a different physical machine.
Experiments were run on a set of three 1.4 GHz Pentium 4 PCs with 1GB RAM run-
ning Windows 2000. Each machine is connected to a 100 Mbit/second Ethernet by a
3Com 3C920 controller. Round-trip ping times between the machines average about

Shttp://java.sun.com/products/jsse/
Shttp://www.cryptix.org/products/cryptix31/
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Table 8.1: Benchmark measurements

| Metric | List | OT | Tax | Work || OT-h | Tax-h |
| Lines | 110 50| 285| 45| 175[ 400 ]
| Elapsedtime(sec) || 051 | 0.33 | 058 | 0.49 | 0.28] 0.27 |

Total messages 1608 | 1002 | 1200 | 600 | 800 | 800
forward (x2) 400 | 101 | 300 ol - -
getField (x2) 2| 100 0 ol - -
lgoto 402 | 200 0| 300 - -
rgoto 402 | 400 | 600 | 300 - -
Eliminated (x2) 402 | 600 | 400| 300 - -

310 ps. ThisLAN setting offers a worst-case scenario for our analysis—the overheads
introduced by our security measures are relatively more costly than in an Internet set-
ting. Even for our local network, network communication dominates performance. All
benchmark programs were run using SSL, which added more overhead: the median
application-to-application round-trip time was at least 640 us for anull JavaRMI 7 call
over SSL.

All benchmarks were compiled with version 1.3.0 of the Sun javac compiler, and
runwith version 1.3.0 of the JavaHotSpot Client VM. Compilation and dynamic-linking
overhead is not included in the times reported.

8.6.3 Reaults

For al four benchmarks, we measured both running times and total message counts
so that performance may be estimated for other network configurations. The first row
of Table 8.1 gives the length of each program in lines of code. The second row gives
the median elapsed wall-clock time for each program over 100 trial runs. The follow-
ing rows give total message counts and a breakdown of counts by type (forward and
getField cals require two messages). The last row shows the number of forward
messages eliminated by piggybacking optimizations described bel ow.

For performance evaluation, we used Java RMI to write reference implementations
of the Tax and OT programs and then compared them with our automatically generated
programs. These results are shown in the columns OT-h and Tax-h of Table 8.1. Writ-
ing the reference implementation securely and efficiently required some insight that we
obtained from examining the corresponding partitioned code. For example, in the OT
example running on the usual three-host configuration, the code that executes on Alice's

"http://java.sun.com/products/jdk/rmi/
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machine should be placed in a critical section to prevent Bob from using a race condi-
tion to stea both hidden values. The partitioned code automatically prevents the race
condition.

The hand-coded implementation of OT ran in 0.28 seconds; the automatically par-
titioned program ran in 0.33 seconds, a slowdown of 1.17. The hand-coded version of
Tax aso ran in 0.27 seconds; the partitioned program ran in 0.58 seconds, a slowdown
of 2.17. The greater number of messages sent by the partitioned programs explains most
of this slowdown. Other sources of added overhead turn out to be small:

e Inefficient trandation of local code
¢ Run-time checks for incoming requests
e MDS5 hashing to prevent forging and replaying of tokens

The prototype Jif/split compiler attempts only simple optimizations for the code
generated for local use by a single host. The resulting Java programs are likely to have
convoluted control flow that arises as an artifact of our trandation algorithm—the in-
termediate representation of the splitter resembles low-level assembly code more than
Java. This mismatch introduces overheads that the hand-coded programs do not incur.
The overhead could be avoided if Jif/split generated Java bytecode output directly; how-
ever, we leave thisto future work.

Run-time costs also arise from checking incoming requests and securely hashing
tokens. These costs are relatively small: The cost of checking incoming messages is
less than 6% of execution time for all four example programs. The cost of token hash-
ing accounted for approximately 15% of execution time across the four benchmarks.
Both of these numbers scale with the number of messages in the system. For programs
with more substantial local computations, we would expect these overheads to be less
significant.

For a WAN environment, the useful point of comparison between the hand-coded
and partitioned programs is the total number of messages sent between hosts. Interest-
ingly, the partitioned Tax and OT programs need fewer messages for control transfers
than the hand-coded versions. The hand-coded versions of OT and Tax each require
400 RMI invocations. Because RMI calls use two messages, one for invocation and
one for return, these programs send 800 messages. While the total messages needed for
the Jif/split versions of OT and Tax are 1002 and 1200, respectively, only 600 of these
messages in each case arerelated to control transfers; therest are dataforwards. Theim-
provement over RMI is possible because the rgoto and 1goto operations provide more
expressive control flow than procedure calls. In particular, an RMI call must return to
the calling host, even if the caller immediately makes another remote invocation to a
third host. By contrast, an rgoto or 1goto may jump directly to the third host. Thus,
in a WAN environment, the partitioned programs are likely to execute more quickly
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than the hand-coded program because control transfers should account for most of the
execution time.

8.6.4 Optimizations

Several simple optimizations improve system performance:
e Callsto the same host do not go through the network.
e Hashes are not computed for tokens used locally to a host.

e Multiple data forwards to the same recipient are combined into a single message
and aso piggybacked on 1goto and rgoto calls when possible. As seenin Ta-
ble 8.1, this reduces forward messages by more than 50% (the last row is the
number of round trips eliminated).

A number of further simple optimizations are likely to be effective. For example,
much of the performance difference between the reference implementation of OT and
the partitioned implementation arises from the server’s ability to fetch the two fieldsm1
and m2 in asingle request. This optimization (combining getField requests) could be
performed automatically by the splitter as well.

Currently, forward operations that are not piggybacked with control transfers re-
quire an acknowledgment to ensure that all data is forwarded before control reaches
aremote host. It is possible to eliminate the race condition that necessitates this syn-
chronous data forwarding. Because the splitter knows statically what forwards are ex-
pected at every entry point, the generated code can block until all forwarded data has
been received. Datatransfers that are not piggybacked can then be donein parallel with
control transfers. However, this optimization has not been implemented.

8.7 Trusted Computing Base

An important question for any purported security technigue isthe size and complexity of
the trusted computing base (TCB). All else being equal, a distributed execution platform
suffersfrom alarger TCB than a corresponding single-host execution platform becauseit
incorporates more hardware and software. On the other hand, the architecture described
here may increase the participants confidence that trustworthy hosts are being used to
protect their confidentiality.

What does a principal p who participates in a collaborative program using this sys-
tem have to trust? The declaration signed by p indicates to what degree p trusts the
various hosts. By including a declaration of trust for a host 4 in the declaration, p must
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trust the hardware of 7 itself, the h’s operating system, and the splitter run-time support,
which (in the prototype implementation) implicitly includes Java's.

Currently, the Jif/split compiler is also trusted. Ongoing research based on certified
compilation [MWCG98] or proof-carrying code [Nec97] might be used to remove the
compiler from the TCB and instead allow the bytecode itself to be verified [JVM95].

Another obvious question about the trusted computing base is to what degree the
partitioning process itself must be trusted. It is clearly important that the subprograms
aprogram is split into are generated under the same assumptions regarding the trust re-
lationships among principals and hosts. Otherwise, the security of principal p might be
violated by sending code from different partitioningsto hoststrusted by p. A simpleway
to avoid this problem isto compute a one-way hash of all the splitter’sinputs—trust dec-
larations and program text—and to embed this hash value into all messages exchanged
by subprograms. During execution, incoming messages are checked to ensure that they
come from the same version of the program.

A related issue is where to partition the program. It is necessary that the host that
generates the program partition that executes on host / be trusted to protect all data that
h protects during execution. That is, the partitioning host could be permitted to servein
place of i during execution. A natural choiceisthus/ itself: each participating host can
independently partition the program, generating its own subprogram to execute. That the
hosts have partitioned the same program under the same assumptions can be validated
using the hashing scheme described in the previous paragraph. Thus, the partitioning
process itself can be decentralized yet secure.

8.8 Related Work

Besides the work on information flow already discussed in this thesis, the primary area
of research related to secure program partitioning is support for transparently distributed
computation.

A number of systems (such as Amoeba and Sprite [DOKT91]) automatically re-
distribute computation across a distributed system to improve performance, though not
security. Various transparently distributed programming languages have been devel-
oped aswell; agood early example is Emerald [JLHB88]. Modern distributed interface
languages such as CORBA [COR91] or Java RMI do not enforce end-to-end security
policies.

Jif and secure program partitioning are complementary to current initiatives for pri-
vacy protection on the Internet. For example, the recent Platform for Privacy Prefer-
ences (P3P) [p3p] provides a uniform system for specifying users confidentiality poli-
cies. Security-typed languages such as Jif could be used for the implementation of a
P3P-compliant web site, providing the enforcement mechanisms for the P3P palicy.



Chapter 9

Conclusions

This chapter summarizes the contributions of this thesis and ends with some potential
future directions.

9.1 Summary

Thisthesis has focused on the theory of various security-typed languages, in which pro-
grammers can specify security policies about the data being used in the program. Static
program analysis can detect inconsistencies in the policy, revealing where insecurity
might arise.

Onevalue of security-typed programming languagesisthat by formalizing theinfor-
mation-flow problem at a particular level of abstraction it ispossibleto rule out acertain
class of information leaks. Moreover, the abstractions used in the language definition
suggest where additional security measures may be needed: for instance, the operat-
ing system access control mechanisms could perhaps be used to enforce the assumed
partitioning of memory into high- and low-security portions.

Security-typed languages also can potentially enforce a richer set of security poli-
cies than traditionally provided by discretionary access control mechanisms. Because
the policy descriptions are incorporated into programs, security policy creation becomes
a matter of programming. Security policies that release secret data only in certain cir-
cumstances are easy to express, whereas with traditional access control mechanisms, it
isdifficult to conditionally release information.

This thesis extends the existing work on security-typed languages in a number of
ways. It establishes a noninterference result for a higher-order language with structured
memory. It also gives an expressive type system for noninterference in a concurrent
programming language. These results highlight the importance of determinism and the
closely related notion of linearity in information-flow security. Finally, it considers the

200
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additional constraints necessary to remove the assumption that all secure computation
takes place on asingle, trusted computer.

This thesis also presents Jif/split, a prototype compiler for protection of confiden-
tial data in a distributed computing environment with heterogeneously trusted hosts.
Security policy annotations specified in the source program alow the splitter to parti-
tion the code across the network by extracting a suitable communication protocol. The
resulting distributed system satisfies the confidentiality policies of principals involved
without violating their trust in available hosts. Jif/split aso enforces integrity policies,
which is needed because of the interaction between integrity and confidentiality in the
presence of declassification. The Jif/split prototype demonstrates the feasibility of this
architecture. The experience with ssmple example programs has shown the benefits of
expressing security policies explicitly in the programming language, particularly with
respect to catching subtle bugs.

The prototype implementation of Jif/split benefited from the theoretical work on
security-typed languages in several ways. First, that the security types could guide
an automatic partitioning process became clear only after seeing how much additional
structure they add to a program. Second, the proofs of noninterference for LS led
directly to the discovery of errors and inconsistencies in the implementation of similar
rulesinthe Jif compiler. Third, and most important, theinsights about the role of ordered
linear continuations used in ASES had direct impact on the design of the control-transfer
mechanisms used in the Jif/split run time.

Building the prototype splitter also led to many observations about information secu-
rity in adistributed setting. In particular, the Jif/split implementation revealed that Jif's
original rule for declassification was insufficient in a distributed setting. The Jif/split
prototype also validates the premise that security-typed programs can help programmers
find subtle security flawsin their software

9.2 FutureWork

Thework in thisthesis and the Jif/split prototype have yielded some insight into the dif-
ficulties of building distributed systems with strong end-to-end information-flow guar-
antees, but thereis still much room for improvement.

This thesis has focused on one aspect of security: protecting information security.
Other aspects, such as reliability and auditing of transactions, also play a role in the
security of distributed computations, and they should not be neglected.

Of course security and performance are often at odds, and the same is true here.
Jif/split assumes that the security of the datais more important than the performance of
the system. However, encoding the security policy in the programming language makes
this trade-off more explicit: if the performance of a program under a certain security
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policy isunsatisfactory, it is possible to relax the policy (for instance, by declaring more
trust in certain hosts, or by reducing the restrictions imposed by the label annotations).
Under a relaxed policy, the compiler may be able to find a solution with acceptable
performance—the relaxed security policy spells out what security has been lost for per-
formance. The prototype alows some control over performance by alowing the user
to specify relative costs of communication between hosts. The host assignment tries to
find a minimum cost solution, but other constraints could be added—for example, the
ability to specify a particular host for a given field.

One serious drawback of the security-typed language approach is that the security
policy is decided upon either by the language designer, or the implementer of the pro-
gram in question. This means that the consumer of the software is not able to change or
specify the policy. This standsin contrast with, for example, the security automaton ap-
proach of Erlingsson and Schneider [ES99] in which security policies are applied by the
user. However, there is no reason why both techniques cannot be used simultaneously—
perhaps to great benefit on each side.

Redlistic policies do not fal into the ssmple noninterference-like models of infor-
mation-flow security. Programs that involve declassification are potentially dangerous,
and understanding exactly what policy is enforced by a program that uses declassifi-
cation is not aways easy. Robust declassification and the authority model improve
over previous language-based approaches, but there is still not an appropriate theoretical
model for properly reasoning about declassification.

Finally, experience with larger and more realistic programs will be necessary to
determine the real benefits and drawbacks to security-typed languages.

Collaborative computations carried out among users, businesses, and networked in-
formation systems continue to increase in complexity, yet there are currently no satis-
factory methods for determining whether the end-to-end behavior of these computations
respect the security needs of the participants. The work described inthisthesisisanovel
approach that is a useful step towards solving this essential security problem.
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