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Abstract

Securitypropertiesbasedon informationflow, such as
noninterference, provide strong guaranteesthat confiden-
tiality is maintained.However, programsoftenneedto leak
someamountof confidentialinformationin order to serve
their intendedpurpose, and thus violate noninterference.
Real systemsthat control information flow often include
mechanismsfor downgradingor declassifyinginformation;
however, declassificationcaneasilyresultin theunexpected
releaseof confidentialinformation.

This paper introducesa formal model of information
flow in systemsthat include intentional information leaks
and showshow to characterizewhat information leaks.
Further, wedefinea notionof robustnessfor systemsthatin-
cludeinformationleaksintroducedbydeclassification.Ro-
bustsystemshavethepropertythat an attacker is unableto
exploit declassificationchannelsto obtain more confiden-
tial informationthanwasintendedto bereleased.We show
that all systemssatisfyinga noninterference-like property
arerobust; for othersystems,robustnessinvolvesa nontriv-
ial interactionbetweenconfidentialityandintegrity proper-
ties.Weexpectthismodelto providenew toolsfor thechar-
acterizationof informationflow propertiesin the presence
of intentionalinformationleaks.

1 Intr oduction

Informationflow control hasfor sometime offeredthe
promiseof a higher-level approachto maintainingthecon-
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fidentialityandintegrity of data.Policiesfor theflow of in-
formation,suchasnoninterference[8], have theadvantage
over accesscontrol policies in that they can conveniently
expressprecise,system-widerestrictionsontheflow of sen-
sitive data. The useof informationflow controlshasbeen
only partially successful,however. Enforcementmecha-
nismshave oftenbeenoverly restrictive, preventinguseful
systemsfrom beingbuilt. An evengreaterdifficulty is that
realsystemsoftendo leaksomeamountof confidentialin-
formation,by intention. For example,evena programthat
checkspasswordsleaksa small amountof information(in
aninformation-theoreticsense)abouttheactualpasswords,
whenqueriedwith anincorrectpassword.

To accommodateprogramsthat leakinformationby de-
sign, informationflow controlsoften includesomenotion
of declassifyinginformation (downgrading the sensitivity
labelson thedata).Becausetheuseof declassificationmay
violateinformationflow policies,its invocationis limited to
appropriatelytrustedsubjects.Onedifficulty with theaddi-
tion of a declassificationmechanismis decidingwhenthe
declassificationis appropriate.Oncea channelis addedto
the systemalongwhich sensitivity labelsaredowngraded,
thereis thepotentialfor thechannelto beabusedto release
sensitive informationotherthanthatintended.

For example, considera subroutinethat checkspass-
words. If a userhasaccessto anothersubroutinethat al-
lows the user’s own password to be modified freely, this
pairof routinescanbeusedto laundersensitivedataonebit
at a time, asfollows. A sensitive booleanvalueis encoded
in the password that the userassignshimself; this valueis
thenlaunderedby checkingwhethertheuser’s password is
one of the encodings. Thus, the declassificationneeded
in order to reducethe sensitivity labelson the password
checker’s result—sothat it can function as intended—can
beexploitedto leakotherinformationaswell.

In somesystemsfor information flow control, suchas
the decentralizedlabel model [16], labelscanbe assigned
to thesesubroutinesto preventthisexploitationof declassi-
fication. However, theunderlyingproblemstill exists: how



todeterminewhendeclassificationis notbeingexploited.In
thispaper, weexplorethis issue,developingaformalmodel
for identifying what informationis actuallyleakedby pro-
gramsthatcontainintentionalinformationleaks,undervar-
iousassumptionsabouttheabilitiespossessedby attackers
whoareattemptingto stealconfidentialdata.

We considertwo kindsof attackers:First, therearepas-
sive attackerswho areableto imperfectlyobserve thestate
of acomputationalsystemasit evolves:someaspectsof the
systemstateareobservable,andothersarenot. Givensuch
a system,we cancharacterizewhat informationpassive at-
tackersmaybeableto learnthroughobservationalone.Sec-
ond,we consideractive attackerswho areablenot only to
observe the behavior of the systembut also to modify it.
Our formal model is sufficiently generalthat it can cap-
turebothchangesto thedatausedby theprogramandalso
changesto the executionof the program. Active attackers
areof interestbecausewe wish to build intrusion-tolerant
systems.By modelingactiveattackersformally, wecande-
terminewhatconfidentialityguaranteescanbeofferedin a
partiallycompromisedsystem,andrelatethedegreeof sys-
temintrusionto boundson theinformationleaked.

Themajor contribution of this paperis thedefinitionof
whena computationalsystemis robust with respectto an
active attacker. Given a systemthat containssomeinten-
tional flows of confidentialinformation, the systemis ro-
bust with respectto a classof active attackers if theseat-
tackerscanlearnnomoreabouttheconfidentialinformation
throughactive attacksthanthey canthroughpassive obser-
vation.Equivalently, asystemis robustif theintentionalin-
formationleaksthatit containscannotbeexploitedthrough
active attackto learn more than was intended. In accor-
dancewith this intuition, weareableto provethata system
containingno information leaksis also robust. By giving
examplesof robustandnonrobustsystems,we demonstrate
thatrobustnessis anuseful,nontrivial propertyof computa-
tional systemsthat resultsfrom an interactionbetweenthe
confidentialityandintegrity propertiesof thesystem.

The rest of the paperis structuredas follows. In Sec-
tion 2, we introducea formal modelfor thecomputational
system.We definea simplesecuritypropertythatcaptures
possibilistic information flow within the system,and for-
mally describea passive attacker. Section3 illustratesthe
systemmodelusingthe password-launderingexample. In
Section4, themodelof anactive attacker is developed;ro-
bust declassificationis thendefinedandsomeof its more
interestingpropertiesareshown to hold. In Section5, we
concludewith somediscussionaboutthe relatedwork, the
benefitsof thesemodels,andpossiblefutureapplications.

2 SystemModel

A system �������
	���� consistsof a setof states,� , and
a transitionrelation ��������� . We use ��	�����	���� , etc.,
to rangeover the elementsof � , andwe write ����� � if
the pair ����	�� � � is in the relation � . We further assume
that the relation � is reflexive: for each �� !� we have�"�#� . If �%$&�'���
	��"$(� and ��)*�+���
	��,)-� aresystems
over thesamesetof states,wewrite �.$./0��) for thesystem���
	1� $ /2� ) � .

A trace 3 of a system � is any finite sequence�54,�� $ �6� ) �87-797:�6�<;>= $ where ?"@�A . If 3 is a trace,we
write 3CBEDGF for the D�H�I statein thetrace.For any state� in � ,
we usethenotation J5K�L9M�B��NF for thesetof tracesstartingat� . Thesetof all tracesof � is denotedby J5K�LOB��NF :

JOK�L<BP�NFRQ1SUT� VMXWZY J5K�L9M�BP�NF

Thesetof tracesfor thesystem� is completelydetermined
by its relation � .

Following previouswork on state-basedmodelsof com-
putation [2], we write 3\[]3 � if the trace 3 is stutter-
equivalentto 3 � . In what follows,we considertracesequal
up to stuttering,but we will be explicit about using [ -
equivalencewhereit makestheexpositionclearer. We also
extendtheuseof [ to setsof traces.If ^ and ^ � aresetsof
traces,then ^_[!^ � whenever they containthesametraces
modulo [ , formally:

Ba`:30 b^c7ed>3 �  b^ � 7f3g[h3 � FCijBk`�3 �  0^ � 7ld>3m m^c7f3*[h3 � F
Note that identifying tracesup to stutter-equivalenceis

compatiblewith our assumptionthat therelation � is re-
flexivebecauseextra “null” transitions�n�o� canbeelim-
inatedfrom the trace. If 3p qJ5K�L5B��NF and 3r[s3 � then3 �  tJOKuL5BP�vF .

We also use the notation [ to meanstutteringequiv-
alenceof sequencesfrom an arbitrary set w ; that is ifx 	�y" hw{z we write x [|y whenever x and y arestutter-
ing equivalent.

2.1 Viewsof a System

A view of the system � is an equivalencerelation }
on � . An equivalencerelationcorrespondsto anability to
distinguishdifferentstatesof the system� ; the moredis-
tinctionsmadeby the relation } , the more information is
known about � . Views correspondto securitydomainsor
clearancelevelsbecausethey describea portionof thestate
accessibleto anobserver.

For example, considerthe set of states � consisting
of pairs ��~C	u�P� , where ~ rangesover somehigh-security
data and � rangesover low-security data. An observer



with low-securityaccess(only permittedto seethe � com-
ponent)can seethat the states �����X�5�<�l�������O�Z�X�:	��X� and���O���5�������X�5�<�l�<	��X� aredifferent(because������ ), but will
beunableto distinguishthestates���Z�>�5�<�l�������>�Z�>��	���� and���O���5�������X�5�<�l�<	u��� . Thus,with respectto this view ( } ):

�P���>�5�5�l���Z���O�Z�>�:	u����}��P�>���<�����Z�>�5�<�l�5	��X��P���>�5�5�l���Z���O�Z�>�:	u�����}��P�>���<�����Z�>�5�<�l�5	��>�
The universalrelation,which we write }�� , relatesev-

ery stateto every otherstate. It correspondsto having no
knowledgeof thestateof thesystem.Conversely, theiden-
tity relation,givenby }�� , correspondsto perfectinforma-
tion aboutthe stateof the system: any two statescan be
distinguished.If } is a view of � , we write � �:�a� for the
equivalenceclassof thestate� with respectto } .

Let �cB��RF be the set of all views of the system. This
set forms a completelattice in which the equivalencere-
lation }�� is lessthan the equivalencerelation }�� (writ-
ten } �_� � } � ) whenever } � �r} � assets.Underthis
ordering, } � is the top of the lattice and }�� is the bot-
tom element. The lattice join operation, ¡ � , is given by
intersectingtherelations,andthemeetoperation,¢ � , is the
transitiveclosureof theunionof thetwo relations.Wewrite}���£¤�g}�� whenever }�� � �b}�� and }��h��¥}�� .

Higher elementsin the lattice representmore informa-
tion aboutthestateof thesystem,lower elementsrepresent
lessinformation.Two elementsmaybeincomparable,and,
in general,�cB��RF is not distributive. SeeLandauerandRed-
mond[9] for a moredetaileddescriptionof this latticeand
its relationto unwindingconditionsfor noninterference.

2.2 The Security Property ¦v§gB�}&F
Theordering � � yields a way of comparinghow much

informationis declassifiedby a system� relative to some
initial informationaboutthe system.The view relation }
describesa passive attacker, a principal able to observe
the systemand deduceinformation aboutthe state. Sys-
temsthatpreserve a view } aresaidto satisfythesecurity
predicate¦v§gB�}&F ; intuitively a systemsatisfies¦N§gB�}&F if
anobserverwith informationgivenby } cannotlearnany-
thing by watchingthe systemrun. We now formalizethis
intuition.

Given a trace 3¨ ©J5K�L5B��NF , the } -view of 3 , written3�ªC} , is simplythesequenceof equivalenceclassesof states
in 3 :

`�D� �f« 7-7971¬®9¯�BE3<F��X7OBE3�ªC}&F(B�DGFv��� 3CBEDGF°� �
The intuition behind 3�ªC} is thata passive attacker who is
able to distinguishstatesonly up to } will seethe trace3 generatedby the systemasthe sequenceof equivalence
classes.An observation of system� with respecttostarting
state� andview } , written ±c²1³9M�B��´	�}&F is givenby:

±c²(³9M�BP�´	1}µF Q1S®T� � 3�ªC}·¶¸3m hJ5K�L-M�BP�NF1�
±c²1³9M�B��´	�}&F is the setof all possiblesequencesof equiva-
lenceclassesunder } thatmight beobservedby watching
thesystemwhenever it startsin state� .

Thefunctionthatmaps� to ±c²(³ M BP�´	1}&F inducesanother
equivalencerelation,written �¹�º}�� , on � . This relationcan
be thoughtof as the informationthat might be learnedby
watching � throughthe view } : two statesareequivalent
only if thepossibletracesleadingfrom thesestatesarein-
distinguishableunder } . To say that a system � induces
thisobservational equivalence �¹� }�� with respectto } , we
define:

`���	�� �  »�
7O�P��	�� � �R n�¹� }��¼
±¹²(³ M BP��	�}&Fv[r±c²(³ Ml½ B��´	�}&F

We characterizeoursecuritypredicate,��¾¿B�}µF , in terms
of theinformationlattice �cB��RF by simply requiringthatthe
inducedobservationalequivalencecorrespondsto no more
informationthanwasoriginally known.

Definition 2.1( } -SecureSystem) A system � is secure
with respectto passiveattacker } if and only if all } -
equivalentstatesare observationallyequivalent.Formally:�¹�º}�� � � } . Whenever � satisfiesthis propertywewrite:

�"¶ �h¦N§gB�}&F
Thispredicatetriesto capturetheideathatthereis no (pos-
sibilistic) informationflow to anobserverwith view } . Any
two } -equivalentstates� and � � mustgenerateequivalent
observationswhenthesystemis run. Unfolding thedefini-
tion of ��¶ �h¦N§gB�}&F yieldstheequivalentstatement:

�"¶ �h¦N§gB�}&F¼
`���	u� �  »�
7l�m}�� �:À ±c²(³-M�BP�´	1}µF¤[r±c²1³fM ½ BP��	�}&F

Or, in termsof thetracesof thesystem:

�"¶ �h¦N§gB�}&F¼
`���	�� �  Á�
7 �m}�� �:À `�3b tJ5K�L9M�B��NF17d>3 �  ¥J5K�L(M ½ BP�vF17OBE3�ªC}&F2[8BE3 � ª.}µF

We now make a few observations about our security
predicateandits interactionwith ournotionof view.

First, note that an observer can only gain information
by watchingthe systemrun; informationis not lost or de-
stroyedby watchingthesystem.

Proposition2.1 For anysystem� andview } it is thecase
that } � �g�¹�º}�� .



One consequenceof this monotonicity property is that
whenever �Â¶ �h¦N§gB�}&F holds, the views of two statesco-
incidewith their observations: }Ã�©�¹�º}�� .

Next, note that for every system� both �Â¶ �h¦N§gB�} � F
and �"¶ �h¦N§gB�}��vF hold, but for different reasons.In the
formercase,no interestingobservationscanbemadeabout
thesystemandconsequentlythereareno channelsthrough
which information could flow. In the latter case,the ob-
server alreadyhascompleteinformationaboutthe system
state,andsocouldnot learnanythingby watchingit run.

Thislaststatementmaybesomewhatsurprising,because
a } � -observermaylearnwhatnondeterministicchoicesare
madein aparticulartraceof thesystem.In ourmodelof in-
formationflow all of the“interesting”informationis found
in the initial stateof thesystem—whichis unknown to the
passive attacker—andthat the actualtransitionsare“unin-
teresting.”1 The transitionrelation � is alreadyknown to
theobserver.

We have chosenthis modelbecauseit is simple, fairly
general,andit sufficesto describeourideasaboutrobustde-
classification.By comparison,eventandstate-eventbased
models[22, 7, 8, 11, 12] take the dual position that only
thetransitionsof thesystemareof interest(they correspond
to augmentingour relation � to include labels, the events
observedfrom outsidethesystem).

To someextent, thedifferencebetweenstate-basedsys-
temsandlabeled-transitionsystemsis only amatterof mod-
eling: eachapproachcansimulatetheotherwith appropri-
ateencodings[5]. For example,thestatecankeeptrackof
the event (label) of the most recenttransition,or even the
entirehistory of the computation.State-basedapproaches
have beenadvocatedin the past[4], althoughour defini-
tion of securitydiffers from traditionalnoninterferencein
thatpurgefunctionsarenot used.Thecombinationof tak-
ing statesmodulo } -equivalenceand tracesup to stutter-
equivalence,yieldsessentiallythesameresult.

Equivalencerelationsover statesappearin all of these
formulationsin the guise of unwinding relations[8, 20,
13, 12] and the closely relatednotion of simulationrela-
tions[10]. Thedifferencebetweenunwindingrelationsand
views is that ratherthanstartingwith an eventsystemand
trying to find a consistentunwindingrelationasa meansof
establishinga securityproperty, we startwith a view of the
systemanddeterminehow the view is alteredby informa-
tion leaksinherentin thesystem.We intendthatthedefini-
tionsof attackandrobustdeclassificationdevelopedin what
followsbeapplicableto richersystemmodels,but we leave
to futurework suchgeneralization.

1In the terminologyof Mantel’s AssemblyKit [11], all high-security
events,i.e. thosetransitionsin theset ÄÅ_ÆÈÇ , areadaptable.

2.3 Multile vel Security, Confidentiality, and In-
tegrity

So far, our definition of information flow securityhas
beenmotivatedfrom thepointof view of protectingthecon-
fidentiality of datawith respectto oneview of the system,} . For a systemwith multilevel confidentialityconcerns,
we take a lattice of securitydomainsÉ Ê andassumethat
there is a lattice-homomorphism¬ÌËf¬ from É¤Ê into �cB��RF .
This homomorphismmapsa domain Í� ÃÉ Ê to a corre-
spondingview relation }�Î& {�cB��RF . Note thatbecausewe
requirethe map ¬ÌËf¬0ÏRÍ2�Ð� }�Î to be a homomorphism,É Ê must contain top and bottom securityclearancesthat
aresentto the“omniscient”and“null” viewsof thesystem,
respectively. Write ¬ÌË-¬GB�É Ê F for theimageof É Ê under ¬ÑË-¬ .

The definition of ¦N§bBGÐ�F can also be usedto indicate
whencomputationdependson low-integrity data.Thus,we
may specify integrity constraintsabouta systemby sim-
ply giving anotherlatticeof integrity levels, É Ò , andcorre-
spondingequivalencerelations, Ó,Ô for Õ� "É¤Ò . Although
integrity relationsaretreatedby theformalismin thesame
way as the confidentialityrelations,their meaningis dif-
ferent. Confidentialityequivalencesaysthat two statesare
equivalent from the observer’s point of view, whereasin-
tegrity equivalencesaysthat two statesareequivalentfrom
the point of view of a userwho relies on the state. Two
statesare equivalent if the differencesbetweenthem are
unimportant. If the systemsatisfiesthe securityproperty¦N§gB�Ó Ô F , the “important” aspectsof its behavior areunaf-
fectedby “unimportant”differencesbetweenthestates.Be-
causeconfidentialityandintegrity areexpressedin termsof
observationalequivalence,the samesecuritypropertyen-
forcesboth.

As an exampleof how the latticestructureof �cB��RF can
be usedto reasonabouta multilevel securitysystem,con-
siderthe problemof trying to determinewhich principal’s
informationhasbeenleakedby thesystem.Weassumethat
the declassificationsin the systemoccurundersomeprin-
cipal’sauthority. Clearly, someonewith top-level clearance
(someonewho knows everythingaboutthe system)could
haveleakedtheinformation.A moreinterestingquestionto
askis: What is the lowestsecuritydomainthat couldhave
authorizedthedeclassification?

It is possibleto assignresponsibilityfor the declassifi-
cation basedon the securityclearancesin É Ê . We con-
structthesetof securitydomainswhoseavailableinforma-
tion about � , togetherwith the informationrepresentedby} , canexplaintheobservedbehavior in ±c²(³<BP�´	1}&F . This is
thefollowing set:

Ö � � }�Îh¶e�¹�º}�� � �×B�}�Î,¡C�p}�F1�
The join B�}�Î©¡C�Ø}�F representsthe sumof information
availableto securitydomainÍ andtheinformationknown to



theviewer of thesystem.Whenthe join is higherin �cB��RF
than �¹� }�� , the principal whoseview is }�Î hasaccessto
enoughinformationto causetheapparentdeclassification.

If thelattice É¤Ê is distributive,wecanpinpointtheleast
securitydomain that could have beenresponsiblefor the
declassificationby simply taking the greatestlower bound
on the membersof

Ö
, namely }�Ù|�+ÚZ¬®² � } Î  Ö � . By

distributivity, }�Ù is guaranteedto beanelementof
Ö

itself.
It is thesmallestlevel of informationthat, togetherwith }
is sufficient to explain the } -view of the system.If É Ê is
not distributive,any oneof the � � -minimal elementsof

Ö
could have declassifiedinformationsufficient to causethe
evidentinformationflow.

3 An Example

To illustratethemodel,let usconsidertheexampleof the
attackdiscussedin the introduction,in which a password
systemis usedto launderconfidentialinformation.

To modelthat scenario,we assumethat the stateof the
systemconsistsof a 5-tuple �EÛ1	�~C	PÜ.	uÝ>	�Þe� . The compo-
nent Û& �f« 	-Ae� is the time—0 indicatesthat the password
checker hasnot run yet, and1 indicatesthat the password
checker hascompleted. In more realistic examples,this
simplenotion of time could be replacedwith the program
counterof a computer, but this sufficesfor our discussion.
The component~ is a bit representingsomehigh security
datathat shouldnot be leaked to externalusersof the sys-
tem. For simplicity, we assumethat thereis only oneuser
password in thedatabase,andits valueis a bit givenby the
componentÜ . The externalusersubmitsa query, Ý , which
will be comparedagainstÜ by the password checker. If Ü
and Ý match,thepassword checker togglesthevalueof the
booleanÞ , which storesthe resultof the query. If Ü and Ý
arenot thesame,thepassword checker leavesthevalueofÞ unchanged.

Theexecutionof thepassword checker canbegivenby
thetransitionrelationbelow:

��Û1	u~.	�Ü.	uÝ>	�Þe�ß� ��Û1	u~.	�Ü.	uÝ>	�Þe�� « 	u~.	�Ü%	�Ü%	 « �à� ��AZ	u~.	�Ü%	�Ü%	9Af� (Üg�tÝ , toggle Þ )� « 	u~.	�Ü%	�Ü%	9Af�à� ��AZ	u~.	�Ü%	�Ü%	 « � (Üg�tÝ , toggle Þ )� « 	�~C	PÜ.	�Ý>	 « �]� ��AZ	u~.	�Ü%	�Ý>	 « � (Ü{��hÝ , leave Þ )� « 	�~C	PÜ.	�Ý>	-Af�]� ��AZ	u~.	�Ü%	�Ý>	-Af� (Ü{��hÝ , leave Þ )
An externaluserof thesystemis only ableto directlysee

the valueof the querysubmittedto the password checker,
the result that the password checker returns,and that the
password checker hascompletedits computation(time has
passed).This leadsto anequivalencerelation, } , givenby:

�EÛ1	�~C	PÜ.	uÝ>	�Þe�N}���Û � 	�~ � 	�Ü � 	uÝ � 	�Þ � �¼
B�Û��tÛ � FCi�B�Ý��tÝ � FCi�BEÞ��hÞ � F

Let � be the password checkingsystemjust described.
Theexternaluserof thesystemcanlearnsomeinformation
aboutthepassword Ü , namelywhetherit matchesthequery
they submitted,by watchingthesystemrun. Thusthesys-
tem � inducesanobservationalequivalence�¹�º}�� which is
strictly higherin theinformationlattice ��B��RF :

�EÛ1	�~C	PÜ.	uÝ>	�Þe�N�¹�º}��.�EÛ � 	u~ � 	PÜ � 	�Ý � 	�Þ � �¼
BEÛv�ÂÛ � FCi�B�Ý��tÝ � FCi�BEÞ��tÞ � F�i�BEÛv� « À BÌÜb��Ü � F�F
Now supposethat the owner of the password alters Ü

basedon the value of the high-securitydata ~ beforethe
password checker is run. Becausewe’veassumedthatboth
the high-securitydataandthe password arerepresentedas
bits,thesimplestvariantof suchanattackis to copy thehigh
securitydatainto thepassword. This attackcorrespondsto
addingsometransitions2to thesystemabove:

� « 	u~.	�Ü%	�Ý>	�Þl�ß�*� � « 	u~.	u~.	�Ý>	�Þe�
Now, asexpected,theobservationalequivalenceinducedon
the attacked system� � is not the sameasthe oneinduced
by theoriginal system� . We have:

�EÛ1	u~.	�Ü%	�Ý>	�Þl�v� � �º}��%�EÛ � 	�~ � 	�Ü � 	uÝ � 	�Þ � �¼
B�Û��tÛ � F.iÁBPÝ��tÝ � FCiÁB�Þ��tÞ � F�iBEÛN� « À Üb�2Ü �Zá ~g�¥~ �Zá Üb�t~ ��á ~g�2Ü � F

Statingtheequivalencerelationsin thisway, it is easyto
seethattheexternalobservercanpossiblylearnthevalueof~ by watchingthesystem� � run. Theexternalobservercan
distinguishany two statesbasedon therun of thesystem�
and � � just when � is not relatedto � � via � � � }�� . Negating
theright handsideof theequivalenceaboveyields:

B�Û���tÛ � F á BPÝg��tÝ � F á B�Þg��tÞ � F áBEÛN� « iµÜ{��{Ü � im~���¥~ � iÈÜ���!~ � ib~{��2Ü � F
This saysthat theexternalobserver canseewhentime has
passed,when Ý changes,when Þ changes,or when Û&� «
and Ü{�Ã~ , Ü � ��~ � and ÜÂ��hÜ . Someinformationabout ~
hasbeenleaked.

As this example shows, the equivalencerelations in-
ducedby asystemmaybequitecomplex.3 Notethattheat-
tackjustdescribeddoesn’t leakall of theinformationabout~ becausewhen ~b�{Ü , copying it into thepassworddoesn’t
leadto any new behavior in thesystem(with respectto ob-
servationsthroughview } ). A moresavvy attacker might

2Weusethesubscriptâ to indicatethatthesearetransitionsintroduced
by anattacker.

3In this setting,becausethereareonly two possiblevaluesfor ã , ä ,
etc., moreinformationis leaked thanwhenmorevaluesarepossible.The
reasonis that ãjåæhç and ä�åæhç implies that ã æ ä , which, in general
is not true. We have madeuseof this kind of reasoningto simplify the
descriptionof theequivalencerelations.



alsotoggle Þ whenever he copied ~ into Ü , thusindicating
that Ü doesin factcontain ~ . This smarterattackaddsthese
transitions:

� « 	�~C	PÜ.	uÝ>	 « �]�*� � « 	u~.	u~.	�Ý>	-Af�� « 	�~C	PÜ.	uÝ>	9Af�]�*� � « 	u~.	u~.	�Ý>	 « �
Theequivalencerelationinducedby � � now is givenby:

�EÛ1	�~C	PÜ.	�Ý>	�Þe���¹� }��%��Û � 	u~ � 	PÜ � 	�Ý � 	�Þ � �¼
BEÛv�ÂÛG�aF�i�B�Ý��tÝl�kF�i�B�Þ��tÞl�kF�iBEÛN� « À BÌÜb��Ü � F á BP~g�!~ � F�F

Readingoff the negation,we seethat an attacker candis-
tinguishstateswhenever Ûb� « and ~r��è~<� and Ü���|Ü:� ,
that is, it is possiblefor the observer to learnthecomplete
informationabouttheinitial stateof thesystem.

Clearly this simplepassword systemis not securewith
respectto an attacker who hasthe ability to bothalterone
pieceof high-securitydata(thepassword)basedonanother
( ~ ) andcommunicatethatthischangehasbeendone(toggleÞ ). On the other hand, if the attacker may only toggle Þ
no additional information is leaked. In what follows, we
developa methodologyfor characterizingsystemsin terms
of their robustnessagainstdifferentkindsof attacks.

4 Robust Declassification

Thissectionexaminesdeclassificationin asystem,spec-
ifies a classof attackersthatis interestingfrom theinform-
ation-flow perspective, anddefinesrobustnessfor systems
with respectto this classof attackers.

Having definedinformationflow in termsof the lattice
of information, ��B��RF , we arenow in a positionto consider
declassificationof data.Thestartingpoint for ournotionof
declassificationis thatany systemthat leaksinformation—
any systemthatdoesnotsatisfy ¦v§gB�}&F —canbethoughtof
ascontainingdeclassifications.A passive attacker may be
ableto learnsomeinformationby observingthesystembut,
by assumption,that informationleakageis allowed by the
securitypolicy.

We first defineactiveattackers:principalsthatmayalter
thesystemin anattemptto learnsecretinformation.

4.1 Active Attacks

Whatconstitutesavalid attackonthesystem?Wewould
liketo modelwaysthatanattackcanaffecttheconfidential-
ity propertiesof thesystem.Typical assumptionsaboutthe
attacker in an information-flow settingarethat theattacker
canmake (perhapslimited) observationsof thesystemand
draw inferencefrom thoseobservations—passive attacks.

Another commonmeansof specifyingattackers is to re-
quire that they areprogramsrunningconcurrentlywith the
system(for example,in processcalculi suchasCSP[21] or
theSpicalculus[1]) or perhapsmorelimited processes(for
example,restrictedto polynomial-timeprobabilisticcom-
putation).

Ourconcernis thatanattackerwill beableto exploit the
informationlearnedvia declassification,or simply the fact
thata declassificationoccurs,to causea systemto divulge
moreinformationthanpermittedby thesecuritypolicy.

In our modelattackersareable to changethe behavior
of the executingsystem. For example,in a systemthat is
a single-computerprogram,the attacker might overwrite
memorylocationsor registersof the machine.As in Sec-
tion 3, wemodelthesechangesasanattack transitionrela-
tion �¿� that performsthe changeto the state. The power
of theattackercanalsobecapturedsimplyby theattacker’s
view } � , becauseany attackmustbesecurewith respectto} � :

Definition 4.1( } � -Attack)
An } � -attack is a system éØ� ���
	�� � � such thaté�¶ �Â¦N§gB�} � F .

Notethat therequirementthat é�¶ �Â¦N§gB�}���F is essentially
the fair environment assumption:The attacker must not
know the secretalready(or be ableto learnit from means
otherthanthesystemin question).We use êgB�}���F to mean
thesetof all attackswith respectto theview }�� .

Givenanattacké andasystem� , bothspecifiedin terms
of thesamesetof states� , theattackon � by é is just the
union of the systems: ��/jé . This meansof composition
is justifiedby ourpossibilisticinterpretationof information
flow: the attacker will learnmoreinformation if it is pos-
sible for a tracein the new systemto distinguishonestate
from another.

4.2 Robust Systems

Given a system� andan attacker’s view of the system}�� , we would like a way to characterizeclassesof attacks
drawn from theset ê*B�}��´F . Thefirst suchcharacterization,
on which all our otherclassificationsarebased,is robust-
ness:

Definition 4.2(Robust Declassification)
A system�,�����
	���� is robust with respectto theclassë �"êgB�} � F of attacksif for all attacks é¥�����
	�� � � in

ë
,

it is thecasethat B��n/bé�F(�º} � � � � �¹�º} � � . To indicatethat� is robustin this way, wewrite:

�Â¶ �hìÁB ë F



This saysformally thatobservingtheattackedsystem�Á/é revealsno more informationthanwatchingthe original
system� .

By identifying interestingsubsetsof attacksfrom which
thesystemis immune,wecanbetterunderstandits informa-
tion flow properties.Conversely, if we canbe reasonably
surethat the the only attackson the systemare onesfor
which thesystemis robust,webelieve thesystemis secure.
As with any formalizationof attacks,we aren’t guaranteed
anythingaboutattacksthatfall outsideourmodel.Also, we
cannever hopeto preventall attacksagainstevery system.
Weseeour resultsastoolsfor mappingthelandscapeof at-
tacks,informationflow systems,andtheir interactionwith
declassification.

Thefirst interestinglessonwe learnfrom this formaliza-
tion is thatall systemsthataresecurewith respectto }�� are
robust to all attacksfrom that view. Intuitively, whenever
runningthe systemrevealsno informationto the attacker,
thereis no way for anattacker to boosttheir informationof
thesystemby modifying its behavior.

Theorem4.1
If ��¶ �h¦N§gB�}���F then �"¶ �hìÁB�ê*B�}��NF�F .

Proof: Let é be an attack in ê*B�} � F . Then, by def-
inition of an attacker, we have é�¶ �h¦N§gB�} � F . From
Proposition2.1 and the definition of ¦N§gB�} � F it follows
that �¹� } � �&�o} � , and hence �Â¶ �h¦N§gB��¹� } � �EF and alsoé�¶ �h¦N§gB��¹� }��%�EF . FromLemmaA.1 (its proof is in theAp-
pendix)it followsthat BP�m/0é
Fc¶ �h¦N§gBP�¹�º}��.�aF , from which
weobtain BP�n/0é
F9� }��%� � �í�¹�º}��C� asrequired. î

This result justifies to someextent the useof ¦v§gB�} � F
asa strongnotion of security—notonly doesit guarantee
informationflow propertiesof thesystem� with respectto} � , it alsosaysthat � is not susceptibleto any attacksby
suchanobservereither.

Clearly thereare other setsof attackers for which any
systemis robust. For example,let

ë
be the setof attacks

suchthat attacktransitionrelation � � is containedin the
view �¹�º} � � . Thenany system� (even one that doesnot
satisfy ¦N§gB�} � F ) is robustwith respectto

ë
. The proof is

asimpleinductiveargument.However, this is aparticularly
limited classof attackersthatareunableto alterany partof
thestatethey areableto observe,andsoit is notparticularly
useful.

In order to formulatea more useful classof attackers
for which thesystemis robust,we describetherelationbe-
tweeninformationlearnedbycertainattackersandthesecu-
rity propertiesof a systemthat is not securewith respectto} � . We first constructtheiteratedobservationof a system,� ; � } � � , which canbethoughtof astheleastview refining}�� for which � is secure.Thedefinitionof iteratedobser-
vationis thefollowing:

� 4 �º}��.�8Q1S®T� }��
� ;eï $ �º}��.�8Q1S®T� �¹� � ; �º}��%�®�
�´ðñ�º} � � Q1S®T� ò ;>W ð � ; � } � �

The leastfixed-pointspecifiedby the last definition exists
because�cB��RF is a completelatticeandProposition2.1 im-
pliesthattheiteratedobservationformstheorderedchain:

} ��� � �c� } � � � � � ) � } � � � � ��ó�� } � � � � 797-7
As we desired,any systemis securewith respectto its ô -
iteratedview:

Proposition4.1
Anysystem,� , andview }�� satisfy �"¶ �h¦N§gBP��ðñ�º}��%�aF .

The following propositionstatesthat the observational
equivalencegeneratedby a systemoperatesmonotonically
on equivalencerelations.

Proposition4.2
If } ��� � } � thenfor anysystem� , �¹�º} � � � � �c� } � � .

Finally, wegiveaboundon informationleaked.4

Theorem4.2
Let � bea systemandlet }�� bea view in �cB��RF . Let é

bean }�� -attack such that é�¶ �h¦N§gBP��ðñ�º}��%�aF . Then

B��n/bé�F(�º} � � � � � ð �º} � ��7
Proof: FromProposition4.1wehave �Â¶ �h¦N§gBP�´ð´�º}��C�EF ,
and,by usingLemmaA.1, it follows that for any éè ë
that BP�n/bé
Fc¶ �h¦N§gBP��ðñ�º}��%�aF . Consequently,

B��m/bé�F(� � ð � }��%�U� � ��� ð �º}��%��7
Propositions2.1and4.2show that

BP�m/0é
F(�º}��%� � �¨BP�n/0é
F9� � ð �º}��%�®�
andwe obtaintherequiredresultby transitivity of � � .î

How canwe usethis theoremto helpunderstandthebe-
havior of a systemunderattack?As we describedin Sec-
tion 2.3,thesecuritypropertycancapturebothconfidential-
ity andintegrity aspectsof a system.Theequivalencerela-
tion �¹�º} � � canbethoughtof asdescribingeitherthemax-
imal amountof informationthat canbe learnedby watch-
ing thesystem,or, perhapsmoreintuitively, asanintegrity

4In the proceedingsversionof this paper, Theorem4.2 was claimed
to be a generalizationof Theorem4.1, andwas incorrectasstated. The
versionpresentedhereis weaker in thatit doesnotdefineaclassof attacks
againstwhich õ is robustunlessõOö�÷ Ç´ø�ù æ õ�÷ Ç´ø�ù .



propertyof thesystem.Two statesrelatedby �¹�º}��%� are,in
somesense,unimportantto the behavior of � asobserved
by the attacker. Only attacksthat force two such“unim-
portant”statesto be“important”—by providing transitions
thatdistinguishthem—cancauseadditionalinformationto
beleakedby thesystem.

We canuseTheorem4.2 to characterizeattackson the
passwordcheckingfacility describedin Section3. It is easy
to show that, for this particularsystem,�´ð´�º} � ���!�¹�º} � � .
It follows that any attack that satisfies é�¶ �h¦N§gB��¹� } � �EF
cannotcausethe systemto leak information. The attacker
that simply toggles Þ (at time 0) falls into this class,as
doesthe one that changesÝ to a string not equal to Ü .
The attackthat copies ~ into Ü , on the other hand,sends
the states� « 	u~ $ 	PÜ.	�~ $ 	�Þe� and � « 	u~ ) 	�Ü%	u~ $ 	�Þe� to the states� « 	�~ $ 	u~ $ 	u~ $ 	�Þe� and � « 	u~ ) 	�~ ) 	u~ $ 	�Þe� , respectively. The
first pair of statesare �´ð´� }��.� -equivalent,whereasthesec-
ondtwo arenot. While Theorem4.2doesnotguaranteethat
suchanattackwill causemoreinformationto be leaked,it
doessaythattheattacklies outsidethosethatthesystemis
known to berobustagainst.

The boundon information flow given by Theorem4.2
is not tight; it is possibleto constructsystemsand at-
tacks for which the estimatedinformation flow given by�´ð%�º} � � is strictly morethantheactualinformationlearned
by B��*/¿é
F9� } � � . However, the �´ðñ�º} � � usefullyboundsin-
formationflow for a varietyof systems.Determiningmore
preciseboundson whatattackerscanlearnis a goalof fu-
turework.

5 Discussionand Conclusions

Therehasbeenafair amountof prior work oncontrolled
declassificationor downgradingmechanisms,or theformal
characterizationof systemsincorporatingthem. The sim-
plest and most standardapproachto declassificationis to
restrictits usesto thoseperformedby atrustedsubject.This
approachdoesnotaddressthequestionof whetheraninfor-
mationchannelis created.Many systemshaveincorporated
a more limited form of declassification.Ferrari et. al [6]
augmentinformation flow controls in an object-oriented
systemwith aform of dynamically-checkeddeclassification
calledwaivers. MyersandLiskov [15] definea form of se-
lectivedeclassificationthatcanbecheckedatcompile-time,
basedon the authorityof the declassifyingprocess.How-
ever, theseefforts provide only limited characterizationof
thesafetyof thedeclassificationprocess.

Intransitivenoninterferencepolicies[19, 17, 18] gener-
alize noninterferenceto describesystemsthat containre-
stricted downgradingmechanisms. The work by Bevier
etal. on controlled interference[3] is mostsimilar to this
work in allowing the specificationof policiesfor informa-
tion releasedto asetof agents. Theirnotionof agentlargely

agreeswith the notion of a passive attacker definedhere.
Noneof this prior work addressesthe issueof anactive at-
tacker. However, theresultsin thispapershouldalsobeap-
plicableto specifyingintransitivenoninterferencepolicies.

Ournotionof attackisclearlyconnectedwith refinement.
In particular, theoriginal system� refines(haslessnonde-
terminismthan)theattackedsystemBP�*/íé�F . � is robustto
the attack é if the refinementpreserves the equivalences
given by �¹� }��.� . Another importantdirection for future
work is to considerattacksthatcanremovetransitionsfrom� , effectively causingsomecomputationpathsto become
impossible.

This papermakesanumberof contributionsto theprob-
lem of systemscontaining intentional information leaks
thatpresumablyarisefrom controlleddeclassification.Us-
ing a purely state-basedsystemmodel and definition of
a noninterference-like information flow property, we pre-
ciselycharacterizetheinformationthatis releasedto anar-
bitrary observer (passive attacker) of thesystem,described
asanequivalencerelation } � over thestatesof thesystem.
Thepossibleexecutionsof thesystem,definedby its nonde-
terministictransitionrelation,generatea refinementof the
view equivalencerelation, �¹�º}��C� . Thedifferencebetween
thesetwo equivalencerelationscapturestheinformationre-
leasedto an observer. The lattice of information (whose
elementsareviewsof thesystem)is apowerful tool for un-
derstandingtheinformationflow behavior of thesystem.

The major contributionsof this paperlie in the charac-
terizationof informationflow in systemssufferingsomein-
trusionby anactive attacker that is ableto modify thestate
of the executingsystem. Making the reasonableassump-
tion thattheattackercannotconstructanattackthatdepends
on theexploitationof informationthatit cannotobservedi-
rectly, weobtaintheexpectedpropertythatanattackercan-
not violateconfidentialityif thesystemobeys the informa-
tion flow securityproperty. Importantly, for systemsthat
containintentionalinformationleaks(donotobey thesecu-
rity property),wegivearecipefor boundingtheability of a
classof attackersto obtaininformation.Froma description
of thedirectpowersof observationof anattacker ( }�� ), the
relation �¹�º}��.� is obtained,definingboth a level of confi-
dentiality thatcanbemaintained,anda degreeof integrity
that mustnot be violatedby an active attacker in order to
preserve thatconfidentiality.

We expectthis modelto provide new tools for thechar-
acterizationof informationflow propertiesin the presence
of intentionalinformationleaksandsystemintrusion. Be-
causethemodelis state-based,it seemsparticularlyapplica-
ble to language-basedapproachesto informationflow con-
trol [14]. Theconnectionsto modelsof intransitive nonin-
terferencealsodeservefurtherexploration.
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A Proofs

Lemma A.1
Let � $ �ú���
	�� $ � and � ) �û���
	�� ) � be systemsand

suppose} is anequivalencerelationin �cB��RF then:

�.$�¶ �h¦N§gB�}&FCi0��)È¶ �Â¦N§gB�}&F À �.$�/0��)È¶ �"¦N§0B�}&F
Proof: Let � $ and � �$ betwo statessuchthat � $ }_� �$ . Let3 $ bea tracein J5K�L9M¸üeBP� $ /Á� ) F . We mustshow that there
existsa trace3 �$ in J5K�L M ½ü BP� $ /m� ) F suchthat

B�3f$-ª.}µF�[àBE3 �$ ªC}&F(7
We proceedby inductionon the lengthof 3 $ . In the case
that 3 $ haslength1, 3 $ ªc}è[ � � $ �a� andwe may choose3 �$ �¥� �$ , which is equivalentto 3f$ modulo } because��$c}� �$ . If 3f$ startswith the transition ��$µ�,ýb��)N7-797 , then ��ý
is eitherof theform �"$ or �,) . In eithercase,because�.$
and ��) satisfy ¦N§gB�}&F , we may constructa [ -equivalent
trace � �$ ��ýj� �) ��ý,79797v�,ýÁ� �; consistingof transitions
from thesystem��ý andsuchthat � �; }_��) . We inductively
constructthe restof the list startingfrom the states� ) }� �; : Let 3 ) be the suffix of 3 $ startingat � ) . Then there
existsa 3 �)  ÃJ5K�L(M ½þ B�� $ /Á� $ F suchthat 3 ) [�3 �) . Because
stutteringequivalenceis preserved by traceconcatenation3 $ �¥� $ � ý 3 ) [¥� �$ � ý 797-7�� ý 3 �) asrequired. î


