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Abstract

This paper preserts a practical application of language-basedinformation- o w control, namely, a
domain-speci ¢ web scripting language designed for interfacing with databases. The primary goal is to
provide strong enforcemen of con dentialit y and integrity policies: Con dential data can be released
only in permitted ways, and trustworthy data must result from expected computations or conform to
expected patterns. Such security policies are specied in the database layer and statically enforced for
the rest of the systemin an end-to-end fashion.

In contrast with existing web-scripting languages,which provide only ad hoc mechanisms for informa-
tion security, the scripting language described here usesprinciples based on the well-studied techniques
in information- o w type systems. However, becauseweb scripts often need to downgrade con dential
data and manipulated untrusted user input, they require practical and convenient ways of downgrading
securedata. To achieve this goal, the languageallows safedowngrading according to downgrading policies
speci ed by the programmer. This novel, pattern-based approach provides a practical instance of recert
work on delimited release and relaxeal noninterfer ence and extends that work by accourting for integrity
policies.

1 Intro duction

This paper preserts a language-basedapproadc to enforcing con dentialit y and integrity of data in typical

web-basedinformation systems. Sud systemsare usually implemented using a layered designin which data
is stored in the databaseand accessedy using a web browser. The databasemanagemen system (DBMS)

providesa data query language(for example, SQL) to store, modify and extract information from databases.
Application software connectsto the DBMS via someprogramming languageinterface and submits queries
asrequestsfor information from the DBMS. The application software then processeshe data and sendthe

computation results to the end-users,typically bundled asHTML. This paper focuseson a simple yet widely

used design, where relational databasessuch as MySQL are used as DBMSs and web scripting languages
such as PHP are usedfor developing application software.

In practice, there are many security concernsfor such systems. For example,an unsafePHP script could
use strings from untrusted inputs to compose SQL queries and then have the DBMS execute the query,
which potentially allows an attacker to insert arbitrary commandsin the SQL query. PHP scripts that
accesscon dential data in the databasemust also releasethem only in permitted ways. For example, one
might require that a password can be compared against user inputs but cannot be printed to the web page
verbatim, or that only the last seweral digits of a social security number or credit card number should be
displayed in the HTML output.

As theseweb applications becomecomplex, the security of the systembecomeshard to manage. In the
worst case,the programmer must walk through all the code and ched every line to make sure that there
are no security violations. In addition, the queriesperformed by the script must comply with the desired
policieson the data stored in the database. Ensuring that all of the security requiremerts are met is di cult
to do manually, tedious, and error-prone.

Currently, there exist only ad hoc ways to (partially) enforcesuc security policies. To prevent accidertal
useof untrusted inputs asparametersto safety-critical operations|thereb y preventing format string attacks
and malicious DBMS queries|some scripting languagesprovide medanismsto track the usesof untrusted
inputs, dynamically cheding that they are not used inappropriately. Perl, for instance, can be run in a
\tain t cheding" mode in which userinput strings are consideredtainted until they are matched against a
programmer-supplied pattern, which establishesthat the untrusted input actually conformsto an expected
form.

In an e ort to enforcethe con dentialit y policies on the database, experiencedsoftware developers im-
plemert most of the security-sensitive operations in the DBMS as procedure calls in the query language,



exposing explicit, restricted interfaces. Programmers should use only theseinterfacesto perform queriesin
the web scripting language. This limited interface meansthat the databasequery engine can itself enforce
the desiredpolicies. Such encapsulationmeansthat the programmer needsto ched at least two things: (1)
that the sensitive operations are correctly implemerted in the DBMS and, (2) that the query interfacesare
properly usedby the web scripts. These chedks must be performed manually.

The above ad hoc approacheshave seweral drawbadks. First, they encouragethat a signi cant portion of
the businesslogic be implemented in the DBMS, which makesthe interfaceslessmodular and lessreusable.
For example, we may require that only the last 4 digits of the credit card number can be displayed to the
user. If this limitation is implemented in a procedurecall in the DBMS, the web script can only get the
last 4 digits of the number using that call. Security is guaranteed, but the web script cannot use the full
number to perform further queriesto the database. Instead, a dedicated procedurefor this web script must
be written in the databasethat connectthese queriestogether. As the businesslogic becomescomplex, the
proceduresin the DBMS becomehard to manage.

Second,doing the dynamic cheds may be ine cien t. For example,the userinputs in web forms usually
have constraints on them that restrict their data rangesand data types. Such constraints are often dynam-
ically cheded multiple times by the web scripts, the DBMS procedures,and the triggers in the databases.
The reasonis that the programming interface betweenthe DBMS and the application software is either
untyped or dynamically typed, and many constraints cannot be easily expressedas data types.

Third, the intended security policy of the systemis not apparent from its implementation. There is no
explicit description of what data is consideredto be con dential or what the requiremerts are for cheding
the validity of untrusted inputs. This makesthe software more fragile (local changesto the system can be
inconsistert with the desiredglobal security policy) and much harder to maintain over time.

1.1 Contributions

This paper proposesan language-basedsolution to the above problems. Instead of implemerting all the
accesgontrol mechanismsin the DBMS proceduresor dynamic cheds, we allow the programmer to specify
security policieson the application programming interfacesof the DBMS. Sud interfacesare strongly typed.
The security policies are statically enforcedin the scripting languageusing an information- o w type system.

Following the ideasof recert languageprototypessuc as Jif [7], which extends Java, and FlowCaml [14]
[9] [10], which extends Caml, we design a security-typed language suitable for doing web scripting. Web
scripting languagesdi er from general-purpose programming languagesin many aspects, seweral of which
simplify our information- o w analyses. For example, most web scripts corntain little or no state, and very
limited looping constructs; they involve little computation and are intended to terminate quickly. These
domain-speci ¢ featuresallow us to deal with covert channels (such as the timing channels) and someside
e ects more easily than in general purposelanguages.

Importantly, when we reason about the information ows in such web scripts, downgrading is very
common. Many web scripts read sensitive data from databasesand releasethem to the end user (i.e.
declassi cation of con dential data). Conversely web scripts also take untrusted user inputs and use them
to synthesize database queries which can alter trusted data (i.e. endorsemen of low integrity data). To
make information- o w cortrol e ectiv e, downgrading must be cortrolled in a safemanner.

Our cortributions include seweral important extensionsto prior researt [5] [12]. First, we presen a
simple yet generalarchitecture for building secureweb systems;this paper emphasizeghe scripting-language
componert of that architecture. Second,our languageaddresseghe problem of downgrading in information-
0 w systemsby providing a practical instance of a theoretical framework proposedby Li and Zdancewic[5].
Third, we extend the framework to include integrity policies and conditional downgrading policies that use
a novel pattern-matching sublanguageto expressinformation- o w constraints. Conditional downgrading
policies are extremely useful for specifying requiremerts that involve run-time identit y tests.

The rest of the paper is organized as the following. Section 2 discussesa layered architecture for in-
formation ow control in online information systems. Section 3 preseris a language of security policies,
de nes the security levels and formalize downgrading. Section 4 presens the abstract syntax of the web
scripting language, shavs an program example and introducesits type system. Section 5 discussesissues
with untrusted code and related work. Section 6 concludes.



2 Mandatory Access Control in Online Information Systems

2.1 System architecture

Typical web-basedsystemsconsist of a database, a database query languageand various componerts such
as scripts and web seners that work together in a multi-tiered fashion. These systemscan have massive
amounts of con dential and trusted information, with quite complex security policies. For example, recert
USA laws mandate complicated proceduresfor releasing medical information about patients; such policies
must be enforcedin the information managemen systemsused by health care o ces. Given the ubiquity
and familiarit y of the web, providing a web interface to such information would be valuable, but enforcing
the appropriate security policiesis a challenging task.

We proposea simpli ed, yet generalarchitecture for such web-basedinformation systems,as depicted in
Figure 1. The key elemerns are:

The storagelayer: a databasemanagemen systemthat storesand managescon dential and trustwor-
thy data using databasescemas,tables, views and a databasequery language.

The accessortrol layer: a query interfacelanguagethat cortrols the releaseand update of information
in the database. A query interface provides meansto accesshe database,but also speci es language-
level information- 0 w policies on the interface.

The presenation layer: a web scripting languagethat executesthe queries, manipulate the results and
generateweb pagesfor end users. The information o w policies from the query interfacesare enforced
in the web scripting language.

It is desirableto usesecurity-typedlanguagesto program thesesystems,becausdanguage-basednforma-
tion ow control provides strong end-to-end security guarantees[13]: information- 0 w policies are speci ed
at the end-points of the program (on variables and module interfaces) and enforcedin the whole program.
However, in thesepractical systems,con dential data livesoutside the programsthat manipulate them. The
sourceof such data is not program variables or function call interfaces,but rather the databasesthemseles.
To enforceinformation o w policies acrossthe whole system, it is necessaryto specify the policiesdirectly at
the very end of the system, namely, at the databaselevel, and enforcetheseinformation o w policies across
the boundariesof di erent componerts.

The following sectionsoutline how the piecesof this architecture t together; subsequen sectionsexplain
the scripting languagein more detail.

2.2 Policy specication in the DBMS interface

We require that all databasequeriesare accessedia strongly typed programming interfacesprovided by the
DBMS. This is shown in Figure 1 asthe accesscortrol layer, which, for this example contains two queries
GetID and FetchRecords. The application programmer can use only the declaredinterfacesto accessthe
database but cannot execute arbitrary SQL queries. As described in the introduction, this is a standard
engineeringpractice, asit mandatesthat all the security-related queriesbe implemented as procedure calls
in the DBMS layer. However, becauseour scripting languagetypesinclude security policy information, this
layer doesnot haveto enforce all the security policiesin the DBMS. Instead, it can specify security policiesas
typeson the output of the queriesand let the application software enforcethesepoliciesusing language-based
information- o w control. For example, the programmer can declarethe output of a query to have security
level \secret", sothe web scripts using this query will not leak its information to public places.

Oneissueis how to propagate the typing information from databasesqueriesto the scripting language.
In relational databases,a query returns atable that hasa xed number of columns. The type of ead column
is statically known. The script readsthe query results iterativ ely in a row-by-row fashion, so the schema of
a table can be translated to a tuple type that represens the data typesfor eadh column. As showvn below,
our scripting languageprovides built-in constructs for accessingrows of query results.

In our architecture, information- o w policiesare speci ed onthe query interfacetypes. For con dentialit y,
we can annotate the output assecretsothat it is not allowed to be leaked to public places. For integrity, we



Figure 1: Information- o w Control in Web-basedinformation Systems
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can annotate the argumert of a query asuntainted sothat its value is not a ected by tainted inputs. Besides
these built-in levels, programmers can specify downgading policies as security levels that describe how
secretvaluescan becomepublic and how untrusted valuesbecometrusted. Section 3 preseris a generalized
framework of theseinformation o w policies.

2.3 Policy enforcement in the web scripting language

This remainder of this paper preserns the designof a web scripting languagesimilar to PHP, which is used
for the presenation layer showvn in Figure 1. The major di erence with PHP is that the queriesto databases
are strongly typed. The argumerts and results of queriesare annotated with information- o w policies. The
interface to ead query is explicitly de ned in the program, which makesauditing the software for security
and maintenance purposeseasierfor humans and provides the information neededby our type cheder to
determine whether the web script satis es the policies. At run-time, when the script connectsto the DBMS,
the type signature of ead query interface is matched against the interface provided in the DBMS.

At a high level, a web script takes someinput data provided by interaction with the userand a DBMS
and producesHTML data as output. The input data coming from the client web browser can be treated
as having the security labels public and tainted. Results obtained from databasequerieshave security policy
speci cations de ned by the query interfaces. The web script performs somecomputation using theseinputs
from di erent security levels and produce strings that constitute the resulting web page, which has security
level public. Additionally , the query argumerts sert along with the query are also outputs and they may
have required security levels such as untainted In our model, the security policies on the outputs of the
script are enforced by an information- o w type system, which provides end-to-end security guaranteeson
the input{output relationship of the program. The following sectionspresen our scripting languagefeatures
in detail.

3 Security Levels for Conden tialit y and Integrit y

In many convertional information- o w type systems,the security levels consideredare limited to the simple
lattices publicv secretfor con dentialit y and untaintedv tainted for integrity. Our scripting languageinterprets
these security levels in a more general framework, where downgmading policies [5] are usedto expressthe
security levels of data. A security level is simply a non-empty set of downgrading policies, where eat
policy describesthe necessarycomputation that must be performed in order to downgrade the data at this
security level. Such policies are expressedn a small pattern-matching language. Con dentialit y policiesand
integrity policies are mostly symmetric in our language. The following subsectionspresen the syntax and
the sematrtics of these security levels.

3.1 Input variables and the pattern language

Each program takessomeinput data and produce someoutputs. We classify the program inputs into two
kinds:

Untrusted input: inputs with security level tainted and public. Untrusted inputs come from the user
inputs via web forms.

Trusted input: inputs with security level untainted and secret or other prede ned security levels.
Trusted inputs comefrom databasequery interfacesand run-time API calls. In our scripting language,
such inputs are represeried as trusted variables For example, the root password can be modeled as a
secretand untainted input to the login process. We use the metavariable s to represern such trusted
input variables.

The syntax of security labelsis de ned in Figure 2. Each label hasits con dentialit y part and integrity
part. Each con dentiality (or integrity) label is a non-empty set of policies. Special namessuc as secret
public untainted and tainted can also be used as labels; they can be interpreted as sets of policies as shovn
in Figure 3. The next two subsectionsexplain the semartics of theselabels.
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Con dentialit y policy cp:: Cjsj ?] cpyiii;epcjif cpepepij this
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Trusted variable Si= S
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Figure 2: The Pattern Languagefor Security Labels
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tainted f?g untainted fipj?2ipg

Figure 3: Interpretation of Conventional Security Labels

3.2 Conden tialit y labels

Syntactically, a con den tialit y policy is an expressionembeddedwith this and ?. The meaning of such a
policy is somecomputation required to declassify(or downgrade) the secret. When this is replaced by the
annotated secretvalue and every ? is replacedby a value at security level public, the result of the expression
is at public. For example, if the password p hasa policy \ this= ?" and x is a public value, then the expression
p=x is a public value. This policy allows the password be comparedto untrusted values, but doesnot allow
the password be leaked by other means.

Policy equivalence: We write cp; cp; to denote that the two policies have the same semariic
meaning. For example,x + y y+ X. To keepthings simple in this paper, we simply use syntactical

equivalence.
A conden tialit y lab el is a non-empty set of con dentialit y policies. Such a label describesa security
level for con dentiality. If data x has a con dentialit y label cl = fcpy;:::;cpg, it meansx can only be

downgradedto public by using one of the policies cp; in that label. In other words, a label speci es possible
ways (policies) to downgrade the data it annotates. For example, the label fthis = ?;hasKthis)g on a
password value also allows the password be leaked by computing its hash. We de ne the interpretation  of
a label cl to be an in nite set of policies:

S(cl) e fcprjcpr  [epe=thisieps; cpe 2 cl;s; 2 cpsg

Intuitiv ely, it meansthat if cp, is a valid downgrading policy, i.e. cp, represers a public expression,we can
put cp; in another context cpz to yield another downgrading policy cp;, aslong asthe context cps doesnot
cortain trusted secretvariables. The interpretation of a label is the set of all policies that can be derived
from the policiesin that label. For example, if \ haskthis)" is a valid downgrading policy, then it implies the
policy \ hashthis)%16" is also valid.

In this framework, both secretand public can be expressedusing con dentialit y policies: secretcan be
represerted by a constart policy f cpg, which trivially hidesthe secretafter substituting this with the secret.
The interpretation of secretis all the pattern expressionsthat does not contain this and secret variables.
The security level public can be represeried by the expressionf thisg, which says the annotated value can
be straightforwardly treated aspublic data. The interpretation of publicincludesall the pattern expressions
that doesnot contain trusted secretvariables. The ordering amonglabelsis then de ned using setinclusion:

clivel () Scl) Sch)



As an example, it is easyto verify that publicv fthis = ?;hashthis)g v fthis = ?g v secret Intuitiv ely,
higher security levels contains fewer downgrading policies. The join of labelsis interpreted asthe join of the
label interpretations, which can be consenatively approximated by taking the intersection of two labels.

These security labels allow us to formally de ne downgrading in programs. We use the metavariable
a to represen actions , which speci es a fragment of computation on a value. In an action expression,this
denotesthe value of interest and all the ? represen valuesof public level. A label cl can be downgraded to
another label using an action a:

+ (cl;a) = fcpy j [a=thislcpr  cpp; cp2 2 clg

Here, + (cl; a) is the label of data obtained by taking data with label cl and performing action a on it. For
example, supposewe de ne the following labels and actions:

cly £ f(hashthis)%4)=?g ai = hasf{this)
clp 2 f(this%4)= 7g a 2 this%4
cls £ fthis=7g as £ fthis=?g

We have + (cli;a;1) = clp, + (clp;ap) = cls, + (clz;az) = public. If avariable x has security level cl; and y
is public, then the expressionhash{x) haslevel cl,, hasi{x)%4 haslevel cl3, (hasix)%4) = y haslevel public
Intuitiv ely, an action is a pattern that matchesthe computation in the program: this matchesa secretvalue
to be downgraded and ? matchesany expressionsat level public Each con dentialit y label correspondsto a
state machine that models downgrading, where states are labels and transitions are downgrading actions.

3.3 Integrit y labels

Integrity labels are largely the dual of con dentialit y labels with seweral subtle di erences. Con dentialit y
policies specify what can be done with the data in the future, integrity policy specify what has beendoneto
the data in the past. An integrit y policy is an expressionembeddedwith ?, meaning an expressionthat
has computed the annotated value as a result, where eac ? represens an untrusted, tainted input to the
expression.For example, if the variable x is tainted, then the expressionx%4 hasan integrity policy \ ?%4",
which statesan integrity constraint on the result. An integrit y lab el is a non-empty setof integrity policies,
where eat policy describesan expressionthat could have computed the value asa result. If the value x has

Most interesting integrity labelshave only onepolicy in them, becauseadding policiesto a label only weakens
the integrity guarantee. Similar to con dentialit y labels, the interpretation  of integrity labels is de ned
as:

Sil) % fipsjips  [ip2=3lips; ips 21l g
The ordering amongintegrity labelsis de ned as:

ihavilz () $Sily)  ilz)

In this framework, tainted can simply be represeried asf ?g, as this is dual caseof publicin con dentialit y.
The security label untainted corresponds to an in nite label fip j ? 2 ipg, which includes all expressions
that do not usetainted inputs. Although we have untainted v tainted, many interesting policies do not sit
between these two security levels. For example, f min(?;10)g has no direct ordering with untainted This
explains why traditional de nitions of noninterference gives a weak form of integrity guarantee: there are
many interesting integrity policies besidesuntainted In fact, untaintedis a very coarsesecurity level and it

can be further strengthened. For example, the integrity label il 1 2 fs, + s3g satises il ; v untainted It
says a very strong integrity guarantee: valuesat this integrity level must be equalto the sum of two trusted
program inputs. An even stronger integrity label f Og works like a singleton type where the only inhabitant
is zero. Downgrading for integrity labelsis formalized as:

+(il;a) £ fipy j [ipo=thisla ipy; ip2 2 ilg

For example, suppose



a1  Tolnt(this)  il1 £ fTolnt(?)g
a £ min(this; 10) il, = fmin(Tolnt(?); 10)g
asz = maxthis;5) il3 = f maxmin(Tolnt(?); 10); 5)g

We have + (tainted; a;) = il 1, + (il 1; @) = il 2, + (il 2;a3) = il 3. If a variable x has security level il ;, then
the expressionmax(x; 5) haslevel il 5.

4 The Web Scripting Language

4.1 Language syntax and semantics

Variables X = X
Expressions €= CjsjXx| e;:::;e ]declassiffe;L : a) j endasde;L : a)
Commands p:= jppix:=ej[L:)if eppjwhileepjprint e

j X := queryname (e1;:::;€e) j (S1;:::;8k) := readrav X
Types ;= string | j queryname
Programs Prog:= Inputs Queries Vars Boby
Input Input ::= field) s
Query Query = name (X1 :ilg;:0;%; tily) ) (sp:cly;iiiyse icl)
Variables Var:= x:cl!il
Body Body:= cBodyjpBody]j

Figure 4: Abstract Syntax

The web scripting languageprovides a programming model similar to PHP. The abstract syntax is shown
in Figure 4. Program fragmerts are inserted to the web page using special tags like <?ssp ... Issp>.
At the top level, a web script consistsof a headerand seweral program fragments. A headerincludes the
mapping from the form inputs to variable namesand the de nition of query interfaces. A query interface
includes the name of the query, the query argumerts, the result variables and the security levels of these
variables. Each program fragmert is a command. Commands can be sequetial composition of commands,
assignmeits, branches,loops, print statemerts, and query operations. For simplicity, function calls are not
preseried in this paper, although they are not fundamertally dicult to include. One other di erence from
PHP and other information- o w languagesis that a branch statemernt can have a tag L on it; sudc tags
can be usedin declassifyand endase expressions,which is explained later. When the script is executedby
the web sener, eac program fragmert is substituted by its output using the print statemert. Except query
handles, all valuesare simply strings in this language.

The type system of the web scripting languageis preseried in Figures 5, 6 and 7. The type system
statically cortrols the information ow in the programs. Con dentialit y labels and integrity labels are
tracked separately Like Jif and FlowCaml, the type system generally disallows information o w from high
security levelsto low security levels, where the ordering of security labels is de ned asin Section 3. For
con dentialit y, implicit information o ws are alsotracked by adding a program counter label pcto the typing
cortext. The pclabelis only permitted to be either public or secret becausethe downgrading policieswritten
by the programmer apply only to expressionshot to control ow.

A typing judgment for an expressionhasthe form ; ~ e: , where isthe typing context for variables
and is the context of conditional expressions,explained below. The typing judgments for commandsare
of the form ; ;pc” p meaningthat the commandp is well-typed under the contexts ; and the program
counter pc. For example, the C-Assign rule only allows information ow from low security levels to high
security levels. It alsotake pc label into accourt to track implicit o ws.

The program writes its output using the print statemert. Output data is publicly visible to the user,
so the type system must ensurethat the con dentialit y label of the output is public in the C-Print  rule.
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Figure 5: Command Typing Rules:




E-Const
;. string public! fcg ons
('s) = stringcl il

< - - E-Tr ustV ar
; s:stringcl til

( x) = stringcl !l
;. X:stringcl lil

;X :queryname
; empty(x) : string public! tainted

E-EmptyTest

; Cep:stringcly ilg ;e :stringcly il
CL( ;cly;cly;ilg;ilp) = cls IL( ;cly;clyilggily) =il

; e; e :stringclg!ils

E-Op

;. ep:stringcly il
(L*)=e  match( :e:a)  cl, =+ (cl:if a this 0)
; ~ declassifyer; L : a) : stringcly !l

E-Declassify+

; Cep:stringcly il
(L )=e match :e:a) cl, =+ (cl:if a0 this)
; declassifge;; L :a) :stringcly !l

E-Declassify-

Figure 6: ExpressionTyping Rules:

Furthermore, the pclabelin the typing context of the print statement must alsobe publicto prevent implicit
information ow such as\if secret then print 1 else print 0". Secretdata must be downgradedto
public data beforethey can be printed to web pages.

Figure 8 shaws an actual web script. It hastwo query interfacesto the database. The script takesthe
user input, performs queriesto the database,reads the results from the query and generatesa web page
for the end user. The following subsectionswalk through this example step-by-step to presen the language
features.

4.2 Query interfaces and typ e declarations

Query interfacesand variables are declaredin the headersection of a script. In Figure 8, the script header
from line 1 to line 17 speci es all the input/output data types. Line 2 speci es the inputs elds submitted
from the web forms in a HTTP requestand maps them to variables u, p and y in the scripting language.
All of thesevariables are consideredto be public, untrusted data; they have security level \ public! tainted"
in the type system.

Two query interfaces are de ned in lines 4-13. At run-time, they must match their speci cations in
the DBMS interfaces. The rst query, GetID, looks up a user name in the databaseand returns the user's
password and identit y number; both are secretsand cannot be directly releasedto the public. The second
guery FetchRecords usesthe user'sidentit y number to look up the user'stransaction history in the database.

Query argumen ts: Integrity labels are speci ed for query argumerts in the interface, their con den-
tialit y labels are public by default as required by the C-Quer y typedceding rule. For example, the query
argumert index on line 9 has an integrity label untainted, which makesit impossibleto passan untrusted
tainted value to index. The argumert year on line 9 requires a mandatory corversion from an arbitrary

10



— CL-Secret
CL( ;cly;clp;ilq;il ) = secret
cly v public cly v public

CL-Publi
CL( :cl1Clpil1;il2) = public Hple

il,v fipg
ai L this ip match(as; az) cls 4, (cly; ap)
CL( ;cly;publigil;il,) = cls

CL-Do wngrade(L)

— - IL-T ainted
IL( ;ilq;il,) = tainted
il 1 v untainted il , v untainted )
— - IL-Unt ainted
IL( ;ilq;il2) = untainted
IL-Compose

IL( ;fip1g;fip2g) = fip1 ip2g

Figure 7: Downgrading Rules

string to a string that cortain only an integer, which forbids certain SQL string attacks.

Query results: Query results are modeled as trusted variables in the type system. All the trusted
variables are treated as read only in the type system: they cannot be updated using direct assignmerts.
Con dentialit y labels are speci ed for query results, and their integrity labels are implicitly de ned by the
C-ReadR ow rule: a variable s has an integrity label f sg. On line 5, the con dentialit y label for PASSWORD
states that the only possibleway to leak information about the password is to compareit with a value at
level public.

A row of the query result is read together using the readrow command. The con dentialit y policy of
a query result variable can mention namesof other variables in the samequery. For example, the variable
ID on line 6 has a policy that mertions the variable PASSWORf2ying that the the ID string can only be
disclosedif a publicly known string matches PASSWORD the samerow of the query result. This policy
speci es a run-time test of identit y information.

4.3 Downgrading

Downgrading is the key feature of this type system. The downgrading policies specied by the query
interfacescorntrol how con dential data is releasedand how trustworthy information is updated. There are
two downgrading mechanismsin the type system.

Implicit downgrading : Downgrading happens implicitly in ead step of computation that usesthe
built-in operators. Without lossof generality, we presernt only the typing rules for binary operators in this
paper. In traditional security type systems,if x hassecurity level I; and y haslevel |, the result of x y has
security level I t 15, which is an upperbound of I; and I,. The E-Op rule in Figure 6 is backward-compatible
with those type systems. However, E-Op examinesthe labels of the operands more carefully using rules in
Figure 7. The CL-Secret , CL-Public , IL-T ainted and IL-Unt ainted rules are standard rules|they
give the label of the result by approximating the join of the argumerts. The IL-Compose rule, however,
attempts to compute the integrity label for the result when both operands have good integrity guarantees.
The CL-Do wngrade(L) rule declassi esthe left operand using an action that corresponds to the use of
the operator (there is a symmetric versionthat operateson the right sideof ). The integrity label of the
other operand is also usedto describe this action.

It is possiblethat more than oneaction a, can be chosenin the CL-Do wngrade rule. For example, the
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01 <7?ssp_header

02 Forminputs ( "UserName" => u, "Password" =>p, "QueryYear" =>vy );
03

04 Query GetlD ( username: l'tainted ) => (

05 PASSWORD({this=*},

06 ID : {if (PASSWORD-=this 0}
07 )i

08

09 Query FetchRecords( index: luntainted, year:¥{Integer(*)} ) =>(
10 ORDERID: public,

11 AMOUNT : public,

12 CCNUM : ({tailstr(this,4)}

13 )i

14

15 Variables ( pub_id: publicluntainted );
16

17 !ssp_header>

18 <html><head><title>....</title>

19 <meta http-equiv="content-type" content="text/html; charset=UTF-8">
20 </head><body>

21 ...

22 <7?ssp

23 ql := query GetID(u);

24 if ( empty(ql) ) {

25 print 'Unknown username’;

26 } else {

27 (pwd, id) := readrow(qgl);

28 L_AUTH:if (pwd=p)

29 {

30 print ‘'Username ="'; print u;

31 pub_id := declassify(id, L_AUTH:(pwd=%));

32 print 'School ID ='; print pub_id;

33 g2 := query FetchRecords( pub_id, Integer(y) );
34 while (lempty(q2)) {

35 (orderid, amoumt, ccnum) := readrow(q2);
36 print 'Order ID ="'; print orderid;

37 print ‘Amount = '; print amount;

38 print  'Credit Card = XXXX-XXXX-XXXX-";
39 print  tailstr(ccnum, 4);

40 }

41 } else {

42 print 'Wrong password’;

43 }

44 }

45 Issp>

46 ...

Figure 8: A Web Script Example
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action this = ¢y can match the policy this = ?. The predicate match determineswhether the action matches
a downgrading policy pattern; we omit the straightforward de nition of when such patterns unify. We make
this downgrading implicit becausemost useful downgrading policies are simple and it is easyto seard (in
the implementation of match) for an usable downgrading action. To avoid searding, the languagecould be
extended with an optional construct that speci es the downgrading action as annotations on the operator
sothat the type cheder knows which action to use.

Conditional downgrading: The conditional expressionsin the policy language allow us to specify
downgrading patterns with branches. This is achievedin the type systemby tracking the \activ e conditions"
on the current execution path. The if statements can have an optional tag L in its syntax. In the C-If-Pub
rule, the context is usedto keeptrack of all the conditional expressionstags on the current execution
path. Thesetags are alsoannotated with either +, indicating the \true" branch, or , indicating the \false"
branch. Programs can use declassifyand endase statemerts to downgrade the label of a value by specifying
the tag of the conditional expressionthat correspondsto the if statemert, and an action that matchesthe
conditional expression.Here again, a match( ;e;a) predicate is neededto determine whether the expression
e can instantiate action a in context . Intuitiv ely, the tag L mentioned in the downgrading operation
provides the justi cation for control ow that validates the use of the downgrading action. This is a novel
extension of the type systemby Li and Zdancewic[5] without breaking the relaxed noninterference result:
the relaxed noninterferenceof conditional patterns canbe bejusti ed by an equivalencerule \if e; E[e;] €3
if e E[if e; e c] 3" where E is an evaluation context, with someside conditions on the typing contexts
and variable bindings.

4.4 Information o w control in the example

In Figure 8, lines 22-44show a program fragmert in the web script. It usesthe query GetID to authenticate
the user and usesthe query FetchRecords to look up the user's history of transactions.

Reading query results: Line 23 submits a query to the database and returns a handle g1 to the
instance of this query. Line 27 readsa row from the query results. When the variables (pwd,id) are added
to the context, their typesare addedto the typing context accordingto the databaseinterfaces. The variable
pwdhas security level fthis=* ¢! f pwdyand id hassecurity level fif (pwd=*) this 0g!fid g. The variable
namesin the query interfacesare substituted by the actual instancesin the C-ReadR ow rule.

Implicit downgrading: Line 28 performs an implicit downgrading in the conditional expression. The
expressionpwd=pcorrespondsto an action \ this = ?" for the variable pwd and we have + (f this = ?g; f this =
?g) = public. Therefore, the expressionpwd=phas security level public! tainted by using the E-Op rule, the
CL-Do wnGrade(L) rule and the IL-T ainted rule. The information leak on this expressionis permitted
by the policy and the pclabel inside the branch will be public. In contrast, in languageslik e Jif, downgrading
must be performed by using its declassify expression. Implicit downgrading also happens on line 33 for
the variable y and on line 39 for the variable ccnum The type system provides substartial guaranteesabout
downgradinglall the downgrading must follow permissible downgrading paths speci ed by the policies.

Conditional downgrading: When the if statemert is typededked on line 28, the tag L AUTHand
the conditional expression(pwd=p) are stored in the context . This information is usedto justify further
downgrading inside the body of the branches. Line 31 shows such an example. The declassifyoperation is
a no-op at run-time. It merely servesas a hint to the typeceder that a conditional test is in the current
execution path and the expressionid can be downgraded using an action corresponding to the conditional
test on line 28. First, the E-Declassify+  rule veri es that the action (pwd=*) matchesthe conditional
expression(pwd=p) that correspond to the tag L AUTHn the typing context. Then, the security level of
id is downgraded using the action (if (pwd=*) this 0) where 0 is an arbitrary constart. Thus, the
resulting con dentialit y label for pub_id is public. If the programmer doesnot perform the required identit y
test (speci ed on line 6), the type systemwill not permit the program to output the ID. This conditional
downgrading policy e ectiv ely enforcesa run-time identit y test [15].

Writing query argumen ts: The declassify statemert only aects the con dentiality label. The
integrity label for pub_id is still fid g. Line 33 calls another query FetchRecords using the value pub.d .
According to the C-Quer y rule, the interface of FetchRecords demandsthat the rst argument has an
untainted integrity level. This is satis ed becausefid g v untaintedin our framework. If the FetchRecords
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qguery useda tainted value|p erhapsobtained from userinput|the type systemwill detect such the error.

5 Discussion

5.1 Untrusted code, timing channels and side e ects

Our web scripting languageis primarily intended as a tool to help web-systemsbuilders create more secure
systems. As such, the main focus of this paper has beenon trusted code which is written without malicious
intent. Dealing with untrusted code is a much more di cult problem. Howewer, the downgrading and trust

model described in this paper di ers from previous work in a couple signi cant ways.

In Jif, downgrading is controlled using the decerralized label model, where eadh principal can only
downgradeits own policies. The DLM usesthe notion of authority asjusti cation for privileged operations;
but authority is not connectedto the program semartics. As a result, untrusted code (code without the
authority of a principal P) cannot downgrade data owned by P. Our language provides a complemenary
ability to specify downgrading policies based on required computation rather than using code privileges
This makesit possibleto allow untrusted code to perform downgrading in a safe manner as long as the
downgrading policies are correctly speci ed (and the untrusted code passesthe typededer). Of course,
even for untrusted code, the downgrading policies must be speci ed consenatively with possibleattacks in
mind. For example,the FetchRecords query is not safeto usein an untrusted setting becausethe attacker
can enumerate possibleidentity numbers and steal information from the database. This problem can be
solved by posing stronger policies on the query interface, for example, using run-time identit y tests like the
policy on line 6.

For con dentialit y, untrusted code can also leak information through covert channels such as timing
channels and side e ects. This problem is solved by requiring the pc label be public at all placeswhere
obsenable side e ects are possibleto happen: loops, reading rows from queries, etc. In the type system,
the C-Print , C-While , C-Quer y and C-ReadR ow all require the pc label to be public This solution
is impractical for languageslike Jif and FlowCaml, becausethe explicit declassi cation neededmake it too
clumsy to allow useful programs be written. However, our languagemakesit more practical, becausemany
secret data can be implicitly downgraded to public data before they a ect the pc label. The pc label is
indeed public everywhere in the example in Figure 8. It is also worth pointing out that the control ow
in a web script is often simpler than other programs. Web scripts naturally use the contin uation-passing
programming style and many scripts executefor a very short time. By limiting the con dentialit y label of
the loop condition in the C-While rule, timing channel leaksare largely eliminated.

For trusted code, the requiremert on the pc label can be relaxed. Instead of rejecting a program, the
typedcheder can raise appropriate warnings in the C-Print , C-While , C-Quer y and C-ReadR ow rules,
where con dential information can be leaked through covert channels.

The web scripting language presenied in this paper is intended to be a practical instantiation of a
more theoretical languagedeveloped by Li and Zdancewic. However, despite con dence in the type system
preseried here (as justied by that previous work), we have not proved any formal security guarantees
about it. The security goal is harder to formalize than the relaxal noninterference result proved previously,
becausethis languageincludessidee ects and state. A promising future direction is to formalize the security
guarartee for this language,perhapsby using a functional variant of this languagewith monadic e ects.

5.2 Related Work

Language-basednformation- o w control has been studied for sometime [13]. Recern languageprototypes
such as Jif [7], which extends Java, and FlowCaml [14], which extends Caml, provide nonstandard type
systems that enforce information- 0 w policies. The security guarantee of such type systemsis usually
formalized as noninterference [4] [6], an end-to-end extensional guarantee that requiresthat no information
propagates from high security levels to low security levels. However, there have been very few practical
applications that demonstrate the useof these security-typed languages.In this paper, we have proposedto
apply these techniquesto web scripting languages,for which security concernsare increasingly important.

14



The current state-of-the art in web scripting protects data con dentialit y and (perhaps more importantly)
integrity in ad hoc ways. Here we aim to do better, yet still provide a practical enforcemen medanism.

One important challengein making such an approach practical is the problem of downgiading [8] [16] [3]
[11] [2] [5]. Noninterferencealone is too strong for practical use. For con dentialit y, it is usually necessary
that secretdata can be leaked to public places,but only in cortrolled ways. One approad, the deceriralized
label model (DLM) [8] can control downgrading by using privileges assaiated with the code. The DLM
allows us to specify policies about who can downgradethe data, but doesnot specify howthe data should be
downgraded and what what is downgraded. As a result, the end-to-end noninterferenceguarantee no longer
holds for code with downgrading.

Another problem is information integrity policies [1]. Although con dentialit y and integrity are usually
consideredas duals in information- o w systems,the resulting integrity guarantee is weak. Noninterference
guaranteesonly that tainted data doesnot a ect the values of the trusted, untainted data, but it does not
say anything about how the trusted data are manipulated in the system. There is absolutely no integrity
guarartee for data coming from untrusted code in the Jif language,becausea malicious program can manip-
ulate the trusted data in arbitrary ways without using tainted data. As a result, the two-dimensional DLM
degenerateso a one-dimensionaltrust model or writers model for integrity policies.

Recert advancesin the researt on downgading extend the notion of noninterferenceby specifying down-
grading policies as security levels and studies howthe data are downgraded. Relaxal noninterference [5] and
delimited release[12] provide end-to-end security guaranteeson downgrading. In the theoretical framework
proposedby Li and Zdancewic[5], an information- 0 w type systemis usedto control downgrading in a ne-
grained manner accordingto the downgiading policies speci ed by the programmer. A secureprogram canbe
provedto be equivalert to a special form where all the downgrading are explicit and external to the body of
the program. The security guarantee can then be interpreted in the model of delimited release[12] proposed
by Sakelfeld and Myers, which states a weakenedand badkward-compatible version of noninterference.

This paper integratesthesetheoretical frameworks together in a practical, domain-speci ¢ programming
language. Li and Zdancewicexpressthe downgrading policies aslambda calculus terms; manipulating these
policiesrequireshigher-order uni cation and extensive proof searding. In this paper, we simplify the policy
languageby using patterns to represen policies and use straightforward pattern matching in type-cheding
to avoid extensive searding. Instead of using an e ect type systemto enforce delimited release[12], we
simply require that all the con dential input variables are read-only variables. Furthermore, the conditional
downgrading policies can be usedto enforcerun-time identit y tests and achieve similar goalswith run-time
principals [15].

6 Conclusion

This paper preserts an architecture for obtaining strong, end-to-endsecurity in web-basedonline information
systemsand motivated the use of language-basednformation- o w cortrol in a web scripting language. In
this approad, information- o w policies are speci ed in the database query interfacesand enforcedin the
web scripting languageby a static type cheder.

Based on prior researd, this paper preseris a framework of downgrading policies using a simple and
tractable pattern languagethat connectsimplicit downgrading to computations in the script. Integrity
policies and con dentialit y policies are treated symmetrically, leading to a clean and intuitiv e way for pro-
grammersto describe their policies. Moreover, this paper presens a novel downgrading mechanism by that
works by tracking the conditional expressionsin the typing context and using them to enforce policies on
run-time conditions such asidentit y tests.
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