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Abstract. We propose a general framework of secrecy and preserva-
tion of secrecy for labeled transition systems. Our de nition of secrecy
is parameterized by the distinguishing power of the obsener, the prop-
erties to be kept secret, and the executions of interest, and captures
a multitude of de nitions in the literature. We de ne a notion of se-
crecy preserving re nement between systemsby strengthening the clas-
sical trace-based re nement so that the implementation leaks a secret
only when the specication also leaks it. We show that secrecyis in
generalnot de nable in -calculus, and thus not expressiblein speci ca-

tion logics supported by standard model-checkers. However, we develop
a simulation-based proof technique for establishing secrecypreserving re-
nement. This result shows how existing re nement cheders can be used
to show correctnessof an implementation with respect to a speci cation.

1 Intro duction

Security and con dentialit y are growing concernsin software and system devel-
opmert [14]. The question of how to ascertainthat an attacker cannot easily get
information about classi ed data is certral in this domain. We investigate the
possibilities for using automated veri cation techniques (such as model ched-
ing) to answer this question, and in particular, we focus on the notion of re ne-
ments that presene secrecy Stepwise re nement is consideredto be the correct
approach to system and software construction, since it enablesdevelopers to
nd designerrors in earlier stagesof development. Re nements are useful for
synthesizing implementations from higher level speci cations, for instance via
compilation or other code transformations. Sud re nement basedapproac has
been advocated by, for example, Hoare [6] and Lamport [8]. Our goal is to de-
velop a formal and generalframework for re nement that alsotakesinto accourt
secrecy

Our cortributions are two fold. First, we introduce a general framework for
reasoningabout secrecyrequiremerts in a system.We usethe standard veri ca-
tion framework { labeled transition systems.Our notion of secrecydependson
three parameters:(1) the equivalencerelation on runs of the systemthat models
the distinctions the obsener can make, (2) the properties that are to be kept
secret,and (3) the setof runs that are of interest. Intuitiv ely, a property is secret
if, for every run of interest, there is an equivalent run such that only one of these
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two runs satis es the property. We show that by varying thesethree parameters,
it is possibleto capture possibilistic de nitions of secrecyfound in the literature
such as noninterferenceand perfect security property [13,16]. We study whether
such a generalnotion of secrecycan be speci ed using temporal logics. The an-
swer is negative: we prove that secrecyis not expressiblein -calculus. It has
been claimed (see[3]) that it is possibleto specify secrecyin temporal logic
on self-compsition (self-composition is a composition of a program with itself).
However, we demonstrate that this too is not possiblefor the generalde nition
of secrecy

It is well-known that standard notions of re nement (e.g. trace inclusion) do
not presene secrets,and the re ned program may leak more secretsthan the
original program [10]. Our secondmain cortribution is that we de ne secrecy-
preservingre nement and present a simulation-basedtechnique for proving that
one systemis a re nement of another. In our de nition, an implementation is a
re nement of the speci cation, if for every run r of the implementation, there
exists a run r9 of the speci cation such that the obsener cannot distinguish r
from r© and for every property that the obsener can deducefrom r in the imple-
mentation can also be deducedby observingr®in the speci cation. Simulation
is a standard technigue: in order to show that a program P re nes a program Q
(in the classicalsense),one can show that Q simulates P. This can also be part
of the simulation basedproof of secrecy-preservinge nement, sincewe require
trace inclusion in the usual way. However, in order to show that P doesnot leak
more secretsthan Q, onemust alsoshow that P simulates Q. The reasonis that
using this simulation relation, one can prove that if P leaks a secret, then so
does Q. This implies that even though secrecyis not speci able in -calculus,
and thus cannot be directly cheded by existing model-cheders, showing that
implementation presenes secretsof the speci cation can be done using exist-
ing tools (such as Mocha [2], CadenceSMV [11], PVS [12]) by establishing a
simulation relation.

Related W ork

We know of only two notions of secrecypreservingre nements that were de ned
previously. Mantel [9] assumeghat some xed, strong information- o w proper-
ties of the system are enforcedand his de nition of re nement presenesthose
properties. Our approach is more exible becauseit permits the speci cation
of arbitrary secrecyrequiremerts. This meansthat if the speci cation program
does not maintain secrecyof a certain property, the implementation program
does not needto either. Jurjens [7] considersa dierent (and weaker) de ni-
tions of secrets.In his approad, a secretis leaked if the program (possibly when
interacting with an adversary) outputs the secret. This approac thus ignores
information- 0 w leaks, i.e. caseswhen the adversary can infer something about
the secretwithout explicitly seeingit.

There is a large body of literature in language-basedsecurity (see[13] for an
overview). Various de nitions of secrecyhave beenconsidered,but all possibilis-
tic variations (those that ignore probabilistic information about the distribution



of system behaviors) can be captured in our framework. More closely related is
the work on cheding for secrecyusing self-composition techniquesjthe work
by Barthe et al. mentioned above and [15,4], where the authors consideronly
deterministic programs. Halpern and O'Neill [5] de ne a notion of secrecyin the
context of multiagent systemsthat is similar to our de nitions, but they do not
consider secrecy-preservingre nements. The presenation of secrecyhas been
studied in the context of programming languagetranslation by Abadi [1] using
techniques basedon full abstraction.

2 Secrecy requiremen ts

In this section, we introduce a framework in which we can reasonabout prop-
erties of a system being secret, i.e. not inferable by an obsener who seesthe
behavior of the system. The framework we presen is generalenoughto capture
all possibilistic de nitions of secrecyde ned in both programming languageand
veri cation literature, to the best of our knowledge.

A labkeld transition system (LTS) T is a tuple (Q;L; ;I), where Q is a set
of states, L is a set of labels, Q L Qisatransition relation, andl Q
a set of initial states.

A sequencer = loaq::: of alternating states and labels is a run of the
labeledtransition systemT i g2 1 and8i:0 i<jrj) (g;li;g+)2 . Let
R(T) bethe setof all runs of the LTS T.

A property is a subsetof the set of runs, i.e. R(T). A state-property
is a property that depends only on the last state of a run. Formally, is a
state-property i there is a set of states Qs Q such that r 2 i r=

Mlols:::ln 16h and ¢ isin Qs.

Given this model of systems,we want to de ne what an obsener can see
and what he or shecan infer basedon those obsenations. The obsener cannot
seeeverything about the current run of the system, that is to say, in general,
seweral runs can correspond to the same obsenation. We model this using an
equivalencerelation on runs, R(T) R(T). For a property , the obsener
is able to concludethat holds, if holds for all the runs that correspond to
his or her obsenations. He or sheis able to concludethat doesnot hold, if
it doesnot hold for all the runs that correspond to the obsenations. The third
possibility is that the obsereris not ableto concludewhether holdsor not. We
will thus needto usea three-valued domain, f> ; ? ; mg (true, false, maybe), and
a partial order that models the knowledgethe obsener has. v is the following
partial orderonf> ;?;mg:mv m;mv >;mv ?;?2 v ?;>v >,

Function IP { inferableproperties, is afunction that, givenarun r, a property

and an equivalencerelation , represernts the knowledgeof the obsener about
the property after the run r. IP(r;; )= >if8°: ¢ r ) 02 |
IP(r;; )=21if8%r% r ) r°2 andIP(r;; )= m otherwise Our
notion of secrecydepends on one additional parameter: instead of requiring a
property to be secretin every run of the system, we may want to focus only



on a subset of runs that are of interest, e.g. the set of all terminating runs.
This leadsto the following formalization of secrecy:

Let T bealabeledtransition systemand and betwo properties. The
property isaseretin for Tw.rt ifforallr2 ,IP(r;; )= m:

We present the following examplesin order to show that our de nition is general
enoughto capture seweral standard information- 0 w properties such asnoninter-
ferenceor Perfect Security Property. We can capture thesede nitions by varying
the parameters and

Linear-time Secrecy

Consider an obsener who can seethe actions of the system,i.e. the labelsin L.
Theselabels, for example, might be the messagesert or received by the system.
Assumethat L contains a symbol , which modelsinternal actions of the system.

We de ne the strong (time-sensitive) equivalence relation ( ) as follows.
Let Tr be an erasing homomorphism de ned on runs: Tr(q) = , Tr(l) = 1,
i.e. Tr erasesall states. Two runs r and r° are strongly equivalent (r  r9 i
Tr(r) = Tr(r9. The equivalenceclassto which a run r belongscan be rep-
reserted by Tr(r), which corresponds to what the obsener seeswhen r is the
current executionof the system.Tr (r) is a sequenceof labels,and such sequences
are called traces Tr (T) is the set of all tracesofthe LTS T.

We de ne the weak (time-insensitive) equivalencerelation ( ) as follows.
Let Try be an erasinghomomorphismde ned onruns: Try(g) = , Try (1) =1
for1 6 and Try( ) = ,i.e. Try erasesall states and all internal actions.
Two runs r and r° are weakly equivalert (r  r% i Try(r) = Try(r9. The
equivalenceclasscan be represerted by Tr,(r) and is called a weak trace. Let
Trw(T) bethe set of all weaktracesof the LTS T.

Consider the following two programs.

A: x=?; y=0; z=x; sendz;
B: x=?; y=0; z=y; sendz,

It is easyto seehow they canbe modeledastransition systemsin our framework.
The states are valuations of variables. The set L contains three labels sq; s1;
sp denotesthe fact that O was sert, s; that 1 was sert and denotesall the
internal (silent) actions. The input (x = ?) is intended not to be seenby an
obsener and thus is modeled by a silent action. We want to analyze what an
obsener might infer about whether or not x = 0 during the execution of the
program if he or she can obsere what the program sends.We model this using
the strong obsenational equivalence and the state property x = 0. Suppose
that the input is 0. Note that the obsener seeghe sametrace for both programs,
namely t = 0. For the program A, the obsener, after having seenthe trace
t was sert, can concludethat x = 0 holds. For the program B, the obsener
doesnot know whether x = 0 holds or not after having seenthe trace t. We can
concludethat for program A, the state property x = 0 is not a secretin the set
of all runsw.rt. andit is a secretfor program B.



Nonin terference

Considerthe standard formulation of termination insensitive noninterference[13].
It is de ned using low and high variables, where low variables are visible to the
obsener and high variables are not. Noninterferencecan be then formulated in-
formally as follows: \if two input states share the samevalues of low variables
then the behaviors of the program executedfrom these states are indistinguish-
able by the obsener".

We de ne functional equivalence ; asfollows.Let } and ¢ betwo equiv-
alencerelations on states. For all terminating runs r and r® we haver ¢ r©°
i their initial states are related by | and their nal statesby ¢. We model
noninterferenceby functional equivalencede ned above. Two statesq and q° are
related by } (and ?) exactly when the valuation of the low variables is the
samein g and o,

The purposeof using noninterferenceis to determine whether someproperty

of high variables is inferable by an obsener who seesonly low variables. We
can capture this in our framework asfollows. Let P be the set of all expressible
properties of high variables. For example, if every property of high variables
is consideredto be expressible,P corresponds to the powerset of the set of
valuations of high variables. Considera classicrequiremert such as\a secretkey
should stay secret." In our framework, this can be expressedas \a secretkey
stays secretwith respect to a set of predicatesP", i.e. none of the properties of
the secretkey that arein P will be revealed.

Let  be the set of all terminating runs. We can concludethat the system
satis es the noninterferenceproperty w.rt. P i forall 2 P, issecretin
w.rt. ¢,

Perfect Securit y Prop erty

Let us considerthe Perfect Security Property (PSP) [16]. It is an information-
ow property de ned in a trace-basedsetting. In order to de ne it, we divide
the labelsinto low-security and high-security categories.The obsener knows the
speci cation of the system- i.e. the setof all possibletraces (sequence®f labels)
and he or she can obsene low-security labels. PSP ensuresthat the obsener
cannot deduceany information about occurrencesof high-security everts.

We can model the PSP in our framework by choosing an appropriate equiv-
alencerelation on runs and a property on runs. Let Low L be a set of low-
security labelsand let High L be a set of high-security labels such that Low
and High partition L. We use the following equivalencerelation. Let Tr s, be
an erasinghomomorphismde ned on runs asfollows: Tr psp (Q) = , Trpsp(l) = |
for | 2 Low and Try(l) = for | 2 High, i.e. Trys, erasesall states and
all high-security actions. Two runs r and r° are psp-equivalent (r psp 19 i
Trpsp(r) = Trpsp(ro). For each label h 2 High, we de ne the property y:arun
risin 4 if h occursin r. Now we can concludethat PSP holdsi | is secret
in a w.r.t.  psp for all h 2 High.



Specifying Secrecy in Temp oral Logics

It is well-known that secrecycannot be expressedasa predicate on a singletrace
and hencecannot be speci ed in linear-time speci cation languagessuch aslinear
temporal logic (see,for example,[10], for a proof). We prove that secrecyis not
a branching-time property either.

Let us consider nite trees over alphabet . The vertices are labeled by
elemerts of  (edgesare not labeled). A tree T canbe seenasan LTS T° where
states correspond to vertices of the tree, edgesare the parent-child edges,and
all the edgesare labeled by the samesymbol. For each label 2 ,let °bea
state-property corresponding to the set of all vertices labeled by

Theorem 1. ThesetS oftreesT overf ; gsuchthat Cis seretin %w.r.t.
for TCis not a regular tree-language.

Proof. For aproofby contradiction, supposethat S isregular. Then the following
special case,de ned by aregular condition that °is falseonly for the root of the
tree, would alsobe regular. The fact that Cis secretin %w.rt.  corresponds
to the fact that at ead depth d (d > 0) of the tree, there is anodein °and a
node not in  © It is well-known that this is not a regular property. ti

Corollary 1. The setof treesT overf; gsuchthat Cis seretin % w.r.t.
for T%is not de nable in -calculus.

Note that it is possibleto devisealgorithms basedon standard model-cheking
for special casesof our de nition of secrecy For example, Barthe et al. [3] claim
that it is possibleto use CTL model-chedking to chedk for noninterferencein
nite-state systems.However, upon examination, this holds only for a specic
de nition of noninterference, the one based on functional equivalence relation
(as opposedto, e.g., strong equivalencerelation). Barthe et al. reduce cheding
for noninterferenceto model-cheking a CTL formula on self-compsition. Self-
composition can be viewed asa (sequettial or parallel) composition of a program
with itself (variables are renamedin the other copy of the program). It can be
shown, by a proof similar to the one above, that there is no -calculusformula
that characterizesthe generalde nition of noninterferenceon self-composition.

3 Secrecy-preserving Re nemen ts

Let us supposethat we have two labeled transition systemsTspec and Timp . We
want to establishthat Timp doesnot leak more secretsthan Tgpec.

First, considerthe classicalnotion of re nement, where Timp re nes Tgpec |
all behaviors of Ty, are allowed by Tspec. This notion of re nement presenesall
properties expressiblein linear temporal logic, but doesnot in generalpresene
the secrecyof properties. Consider two of the systemsin Figure 1, (a) as Tspec
and (b) as Timp . Using the classicalnotion, Tinp is a re nement of Tspec, Since
the behaviors of Timp are included in behaviors of Tspec. This holds for both
the functional (input-output) and obsenational (trace-based)view of behaviors.



However, Timp leaksmore secretsthan Tspec does. If the obsener of Timp seesa
trace sg, he or she can concludethat doesnot hold. On the other hand, for
Tspec, the obsener cannot determine whether  holds or not.

We proceedto introduce a new notion of re nement, one that presenesse-
crecy of properties. Intuitiv ely, wewant to show that for ead run r of Timp , there
is an equivalert run r° of Tspec, sudh that the obsener can deduce less about
the properties of interest when observing Timp executingr than when observing
Tspec EXecutingr® Hence,let us extend the equivalencerelation  to the runs of
the two systems,i.e. (R(Tspec) [ R(Timp))  (R(Tspec) [ R(Timp )). Further-
more, we needto relate properties of interest for the two systems.Analogously,
a property now will be a subsetof R(Tspec) [ R(Timp )-

Now we are ready to state whenare ned transition systempresenesat least
asmany secretsasthe original one:

Secrecy-preserving re nemen t:

Let Tspec; Timp be two labeled transition system, let P be a set of
properties and let  be an equivalencerelation on R(Tspec) [ R(Timp ).
Timp P-renes Tspec W.I.L. i forall runsr 2 R(Timp ), there exists
arun r®2 R(Tspec) such that r  r%and for all properties 2 P,
IP(r;s YV IPE%; ).

We present the following obsenations and an example to illustrate the de ni-
tion. First, note that secrecy-preservinge nement extendsthe classicalnotion:
consider the casewhen the set of properties P is empty. For strong (weak)
equivalenceP -re nement correspondsto (weak) trace inclusion. For functional
equivalence,P -re nement correspondsto the requiremert that the input-output
relation of Timp is included in the input-output relation of Tspec.

Consider the programs A and B from Section 2 again. As before, suppose
that the obsener doesnot seethe input, but this time, we x the input to beOin
order to simplify the example. We considerthe strong obsenational equivalence
and we are interestedin the state-property that istrue i x = 0. Thereis only
one run in ead of the programs. Those runs are equivalert, since the trace is
simply So in both cases.Let rp denotethe run of A and let rg denote the
run of B. As we have seen,IP(ra;; )= >andIP(rg;; )= m. Thuswe
can concludethat A doesnot P-rene B w.rt. , but B P-re nes A w.r.t.

The following theorem statesthat the P -re nement presenesthe secretsfrom
P, i.e. that if Tspec doesnot leak a secret 2 P and Timp is @ P-re nement of
Tspec, then also Timp doesnot leak the secret . Before stating the theorem, we
needto de ne one more condition on the set of runs that are of interest, . A
property is -preservingi for all r andfor all r% ifr 2 andr r9 then
ro2

Theorem 2. Let Tspec and Timp be two transition systemssuch that Timp P-
renes Tgpec W.I.L. and let be aan -preservingproperty. If 2 P is a
seretin - for Tspee W.rt. , then isaseretin for Timp W.rI.t



4 Proving Secrecy Using a Simulation Relation

In this sectionwe restrict our attention to the strong (time-sensitive) and weak
(time-insensitive) equivalence relations on runs and we consider only state-
properties. With appropriate modi cations, simulation-based proof techniques
can be developed for other equivalencessuch as the onesused for noninterfer-
enceand perfect security.

Let Tspec = (Qspec; L; spec; | spec) and Timp = (Qimp v L Timp 5 limp ) belabeled
transition systems.As above, let P denote both a set of properties about Tspec
and a corresponding set of properties about Tinp . Note that the two transition
systemshave the sameset of labels, thus the relation  (the strong obsenational
equivalence)can be seenas a relation on R(Tspec) [ R(Timp )-

A binary relation . Qspec Qimp is a simulation relation i for all oz . o
for all state properties 2 P, q 2 i qj’ 2 and for every ¢ 2 Qgpec and

|2 L suchthat g !' o there exists o 2 Qimp such that i@ I' @ and g . cf.
We say that Timp simulates Tspec (Tspec - Timp ), if there exists a simulation
relation . such that for every gu 2 I spec there existsof 2 Iimp sudthat g . .
A binary relation . w  Qspec  Qimp IS @ weak simulation relation i for all
. w @, for all state properties 2P, 2 i ¢2 andwehave:

{ ! o implies that there existsa g sudhthat ! g and g . w @
{ @' ofimpliesthat there existsacp sudthat u! !'! anda . w g.

Weak simulation between transition system is de ned similarly to simulation
betweentransition systems.

Let us consider the caseof strong (time-sensitive) equivalence relation on
runs. Firstly, we note that it follows from the de nition of P-re nement that the
standard re nement condition (Tr(Timp)  Tr(Tspec)) iS @ necessarycondition
for the P-re nement.

Secondly note that unlike classicalre nement, the condition that Tspec Sim-
ulates Timp is not su cien t for P-re nement. To seethis consideragain two of
the systemsin Figure 1, (a) as Tspec and (b) as Timp . Note that Tspec Simulates
Timp ,» but Timp leaksinformation on on the trace so, whereasTgpe; doesnot.

The property we arelooking for is in fact the simulation in the other direction,
i.e. that Tinp Simulates Tspec. The reasonis that using this simulation relation
one can prove that if Tinp leaks a secret, then so does Tspec. NoOte also the
condition that Timp simulates Tspec is NOt a su cien t condition. Consider now
the systemon Figure 1(a) as Tspec and the systemon Figure 1(c) as Timp . Now
Timp re nes Tspec, but for the trace sy, Timp leaks more secretsthan Tepec.

The combination of the two conditions, Tr (Timp ) Tr (Tspec) and Timp SiM-
ulates Tspec IS SU Cien t to guarantee that P-re nement holds.

Theorem 3. If Tr(Timp)  Tr(Tspec) @and Tspec . Timp, then Timpy P-re nes
Tspec W.r.t.

Proof. Let r bearun in R(Timp ). We have to prove that there existsa run r%in
Tspec SUch that 1 r%and IP(r;; ) v IP(r%; ). We havethat Tr(Timp)



Tr (Tspec), therefore there exists a run r%in Tspec SuUd that r r® It remains
to provethat IP(r;; ) v IP(r% ; ). Let ussupposethat IP(r;; )= >.
We have to show that IP (r% ; )= >. Let ussupposethat IP (r% ; )= 72 or
IP(r%; )= m.In any of the two caseswe know that there existsr°°2 R(Tspec)
such that r® r%and the last state of r®is not in . Using the condition
Tspec - Timp We prove (by induction on the length of the Tr(r%) that there
exists an r%92 R(Timp ) sud that r® r%0%nd the last state of r°is not in

. By transitivit y of , we have that r°° r. This is a contradiction with the

assumptionIP (r; ; ) = >. Thuswe canconcludethat if IP(r; ; )= >, then
IP(r%; )=>.ThecaseofIP(r;; )= ? issimilar. If IP(r;; )= m,then
there is nothing to prove, sincemv IP (r% ; ). u

For weak equivalencerelation on runs, a similar theorem holds.

Theorem 4. If Try(Timp) Trw(Tspec) and Tspec - w Timp , then Timp P-
re nes Tgpee W.It .

Note that Theorem 3 implies that secrecyis presened by bisimulation, since
for bisimilar systems,both conditions are met. Note alsothat we have shown in
Section 2 that secrecyis not a branching time property.

The conjunction of the two conditions of Theorem 3 is not a necessarycondi-
tion for P re nement. Considerthe two systemsin Figure 2 and supposethe set
P of properties is the singletonf g. Note that Tr(Timp)  Tr(Tspec) and Timp
doesnot simulate Tspec. However, Timp doesnot leak any more secretsTgpec.

So So So So |So Sy

@) (b) ©
Fig. 1. Re nement by simulation

Fig. 2. Simulation is not a neces-
sary condition.

5 Example

We present an examplein order to illustrate the de nition of secrecy-preserving
re nement and to demonstratethe simulation-basedproof method de ned above.
We will presert two implementations, Tspec and Timp , Of @ protocol (more pre-
cisely, of oneround of a protocol). We will show that while functionally they are
equivalent (their input-output relation is the same)and Tinp re nes Tspec in the



classicalsense(trace inclusion), the implementation Tim, leaks someproperties
that should be secret,whereasTspec doesnot.

Consider the game Battleship. We will analyze an implementation of one of
the playersin oneround of the protocol, sothe following description is su cien t
for our purposes. The input (for ead round) consistsof a grid, where eact
square is either marked (meaning a ship is there) or unmarked, and of two
integersi and j. The output should be yes if the squarewith coordinatesi and
j is marked.

Let us considertwo implementations of this protocol, Tspec and Timp . Tspec
usesthe straightforward array represeration, Timp uUsesa list represertation.
In Timp , the board is represerted by a list of rows and ead row cortains a list
of the marked cells. (A possiblemotivation for the (re-)implementation Timp is
that it might be more e cien t in caseof sparseboards.)

Timp :
Board: Tspec: list  board, row;
int ij;
1 2 3 array board;
1 int ij; rcv iyrev
row=Board.getRow(i)
2 rev i; rev j; if (row.ISEmpty())
3 r = Ali,j]; r=0; sendr;
send r; else

r=row.getElem(j); send r;

Fig. 3. The Battleship game

We brie y explain how can the programs suc as Tspec and Timp be modeled
in our framework. We use the standard operational semartics approach. The
states are valuations of all variables (such as board, row and program counter
pc). The label sy denotesthe fact that O was sert, s; that 1 was sert and
denotesall the internal (silent) actions. We model the fact that the board canin
generalbe in any state at the beginning of a round of the battleship protocol by
having multiple initial states. For the purposesof this example, we also model
receivesin this way. Thus any valuation of the variables where program counter
is equalto O is an initial state. An assignmei is modeled as an internal action

. We model the methods (such as getRow()) by one internal action (thus a
statemert that contains an assignmen and a method call is modeled by two
internal actions). As an example consider the caseshown in Figure 3 and the
inputs i = 1 (column numbered1) andj = 2 (row nhumbered?2). The initial state
is now determined. The trace produced by Tspec is Si1. The trace produced by
Timp IS s;. For eadh cell with coordinates (i; j) of the board, we de ne

! For a full description of the game, google \battleship".



a property j that is true i the cell is marked. Let P be the set of these
properties.

We will now show that Tspec and Timp are equivalent w.r.t. , that is, Tspec
P-re nes Tinp and Timp P-re nes Tgpec W.rt.  and that it can be proven by
simulation. We will prove alsothat Timp doesnot P-re ne Tspec W.I.L.

Let us start by proving that for weak re nement, Tspec and Timp are equiv-
alent. We show that Tr(Timp)  Tr(Tspec) and that Tspec . w Timp . TO seethat
Tr(Timp)  Tr(Tspec), Note that both Tspec and Timp have the sameset of weak
traces, namely f 0; 1g (since all the other actions are internal). Now we will show
that Timp simulates Tspec. We will presert a function f from the states of Tgpec
to the states of Timp and shaow that it de nes a simulation relation. Recall that
the states of Tspec and Timp characterize the current board position, and cortain
valuations of variablesfor i; j and the program courter pc. In order to be able to
de ne f, we divide the statesof Tspec into Qgpe. and QZ,., Where Qg contains
those states where the value of pc (program courter) indicates that the send
instruction has not beenexecutedyet and Qépec all the other states. We divide
the states of Tinp, analogously The function f will relate ead state ¢ of Tspec t0
a state ¢° of Timp that hasthe sameboard position, the samevaluations of i and
j,and 42 Qpec i 0”2 Qjy, - It is easyto chedk that f de nes a weak simula-
tion sudh that Tspec Simulates Timp . By Theorem 4, we can concludethat Timp
is a P-re nement of Tepec W.r.t. . Note alsothat Tr(Timp) = Tr(Tspec) and
the simulation we just de ned is a bisimulation. Thus we can similarly conclude
that Tspec is @ P-re nement of Timp W.I.L.

We also show that Timp doesnot P-re ne Tspec W.I.L according to our
de nition, becauseTim, leaksmore secretsin certain situations. Again, consider
the casedepictedin Figure 3, but this time we x the inputs to bei = 1 (column
numbered 1) and j = 1 (row numbered 1). We assumethe obsener knows these
inputs (but note that he or she does not seethe board.) We analyze what he
or she can infer from the execution of Tspec (@and Timp ) ON these inputs. As
noted above, oncethe initial state is xed (by the input values)there is only one
possiblerun of Tinp, (wedenoteit by r). The corresponding trace is t; = Sg.
However, after the obsener obsenesthe trace t1, he or she can infer that the
j -th row is empty. For example, he or she knows that IP (r; 2;; ) = ?. This
can be inferred becausethe number of internal actions is 4 (whereasif the j-th
row was not empty, 5 internal actions would be obsened beforethe nal sg).
The execution of Tgpe is similar in that there is only one possiblerun r given
the inputs. The corresponding trace is sg. Given the program Tspec, it is clear
that it is not possibleto infer information about a property ;i 6 1;j 6 1,i.e.
IP(r% joo; )=mfori 6 Landj 6 1.In particular, IP(r% 2; )= m.We
can thus concludethat Timp is not a P-re nement of Tgpec W.I.1.

6 Conclusion

This paper preseris a general framework for formal reasoning about secrecy
properties. The framework is based on labeled transition systemsand is thus



suitable for presenation of algorithms for automated veri cation of secrecy We
preserted how di erent de nitions of secrecycan be captured in our framework.
We shawved also that secrecyis not de nable by a -calculus formula. The main
focusof this work wason de ning a notion of re nement that presenessecrecyof
properties and providing a method for proving that such are nement holds. This
method is basedon simulation and thus can be usedfor automatic veri cation

using existing tools.

There are several directions for future researt. One possibility is to extend
this work with static analysis for secrecy-preservingre nements of programs.
Second,it would be useful to de ne program transformations to help designers
to transform designsin a way that guaranteesthe presenation of secrecy Third,
we plan to investigate a logic for secrecyof properties. Fourth, it would be
interesting to apply the framework preseried here to resource-driven protocol
transformation for embedded systems,such as Java cards or smart cards.
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