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Massively Populated Persistent Worlds

o | arge number of users: 1000 — 100000

o Applications Include large-scale interactive
simulatiens, training scenaries and entertainment




DoD relevance

e DoD Is currently buying this technology from the
entertainment industry.

o Army's PEO-STRI recently bought There engine to
burld Assymetric \Warfare Envirenment




MPPW architecture

o Designed for entertainment use:

— Users pay subscription fee

— Company neeas tull Contre Cl SHTIUTatiOr J.
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MPPW architecture, cont.

e Missed opportunities: Clients possess
significant resources that are not utlllzed
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Scaling using diffuse Infrastructure

* The clients currently participating in the world
can be used to also manage the world
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State distribution

o Assign map regions and clients random numbers

o Regions are managed by “closest™ client




Adding a participant

o Adding a participant also adds a node, which may
cause a reconfiguration ofi responsibilities




Removing a participant

* The removal, or disconnection, of a participant
can similarily cause a reconfiguration




State replication and fail-over

o Data Is replicated to avoid lesses when nodes fail

o Exploit routing to make fail-over automatic




Scalability

o Scalability Is a function of density In regions, not
number of participants or number of regions.

— |nterest management controls region size

— Many: participants = many: nodes to use

— |nactive regiens are cheap te manage.

o Higher density allow more replication

o Peak densiy kept dewii by reducing regienisize

— Balance wetWeen area ofi Interest-and regionisize



Implementations

o Simulator prototype
— FreePastry/Scribe

— Simuiates up to 4000 participating Nedes
— [Descread InInrecom 2004 paper
s' NEW prototype — not simuliator
— Clrrently tested onrEiniac CIUSter
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Results from first prototype

o Stress-tested with average density of 10/25
participants per region and 1000/4000 participants

— O UpPUc

~

n n
- - ~7

PEr second, region change eve

— Interaction With enjects/participants every 20 SEConas
— PEIrnooe loaci~constant 1or 1000/ana 4000 participants
— [DENSItY MaJ O TaCtoI NI PEr NOUE oA

— EVEN EJUENT (/SECON) NOUEjoIn/ieave navelitue
[MPECE OGN BVERAIITPENGIIMANCE

. EVENWIth SINCIEEPIICE; Stale WaSHOSt VER/AINITECUENT,



Anomalies in MPPWs

o Anomalies are unintended effects from rule set

— Anomalies can be exploited to “cheat™ or subvert
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Detecting (and preventing) anomalies

e Many sources, programming errors, malicious
alterations etc

o \We focus on server-side, high-level anomalies

— Unintended 1nteractions; between different rules
— |nteractions between events andl meta-events

. Vleta-Worldl eventsiare Very Interesting

— High-levellmplementation flaws
— [EOCUS 01 detection), NeL prevention




Run-time verification

. Can run-time verification tools be used
to detect high-level events in complex software?

o |nstrument Java bytecode to find trigger events
— Using Java-MaC teel, developediat UPenn

. Cooperation withr Insup: [Lee’s group

e Detection 1n real-time: and oiffiline

— Real-time:resultscan Steer* progrham
— (Collect statistics; detect conaitiens

— [DOES NEL pPrevent emergent heENavIor



Java-MaC: Monitoring & Checking

Bytecode Specifications

Event

Dynamic Bytecode + Filter Recognize Runtime
r

Checker
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Ongoing work

o Exploring different distribution approaches

— Original approach — Peer-to-peer
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Ongoing work, cont.

More work on run-time verification

— Formalization of known problems

— USE oI macninge learning
— Ovenlap witniintrusion aetection?
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