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Abstract

We introduce a language for creating and manipulating cer-
tificates, that is, digitally signed data based on public key
cryptography, and a system for revoking certificates. Our
approach provides a uniform mechanism for secure distribu-
tion of pubic key bindings, authorizations, and revocation
information. An external language for the description of
these and other forms of data is compiled into an interme-
diate language with a well-defined denotational and opera-
tional semantics. The internal language is used to carry out
consistency checks for security and optimizations for effi-
ciency. Our primary contribution is a technique for treating
revocation data dually to other sorts of information using a
polarity discipline in the intermediate language.

1 Introduction

Public Key Infrastructures (PKI’s) have received consider-
able attention in the last decade in the hope that they can
form a foundation for secure electronic commerce. We have
developed a programming language, QCM, that can be used
as the basis of a general and semantically sound PKI [9]. In
this paper we extend QCM to support certificate revocation.

A certificate is a digitally signed document. PKI’s use
certificates to securely distribute data including key bindings
(‘Alice’s key is K’) and authorizations (‘Alice has permis-
sion to use the printer’). Because the data in a certificate can
become out of date, most PKI’s support a mechanism for re-
voking certificates called the Certificate Revocation List, or
CRL. However, CRL’s are controversial: some researchers
have pointed out that their semantics is not well under-
stood [8, 19], and others have proposed eliminating them
entirely [17].

We believe that part of the confusion regarding CRL’s
and PKI’s stems from treating revocation data specially.
That is, rather than treating revocation data as just an-
other kind of data to be distributed, PKI’s historically have
had ad hoc mechanisms for managing CRL’s, certificates
containing key bindings, and certificates containing autho-
rizations. Consequently, the semantics and distribution of
the different kinds of data must be understood separately,
rather than as instances of a general concept.

In this paper, we propose an alternative, general frame-
work that can be used to uniformly and securely distribute
data of all sorts, including public key bindings, authoriza-
tions, and revocation information. The work builds on our
Query Certificate Manager (QCM) system [9], a program-
ming language that already treats public key bindings and

authorizations uniformly. The key observation we make is
that data used for revocation should be treated dually to
other sorts of information: for example, to determine that
Alice’s key is K, it is necessary to determine that (Alice,K)
s one of the bindings issued by a certificate authority, and
1s not a binding revoked by the authority. By viewing the
two kinds of data dually, and developing a polarity discipline
for QCM programs that distinguishes them, we are able to
use the same mechanisms to distribute both kinds of data
securely.

The main accomplishment of the paper is to define a gen-
eral and semantically sound PKI that supports revocation
and that can be feasibly implementated. This is demon-
strated using a denotational model to define correctness, an
operational semantics that is a simplified version of our dis-
tributed implementation, and a polarity discipline that en-
sures that the operational semantics is sound with respect to
the model. From a programming language perspective, some
of the novelties of the system are that QCM is designed to
work with partial information—QCM does not calculate the
exact answer for a program, only a best approximation—and
that in order to handle revocation, the QCM implementa-
tion manipulates representations of infinite sets.

From a security perspective, our contributions are to pro-
vide a semantics of revocation, and to show that revocation
information can be distributed by the same mechanisms used
to deliver key binding and authorization data. A MITRE
study to recommend a PKI for the U.S. Government noted:

Certificate revocation list distribution is by far
the biggest cost driver associated with the oper-
ation of the PKI. Requiring that every request to
the directory service for a certificate be accom-
panied by a similar request for the CRL on which
that certificate may appear places and extremely
heavy burden on the directory communications
system. ... Other ways of dealing with the CRL’s
must be considered. ([1] at 7-4)

The paper is organized as follows. In the next section
we explain why certificate revocation is both logically and
pragmatically problematic, in the context of related work.
In Section 3, we introduce an extension of QCM with non-
membership tests. Non-membership tests are a restricted
form of negation that enable CRL’s to be programmed di-
rectly in QCM. In Section 4, we present our polarity dis-
cipline and show that polarities can be used to make QCM
with revocation monotonic. Section 5, we give an opera-
tional semantics for QCM with revocation and show that it
is sound, using monotonicity. Section 6 concludes. Proofs
are sketched in an Appendix.



2 Related Work

In this paper we will refer to any data with a digital signa-
ture as a certificate. Certificates are tamper-evident (modi-
fying the data makes the signature invalid) and unforgeable
(only the holder of the secret, signing key can produce the
signature). These properties make certificates useful in con-
ducting secure electronic transactions.

Many different kinds of data can be signed. For example,
a certificate may represent a binding (e.g., ‘p is the public
key of Alice’), or it may indicate a permission (e.g., ‘Alice
has permission to use the swimming pool’). In any case, the
signer of the certificate, who is known as the issuing party,
may wish to indicate a term of validity for the certificate.
For instance, the certificate giving Alice permission to use
the pool could be marked valid until the end of the academic
year. The relying party who examines a certificate must take
this validity period into account: when deciding whether to
admit Alice to the swimming pool, the relying party should
consider the certificate invalid if the academic year is over,
and deny access.

Revocation is used to invalidate a certificate prematurely,
before the end of its validity period. Revocation might
be needed due to key compromise (e.g., the signing key is
stolen), change of affiliation (e.g., Alice drops out of school),
or many other reasons.

The best known PKI is the ISO Directory, based on
the X.500 series of standards [11]. One of these standards,
X.509 [12], proposes a hierarchy of Certificate Authorities
(CA’s) which produce public key certificates binding prin-
cipals (like people, devices, or entities) to public keys. In
recognition of the practicalities of large systems, X.509 pro-
vides a mechanism for dealing with certificates that become
too old and must therefore be considered expired, as well
as certificates that, for some reason, need to be revoked
ahead of their expiration date. The latter are announced
on Certificate Revocation Lists (CRL’s) which are signed by
certificate authorities (CRL’s are certificates t00).

A typical scenario under the X.509 standard would pro-
ceed as follows.

e The issuing party provides a certificate with a period
during which it is to be considered valid. A serial num-
ber included in the certificate uniquely identifies it.

e The issuing party provides a CRL, which is a certifi-
cate that contains serial numbers of revoked certifi-
cates. The CRL also has a time issued and a time for
the next CRL to be issued, so it is possible to deter-
mine whether the CRL is current.

e To validate a certificate, the relying party checks the
correctness of its signature, checks that the certificate
has not expired, and checks to see if the serial number
of the certificate is listed on the current CRL of the
issuing party. The signature of the CRL itself must
also be checked.

The most recent X.509 standard provides for some varia-
tions on this protocol, such as indirect CRL’s that are signed
not by the issuing party, but by a third party designated by
the issuing party.

Attribute certificates are yet a third kind of certificate,
used not to bind keys to identities, but rather to use keys
for a range of objectives requiring authentication and/or se-
crecy. For instance, the IETF Working Group, PKIX [20,
10], focuses on developing a system based on CA’s that can

support security for network directory services (like DNS),
electronic mail (viz. extensions of PEM [14]), and web pages.
Indeed, the orginal aim of the certificate authorities was to
support authorization for the Directory [11, 12]. A direc-
tory system like the Lightweight Directory Access Protocol
(LDAP) [21] can use the certificate authorities to support
control over which principals can access or alter the Direc-
tory. Attribute certificates can be used to bind a subject to
a set of permissions, thus supporting authorization. How a
system should manage attribute certificates is not well un-
derstood. For instance, Warwick Ford, the co-chairman of
PKIX, notes in [7]:

Attribute certificates represent an important area
of electronic commerce technology which is yet to
be fully explored or developed. (page 253)

Certified distribution of authorization informa-
tion is an active development area and. . . the ‘best’
approach is far from clear. (page 256)

Support for this critical function has been the subject of
recent research on policy verification engines that support
the use of certificates representing authorization and identity
information to state and verify security policies [2, 5, 6, 9].
Although the X.509 system supports revocation for attribute
certificates just as it does for public key certificates, none of
these new verification engines directly provide such support.

Given this confusion surrounding certificate management,
it is not surprising that some have proposed to simplify
PKI'’s by eliminating CRL’s completely [17].

The problems with CRL’s fall into essentially three cate-
gories: (1) whether another mechanism for achieving similar
goals would work better; (2) the semantics of CRL’s; and (3)
the means for distributing CRL’s.

2.1 Can We Do Without CRL's?

CRL’s are less likely to be needed if certificates have short
validity periods. For example, if passes to the swimming
pool were issued once each semester rather than once each
academic year, then on average only half as many entries
would need to appear on the CRL. If Alice’s swimming
privileges were revoked during the first semester, then the
serial number for her certificate would only need to appear
in the CRL until the end of the first semester, and not until
the end of the year. After the first semester, the certificate
would be rejected because of expiration anyway, so it does
not need to be in the CRL.

Carrying this to an extreme, if Alice was required to ob-
tain a fresh certificate with a very short expiration period
each time she went to the swimming pool, then the issuer
could revoke her privileges very quickly simply by refusing
to issue new certificates. This is the approach taken by
OCSP [16], a proposed alternative to X.509 CRL’s. The
drawback to this approach is that it requires many more
certificates than the X.509 approach, potentially placing an
unacceptable burden on certificate servers. The efficiency of
the CRL approach is based on an assumption that the num-
ber of serial numbers in the CRL will be small compared to
the number of valid unrevoked certificates, and that a rea-
sonable interval of validity for CRL’s will be acceptable to
the stakeholders in the protocol. To see this issue, suppose
that the CRL for the swimming pool is issued every 24 hours.
Then Alice may still get in a long swim between the time her
certificate was revoked and the issuance of the CRL with the



serial number of her certificate. This is called the window
of vulnerability, and its acceptable size will undoubtably de-
pend on the resources at stake. Technical efficiency issues
concerning the size of the window have been explored as
well [15]. These are closely related to the problem of CRL
retrieval, which we will discuss shortly.

QCM lets the user decide whether CRL’s should be used,
and what the size of the window of vulnerability should be.

2.2 What Does Revocation Mean?

Consider a certificate,
‘p is the public key of Alice’ (signed gq).

Suppose this certificate has serial number n, and n appears
on a CRL. What does this mean? Fox and LaMacchia point
out at least three possible interpretations [8]:

1. p is not the public key of Alice;

2. q can no longer vouch for whether p is the public key
of Alice; or

3. the signing key of ¢ has been compromised.

The relying party should act quite differently depending on
what interpretation it takes. For example, suppose we have
two additional certificates:

A. ‘p is the public key of Alice’ (signed r).
B. ‘r is the public key of Bob’ (signed g).

If we take interpretation (1), then we should discard A, but
we may still continue to trust B. On the other hand, if 2
holds then we may choose to trust both A and B. Finally,
if 3 holds, then we may trust A but not B.

The ISO X.509 protocol [12] recognizes this subtlety and
provides for a list of reasons that can be attached to CRL
entries. Reasons include superceded, cessation of operation,
and CA compromise. However, nothing is said about what
one is expected to do when any given reason is encountered.
The Internet X.509 protocol [10] adds an additional reason
with a more operational flavor called certificate hold which
might have a significance like telling the relying party to take
Alice’s certificate away from her when she next attempts to
use the swimming pool. Fox and LaMacchia in [8] note that:
“Until we can come up with a better mechanism for mov-
ing revocation information around, and binding that revo-
cation information to the proper statement undone by the
revocation, use of revocation information can add significant
ambiguity to the chain-building process.” If it adds ambigu-
ity even to chains of public key certificates, then it may be
even more ambiguous when applied to attribute certificates
generally.

To avoid these confusions, we believe a PKI with revoca-
tion needs a formal semantics. The only other work we know
of along these lines is Stubblebine [19], who extends BAN
logic with time intervals and a form of revocation. Stub-
blebine does not give a semantic model or implementation,
however. A semantic model would be helpful in avoiding
security breaches. For example, the following scenario was
possible in SDSI 1.1 [18]:

school = teachers U admin U students,
employees = school — students.

This defines two groups, school and employees, in terms of
some other groups, including students. Alice could be is-
sued a student id, that is, a certificate ‘Alice € students’,
good for the entire school year. If Alice drops out during
the year, the administration could revoke her privileges by
issuing a new certificate, ‘Alice € students.’” Now, if Alice
gets her hands on both certificates, she can prove that she is
an employee: since Alice € students, by the first definition
we have Alice € school. And then since Alice ¢ students,
we have Alice € employees, even though Alice was never a
teacher or administrator. The problem, of course, is that the
two certificates are contradictory: they do not have a model.
We have used our semantics as a guide to design restrictions
into QCM that guarantee that such contradictions can never
occur, while still permitting revocation to be expressed.

2.3 Distributing CRL’s

In the first version of X.509, CRL’s were provided monolithi-
cally via a list of serial numbers for a given CA." However, if
the number of revoked certificates became large and the list
needed to be refreshed frequently to keep down the window
of vulnerability, then significant burdens could be placed
on the CRL server and the network. Much of the work on
CRL’s has been aimed at addressing this problem, and we
sketch only enough of the story to try to convince the reader
that the distribution and retrieval of CRL’s is a non-trivial
issue and remains an open problem. We believe this is also
true of attribute certificates, but will not attempt to argue
it here.

A first observation is that CRL’s can be divided accord-
ing to who might be interested in them. For instance, a sin-
gle CRL distribution point could be partitioned into a family
of CRL’s representing different reasons for revocation, pos-
sibly issued at different rates. This might allow a short list
of compromised keys to be issued with a short validity pe-
riod while a longer list of some lower-priority revocations is
updated less frequently. It also facilitates ‘on demand’ re-
trieval of the CRL. For instance, only the CRL for people
with names in a certain range may need to be retrieved to
check a given certificate.

A second observation is that most of the entries in a CRL
remain the same as CRL’s are updated, so it is possible to
issue a delta CRL indicating only the changes. Of course,
this means that checking a certificate entails having all of
the deltas from the last full release. This also opens the
possibility of having relying parties choose different strate-
gies for validation. For instance, a low-risk decision might
not require checking the delta CRL’s.

A third observation is that multiple CA’s could use a
single CRL distribution point, maintained by a third party.
These are the indirect CRL’s we mentioned earlier.

As a final observation, there are a number of ways to
obtain CRL’s. While a relying party may choose to query
a distribution point, it is equally possible for a distribution
point to ‘push’ a CRL to a collection of potential relying
parties. If properly done, this could enable efficient distri-
bution via unreliable network transport using UDP unicast
or multicast [13, 15].

All of these observations on the distribution of CRL’s
apply equally to the distribution of authorizations (ACL’s)
and key bindings (public key directories). However, in the

'To be more precise, there were two such lists, one for certificates
for other CA’s and one for the certificates of end users.



PKTI’s that we are aware of, CRL’s are always treated spe-
cially, with their own distribution mechanism. In QCM, the
mechanisms for distributing revocation data are the same
as those for distributing other kinds of data. In this way,
when we implement an improved distribution mechanism, it
applies to all kinds of data immediately.

3 QCM with Revocation

QCM is a programming language for securely specifying and
evaluating distributed tables; its syntax is based on a calcu-
lus of set comprehensions [3, 4]. QCM programs can express
security policies much like those of PolicyMaker [2], as well
as the groups of SDSI [18]. QCM improves on SDSI and
PolicyMaker by supporting automatic retrieval of remotely-
stored certificates as part of group or policy enquiries; SDSI
and PolicyMaker leave certificate retrieval to a separate, as-
yet-undefined mechanism. Conversely, while systems like
X.509’s Directory [11] and LDAP [21] provide certificate dis-
tribution, they are not integrated with verification (certifi-
cate use) as in QCM.

Users of QCM write programs (security policies) in a high
level language that we call the external language. Our im-
plementation translates programs in the external language
into an internal language that facilitates query decompo-
sition and optimization. In this section, we will introduce
the internal language and define its denotational semantics.
We focus on the features we need for key compromise and
revocation, omitting some of the other mechanisms of the
language to simplify the presentation. These omitted fea-
tures are described in other papers [9, 13].

3.1 Introduction to QCM

We will introduce QCM by example. Suppose a research
group L is collaborating with a group R at a remote site
and wishes to maintain an appropriate Access Control List
for the resources at L to be used in the project. L can
define a set, named ACL, of the permitted users with a QCM
definition:

ACL = LocalUsers U Kg$ACL. @)

Here Kr is the public key for the group R. The notation
Kgr$ACL is pronounced, “Kg’s ACL,” and it is the global
name of a set ACL defined by R. Kpg’s ACL is distinct
from the ACL defined by (}), which is known globally as
K;’s ACL. By qualifying names with keys, QCM ensures
that the sets defined by different principals will not be con-
fused. Moreover, the QCM implementation will discard any
information regarding Kr$ACL unless it comes with a sig-
nature verified by Kg; this means that only R, the holder
of the secret, signing key, can convince QCM that a user is
in Kr$ACL.

The definition (1) says that Kz’s ACL is the union of
a set, LocalUsers, and the set Kg$ACL. LocalUsers is de-
fined separately by L, for example, its members can be listed
explicitly:

LocalUsers = {KL}.

After L has made these definitions, a QCM evaluator on
the local machine can be queried with set expressions involv-
ing ACL and LocalUsers. For example, if QCM were asked
the query ‘ACL?’ it would eventually return a set {Kz,...}.
Exactly how it does this is largely hidden from the user. Lo-
calUsers is easy to obtain, of course, but to obtain Kz$ACL

QCM might use a variety of different strategies. The most
straightforward would be to send a message to a QCM eval-
uator at R’s site. An optimization would be to cache the
response. An extension of this optimization is to mirror the
set Kr$ACL locally at L. This option breaks into two pos-
sibilities: one in which R ‘pushes’ the ACL (or a delta of it)
whenever it changes, the second in which L ‘pulls’ the ACL
(if it has changed) whenever it needs to use it. In each case,
it is essential to secure the integrity of the communications,
so QCM signs messages and verifies signatures when appro-
priate. QCM automatically and seamlessly supports all of
these mechanisms, as well as other commonly-used mecha-
nisms like online versus offline signing [9, 13].

Usually, the entire ACL is not needed; a more typi-
cal query would ask whether Kajice was a member of the
ACL. To keep the language simple, QCM does not have
such Boolean queries, but they can be encoded as set queries.
For example to see if Kajice is @ member of the ACL, it is
sufficient to ask the query

{“yes” | v € ACL,z = Klice}- ()

This will evaluate to the set {“yes”} if Kajice € ACL, and if
K ptice  ACL, it will evaluate to the empty set, {}.

We have not yet discussed how QCM supports certifi-
cates. In QCM a certificate is a signed statement about
names, for example:

‘Katice € ACL’ (signed Kr) (8)

This certificate is a statement by Kr attesting that Kaiice
is in its ACL. When QCM receives (§), it will believe that
K atice € Kr3ACL (after verifying the signature, of course).
So, if QCM is asked the query (f) and is given the certificate
(§) at the same time, it can evaluate the query to {“yes”}
without sending any messages to R.

If QCM is asked the query ‘ACL?’ and is given (§) at
the same time, it behaves in exactly the same way: it be-
lieves that Kajice € Kr$ACL, and it evaluates the query
without sending any messages to R. The answer returned is
{KL, Kaice}, regardless of whether there are any additional
keys in Kr$ACL. This illustrates an important point: the
answer returned by QCM is not guaranteed to be an ex-
act answer. However, the answer returned is always a lower
bound (subset) of the ‘real’ answer. This is guaranteed by
careful restrictions built into the language.

This is a sensible choice, for two reasons. First, it is
conservative: some people who should be approved may be
denied access, but no one who should be denied access will
be approved. Second, there are situations in which it is
appropriate for QCM to refuse to send any messages. For
example, we might need to guard against an adversary who
submits queries so as to make QCM send many messages.
QCM can defend against such an attack while still function-
ing by operating in a mode where messages are not sent but
certificates are accepted.

However, using lower bounds presents difficulties for re-
vocation. The most obvious way to add revocation to QCM
would be to add a non-membership test to the language.
For example, suppose we define an access control list that
assigns a unique serial number to each user on the list:

ACL = {(KL: 1)7 (KRaz): B }

If we separately define CRL to be the set of serial numbers
of users who should be revoked, then the query

{z | (x,n) € ACL,n ¢ CRL}



Table 1: QCM’s internal language

Constants ¢ € Key UNum
U Str U Bool
Positive variables =t € Var®t
Negative variables = € Var™
Positive names ut € Name™
Negative names «~ € Name™
Variables =z == zT |z~
Names u = wt | u”
Polarities = 4+ |-
Expressions e =
z|c]|
Qualified names eSu |
Enumerated sets {e,...,e} |
Tuples (e,...,¢€) |
Set union Ue |
Comprehensions {e|lg,---,9} |
Evaluate at (e@e)
Co-finite sets cmpl{w, ..., w}
Values v == c¢| (v,...,v) |
{0, o0} |
Comparable values w = ¢|(w,...,w
g =
Generators pEe|
Guards e=e|
e#el
ede
Patterns p = o (z,...,2)
Definitions d = u=e
Programs P = di,...,dn

is the set of users who should have access. If we wish to
calculate a lower bound for the query, we need a lower bound
for ACL, but we need an upper bound for CRL. Fortunately,
these are dual notions, so most of the existing machinery of
QCM can be adapted to calculate upper bounds. The main
additions required are certificates that give upper bounds
(‘Kalice ¢ CRL’) and the polarity discipline of Section 4
that will guarantee that we do not run into the semantic
inconsistencies illustrated in Section 2.2.

3.2 The Internal Language

A grammar for the internal language is given in Table 1. It
includes the usual constants (numbers, booleans, and strings)
as well as keys. Names v and local variables x are tagged
with positive or negative polarities, 7v. These annotations
are used in the polarity discipline given in the next section;
they can be inferred for variables, but they are required for
names.

We have already introduced most of the expressions e
of the language. Most of them correspond to the usual set
operations. Patterns are restricted so that a variable may
not occur twice. Thus, (z,y) is a well-formed pattern, but
(z,z) is not. Notice that every pattern is an expression.
Patterns and tuples must contain at least two components,
so an expression like (z) is not well-formed. On the other
hand, an enumerated set may have one or no elements. An
expression of the form {e} is a singleton, and {} is the empty
set.

We use boldface metavariables for sequences, e.g., g de-
notes a sequence g, . .., gn of guards and generators. In the
expression {e; | ¢ € ez, g}, the visible occurrence of z is a
binding of that variable and binds free occurrences of = in
e1 and g, but not in e;. Guards do not introduce bindings.
For example, if e> and e3 have no free variables, then the
meaning of the expression {z | z € ez, € es} is the same as
that of e3. Expressions are considered syntactically identical
modulo renaming of bound variables, reordering of enumer-
ated sets, and elimination of duplicates in enumerated sets.

Set difference is worth introducing as syntactic sugar:

e1—es={r|z €€,z €ea}

Note that x in the generator binds the occurrences of z in the
guard and the range. Similar syntactic sugar, like a binary
union operator, will be used without comment.

A QCM program is a set of definitions,

U1 =€1,...,Un = €n.

We require the definitions to be acyclic, and u; # u; if i # j.

QCM evaluation is based on a distributed family of QCM
processes, each created from a QCM program. These pro-
cesses act as servers to applications and to other QCM pro-
cesses, both of which query QCM about the values of QCM
expressions. (QCM responds with a signed table created from
the QCM processes acting as a distributed database over an
ad hoc virtual private network. For brevity, these response
certificates are omitted from this treatment. Dually, an ap-
plication that has obtained one or more certificates previ-
ously may ‘push’ them to a QCM process in order to spare
the process the trouble of obtaining them from other sources.
These are called push certificates, and they take two forms:

‘wt d e (signed K),
‘u” C e’ (signed K).

The first form expresses a lower bound for a positive name.
The second form expresses an upper bound for a negative
name, which might be used for revocation and key com-
promise. These certificates generalize the membership and
non-membership certificates we have been using in our ex-
position.

We require the bounds to be sets, and we do not permit
certificates with upper bounds for positive names, or lower
bounds for negative names. Because of these restrictions,
there is always a model for any set of push certificates; in
fact, there is a best, or minimal model. For example, given
the certificates

ACL* 3 {(K1, 1), (Kr,2)} (signed K),
‘CRL™ C cmpl{2}’ (signed K),

the minimal model assigns K$ACL™T theset {(K,1), (Kg,2)},
and assigns K$CRL™ the set cmpl{2}, the compliment of the
set {2}. (The condition CRL™ C cmpl{2} is equivalent to
2¢ CRL™.)

Existence of the minimal model ensures that we avoid
the semantic inconsistencies of Section 2.2. It also provides
a way to evaluate queries that takes advantage of any pushed
certificates: we construct the minimal model and evaluate
the query in the model. The crucial monotonicity result of
the next section shows that this results in lower bounds for
positive sets, and upper bounds for negative sets.

We have already seen several examples of how QCM can
express CRL’s. Now we will give an example that shows how



QCM can guard against key compromise. Key compromise
occurs when a private, signing key is revealed to the adver-
sary. Once the adversary has a signing key, they masquerade
as the keyholder. To protect against this, we can maintain
a set of compromised keys in QCM:

Compromised™ = {K1, K»,...}

Now, anyone who wants to protect themselves against the
compromised keys can refer to Compromised™ in writing
their policies. For example,

ACLY = {27 | Kz ¢ Compromised”,z* € Kz$ACL*}.

Here we check that the key Kgr is not in the compromised
set before adding any elements of Kr$ACL™ to the local
ACL. In general, use of a compromised key can be pre-
vented by transforming expressions of the form e$u into
{z | v € e ¢ Compromised,z € e$u}. This is a simple
transformation that can be performed during the transla-
tion from the external language to the internal language.

Relationship to the external language Our aim is
to show how to achieve an appropriate protocol using a gen-
eral calculus for certificate checking and retrieval. We do
this by: (1) compiling user programs into the internal lan-
guage, checking polarities in the process; and (2) using a
front end to control such operations as the creation of serial
numbers for certificates. A separate mechanism controls is-
sues like which certificates are revoked. The reader may be
curious whether the program needs to be changed each time
one of the sets in the definitions is changed, say by adding a
new serial number to the revoked set. For the treatment in
this paper the answer is yes, but in practice QCM is imple-
mented as a middleware system on top of one or more data
sources like flat files, XML expressions, or LDAP databases.
When the data in these underlying data sources changes, the
runtime system takes this into account without the need for
recompilation.

3.3 Denotational Semantics

The denotational semantics is given using a recursive domain
equation and a collection of semantic clauses that composi-
tionally describe the meanings of QCM expressions.

Let [Key], [Num], [Str], [Bool] be the semantic spaces that
interpret principals, numbers, strings, and booleans respec-
tively. The semantic universe is defined via the following
domain equation, where @ is the disjoint union:

U = [Key] & [Num] & [Str] & [Bool]
WwII(U,U) wIU, U, U)W -

We use the notation Pu,(U) for the finite subsets of U,
and P(U) for the co-finite subsets of U. The expression
(U, UFB is for pairs of U’s, while II(U,U,U) is for triples,
and so on.

Notice that every set in the semantic universe U is either
finite or co-finite with respect to U; for example, Num ¢ U.
This means that every element of U has a finite representa-
tion, which is convenient for our operational semantics.

To achieve monotonicity, it is essential to restrict com-
parison by equality or inequality to elements that are in a
distinguished subset, C, of the universe; we define C' to be
the least subset of U that includes the elements of base type
(principals, integers, booleans, strings) and is closed under
the tuple operation.

An environment is a function p : Vary(Key x Name) — U.
We write p(x) for the value on variables and p(K, u) for the
value on principal / name pairs. We restrict ourselves to
environments p such that p(K,u) is a set for any K and u.

The semantics of the language is a partial function on
expressions e and environments p denoted by [e]p € U. In
our definition, we use the convention that in a clause of the
form

[elo =11,
the meaning of e relative to p has the value on the right
hand side provided [e']p’ is defined.

The denotational semantics of QCM is given by the se-
mantic clauses of Table 2. Some expressions have no mean-
ing; that is, [e]p may be undefined. A subtle example of this
comes up in the clauses defining the meaning of comprehen-
sions:

[{er |e€eargllo= |J [fer | gHole = v]

ve€[ez2]p

Here the right hand side may not be well-defined. For ex-
ample, if [e2]p is a co-finite set, the right hand side is an
infinite union. The infinite union may result in a set which
is neither finite nor co-finite, and hence, not in the semantic
universe U. One example is

{{z} | = € cmpl{}}.

Intuitively, this is the set of all singletons; it is neither finite
nor co-finite, and hence, has no meaning in our semantics.

4 The Polarity Discipline

We define an ordering C as the least relation on U satisfying
the following properties:

e v C v for any v

o (vi,...,vn) CE(¥1,...,vp)ifv; C v foreach 1l <i < m.
e vC v if v and v/ are sets, and for every vo € v, there

exists a v, € v’ such that vy C 1.

This is the ordering on U that would arise from treating

it as the solution of a domain equation as a partial order,

with coordinate-wise ordering on tuples and the lower pow-

erdomain ordering on sets. Note in particular that v C v/

implies v C ¢/. Also, elements of C' are C-comparable only

to themselves: if v € C and v E v/ or v/ C v, then v = /.
For a polarity v we define

_ E ify=+

and we extend the ordering C to environments: p C p' iff
e p(z") C, p'(z7) for every =7, and
o p(K,u") C, p'(K,u") for every K$u".

We will adopt the convention that [e]p C [e¢']p’ iff [e]p and
[¢']lp" are both undefined, or they are both defined and or-
dered by C.

The rules for assigning polarities to QCM expressions are
given in Table 3.



Table 2: Clauses of QCM’s denotational semantics

Variables: [z]p = p(z)

Constants: Constants are given their usual interpretation. For instance [2]p is the number 2 viewed as an element of the
[Num] part of U. Principals K take their meanings in the [Key] part of the domain.

Qualified Names: [eSu]p = p([e]p,u). Note that the conventions about definition mean that the meaning of e$u with
respect to environment p is given by the expression on the right if [e]p is defined and is a principal; it is undefined
otherwise. Also, our restriction on environments implies that the meaning of e$u is a set if it is defined.

Evaluate At: [e1@ez]p = [e1]p provided [ez]p € [Key]; otherwise [e1@ez]p is undefined.
Enumerated Sets: [{e1,...,ex}]p = {[ei]p, ..., [en]p}
Co-finite Sets: [cmpl{wi,...,w.}]p =U — {[wilp, ..., [w.]p}
Notice here that the complement is taken with respect to U, not C.
Tuples: [(e1,...,ex)]p = ([e1lp, - -, [en]p)-
Set Unions: [|Je]p = {v | v € V' for some o' € [e]p}.

Is an Element of: [{e1 | z € e2,g}]p = UVG[ez]];)lI{el | g}plx — v]

Is a Pattern in: [{e1 | (x) € e2,8Hp = Upycpp, [{e1 | 81
where p' = p[x — v].

Is Equal to: [{e1 | e2 = e3,g}]p = [{e1 | g}]p provided [e2]p = v2 and [es]p = v3 are equal and both are elements of C. If
they are both in C' but they are not equal then the meaning of the expression is the empty set {}. If either of them is
undefined or not in C' then the meaning is undefined.

Is not Equal to: [{e1 | e2 # e3,g}]p = [{e1 | g}]p provided [e2]p = v2 and [es]p = vs are unequal and both are elements
of C. If both are elements of C but they are not equal then the meaning of the expression is the empty set {}. If either
of them is undefined or not in C' then the meaning is undefined.

Is not an Element of: [{e: | e2 € e3,8}]p = [{e1 | g}]p provided [ez2]p = vz is in C, and [es]p is a set vs and v & vs. If
vy isin C and vs3 is a set with v2 € vs, then the meaning is the empty set {}. If v» is not in C, or v3 is not a set, then
the meaning is undefined. Note that v3 may contain elements not in C.

Base Case: [{e | }]p = {[e]lr}

Table 3: QCM’s polarity rules

. 61:’7 en:’y 61:’7 en:’y 5. v . 6:’)/
c: z7 e$u” :
7 (e1,---en) Y {e1,...,en} v 7 7 Ue:~v
e1r:y cmpl{w} : v ey fer|gl:y @iy e2:y {e|gl:y  piy e2:q
(e1@es) : fel}:y {er |z €ez,g} iy {er[p€engliy
fer |8}y fer|g}:y ferlgl:y  es:—y
fere2=es, g}y {er]exF#es g}y {er]ex Ees g}y




The last, most interesting rule shows how non-membership
guards affect polarity:

{eilg}:y  es:—vy
{ei|e2 Ees g}y

Here, —+ = — and —— = +, so the rule is contravariant in
es. Every other rule treats polarities covariantly.

Another point to note is that the rules do not take the po-
larities of operands of other guards into consideration (e.g.,
the polarities of es and e3 in the guard e; = es are ig-
nored). This is because the denotational semantics forces
their meanings to be in C, and every element of C is C-
comparable only to itself. Similarly, the polarity of the qual-
ifier e in the expression e$u” is also irrelevant.

Some expressions (including all values) have both posi-
tive and negative polarity; some have only one or the other;
and some have neither polarity. For example, set difference
has the following derived polarity rule:

ey €2 1 —7%
€1 —€2.7%

Here the subtrahend is treated contravariantly. Consequently,
the expression £+ — 1 has no polarity. Nevertheless, it is
possible to use positive variables in ‘negative’ positions, as
in the following example.

{y" |«* e {K,K'},
yT € 2T$ACLT — 2 T$CRL™} : +

The expression denotes elements of U that appear on the
ACL’s of K and K', but not on their respective CRL’s.
The positive variable 2™ is used in the negative expression
zY$CRL™, but in a position where its polarity does not
matter.

It is possible to translate QCM expressions without po-
larity annotations on variables into internal QCM expres-
sions in time proportional to the size of the term. Thus
QCM as a programming language does not need to expose
the complexity of tagged variables to the programmer: the
existence of a polarity is inferred automatically. However,
even for external QCM we insist on annotating the polari-
ties of names: a programmer must indicate for each name
whether it is to be viewed as ‘ACL-like’ or ‘CRL-like.’

Theorem 1 (Monotonicity) Let e be an expression and
let p,p’ be environments such that p C p'. Suppose v = [e]p
and v' = [e]p’ are defined.

1. Ife:+, thenv C V.
2. Ife:—, thenv d V.
3. IfveCorv €C, thenv="1'

The Monotonicity Theorem justifies our strategy of eval-
uating push certificates using the minimal model described
in the previous section.

5 Operational Semantics

We now present a formal operational semantics for the inter-
nal language of QCM. For simplicity, the semantics omits
details of the QCM implementation that are not relevant
to our main Soundness Theorem. Some of the important
omissions are:

e The semantics assumes nodes can communicate instan-
taneously and securely. In our implementation, nodes
must exchange explicit, signed messages to communi-
cate.

e The semantics does not mention expiration times. Our
implementation keeps track of a valid time interval for
each job executed, and this interval is adjusted each
time a certificate is used or message is exchanged.

e The semantics does not describe how certificates are
‘pushed’ at a node, or how certificates are verified, or
what happens if a signature is found to be invalid.

e The semantics ignores efficiency; in practice we per-
form meaning-preserving source-to-source transforma-
tions to optimize evaluation. For example, we reorder
computations and insert @-annotations to reduce the
size of messages and intermediate results.

Another paper describes how our implementation handles
these details [9].

The rules of Table 4 define a rewriting relation, —, for
computations that can be performed locally, on a single node
in the network. The rules use an auxiliary function, eq,
for testing the equality of values. We define eq to be the
least partial function from values to booleans satisfying the
following conditions.

e eq(c,c) = true
e eq(c, ') =false if ¢ # ¢
,vn) ) = trueif eq(v;, v}) = true

e eq( (vi,.--,vn), (v1,...
for all ¢ € {1,...,n}

e eq( (vi,...,vn), (V1,...,v},) ) = false if eq(v;,v]) is
defined for all 7 € {1,...,n}, and eq(v;, vj) = false for
some j € {1,...,n}

In other words, eq(w,w’) is true iff w = w’, and eq(v,v') is
undefined iff v or v’ is not a comparable value. In particular,
eq is not defined on sets, e.g., eq({},{}) is undefined. We
do not permit equality on sets because this would make the
query language nonmonotonic.

Notice that the rule for non-membership may require ap-
plying the function eq to some values on which it is unde-
fined. However, it is decidable whether eq is defined. When
eq is undefined, an evaluation can become stuck.

Other examples of stuck expressions arise from co-finite
sets. For example,

o {e|pecmpl{w}}
o U{cmpl{w}, {v}}

It seems hard to imagine a rule for effectively evaluating the
first expression here; in fact, in our semantics, such expres-
sions may not have a meaning, because they would denote
sets which are neither finite nor co-finite. On the other hand,
it is possible to extend our rules for |J to handle co-finite
sets. One design issue is that we have used comprehensions
to define sugared versions of set intersection and difference;
if we cannot use comprehensions to range over co-finite sets,
we cannot perform intersection between and difference from
co-finite sets. This could be addressed by adding intersec-
tion and difference as primitives to the language and adding
operational rules for them.

Lemma 2 (Local Soundness) Ife — €', then [e] = [¢'].



Table 4: Rules defining the local evaluation relation, e — ¢’

Uvi} o fvad)

fel}

felo=vsgl - {
"

"

{elv # v, 8}

{elvi ¢ {v} 8}

{elv & cmpl{w}, g} —
{felpe{l.g} = {}
{e|z€{v,v'},g} —
{e| (z1,...,2n) € {(v1,-.-,v), V' }, 8} —

{Vl,...

{e}

{}

{els}

{

{ele}

{

{ele}

{e|g}
{ 0

:vﬂ}

if eq(v1, v2) = false
if eq(v1,v2) = true

if eq(v1,v2) = true
if eq(v1, v2) = false

if eq(v1, v;) = true for some v; € v
if eq(v1,v;) = false for every v; € v

if eq(v, w;) = true for some w; € w
if eq(v, w;) = false for every w; € w

Ul {elgilz =], {elpe{v}te}t}
U {el g}z,

vl {elpe{v'}gl}

Ty > UL, ..

Table 5: Jobs and evaluation contexts

Job numbers n € Num
Job identifiers i,7 = (K,n)
Jobs J = wl (e) | a;(E[e@K])
Evaluation E = []7| E$u | eQE |
contexts (v,E,e) | {v,E, e} |
UE|
{e|p € E,g} |
{e| E=e,g}|
{e|v=E,g} |
{e| E#e 8} |
{e|v#E,g} |
{e| Ede g} |
{elvg E.g

Next we define a left-to-right order of evaluation, using
the machinery of redexes and evaluation contexts.

Definition: We say an expression e is a local redex if it
matches the left hand side of a rule of Table 4. We say e is
a global redez if it has the form eQK or K$u.

Evaluation contexts are defined in Table 5. If E is an
evaluation context and e is an expression, then Elfe] is the
expression obtained by replacing the hole, [-], of E with e.
Note that the grammar for E ensures that the hole does not
appear in the scope of a variable binding, so capture of e’s
free variables is not an issue. We say e has parse Ele'] if
e = E[e'] and €' is a redex.

Redexes and evaluation contexts establish a notion of
“next step,” formalized as follows.

Lemma 3 (Parsing) For any expression e, ezactly one of
the following holds:

1. e is a value;
2. there is a unique parse Ele'] of e; or
3. e is not a value and does not have a parse.

In other words, either evaluation is completed, or there is a
unique redex to work on, or the expression is stuck.

Global computation in QCM involves multiple jobs run-
ning at locations distributed throughout a network. To sim-
plify our formal treatment, we identify locations with prin-
cipals; that is, each principal is a distinct location. To dis-
tinguish the jobs running at a location we use job numbers,
ranged over by n. Each location will ensure that it assigns a
unique job number to each of its jobs, but because a location
has no control over the job numbers assigned by other loca-
tions, unique global job identifiers consist of the job num-
ber and location together. We use ¢ and j to range over
job identifiers, and we write loc(i) for the location given by
identifier i: if ¢ = (K, n), then loc(i) = K.

Each job J runs at the request of a client, so jobs are
associated with two job identifiers, the identifier of the job
itself, and the identifier of the client job. Jobs can be in one
of two states, given by the following constructors:

e w'(e): A job running at i for client j, working on the

expression e.

. a; (E[e@K]): A job running at ¢ for client j, awaiting
a value for e from location K.

A global state consists of a set of jobs and a set of job iden-
tifiers, and is written J;i. We write - J;i and say J;i is
well-formed if every identifier in J appears in i, and every
job in J has a distinct identifier and client identifier (for
simplicity, a client can have only one outstanding request).
The set 1 will be used to ensure that job numbers are not
re-used.



A network of QCM programs is described by a partial
function D : Key x Key x Name — Exp. The expression
D(K,, K>,u) is what K1 believes K>$u to be, and may be
completely unrelated to D(K2, K2, u). We require D(K1, K2, u)
to be closed. We write p |= D if for all K, we have p(K$u) =
[D(K, K,u)], and for all K; and K, [D(K., K2,u”)] C,
p(K28u”). We allow [D(Ki, K»,u)] differ from p(K2$u) to
model the effect of push certificates in the system.

We define a rewriting relation, =>p, on global states by
the rules of Table 6. We write - J;i =73, J';i’ if J';i’ is
obtained by zero or more rewrites from a well-formed global
state J; 1.

Theorem 4 (Soundness) Ift-wj(e),J;i =} wj(e'),J';i/,
pED, and e, then [¢']p Ty [e]p.

6 Conclusion

Revocation of certificates presents a variety of fundamental
problems for the semantics of certificates and pose significant
problems about practical distribution and the approriate as-
signment of effort and liability. We have given a language
and the first full theoretical semantics for certificate revoca-
tion, an important step toward a tractable analysis of these
issues. We have also demonstrated a general mechanism for
realizing a range of strategies for CRL distribution.

A Proof Sketches

A.1 Proof of the Monotonicity Theorem

Theorem 1 is proved by induction on the structure of e. The
interesting case is given below.

ec={er |ex & esg) Let vo = [ez]p, vy = [e2]/,
vs = [es]p, and vi = [es]p’.
Ife: + and vo € vs, then v = {}. Then v C v’ because
V' is a set by the definition of meaning, and {} is the
least set in the ordering C.

If e : + and v» & vs, then v = [{e1 | g}]p. By induc-
tion and the polarity rules, v» C v and v3 J v3. By
the definition of meaning, v»,v5 € C, so by Lemma 5,
v2 = vh. Also by the definition of meaning, vs,v4
are sets, so by Lemma 6, v3NC D v4 N C. In par-
ticular, v» = v4 € v5. By the definition of meaning,
v' = [{e1 | g}]p’- Then by induction, v C v', proving
1).

If e : — and vy € vy, then v/ = {}. Then v J v/
because v is a set by the definition of meaning, and {}
is the least set in the ordering C.

Ife: — and vy &€ vs, then v/ = [{e1 | g}]p’- By
induction and the polarity rules, v» J v and vz C
v, By the definition of meaning, v»,v5 € C, so by
Lemma 5, v2 = v5. Also by the definition of meaning,
v3,vs are sets, so by Lemma 6, vs N C C v5NC. In
particular, v = v» & vs. By the definition of meaning,
v = [{e1 | g}]p- Then by induction, » 3 v', proving
(2).

Both v and v/ are sets, so v,v’ € C, proving (3). U
Lemma 5 IfvE v, andv eC orv' € C, thenv=v". [

Lemma 6 For any sets v,v' € U, ifv Cv' thenvNC C
vV'nC. ]
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A.2 Proof of the Local Soundness Lemma

The proof of Lemma 2 is trivial for every rule but the last
two rules, which require the following lemma.

L,ﬁ]mma 7 (Substitutivity) [e](p[z — [€']p]) = [elz —
¢llp

Proof: By induction on the structure of e.
e e = 2. Then [e](plz = [¢'I]) = [']p = [clz — ¢']]p.

'%ﬁy¢mTMnmwqu%D=MMzme
e |lp-

e c={e1|y€eszg} Then
[el(plz — [e]p])

= U,,e[[ez]](p[z,_,[[ez]]p])[[61]|(P[$ = Hel]]p][y = V])

By induction, this is equal to

U

vE[ea[z—v]]p

[ed)(plz = [€'lp)ly = v)). (*)

We can assume that y is not z and is not free in e’
(otherwise, rename y in €). Then

plz = [€'lplly = v] = (ply = v])[z = [e'l(ply = v])]

Then by induction,

[edl(plz = [€'lplly = v]) = [erlz — N (ply = v])

This shows that (x) is equal to

U

velez[z—v]]p

[er[z = €Tl (ply = v]) = [elz — €llp,

as desired.

The remaining cases are proved similarly. O

A.3 Proof of the Parsing Lemma

Proof: First, note that no value contains a redex, so no
value has a parse. This shows that (1), (2), and (3) are
mutually exclusive. For the remainder, we show that every
e falls into at least one of these cases, by induction on the
structure of e.

e ¢ = z. Then e is not a value, and it contains no redex,
so we have case (3).

e ¢ =c. Then e is a value, so we have case (1).

e ¢ = ¢'$u. By induction, it is sufficient to consider the
following cases.

— €' is a value. If ¢’ is a principal K, then e is
a redex and we have (2). Otherwise, ¢ is not a
redex and we have (3).

— ¢’ has a unique parse E[e¢”]. Then there is a
unique context E' = E$u and redex ¢” such that
e = E[e"'], so we have (2).

— ¢’ is not a value and has no parse. Then we have
3).

e The other cases are proved similarly. O



Table 6: Rules defining the global evaluation relation, J;i =p J';i

Local Evaluation The local evaluation rules are applied at a given node.
wi(Ele]),3;i =p wi(E[€]),J;i ife— ¢

Evaluation of names When a qualified name K$u is encountered at a node with a definition for K$u, it is
replaced by the definition. If no definition is available locally, then a query will be sent to K.

wi(B[K$u]),J;i =p wi(Ele]),J;i  if D(loc(i), K, u) =e
wi(E[K$u]),J;i =p wi(E[(K$u)QK)),J;i if D(loc(i), K, u) is undefined and K # loc(z).

Queries To evaluate an expression at a different location K, we start a job at K marked with the requesting
location and a fresh job number.

w}(E[eQK]),J;i=p w(E[e]),J;i  if K = loc(i)
wi(E[eQK)),J;i =p at(Ele@K]),w ™ (e),J; (K,n),i  if K #loc(i) and (K,n) ¢ i

Responses When K has completed the evaluation of an expression on behalf of K, then it is provided to K and
substituted into the awaiting context.

al(E[eQK])), w! (v),3;i=p wi(E[]),J;i

A.4 Proof of the Soundness Theorem e The reduction has the form

Theorem 4 is proved by induction on the definition of =7}.

w; (E[KS$u]), J; 1
e If the reduction has length 0, then e = ¢’ and the result =p w;(E[(K$u)QK]),J;i
follows immediately. =5 wi(e), I
e If the first step of the reduction does not involve job i,
then the result is immediate by induction. Note, job where e = E[K$u].
¢ cannot be the response to a query in this reduction This follows because [K$u] = [(K$u)QK].
because it still appears at the end of the reduction; the
set 1 would prevent it from being re-introduced. e The reduction has the form
e The reduction has the form W;‘_ (Ele;QK]), J;i
i i’ A
Wi (Blea]), 3:i :>*D ag (E[el@K])’Wgr (61),.],.7: )1
i ’ . =D a'(E[el@K])7Wi (U)y‘]l:ll
=p w;(E[e1]), J;i ; .
— W{( /) J,", =D WJ_‘(E[U])leall
D YWy € ), 1 ’(e'),J';i'.

=D W;
where e = Ele1]| and e1 — e]. By induction,
Then [e1]p = [e}]p by the Local Soundess Lemma. It

follows immediately that [e]p = [Elei]lp = [Elel]lp; [vlp T+, [ei]p = [er@K]p.
and by induction, [e¢']p E, [E[e}]]p, so that [e']p C,
[e]p as desired. Since E[e1QK] : v, there must be a polarity 1 such
that e1 : 71 and E[z""] : v, where 7" is a fresh vari-
e The reduction has the form able. Then by Lemma 8,

wj (BIKSu™]), J; [E]le Cy [Eler@K]]p.
e ngggeg,)‘,i;];l By induction, [e']p T, [E[v]]p, so [e'lp T, [e]p, as
T desired.

* )
=D W]'

where e = E[K$u""] and D(loc(i), K,u") = e;. e The remaining cases are proved similarly. O

Since p | D, we have [ei]p C,, [K$u"]p. Then
by Lemma 8, we have [Elei]]p C, [E[K$u"']]p. By
induction, we have [e']p T, [Ele1]]p, so [e']p C, [elp
as desired.

Lemma 8 If [e]p T [e']p and E[z"] : ', where 7 is not
free in E, then [Ele]lp C.. [Ele']]p.
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Proof: Let p1 = p[z” — [e]p] and p> = p[z” — [e']p].
Then p: C p». By the Monotonicity Theorem,

[Ele")lor T Bl los.

And by Substitutivity,

[E[z"]lpr = [(Ele"])[z" = ellp = [Elellp,

and similarly,

[Ele"]lp2 = [E[e']lp-

Then we have

[E[ele Ty [E[eTlp,

as desired. |
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