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Challenges

• Missing topology between fiber nodes 
and cable modems
• Most of the failures are due to failures at that 
level (based on observations of ~2 month 
measurement)
• Unknown status of repeaters

• Misconfigurations
• Typo in address, wrong mapping from address 
to geocode, etc

• Question: can we infer the missing 
topology or the failure groups of nodes 
that share the same risks?
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• Broadband cable Internet service is a 
huge market
• “In 2004 there are 90,600 average number of 

cable modem installs per week in the 
US”. (Kagan Research, LLC, March 2004)

• “By 2007, 90% (or 46.4M households) of all 
broadband households in the US will have home 
networking services available to them”. (Parks 
Associates, 4Q 2003)

• Failures are frequent in cable networks
• Large distribution networks with hundred of 

thousands of devices in each administered area
• Confirmed by measurement from a major US 

cable provider

• Failure management is critical to 
service providers,  or…
• Customers may go away, i.e. less revenue
• Increase management cost
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balanced topology vs. cascaded topology

# of failure instances (balanced topology)

An example (balanced topology)

# of failure instances (cascaded topology)

Noise Effect (balanced topology)

Noise Level = P(individual failure) / P(group failure)

• Intuition: explore temporal and spatial 
correlation of the failures

• Combine passive monitoring and active 
probing to retrieve failure data
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