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Abstract

Ongoing researc h in adaptiv e proto cols and activ e net-

w orks has presumed that 
exibilit y is o�ered exclusiv ely

through soft w are systems, and the p erformance implica-

tions ha v e generated considerable sk epticism. The Pro-

grammable Proto col Pro cessing Pip eline (P4) exploits

the dynamic recon�gurabilit y of RAM based Field Pro-

grammable Gate Arra ys (FPGAs) to pro vide b oth hard-

w are p erformance and dynamic functionalit y to net w ork

comp onen ts.

W e use forw ard error correction (FEC) as an example

of a proto col pro cessing function. Our measuremen ts

sho w that the P4 is able to pro cess the data stream at

OC-3 (155 Mbps) link rate, and consequen tly impro v e

TCP p erformance in noisy en vironmen ts.

1 In tro duction

A desire for 
exible net w ork infrastructures has stim-

ulated researc h in to adaptiv e proto cols and activ e net-

w orks. This researc h[14 ] has presumed that 
exibilit y

is o�ered exclusiv ely through soft w are systems, and the

p erformance implications ha v e generated considerable

sk epticism. In particular, a n um b er of researc hers[9 ]

ha v e prop osed that programmabilit y b e restricted to the

con trol plane, as they b eliev e that high data through-

put cannot b e ac hiev ed concurren tly with dynamically

in terp osed functions.

Ho w ev er, 
exibilit y is not exclusiv e to soft w are sys-

tems: new programmable logic devices can b e repro-

grammed rapidly enough so that net w ork comp onen ts

can op erate at hardw are sp eeds while pro viding dy-

namic functionalit y . The gro wth in size and sp eed

of state of the art programmable logic devices has

stim ulated new �elds of researc h, e.g., recon�gurable

computing[15 ].

W e are exploring the application of dynamically re-

con�gurable hardw are to adaptiv e proto cols and activ e

�
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net w orks. T o explore the design space where high sp eed

requiremen ts mak e soft w are implemen tation a b ottle-

nec k, w e ha v e constructed an FPGA-based arc hitecture

called the Programmable Proto col Pro cessing Pip eline

(P4)[7 ]. W e th us ac hiev e functional acceleration with

sp ecial purp ose hardw are while main taining a soft w are-

lik e 
exibilit y of the system.

W e fo cus on the example of TCP/IP p erformance in

a noisy en vironmen t. W e protect against noise-induced

errors with the FEC, and demonstrate the con v olu-

tional enco der and Viterbi deco der op erating at OC-

3 (155Mbps) data rates on the P4. The next section

brie
y describ es the P4 arc hitecture.

2 P4 Arc hitecture
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Figure 1: P4 Arc hitecture

The arc hitecture of the P4 is sho wn in Figure 1. It

comp oses a set of RAM based FPGA devices (Altera

FLEX8000[1 ]) in a pip eline, with a switc hing arra y se-

lecting whic h devices are engaged in pro cessing a data

stream. FPGA devices allo w implemen ting proto col

pro cessing algorithms in hardw are, while pro viding dy-

namic functionalit y through the run time recon�gura-

tion.

Pro cessing elemen ts in the P4 are organized in to a
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pip eline of programmable logic devices in terconnected

b y the switc hing arra y . Eac h device has a FIF O bu�er

asso ciated with it. A pro cessing elemen t reads the data

from its FIF O bu�er, p erforms its pro cessing, and writes

in to the FIF O bu�er asso ciated with the next device in

the c hain. Connection to the next device is ac hiev ed via

the switc hing arra y . The switc hing arra y can dynami-

cally include or exclude pro cessing elemen ts, or reorder

them on an as-needed basis.

When needed, a proto col pro cessing function (in the

form of an FPGA con�guration) is added b y do wn-

loading a free device, and inserting this device in to the

pip eline c hain. Unnecessary functions are switc hed out

of the pro cessing c hain and the device b ecomes free.

Altera's Flex 8000 devices require ab out 100ms to b e

reloaded, but can b e switc hed in and out of the data

path within a microsecond. The gate arra ys can th us

b e view ed as a cac he for selected proto col pro cessing

functions.

The P4 protot yp e uses A TM cells as a con v enien t

unit of pro cessing. While the arc hitecture is not A TM-

sp eci�c, use of A TM allo ws in terop eration with existing

systems and v alidation of p erformance in 100+ Mbps

op erating regimes.

3 FEC Bo oster

The P4 protot yp e has b een constructed as part of the

Proto col Bo osters pro ject[6 ], whic h tak es the approac h

of dynamically adding and deleting proto col functions.

The P4 illuminates a design subspace where high sp eed

requiremen ts force the implemen tation of certain func-

tions in hardw are.

W e ha v e c hosen an FEC as an example proto col pro-

cessing function whic h migh t op erate on an as-needed

basis for greater e�ciency . A con v olutional enco der and

Viterbi deco der w ere implemen ted to allo w exp erimen-

tal ev aluation. Our goal w as not to construct a highly

optimized co de for a giv en link, but rather to explore the

feasibilit y of p erforming a complex proto col pro cessing

function using the limited set of resources o�ered b y the

P4. Th us, the FEC w as optimized for implemen tation

on the P4 and op eration at the P4's OC-3 data rate.

3.1 Implemen tation

Bits of eac h data o ctet are group ed in four c h unks of

t w o bits and enco ded indep enden tly using four parallel,

rate 1/2, constrain t length 3, con v olutional enco ders.

Eac h enco der accepts t w o bits from the curren t o ctet

and pro duces four output bits. F our parallel enco ders

th us pro duce t w o o ctets of data whic h are clo c k ed out at

19.44 MHz, resulting in the output bit rate of 155Mb/s.

On the deco der side, four parallel deco ders op erate

indep enden tly on the groups of t w o bits pro ducing one

bit of original data stream. Figure 2 illustrates this

pro cedure. Input data is clo c k ed in at 19.44MHz, so

the input bit rate is 155Mb/s. Due to the complexit y

of the Viterbi deco der, eac h deco der had to b e lo cated

on a separate pro cessing elemen t. The �rst pro cessing

elemen t (Deco der 1 in Figure 2) tak es t w o bits of the

enco ded o ctet and pro duces one output bit. The other

six bits are passed to the next pro cessing elemen t un-

mo di�ed. So the output o ctet of the �rst pro cessing el-

emen t consists of six original enco ded bits, one deco ded

bit and one un used bit. A t the output of the fourth

deco der eac h o ctet con tains four deco ded bits and four

un used bits. Finally , t w o suc h o ctets are com bined to

reconstruct the original data.
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Figure 2: Deco ding pro cess on P4

3.2 Robustness

An imp ortan t issue in proto col design is robustness. Al-

though it protects user data from bit errors, con v olu-

tional enco ding ma y increase the risk of other impair-

men ts suc h as cell losses and cell misinsertions if no

coun termeasures are applied. In general, the output of

the Viterbi deco der dep ends on the history of its inputs.

If a cell is lost, missing data ma y cause unpredictable

b eha vior, and the error can propagate far in to the fu-

ture. T o impro v e robustness in suc h cases, the enco der

resets its state ev ery 24 b ytes (half the A TM cell) and

the deco der resets its state after ev ery cell.

The enco der generates t w o cells for eac h input cell.

Both cells ha v e the same v alue for the user indication

bit in the A TM header. If the enco ded cell within the

AAL-5 proto col data unit (PDU) is lost, there will b e

a mismatc h in the user indication bit at the end of the

AAL-5 PDU. Prior to deco ding, data are passed through

the fron t end pro cessing unit whic h c hec ks for matc hing

user indication bits. Only pairs of cells that matc h are

passed for further deco ding. If a mismatc h is found, an
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all-zero cell with the appropriate user indication bit will

b e inserted as sho wn in Figure 3. This will, of course,

result in a series of bit errors after deco ding, but will

prev en t an y error propagation that migh t otherwise re-

sult. Only the AAL-5 PDU whose cell has b een lost will

b e a�ected. It can b e easily v eri�ed that the fron t end

pro cessing unit will also successfully isolate bad AAL-

5 PDUs in the case of cell misinsertion, th us a v oiding

error propagation.

0 0 0

0 0 0

1 1 0

1 1 0

0 0 0 1 1 0

0 0 1 0 ...
Original AAL-5 unit

encoding

0

Encoded AAL-5 unit

User indication bit

Cell loss !

Mismatch !
Insert all-zero cell

OK !

Decoded into bad AAL-5 PDU,
but error does not propagate !

Next AAL-5 unit

Figure 3: Protection from error propagation due to cell

loss

4 Application

An imp ortan t motiv ation for the Proto col Bo osters con-

cept is the problem encoun tered when proto cols opti-

mized for certain conditions op erate outside those con-

ditions; they p erform extremely p o orly . Flexible adap-

tiv e proto cols and activ e net w orks cop e with this prob-

lem b y dynamically adapting the proto col stac k to one

appropriate for the curren t conditions in the net w ork.

Wireless A TM[11 ] is an example where the proto col

requires mo di�cation, as the original assumptions for

A TM link reliabilit y are no longer met. In an e�ort to

impro v e the link qualit y , mo di�cations of the link la y er

that incorp orate strong FEC in com bination with AR Q

ha v e b een suggested[4 , 10 , 3, 16 ]. It is, of course, un-

lik ely that an optimal error con trol sc heme meeting the

needs of all applications under all p ossible conditions

exists. In [12 ] the author of the NEC Wireless A TM

protot yp e[5 ] has p oin ted out that eac h service t yp e will

require an appropriate error con trol sc heme, implying

that the error con trol is not a static mec hanism. [10 ]

considered protecting only the header of the A TM cell to

prev en t extensiv e cell losses and misroutings, and lea v-

ing the protection of the pa yload to the higher la y ers

dep ending on the desired qualit y of service.

In addition to the di�eren t error con trol sc hemes

needed for di�eren t service t yp es, the bit error rate on

a wireless link is c hanging o v er time.

F or adaptiv e proto cols, FEC can b e view ed as the

functional elemen t of the proto col stac k whic h can b e

added, remo v ed or c hanged on an as needed basis.

With the sp ectrum of FEC implemen tations of v arying

strengths and complexities a v ailable, dynamic proto col

can select the implemen tation that b est �ts the curren t

conditions and QoS requiremen ts. In the enhanced net-

w ork infrastructure pro vided b y the P4, di�eren t FEC

implemen tations are a v ailable as FPGA con�gurations.

When an appropriate co ding sc heme is selected, pro-

cessing elemen ts in the P4 are con�gured and the result

is P4 op erating as sp ecialized hardw are in the net w ork.

If the FEC algorithm m ust b e replaced, the pro cessing

elemen t is recon�gured and new sp ecialized hardw are is

activ ated, reusing the same ph ysical device.

5 Exp erimen ts

Our exp erimen tal w ork ev aluates the e�ect on link

throughput of the FEC implemen ted on the P4. With a

tunable bit error rate induced on the link, w e measured

the TCP throughput seen b y the application with and

without the FEC b o oster describ ed in Section 3.

5.1 T est Setup

The exp erimen tal setup is sho wn in Figure 4.

Workstation

TxRx

P4

Switch
ATM

Emulator
Impairment
Network

P4

Cell
Protocol
Processor

Decoder

Encoder

Figure 4: Exp erimen tal setup used in testing the FEC

b o oster

The host is an In tel P en tium PC running Lin ux k er-

nel, release 2.0.29, with the \A TM on Lin ux"[2 ] patc h

and a F ore Systems PCA200E A TM adaptor. Through-

put testing is done with ttcp . F or con v enience, w e used

single test mac hine with source and sink running as t w o
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separate pro cesses. Since w e w ere in terested in testing

the impact of the P4 on TCP throughput and not the

impact of the w orkstation, this setup can deliv er useful

results.

Cells transmitted b y the w orkstation are enco ded us-

ing the �rst P4 in the test setup. A t the output of the

�rst P4, the utilized bandwidth is t wice the bandwidth

generated b y the w orkstation due to the additional cells.

T o prev en t bu�er o v er
o ws in the op erating P4, the de-

vice driv er in the w orkstation m ust b e rate con trolled.

Our rate limiting mec hanism forces an idle p erio d b e-

t w een the transmission of t w o consecutiv e pac k ets so

that the enco der in P4 has an opp ortunit y to insert all

generated pac k ets. There are tradeo�s among the bu�er

size on the P4, the maxim um segmen t size for IP run-

ning o v er the link, and the length of the enforced idle

p erio d.

Enco ded cells are passed through a noisy link, em u-

lated b y inserting bit errors with the Net w ork Impair-

men t Em ulator[13 ]. W e v ary the bit error rate and mea-

sure the TCP throughput seen b y the receiving pro cess

on the w orkstation with and without the FEC b o oster

in place.

The second P4 b oard deco des the cells and corrects

an y correctable bit errors. Deco ded data are passed

through the Cell Proto col Pro cessor[8 ] whic h acts as

the passiv e monitoring device. W e use the Cell Proto col

Pro cessor to monitor the link tra�c and the error rate

after deco ding.

5.2 Results

W e ran the ttcp throughput tests for four cases: (1)

without P4 b oards in the data path; (2) with P4 b oards

doing no pro cessing; (3) with P4 b oards doing no pro-

cessing, rate con trol on; and (4) with P4 b oards con�g-

ured as FEC enco der and deco der.

W e v aried the bit error rate (BER) from 10

� 12

to

10

� 4

with an exp onen tially distributed time b et w een

t w o consecutiv e bit errors ( i.e., a P oisson error distri-

bution). Results from the �rst case pro vide a baseline

measuremen t. In the second case w e tested if inactiv e

P4 hardw are had an y impact on the results. The �rst

t w o cases exhibit almost iden tical results: an enormous

drop o� in TCP/IP p erformance (the throughput is on a

logarithmic scale in Figure 5). This is due to TCP/IP's

strategy in the face of pac k et loss, whic h is to assume

that the loss w as a result of congestion rather than

noise. The result is that the TCP/IP congestion win-

do w is rapidly reduced to the p oin t where the proto col

b ecomes \stop-and-w ait", with the consequences sho wn

in Figure 5. The third case sho ws the e�ect of rate con-

trol, namely that the throughput starts o� considerably

lo w er (a factor of 4 less) but drops o� as rapidly as the

�rst t w o cases in the face of error. The reason this test

w as p erformed w as to separate the costs of rate con trol

from the costs asso ciated with the FEC pro cessing.

In the last exp erimen t, w e measured TCP throughput

with the FEC in place, and rate con trolled, as b efore.

As exp ected for the lo w BER region, the FEC b o oster

do es additional pro cessing and uses extra bandwidth for

the redundancy , b ey ond the cost of rate con trol, taking

its throughput to ab out 8 Mbps. In the high BER re-

gion, the TCP proto col stac k b ene�ts from FEC in re-

ducing the n um b er of retransmissions and k eeping the

v alue of TCP windo w size larger. Without FEC, TCP

completely stalls at BER b elo w 10

� 4

, while it is still

able to op erate with FEC in place.

Figure 5 sho ws the logarithmic plot of the mean v alue

of measured throughput as a function of BER and T able

1 sho ws 90% con�dence in terv als for measured through-

put. Log plots are used since BERs of in terest co v ers

man y orders of magnitude. The upp er solid line presen ts

the throughput without the P4 in the datapath; the

dashed line follo wing it is the throughput with an idle

P4. The o v erhead in tro duced b y the P4 hardw are is

negligible. The lo w er solid line sho ws the TCP through-

put with rate con trol and an inactiv e P4. Finally , the

dashed & dotted line sho ws the measured throughput

with P4 running the FEC b o oster. F or BERs greater

than 10

� 6

, TCP gains from FEC. Giv en our earlier ex-

planation of TCP's resp onse to pac k et loss, it should

b e clear that the FEC, in reducing the impact of noise,

reduces the probabilit y of the incorrect assumption of

congestion. Th us, the p erformance is impro v ed.
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Figure 5: Mean v alue of measured throughput

The graph in Figure 5 illustrates an opp ortunit y for

an adaptiv e proto col. In particular, the in tersecting

curv es at a BER of ca. 10

� 7

, suggest that FEC b e

emplo y ed only when the BER exceeds 10

� 7

. Th us, a
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BER without P4 with P4, no FEC no FEC, c hoking with P4, with FEC

0 [45 : 46 ; 46 : 09] [43 : 80 ; 43 : 95] [10 : 36 ; 11 : 50] [6 : 96 ; 8 : 90]

10

� 12

[45 : 23 ; 45 : 85] [43 : 68 ; 43 : 86] [9 : 43 ; 10 : 42] [7 : 15 ; 7 : 98]

10

� 11

[45 : 11 ; 45 : 90] [43 : 83 ; 44 : 06] [9 : 96 ; 10 : 93] [6 : 57 ; 8 : 14]

10

� 10

[45 : 59 ; 46 : 18] [42 : 59 ; 44 : 18] [9 : 30 ; 10 : 16] [7 : 26 ; 8 : 87]

10

� 9

[45 : 87 ; 46 : 55] [41 : 19 ; 43 : 51] [9 : 98 ; 11 : 16] [6 : 59 ; 8 : 24]

10

� 8

[34 : 50 ; 40 : 40] [33 : 02 ; 37 : 94] [8 : 07 ; 9 : 54] [7 : 82 ; 9 : 42]

10

� 7

[6 : 48 ; 7 : 15] [6 : 72 ; 9 : 11] [4 : 63 ; 5 : 43] [6 : 95 ; 8 : 22]

10

� 6

[1 : 12 ; 1 : 19] [1 : 27 ; 1 : 36] [1 : 21 ; 1 : 27] [4 : 71 ; 5 : 44]

10

� 5

[0 : 15 ; 0 : 16] [0 : 145 ; 0 : 155] [0 : 17 ; 0 : 18] [1 : 43 ; 1 : 51]

10

� 4

N = A N = A N = A [0 : 35 ; 0 : 37]

T able 1: Con�dence in terv als for measured throughputs

proto col b o oster's p olicy mo dule w ould constan tly mon-

itor the conditions on the link ( e.g., using AAL-5 CR C

or IP c hec ksums), and switc h on the FEC as needed. In

Figure 5, the line follo w ed b y an ideal adaptiv e proto col

is mark ed b y an \O". In the Proto col Bo osters frame-

w ork, the FEC pro cessing is mec hanism, under con trol

of the aforemen tioned \P olicy".

6 Generalizing Adaptiv e FEC in

Hardw are

The P4 demonstrates near-soft w are 
exibilit y and p er-

formance comparable to sp ecial purp ose hardw are. W e

used the example of a con v olutional co de for FEC whic h

is used as a mec hanism for an FEC Bo oster. Tw o gen-

eralizations can b e dra wn from this example. First, the

mec hanism is neither limited to a particular co ding rate

nor a single co ding algorithm. Sets of co des appropri-

ate for di�eren t BERs or burst lengths can b e made

a v ailable, and the b est co de for curren t conditions in

the net w ork can b e selected b y a p olicy . If conditions

c hange, the co de can b e adapted at run time b y recon-

�guring the P4. Second, the P4 arc hitecture can b e used

for m uc h more than FEC. An y functional elemen t ( e.g. ,

encryption, data compression, tra�c shaping mo dules,

etc. ) implemen table on P4 can b e used as a proto col

b o oster and added to a proto col stac k on an as-needed

basis.

7 Next Steps

W e are dev eloping a p olicy mo dule for the FEC b o ost-

ers, and designing the signalling proto col whic h w ould

enable P4 b oards distributed o v er the net w ork to syn-

c hronize their activities. Our design will ha v e the p olicy

mo dule as part of the con troller whic h manages the P4

b oard and con�gures its pro cessing elemen ts. F or ex-

ample, to insert the FEC b o oster, the follo wing mec ha-

nisms are necessary:

� determine the t yp e of the co de to b e used

� decide when to activ ate the b o oster

� signal to the other end to prepare the appropriate

deco der and if necessary to the host (as in the case

where the host needs to activ ate the c hoking mec h-

anism inside the device driv er)

� do wnload P4 pro cessing elemen ts on b oth ends

� activ ate the enco der and signal to the other end to

activ ate the deco der

Selecting the appropriate b o oster and when to acti-

v ate it are the t w o cen tral roles of the p olicy mo dule. In

a realization, the p olicy mo dule is a com bination of the

soft w are running on the con troller and the con�gured

hardw are running on the P4 assigned to monitoring the

conditions on the link and collecting the information

necessary for p olicy decisions.

W e in tend to design a second generation of the P4.

The main limitation of the curren t v ersion is the lac k

of bu�ering for lo cal pro cessing. There are also some

small dep endencies on A TM. Lo cal bu�ering is essen tial

in supp orting tr ansp ar ent b o osters, whic h do not mo d-

ify the original pac k et. An example of a transparen t

b o oster is an FEC b o oster that sends the FEC pac k-

ets in addition to the original pac k ets. The price paid

here is in the memory resources where the FEC pac k et

is stored during its construction. Due to lac k of lo cal

memory resources on the P4, implemen tation of trans-

paren t b o osters is limited. In the second generation of

P4, w e are also planning to mo v e pro cessing to a higher

lev el of ob ject than the A TM cell, and pro cess data

blo c ks indep enden tly of the underlying proto col.
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8 Conclusion

Our goal with the Programmable Proto col Pro cessing

Pip eline (P4) arc hitecture w as a demonstration that

mo dern hardw are allo w ed a no v el in v estigation of the

design space of programmable net w ork infrastructures.

In particular, the P4 demonstrated 
exibilit y b y load-

ing an FEC in to its p o ol of FPGAs, and this 
exibil-

it y w as emplo y ed in end-to-end throughput tests using

TCP on an A TM-attac hed w orkstation. The TCP re-

sults sho w ed that the FPGA-residen t co de allo w ed TCP

p erformance in a BER regime where the proto col w as

previously inop erable.

The p erformance tradeo�s of the system with and

without the FEC suggest the use of a h ybrid strategy ,

using the FEC as-needed, a sc heme to whic h to P4 is

w ell-suited. W e b eliev e that among the uses for suc h a

sc heme are wireless A TM applications.

The imp ortan t result of this demonstration is that

sc hemes suc h as Proto col Bo osters and Activ e Net w ork-

ing for 
exible net w ork infrastructures are not limited

to p o or p erformance regimes. F or functions whic h can

b e implemen ted within the area limitations of FPGAs

at an y p oin t in time, hardw are p erformance lev els can

b e ac hiev ed. Th us, this refutes m uc h of the sk epticism

whic h exists in the net w orking comm unit y ab out the

p erformance of these approac hes, and hence their im-

pact on real net w orks.
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