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Abstract. Proto col Bo osters are functional elemen ts, inserted and deleted

from net w ork proto col stac ks on an as-needed basis. The Proto col Bo oster

design metho dology attempts to impro v e end-to-end net w orking p erfor-

mance b y adapting proto cols to net w ork dynamics.

W e describ e a new dynamically recon�gurable FPGA based arc hitec-

ture, called the Programmable Proto col Pro cessing Pip eline (P4), whic h

pro vides a platform for highly-
exible hardw are implemen tations of Pro-

to col Bo osters. The protot yp e P4 is designed to in terface to an OC3

(155 Mb/s) A TM link and p erform selected b o osting functions at this

line rate.

The FPGA devices pro cess the data stream as a pip eline of pro cessing el-

emen ts. Pro cessing elemen ts are do wnloaded and activ ated dynamically ,

based on p olicies used b y the con troller to c ho ose con�gurations. As

mo dules b ecome unnecessary they are remo v ed from the pip eline c hain.

1 In tro duction

Net w ork proto cols are designed to meet application requiremen ts for data com-

m unications, including securit y , reliabilit y and p erformance. The dominan t de-

sign and implemen tation pro cess for proto cols b egins b y en umerating the require-

men ts for the proto col, and then designing a proto col that pro vides the necessary

features end-to-end[SR C81 ]. Optimization consists of iden tifying common cases

and implemen ting fast paths for these cases; TCP/IP is a case study[CJRS89 ].

The resulting proto col is robust end-to-end and t ypically pro vides go o d p erfor-

mance. Ho w ev er, extremely p o or p erformance can result when the assumptions

p ermitting fast path execution are not met.

1.1 Proto col Bo osters

\Proto col Bo osters"[FMS96 ] are proto col elemen ts in tended to b e transparen tly

inserted in to and deleted from proto col stac ks on an as-needed basis, e.g., in

resp onse to unan ticipated or c hanging net w ork c haracteristics.
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A p olicy asso ciated with the b o oster is used to selectiv ely insert, delete and

in v ok e the proto col functions. F or example, a F orw ard Error Correction co de

(FEC) migh t b e used o v er a wireless data link to bring its error b eha vior in to

an acceptable op erating range, without using the FEC end-to-end [McA95 ]. The

error p erformance of the subnet is th us \b o osted" to an acceptable lev el to

impro v e end-to-end p erformance. Figure 1 sho ws a b o oster used in a net w ork,

in this case b o osting a subnet b et w een an end-host and a router.
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Fig. 1. Bo osting a link or subnet

A tr ansp ar ent b o oster do es not mo dify the pac k et it b o osts. F or example, an

FEC b o oster ma y send FEC pac k ets in addition to the data pac k ets it enco des.

Non-transparen t b o osters, on the other hand, mo dify data pac k ets. F or example,

a compression b o oster migh t b e used to reduce the bandwidth requiremen ts.

The recen t discussion of b o osters in F eldmeier, et al. [FMS96 ] restricts b o ost-

ing to transparen t b o osters to cop e with dynamic routing. Non transparen t

b o osters generally need a static route (e.g., an A TM V C) for successful im-

plemen tation. Our platform is capable of implemen ting either t yp e of b o oster.

1.2 Previous W ork

The Proto col Bo oster idea has b een in v estigated in a soft w are implemen ta-

tion [MCS97 ], where a F reeBSD TCP/IP proto col stac k w as b o osted with v ar-

ious functions. The ma jor �nding w as that the op erating system o v erhead to

supp ort b o osters w as minimal; the ma jor cost of b o osting w as the pro cessing

cost of the b o osting algorithm(s) applied to the data stream. This suggested

that an y b o osting sc heme requiring high p erformance w ould need a w a y to �rst

pro vide the 
exibilit y required b y design metho dology , and second, pro vide this


exibilit y with high pro cessing p erformance.

Field-programmable gate arra y (FPGA) devices o�er the degrees of 
exibilit y

and p erformance required for proto col b o osting. Our FPGA-based arc hitecture,

the Programmable Proto col Pro cessing Pip eline (P4) pro vides a new platform

for Proto col Bo osters hardw are implemen tation.

The P4 op erates on streams of Async hronous T ransfer Mo de (A TM) cells,

and serv es as a generic platform for running Proto col Bo osters o v er the A TM



infrastructure. This pap er's primary fo cus is the P4's logical structure, and de-

scrib es the arc hitectural solutions used in realization of a P4 protot yp e. Although

the P4 is designed to op erate in the A TM en vironmen t, the concept is applicable

in an y other proto col.

The next section, Sect. 2, presen ts the arc hitecture of the P4, and brie
y

describ es its op eration. Section 3 details the functional mo dules and their op-

eration. Section 4 p oin ts out questions asso ciated with the implemen tation and

usage of the P4 arc hitecture and outlines the the longer-term pro ject goals. Sec-

tion 5 concludes the pap er with a summary of what the arc hitecture pro v es, and

next steps in our researc h.

2 Basic Arc hitecture

Figure 2 sho ws a blo c k diagram for the P4 arc hitecture. The core of the ar-

c hitecture is a p o ol of Altera Flex8000 family[Alt96 ] FPGA devices, acting as

pro cessing elemen ts (PEs), and a switc hing arra y that pro vides in terconnections

among pro cessing elemen ts.
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Fig. 2. Blo c k diagram of the P4 Arc hitecture

PEs t ypically form a pip eline c hain via the switc hing arra y . Eac h PE imple-

men ts one function in the pip eline c hain. F or example, if the FEC w as to b e

added in to the proto col stac k, the a v ailable FPGA device w ould b e con�gured

to implemen t the enco der on the transmitter side; on the receiv er side, one of

the PEs w ould b e con�gured as the deco der.

Asso ciated with eac h PE is a FIF O bu�er (B). A PE reads the data from its

FIF O bu�er, p erforms its pro cessing, and writes in to the FIF O bu�er asso ciated



with the next device in the c hain. Connection to the next device is ac hiev ed via

the switc hing arra y .

Data from the A TM link are receiv ed in parallel (o ctet b y o ctet), at 19.44MHz,

making the b oard capable of pro cessing the cell stream in real time at 155Mb/s.

In our curren t exp erimen tal setup, w e use the HP75000 Broadband T est-system

equipp ed with the Net w ork Impairmen t Em ulation Mo dule[DGH

+

97]. The P4

b oard connects to the parallel line in terface of the HP75000[Hew94 ]. The sys-

tem can generate test tra�c patterns and in tro duce impairmen ts (cell losses, bit

errors etc.) and th us em ulate the conditions encoun tered in real net w orks.

While the curren t v ersion of the P4 b oard do es not ha v e a Sonet/SDH in-

terface, timings of the parallel in terface are compatible with the timings of com-

mercially a v ailable framing devices[T ex95 ], making future addition of suc h a

Sonet/SDH in terface straigh tforw ard. A t this stage, w e are primarily in terested

in the implemen tation of the P4 functionalit y and the role it can pla y in proto col

pro cessing.

3 F unctional Elemen ts

3.1 Input In terface (I IF)

The input in terface (I IF) of Fig.2 pro vides initial pro cessing of the cells. It is

realized b y a sp eci�cally con�gured FPGA device do wnloaded on p o w erup. The

I IF is the �rst device in the c hain and it do es not ha v e a FIF O bu�er preceding

it. It connects to the parallel cell stream whic h ma y come either from the test

equipmen t or a Sonet/SDH framing device.

The I IF scans the input stream for cells b elonging to the pro cessed virtual

circuit and stores them in the FIF O bu�er asso ciated with the �rst PE in the

pip eline c hain. All other cells are stored in the b ypass bu�er together with the

header �elds. Th us the I IF selects the virtual circuit to b o ost assuming that the

VPI/V CI corresp onds to a single application (a realistic assumption for an A TM

net w ork).

Headers of cells on the b o osted c hannel are stripp ed o� and pa yload data are

stored in to the FIF O bu�er. Header information is passed directly to the output

in terface (OIF) via a sp ecial data path, b ypassing the PEs.

There are t w o reasons for stripping o� the header �elds:

1. Ha ving pro cessing elemen ts deal with only the pa yload reduces their com-

plexit y , sa ving space in the FPGA device and enabling us to put more pr o-

c essing functionalit y in a PE.

2. Some pro cessing algorithms ma y c hange the size of the actual data (e.g. data

compression). In suc h cases it is clearly simpler to remo v e the header b efore

the pro cessing and reconstruct cells at the output.

3.2 Output In terface (OIF)

The output in terface (OIF) of Fig.2 complemen ts the I IF. The device reads from

the FIF O bu�er asso ciated with it, creating a b o osted cell stream. If the bu�er is



empt y , the OIF will try to read the cell from the b ypass FIF O. If b oth bu�ers are

empt y , the OIF will not generate a cell. The I IF and OIF op eration is illustrated

in Fig.3.
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Fig. 3. The I IF/OIF op eration

The OIF can b e dela y ed b y an y pro cessing elemen t in the c hain. F or example,

if one of the pro cessing elemen ts p erforms data compression, it w ould t ypically

request a dela y in cell generation if it pro duced output shorter than 48 b ytes

b efore new data app eared. Dela ying the cell for a limited amoun t of time migh t

a v oid padding the pa yload with idle data and impro v e the bandwidth utilization.

Ho w ev er, a cell m ust not b e arbitrarily dela y ed; w e will study tradeo�s across a

selection of tra�c t yp es.

3.3 Switc hing Arra y

The switching arr ay impro v es 
exibilit y of the P4 arc hitecture as functions in

the PEs are not necessarely comm utativ e. If a new pro cessing elemen t m ust b e

activ ated, it can b e do wnloaded in to an y a v ailable FPGA device. The switc hing

arra y will allo w placing of the pro cessing elemen t at the appropriate p oin t in the

pip eline c hain regardless of the actual FPGA device used; it serv es to virtualize

pip eline ordering.

3.4 Pro cessing Elemen t (PE)

The Pro cessing Elemen t (PE) is the generic part of the arc hitecture. It is a

com bination of a FIF O bu�er and an FPGA device. The output of the FPGA

device is the set of con trol and data signals compatible with the FIF O bu�er

input. Pro cessing consists of reading from the FIF O bu�er, pro cessing the data

and writing it in to the FIF O bu�er asso ciated with the next PE in the c hain.

In the minimal case (no PE activ e), the I IF reads the data from the link

and writes in to the FIF O bu�er of the OIF. The b oundary b et w een PEs is the

FIF O data and con trol bus in terface. Since this is w ell de�ned for the giv en

FIF O[Cyp95 ] it is simple to insert and remo v e PEs in the P4's c hain.



3.5 Con troller

F rom the con troller's p ersp ectiv e, PEs are I/O devices. The con troller has a p o ol

of FPGA con�gurations with whic h it can implemen t a pro cessing algorithm.

Dep ending on the p olicy and net w ork conditions, it c ho oses the appropriate set

of con�gurations and do wnloads the FPGA devices on demand. Do wnloading

is managed b y the con troller, and the FPGA is in the passiv e con�guration

mo de[Alt94]. Using the switc hing arra y , the con troller creates the c hain with

pro cessing elemen ts ordered appropriately .

3.6 P4 Role and Placemen t in a Net w ork

The P4 b oard is in tended to w ork as an \edge" device for the b o osted p ortion

of a net w ork cloud as sho wn in Fig.4. Although the protot yp e is designed to

op erate on the stream of A TM cells, the same concept can b e applied to an y

t yp e of pac k et stream.

The P4 can w ork as a standalone unit with its o wn con troller or as part of a

switc h or other net w ork elemen t. In the latter case the P4 can b e an in tegral part

of the switc h and th us managed b y the net w ork elemen t's con troller. A single

con troller ma y b e resp onsible for m ultiple P4 b oards.

Boosted
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Cloud
P4

P4

B

A
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Network 

Cloud
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Fig. 4. P4 as the part of the net w ork

In Fig.4, the b o osted p ortion of the net w ork has a P4 b oard asso ciated with

all access p oin ts. If a user connected to the P4 enhanced access p oin t com-

m unicates with another user connected to the P4 enhanced access p oin t, their

comm unication can b e p oin t-to-p oin t b o osted pro vided that there is a route en-

tirely through b o osted p ortion of the net w ork. An imp ortan t prop ert y of the P4

as used in this mo de is that if the route has to pass through the non-b o osted

p ortion of the net w ork, the P4 b oard at the b oundary will act as a con v ersion

unit b y deb o osting the outgoing tra�c and b o osting the incoming tra�c. This

enhances the in terop erabilit y of the sc heme.



4 Researc h Questions

The P4 b oard will aid exploration of the design space for hardw are implemen-

tation of Proto col Bo osters. It should pro cess the 155Mb/s A TM cell stream in

real time, and allo w dynamic recon�guration with minimal dela y . This section

describ es the p erformance metrics for the arc hitecture.

4.1 Proto col Pro cessing P erformance

One goal of Proto col Bo osting is end-to-end p erformance impro v emen t via adding

a parasitic mo dule to the original proto col[FMS96 ]. As sho wn with the soft-

w are protot yp e of Proto col Bo osters[MCS97 ], some functions can b e e�cien tly

implemen ted in soft w are resulting in b etter end-to-end p erformance. Ho w ev er,

functions suc h as data encryption signi�can tly degrade throughput while adding

their functionalit y (e.g., priv acy of comm unication).

Preliminary measuremen ts with the P4 b oard using the con v olutional FEC

b o oster ha v e sho wn that the pro cessing dela y is minimal compared to the cell

transmission dela y . Due to the pip elined nature of the arc hitecture, link through-

put is preserv ed

2

and the pro cessing o v erhead is re
ected in latency through the

P4. The limit on the pip eline depth dep ends on the existing propagation dela y

and the total dela y acceptable b y the application.

4.2 Resource Managemen t Issues

A second imp ortan t issue is the functional \agilit y" of the P4. By agilit y w e mean

latency for reaction to the net w ork anomalies. F or example, consider the case

where w e w an t to address load-induced congestion b y adding data compression

to the link proto col (pro vided w e can successfully compress!). A t a link sp eed of

155Mb/s the time to do wnload the FLEX8K device[Alt96 ] can b e to o long to

successfully address the problem of congestion.

F or some applications, agilit y is not a critical issue. F or example, a user is not

lik ely to notice the sligh t dela y in adding FEC to audio tra�c to impro v e sound

qualit y . Th us, there are applications whic h require v ery fast reaction (\agilit y")

from the proto col b o oster and there are also applications where the lo w agilit y

can b e tolerated.

Use of the P4 arc hitecture for non-trivial Proto col Bo osters implemen tations

raises the question of managemen t of limited resources (namely FPGA devices

whic h implemen t the pro cessing elemen ts) to ac hiev e statistically (i.e., almost

alw a ys) high agilit y . Resource managemen t in the P4 arc hitecture is analogous

to cac he managemen t in a general purp ose computer system. A cac he con troller

tak es adv an tage of the correlation b et w een accesses to nearb y memory lo cations

and statistically reduces the memory access time. In a similar fashion, w e can

2

It should b e understo o d that if the b o oster generates additional cells, the input data

can not arriv e at the maxim um bit rate. Ho w ev er this limitation is not due to the

P4 pro cessing o v erhead but the link capacit y .



ac hiev e statistically impro v ed agilit y of the Proto col Bo oster running on the P4

arc hitecture.

A w ell-designed managemen t algorithm will try to k eep the agilit y sensitiv e

con�gurations pre-loaded in the FPGA devices and clear them only if deemed

necessary (i.e., if an FPGA device is needed for some other algorithm and there

is no free device a v ailable). Resource managemen t algorithms and statistical

prop erties of the ev en ts in the net w ork that can b e used to trigger the activ ation

of the sp eci�c Proto col Bo oster will b e ma jor (and w e b eliev e generalizable)

results of this researc h.

4.3 P olicy Mo dules

An imp ortan t part of the Proto col Bo oster is the p olicy mo dule. The p olicy

mo dule decides when a function should b e activ ated based on its observ ations

of the data stream.

In this pap er, w e ha v e fo cused on the issues of implemen ting pro cessing func-

tions (i.e., mec hanism mo dules) in the P4 arc hitecture. As the con troller decides

whic h function to do wnload, enforcing the p olicy is the task of the con troller.

The con troller can delegate some of this role to a PE b y con�guring it to

monitor the link instead of p erforming the actual pro cessing. The con troller has

full access to the PE and can comm unicate with it via its data bus, and th us

some PEs can b e programmed to monitor the ev en ts on the link and pro vide the

con troller with information crucial to p olicy decisions.

Th us, the P4 con troller enfor c es the p olicy but PEs can p erform functions

whic h are part of b oth p olicy and mec hanism mo dule.

4.4 Need for Sync hronization

Bo osting a p ortion of the net w ork means adding some pro cessing on one side

and restoring the original data on the other side. F or con v enience, assume a

non-transparen t b o oster and call these functions b o osting and deb o osting re-

sp ectiv ely . The b o oster needs to b e sync hronized with the deb o oster

3

, that is,

the deb o oster m ust kno w when to engage. This requires a signalling proto col,

either explicit or implicit.

Consider the infrastructure sho wn in Fig.4, and supp ose that side A decides

to load a b o oster and that its matc hing deb o oster m ust b e loaded on side B.

Side A needs a metho d of in-band signalling to inform side B when the b o oster

is to b e activ ated. As a simple sc heme for testing the P4 arc hitecture protot yp e,

w e will use in-band signalling with con trol cells in the same virtual c hannel as

the data, and use the pa yload-t yp e �eld[A TM94] to distinguish signalling and

user data.

3

This is not strictly required for transparen t b o osters[FMS96 ], but of course they are

more e�ectiv e when sync hronized!



4.5 Extension to Multiple Virtual Circuits

The arc hitecture has b een describ ed assuming single virtual c hannel (V C) pro-

cessing. The curren t protot yp e is limited to one V C, as the fo cus is on the basic

P4 arc hitecture. In later v ersions w e plan to implemen t m ultiple V C pro cessing

on one b oard.

Besides the pip eline top ology , the switc hing arra y can connect pro cessing

elemen ts in the parallel pip elines and pro vide di�eren t pro cessing on di�eren t

V Cs. It is also straigh tforw ard to mo dify the I IF to use VPI only instead of the

VPI/V CI com bination to iden tify the b o osted cell stream.

An in teresting approac h (suggested b y Bill Marcus of Bellcore) is to use \con-

text switc h"-lik e pro cessing in the PE. The state of the PE can b e stored a w a y in

the con ten t addressable memory (CAM) and VPI/V CI can b e used as an index

to the state information in the CAM. A PE can th us switc h state accordingly

and apply the same algorithm to m ultiple concurren t virtual c hannels.

5 Conclusion

W e ha v e presen ted an arc hitecture whic h has the soft w are-lik e 
exibilit y required

for the Proto col Bo osters design metho dology , while pro viding the p erformance

exp ected from a hardw are implemen tation. Ho w ev er, the P4 is more generally

useful; for example, as an arra y of do wnloadable devices whic h p erform proto-

col pro cessing, it migh t function as a high-p erformance elemen t in an A ctive

Network [SDG

+

96 ].

The P4 protot yp e raises sev eral issues in net w orking subsystem design. On

one hand, it is a generic arc hitecture with a limited n um b er of resources (i.e.,

the pro cessing elemen ts) whic h need a go o d managemen t p olicy . On the other

hand it is a platform whic h allo ws the implemen tation of certain functions in

hardw are and giv es us a new to ol for addressing the balance b et w een hardw are

and soft w are in proto col implemen tation. It is particularly imp ortan t for ev al-

uating these engineering tradeo�s that the generic structure of the P4 allo ws

�ne-grained con trol of the b oundary b et w een functions implemen ted in hard-

w are and soft w are.

The protot yp e is op erating as a wirewrap card. Next is PCB implemen tation,

and ev aluation of v arious pro cessing functions that will run on the P4 b oard.

The construction of the testb ed in v olving the A TM subnet enhanced with the

P4 b oards at the en try p oin ts will allo w us to outline the domain of applicabilit y

of P4-lik e arc hitectures for proto col pro cessing, and ev aluate algorithms for dy-

namically allo cating the hardw are resources based on application demands and

net w ork dynamics.

6 Ac kno wledgemen ts

Bill Marcus of Bellcore pro vided a n um b er of helpful commen ts in addition to the

m ultiple V C sc heme (Sect. 4.5). T on y McAuley , also of Bellcore, help ed clarify



our thinking on the roles of transparency , routing and b o oster state. Da v e F eld-

meier of MUSIC Semiconductors made some useful suggestions. T yler Arnold

has b een in v estigating the implemen tation of a con v olutional FEC b o oster for

use in the P4.
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