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Abstract

Man y net w ork ed m ultimedia applications are dela y-sensitiv e, and require services with guar-

an tees of resource a v ailabilit y and timeliness. F or net w orks suc h as those based on Async hronous

T ransfer Mo de (A TM), these service requiremen ts are sp eci�ed through Qualit y of Service (QoS)

parameters. QoS guaran tees are needed at m ultiple la y ers in an end-to-end proto col arc hitec-

ture. Deliv ering end-to-end QoS requires an arc hitecture for resource managemen t at the system

end-p oin ts (e.g., computer w orkstation hosts), as w ell as in the underlying net w ork.

W e describ e a mo del for an end-p oin t en tit y called the QoS Br oker . The brok er orc hestrates

resources at the end-p oin ts, co ordinating resource managemen t across la y er b oundaries. As an

in termediary , it hides implemen tation details from applications and p er-la y er resource managers.

Services suc h as translation, admission and negotiation are used b y the brok er to prop erly con-

�gure the system to application needs. Con�guration is ac hiev ed via QoS negotiation resulting

in one or more connections through the comm unicati ons system. The negotiation in v olv es all

comp onen ts of the comm uni cation system needed for the setup.

An imp ortan t prop ert y of the brok er is its role as an active in termediary whic h insulates co-

op erating en tities from op erational details of other en tities. The brok er manages comm unication

among the en tities to create the desired system con�guration. It can b e view ed as a soft w are

engineering tec hnique for distributed m ultimedia system arc hitectures.

W e ha v e implemen ted an exp erimen tal protot yp e of a QoS Brok er on IBM RISC System/6000

hosts connected b y an A TM LAN. This protot yp e w as v alidated using a telerob otics application.

This application has v ery strict timing constrain ts. It help ed us to iden tify limitati ons of our

system and requiremen ts for system supp ort, and serv es as a testb ed for our arc hitecture.

1 In tro duction

General m ultimedia comm unications systems (of whic h teleconferencing systems are a subset) re-

quire an arc hitecture in whic h the system elemen ts, suc h as proto col stac ks, devices and sc hedules,

are con�gured and co ordinated as a system . Since man y suc h systems are dela y-sensitiv e, services

that they emplo y m ust pro vide timing guaran tees. The problem of pro viding real-time comm unica-

tions b et w een hosts is b ecoming b etter understo o d, but net w ork ed applications require a div ersit y

�

Researc h supp ort for this w ork came from Bellcore (through Pro ject D A WN), IBM, Hewlett-P ac k ard, and from

the Corp oration for National Researc h Initiativ es (CNRI), whic h is funded b y the National Science F oundation and

the Defense Adv anced Researc h Pro jects Agency under co op erativ e agreemen t # NCR-8919038.



IEEE Multimedia Magazine, Spring 1995 2(1), pp. 53-67 2

Protocol

Network

Application

(e.g., RCAP)

OS

Application

Network

(e.g., RCAP)

QoS Broker

(a) (b) (c)

"Subsystem"

(e.g., Window Objects)

(e.g., Xlib)
Library

in TCP/IP)

(e.g., connection setup

Application

"Subsystem"

"Subsystem"
Protocol 

Protocol

Network

Figure 1: Or ganizational mo dels for r esour c e management

of resources, of whic h comm unication is only one. The other resources, suc h as pro cessing capacit y ,

m ust b e managed in concert with net w orking to deliv er guaran teed b eha vior to applications.

In the design of a comm unication system for a teleop eration application whic h uses an A TM

net w ork, w e w ere faced with the problem of supp orting applications whic h ha v e strict timing require-

men ts, y et wish to isolate themselv es from details of pro cess sc heduling or bandwidth allo cation.

A new arc hitectural mo del w as needed for sp ecifying application requiremen ts, and translating

those requiremen ts in to negotiated resource allo cations. This mo del, whic h w e call the QoS Brok er,

results in a new w a y to structure m ultimedia systems.

Before describing the QoS Brok er, w e examine some other structuring mo dels (e.g., those sho wn

in Figures 1a and 1b), to in tro duce ideas, and to p oin t out their de�ciencies.

1.1 Problem Description

Our exp erience with m ultimedia applications, as w ell as other in teractiv e applications, has sho wn

that the mo dule structure of the system is an imp ortan t factor in its ease of programming, ex-

tensibilit y , and ev en tual acceptance. This structuring is as m uc h an aesthetic c hallenge as it is a

tec hnical c hallenge, as the righ t balance b et w een 
exibilit y and structuring is not alw a ys clear.

Similar structuring problems ha v e b een addressed b efore. The UNIX termc ap terminal in terface

library is w orth examining as a case study . Previous to the use of termcap, sp eci�c terminal con trol

sequences (\escap e sequences") w ere em b edded in in teractiv e applications in order to use features

of adv anced displa ys. Unfortunately , this led to considerable redundancy , non-standard terminal

handling co de, and problems with p ortabilit y . The termcap library and database pro vide a solution
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to this problem.

When a terminal t yp e is de�ned, sa y \ vt100 " for the DEC VT100 displa y terminal, an en try is

de�ned in the termcap database, whic h is found in a w ell-kno wn lo cation, suc h as /etc/termcap .

The curren t terminal t yp e in use is set using the UNIX shell's en vironmen t v ariables, e.g., TERM=vt100 .

When the termcap library routines are in v ok ed, the library routines (suc h as clear() , to clear the

displa y) use the terminal t yp e information to generate the prop er escap e sequence. Th us, the

database and library serv e to customize a general in teractiv e application to a sp eci�c terminal

t yp e. Using the termcap sc heme allo ws an application to b e written indep enden t of the terminal

t yp e. There is a limited capabilit y to query the database for terminal features of in terest to the

application. A similar structure has b een emplo y ed in the X Windo w System.

This mo del can b e view ed as pro viding an application in terface using extensiv e information for

customization to sp eci�c op erating en vironmen ts. Some c haracteristics of the net w ork ed m ultimedia

en vironmen t are di�eren t from terminal-handling and hence m ust b e addressed b y an y prop osed

solution:

1. The net w ork and op erating system are A CTIVE (�rst class) resources, unlik e a terminal whic h

is P ASSIVE. The managed resources ma y signal c hanges of state, implying that comm uni-

cation m ust b e bidirectional. The information used for decision-making cannot b e en tirely

con tained in a static database, although suc h databases can supp ort ev en t service.

2. In addition to dynamics, the net w ork and op erating system are SHARED resources, unlik e

a terminal whic h is DEDICA TED to a single user. Th us, in addition to managing a device,

the managemen t of other en tities m ust tak e place. Dela y-sensitiv e applications (as most

m ultimedia applications are) m ust b e protected from the dynamics induced b y sharing.

3. Finally , m ultiple devices m ust b e managed, whic h adds considerable complexit y . This stems

from the fact that eac h device has di�eren t requiremen ts and allo w able tradeo�s, whic h ma y

b e in con
ict for a giv en application. Managemen t m ust mo del this complex system and devise

a strategy whic h MUTUALL Y satis�es device and other requiremen ts to the satisfaction of

the application.

W e ha v e de�ned and implemen ted a protot yp e arc hitecture whic h addresses these issues. Re-

source orc hestration pla ys a cen tral role in the arc hitecture. In a distributed en vironmen t, its
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functions include resource orc hestration at individual hosts (the end-p oin ts of the distributed net-

w ork ed system), and resource orc hestration among these hosts (e.g., at the net w ork switc hes or

in termediate net w ork no des).

The QoS Br oker , sho wn in its role as an in termediary en tit y (Figure 1c), orc hestrates resources at

the hosts, and co op erates with net w ork resource orc hestration. It accomplishes this with resource

databases and a v ariet y of di�eren t services to ac hiev e a balance (a \deal") among application

requiremen ts and m ultimedia I/O devices, as w ell as net w ork and op erating system resources.

W e describ e the QoS Brok er concept in the next section, Section 2. Section 3 presen ts the brok er

arc hitecture, as w ell as proto cols and services used b y the brok er. Section 4 giv es an o v erview of

our implemen tation, the exp erimen tal setup of the telerob otics application, and limitations of the

protot yp e brok er stemming from the curren t implemen tation platform. Section 5 concludes the

pap er, iden tifying some problems whic h m ust b e solv ed for a comprehensiv e realization of a QoS

brok er.

1.2 Related W ork

The ma jorit y of w ork on QoS has fo cused on resource managemen t in networks , where resources,

suc h as bandwidth and bu�er space for queues, are allo cated and con trolled. This allo cation and

managemen t is in con trast to the dynamic sharing of resources ac hiev ed with TCP/IP . Net w ork

resource managemen t (when guaran tees are required) uses an admission service to determine if

resources are a v ailable for a request, e.g., at the in termediate net w ork switc hes. Suc h admission

con trol mec hanisms are presen ted in [11 ], [13]. Proto cols for reserv ation (RSVP) [5 ] and adminis-

tration (R CAP) [6 ] of net w ork resources ha v e b een dev elop ed.

Net w ork resource managemen t is p erformed, for example, in the proto col ST-I I[9], in tended for

m ultimedia applications. An imp ortan t comp onen t of resource managemen t systems is translation

of resource sp eci�cations b et w een consecutiv e la y ers of the net w ork proto col. F or example, in [7] a

translation b et w een A TM Adaptation La y er (AAL) and A TM resource description is presen ted.

In order to supp ort lo cal m ultimedia services, managemen t of system resources, suc h as the

CPU and disks, is a necessary part of end-to-end design and requires real-time services [4 ]. Sev eral

real-time extensions of common op erating systems ha v e b een in tro duced, e.g., for Mac h, AIX,

Solaris, and IRIX. One imp ortan t goal of suc h extensions has b een to impro v e supp ort for `dela y

sensitiv e' m ultimedia applications.
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Some systems ha v e p artial ly orc hestrated m ultiple elemen ts. F or example, the Lancaster sys-

tem [8 ] orc hestrates the b eha vior of the net w ork comp onen ts. The computer m usic system of

Anderson [14 ] orc hestrates the relationships of users and devices. Sc ho oler and Casner's system[12 ]

orc hestrates some parts of end-to-end comm unication.

There has b een little orc hestration b et w een the op erating system (OS) and net w ork resources

and their managemen t structure. There is ev en less orc hestration among all three t yp es of re-

source (m ultimedia devices, OS resources, and net w ork resources). Y et, as w e ha v e sho wn through

exp erimen ts [1 ], the b eha viors of these comp onen ts are to a large degree in terdep enden t in a net-

w ork ed m ultimedia system when examined from an application p ersp ectiv e. This suggests that the

orc hestration of these resources b e in tegrated in a single en tit y for m ultimedia applications.

2 QoS Brok er Concept

T o pro vide applications with end-to-end guaran tees, net w ork resource managemen t alone is not

su�cien t. This is particularly true when end-p oin ts b ecome more sophisticated, e.g., w orkstations

with ric h device supp ort, m ultipro cessing and m ultiple users. This suggests a need to balance

resources among application, net w ork and OS at the end-p oin ts, and b et w een end-p oin ts and the

net w ork. W e b egin with a mo del for the comm unication comp onen ts at the end-p oin ts, and sp ecify

the role for resource managemen t en tit y .

2.1 End-P oin t Comm unication Mo del

Our end-p oin t comm unication mo del, sho wn in Figure 2, includes t w o ma jor comm unication com-

p onen ts: an applic ation subsystem and a tr ansp ort subsystem . The application subsystem pro-

vides functions suc h as: (1) m ultimedia call managemen t, (2) I/O device managemen t to mo v e

data from/to m ultimedia devices, and (3) sync hronizing the receiv ed media and its deliv ery to

the application. The transp ort subsystem pro vides connection managemen t, error correction, rate

(bandwidth) con trol and mo v emen t of data to and from the computer/net w ork host in terface. The

application subsystem is assumed to b e em b edded in a less-privileged OS user sp ac e protection do-

main. F or reasons of data securit y , resource sc heduling, and access to net w ork in terface hardw are,

the transp ort subsystem is em b edded in a more protected OS system sp ac e , as sho wn in Figure

2. All three comp onen ts w ork with resources through comp onen t-sp eci�c in terfaces, and th us the

functional and mo dular division in v olv es some information-hiding as w ell.
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Figure 2: End-Point Communic ation Mo del with L ayer and R esour c e Sp e ci�c ation

The applic ation 's r esour c es are represen ted as I/O devices (lo cal or remote) comprising the

in terfaces to a m ultimedia system. This represen tation allo ws an analysis of the comm unications


o ws through whic h the devices are coupled together and orc hestrated. The resources are describ ed

(i.e., p ar ameterize d ) through applic ation QoS p ar ameters . The parameters consist of me dia quality

descriptions for the sp eci�c me dia char acteristics of eac h device, suc h as sample size (e.g., heigh t,

width, and color sp eci�cation in a video stream), and the media sample rate and priorit y/criticalit y .

The parameterization also includes an application-orien ted sp eci�cation of the tr ansmission char-

acteristics requiremen ts for end-to-end deliv ery (e.g., end-to-end dela y b ounds) and comm unication

top ology (e.g., p eer-to-p eer, p eer-to-group) and an y me dia r elations among media (e.g., sync hro-

nization). The application QoS parameters are sp eci�ed for all in v olv ed devices, b oth input and

output.

The network r esour c es are bandwidth, bu�er space for pac k et/cell queuing, and time slices. W e

�nd it con v enien t to sp ecify the time slices b y their side-e�ects on data, e.g., b y the round-trip dela y

and in terarriv al dela y (jitter), since the underlying net w ork ma y ha v e a v ariet y of means to meet

these sp eci�cations. Net w ork resources are sp eci�ed as network QoS p ar ameters . The parameters

are sp eci�ed in three domains of in terest. In the �rst domain are basic parameters suc h as pac k et

size and pac k et rate. In the second, w e ha v e en vironmen t-sensitiv e parameters suc h as in terarriv al

dela y , round-trip dela y and pac k et loss rates. The third domain of in terest is the sp eci�cation of

the o v erall comm unication requiremen ts, using parameters suc h as pac k et ordering, comm unication

top ology , cost and priorities.

The OS r esour c es are pro cessing times required for tasks, secondary storage, and memory bu�er
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requiremen ts. The OS resources are needed at the application subsystem lev el and at the transp ort

subsystem lev el tasks to handle input/output of media and sending/receiving connections. All OS

resources are parameterized through system p ar ameters .

All parameters are stored in pr o�les (databases). P arameters are sp eci�ed in a form consisten t

with their use (details are in [3 ]). F or example, dela y parameters are sp eci�ed as a range: < exp e cte d

value, worst value > . Jitter can b e accommo dated b y sp ecifying task pro cessing times as a triple <

b est pr o c essing time, aver age pr o c essing time, worst ac c eptable pr o c essing time > . Hence, the task

pro cessing time will b e accepted if it is in the in terv al b ounded b y the pair of v alues < b est value,

worst value > .

2.2 Role of the QoS Brok er in a Comm unication System

The QoS Brok er en tit y is an end-p oin t resource manager whic h: (1) orc hestrates resources, needed

for tasks in the application and transp ort subsystems, at the end-p oin t, (2) negotiates with net w ork

resource managemen t, and (3) negotiates with the remote QoS Brok er. T o orc hestrate resources

and supp ort the decision-making pro cess (the brok erage pro cess), the brok er m ust ha v e access to all

pro�les. Conceptually , the pro�les could b e used b y the Brok er to automate the c hoice of tradeo�s

p ossible in a system. F or example, the burstiness in the net w ork could b e accommo dated b y the

op erating system with an elastic bu�er if the additional end-to-end dela y resulting from inserting

the bu�er w as acceptable based on the pro�les. Jitter b ounds could b e met, within acceptable

b ounds, b y (1) �ner gran ularit y clo c king in the real-time OS; (2) tigh ter jitter b ounds on the

net w ork; or (3) careful sc hedule co ordination b y the real-time OS to ensure that pro cess sc heduling

and pac k et arriv al closely coincide. The pro�les de�ne the space in whic h decisions can b e made,

as w ell as preferences within that space.

Hence, the QoS Brok er is an additional comp onen t in the comm unication arc hitecture (as sho wn

in Figure 3), whic h prepares the comm unication system for guaran teed transmission of m ultimedia

streams. The brok er presumes that transmission tasks in b oth subsystems are parameterized and

b eha v e according to the deal the brok er negotiated. The negotiated deal is enco ded in a QoS pro�le.
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3 QoS Brok er Design

In h uman a�airs, brok ers are engaged as sp ecialists in a particular t yp e of negotiation. They

serv e as in termediaries, using sp ecialized kno wledge, and ideally w ork to w ards obtaining a m utually

desirable outcome b et w een some set of buy ers and some set of sellers. This often in v olv es con v erting

detailed requiremen ts of individual parties in to terms usable for an agreemen t b et w een parties. W e

ha v e tried to em ulate this situation in our QoS Brok er, where the \buy ers" are the end-p oin t sites

whic h w an t to `buy' resources from other remote sites of the net w ork ed m ultimedia system and

the \sellers" are the remote sites whic h ha v e their resources for `sale' during the brok erage pro cess.

One could view the buy er as an `initiator' of a brok erage pro cess.

In our design the buy er and seller roles are �lled b y proto col en tities called the br oker-buyer

and the br oker-sel ler . The buyer w an ts to negotiate resources for a customized connection, hence

the brok er-buy er includes the follo wing activities (as sho wn in Figure 4): (1) orc hestrates the

lo cal resources, (2) gathers information ab out a v ailable net w ork resources in the in termediate

elemen ts (suc h as switc hes) pro vided b y net w ork resource managemen t, and (3) gathers the resource

information from the brok er-seller at the remote side. The sel ler is lo cated at the remote side. It

orc hestrates the remote end-p oin t resources, and lets the brok er-buy er kno w what resources it can

o�er for establishing the sp eci�ed (customized) connections. The brok er-seller's activit y is sho wn

as (4) in Figure 4.

The brok erage is in tegrated in to a distributed en vironmen t as follo ws: brok er comm unications

are split in to t w o parts: sender and r e c eiver . The brok er-sender is resp onsible for the resources

needed for outgoing calls/connections and the brok er-receiv er is resp onsible for the resources of
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incoming connections/calls. Tw o op er ational mo des can b e deriv ed: sender-initiate d br oker age and

r e c eiver-initiate d br oker age .

The �rst mo de o ccurs when the buy er is the sender requesting resources from the receiv er (a

seller whose resources are for sale) to establish a unidirectional m ultimedia call with end-to-end

guaran tees from the sender to the receiv er. This is a sender-initiate d br oker age . An example of

suc h a situation is a conference set up of audio/visual connections from the sp eak er to the listeners.

Another example is a teleop eration application suc h as remote camera con trol. In this case the

sender (user) initiates a resource brok erage for op ening an unidirectional connection from the sender

to the receiv er (camera) in order to send commands to con trol the p osition of a camera.

The second mo de is represen ted b y the situation when the buy er is the receiv er who w an ts

to negotiate resources with the sender (seller whose resources are for sale) to establish a unidi-

rectional m ultimedia call with end-to-end guaran tees from the sender to the receiv er. F rom the

comm unication p oin t of view this is a r e c eiver-initiate d br oker age . Examples are video-on-demand

or pa y-p er-view cable-TV applications where the view er w an ts to w atc h (receiv e) a mo vie from

the source originator (e.g., video database). Here, the receiv er m ust initiate the unidirectional

connection setup from the sender to the receiv er.

An expansion of the QoS Brok er where b oth concepts (brok erage and comm unication) are

in tegrated is sho wn in Figure 5.

The brok er includes t w o main en tities: brok er-sender and brok er-receiv er. The br oker-sender

en tit y manages the resources (application QoS, system and net w ork parameters) for input/outgoing

connections and the br oker-r e c eiver manages the resources for output/incoming connections. In-

side of eac h of these en tities reside the buyer and sel ler proto cols whic h are activ ated dep ending on

whic h side (sender or receiv er) initiates the resource brok erage. The actual brok erage is carried out
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Figure 5: QoS Br oker A r chite ctur e

b et w een the buy er at one side and the seller at the remote side as sho wn in Figure 4. F urther, the

brok er has a QoS management en tit y whic h o v ersees the handling of pro�les at the end-p oin t for

I/O and outgoing and incoming connections. Returning to our end-p oin t comm unication mo del of

Figure 2, the buy er and seller ha v e t w o parts, an applic ation p art and a tr ansp ort p art . The appli-

cation part orc hestrates resources in the user space, suc h as in teractions b et w een pro cesses required

b y the m ultimedia devices and applications structure. The transp ort part manages resources shared

b y lo w er la y ers of proto col stac ks. The co op eration b et w een the application and transp ort parts

is done through la y er-to-la y er comm unication in the brok er proto col. Resource sync hronization is

done through the system parameter database. In teraction b et w een the transp ort part of the brok er

and net w ork resource managemen t ensures global orc hestration.

In eac h mo de, the comm unication b et w een the remote brok ers dra ws on other sp ecialized services

(e.g., admission) and proto cols (e.g., negotiation). Figure 6, whic h is necessarily a bit \busy", giv es

a more detailed illustration of comm unication (i.e., the pro cess sho wn in Figure 4) b et w een the

brok er en tities and the underlying net w ork in the con text of our end-p oin t mo del in sender-initiated

brok erage mo de.

In the next few subsections w e detail proto cols used b y the brok er-buy er and brok er-seller, and

brie
y describ e some new services. More detailed discussion of the services can b e found in [3 ].

3.1 QoS Brok er Proto col

Since it crosses la y er b oundaries, the brok er proto col incorp orates sev eral t yp es of comm unication:

layer-to-layer , layer-to-OS , p e er-to-p e er , p e er-to-gr oup , and gr oup-to-p e er comm unication. Comm u-
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Figure 6: QoS Br oker Communic ation inside and b etwe en End-Points (A TM example)

nication t yp es are p erformed b y di�eren t services. F or example, la y er-to-la y er comm unication suc h

as the h uman-to-application comm unication is supp orted b y the tuning servic e , describ ed further

b elo w. The application-to-transp ort comm unication is pro vided b y the QoS tr anslator . P eer-to-

p eer, p eer-to-group and group-to-p eer comm unication setup resource requiremen ts are distributed

b y the ne gotiation service among the remote sites. F or instance, the ne gotiation of applic ation

QoS pro vides comm unication among the distributed end-p oin t application en tities with resp ect to

their application QoS. Lik ewise, the ne gotiation of network QoS emplo ys comm unication among

the distributed end-p oin t transp ort en tities. The la y er-to-OS comm unication uses an admission

servic e for the decision-making pro cess for OS resources required of the particular la y er.

Signaling among proto col services results in one of three resp onses: `ac c ept' when exp ected

resources can b e reserv ed on the w a y to the remote side and allo cated on the return, `r eje ct'

when required resources cannot b e pro vided or the brok er-buy er signals timeout b ecause something

happ ened in the net w ork (e.g., the QoS/reserv ation request is spliced in to an existing m ulticast

tree and ma y nev er reac h the seller { this case is handled as if no net w ork resources w ere a v ailable),

and `mo dify' when resource requiremen ts m ust b e relaxed, but are still within b ounds.
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Figure 7: QoS Br oker Pr oto c ol - Buyer

3.1.1 QoS Brok er Proto col - Buy er

The br oker-buyer pr oto c ol (for whic h a state diagram is giv en in Figure 7) is initiated b y the input

of application QoS requiremen ts.

The input of application QoS requiremen ts can b e p erformed either b y the tuning servic e when

audio/visual services are sp eci�ed, or b y textual input. The tuning service in teractiv ely aids the

user in selecting QoS c haracteristics b y e.g., viewing a test video with image rate, image heigh t,

image width, color, etc. sp eci�ed through manipulation of a slider (audio migh t use a test sound

passage with sp eci�ed amplitude, etc.).

An example graphical user in terface (GUI) is sho wn in Figure 8. This diagram illustrates a

video stream b eing displa y ed and a set of \sliders" whic h con trol the qualit y of the video displa y b y

adjusting the pla ybac k parameters suc h as frame rate and picture size. The p ositions of the sliders

enco de selections of application QoS whic h result in the required user QoS. The user selections

(e.g., image heigh t, image color) are in this fashion translated in to application QoS parameters

suc h as frame size, frame rate and others. F or instance, the image heigh t, width, and color (256

colors can b e enco ded in 8 bits/pixel, etc.) in
uence the frame size as follo ws: f r ame siz e =

w idth ( pixel s ) � heig ht ( pixel s ) � col or r esol ution ( bits=pixel ) if the image is not compressed.

The translation b et w een user QoS and application QoS is non-trivial and it is still an op en
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researc h issue, largely b ecause the p erceptual issues are not completely understo o d. W e exp ect

that future researc h will fo cus on the in terpla y b et w een Computer-Human In terface (CHI) researc h

and the supp ort mec hanisms for m ultimedia displa y and in teraction. The GUI-based tuning service

protot yp e, while simpli�ed relativ e to the requiremen ts of a full-scale system, allo ws us to fo cus our

energy on the system arc hitecture, and in particular the brok er concept discussed in this pap er.

The application QoS requiremen ts are mapp ed in to resource requiremen ts for the lo cal OS.

The brok er negotiates with the OS, using an admission servic e implemen ted at the application

lev el. The OS is assumed to ha v e real-time capabilities suc h as real-time priorities, �ne gran ularit y

timers, and lo c king mec hanisms for sp eci�ed memory bu�ers. Without these real-time capabilities,

a prediction of a deterministic b eha vior during the negotiation is imp ossible to ac hiev e. As w e

discuss b elo w in Section 4.3.1, suc h guaran tees are di�cult ev en where some facilities are a v ailable

from the op erating system.

The admission service curren tly assumes that application proto col task pro cessing times and

bu�er space requiremen ts are kno wn a priori , and a v ailable in the system parameter pro�le b efore

admissions decisions are made. Admission service at the application lev el p erforms t w o tests against

temp oral resources: (1) a lo c al sche dulability test

1

to see if the tasks can manage I/O from media

devices within the required time b ounds; (2) an end-to-end delay test to see if tasks can meet the

sp eci�ed end-to-end dela y upp er b ound.

1

Sc hedulabil it y tests should b e part of OS resource managemen t. In curren t OS this function is inadequate. F or

no w, it is part of the admission service in the brok er. Details of the sc hedulabili t y tests for p erio dic m ultimedia

streams in a w orkstation en vironmen t can b e found in [3].
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Once lo cal resources are reserv ed, then ne gotiation at the applic ation level with the remote

brok er-seller o ccurs. W e separate this negotiation from the negotiation of net w ork QoS for t w o

main reasons: (1) holding net w ork resources is exp ensiv e, and (2) net w ork resources are shared.

The negotiation at the application lev el concerns the seller's abilit y to accommo date the requested

m ultimedia c haracteristics; this dep ends on the seller ha ving a v ailable appropriate I/O devices,

pro cessing capacit y and storage space. Un til this is determined, appropriate bandwidth allo cation

cannot b e made. F urthermore, this negotiation can also b e used to exc hange additional application

information, for example, participan t iden tit y v eri�cation in closed conferences, or an image of

a rob ot w ork space to prepare for teleop eration. Application QoS and other application sp eci�c

information can b e exc hanged sev eral times o v er non-real time connections b efore an y request for

guaran teed net w ork resources is made.

If the answ er is `accept', or `mo dify', the brok er-buy er in the application subsystem initiates

the request for net w ork QoSs and their resource reserv ation/allo cation, whic h corresp ond to the

m ultimedia application QoS. This results in sev eral steps, whic h the brok er-buy er in the transp ort

subsystem m ust p erform:

First, the application QoS requiremen ts are translated in to net w ork QoS requiremen ts using

the QoS tr anslator . As w e p oin ted out in the in tro duction, translation b et w een application QoS

and net w ork QoS is bidir e ctional . The translation is done in one or more steps, dep ending on the

n um b er of media whic h need to b e transp orted with di�eren t net w ork QoS. The applic ation QoS

pr o�le (in tro duced in Section 2.1) includes the en tire m ultimedia net w ork ed application description

(input and output), hence the translator m ust c ho ose input medium b y medium and map it in to

outgoing transp ort connections with appropriate net w ork QoS parameters. The brok er stores the

net w ork QoS parameters in the network QoS pr o�le . T ranslation includes mapping (1) b et w een

one medium and one connection, whic h means that all samples of the medium are transp orted

through the sp eci�ed connection; (2) b et w een t w o or more media of the same qualit y and one

connection, whic h means that the media share one common net w ork connection; (3) b et w een one

medium and t w o or more connections, whic h means that the medium has samples of di�eren t

imp ortance, whic h are mapp ed on to di�eren t connection (e.g., MPEG compression creates video

medium with I-frames, whic h are the most imp ortan t and ha v e di�eren t media qualit y than less

imp ortan t P-frames and B-frames). As with the other translations, this is a di�cult problem in

the most general case, as the tra�c is not guaran teed to b e smo oth. Our use of uncompressed
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Figure 9: QoS T r anslation R elations (Example for Str ong Perio dic Str e ams)

video in our protot yp e implemen tation (discussed in Section 4) allo w ed us to a v oid some of these

problems. Ho w ev er, the correlation and burst prop erties of a more realistic video stream mak e a

robust and accurate translation a c hallenging researc h problem. The straigh tforw ard metho d for

handling this situation is to accommo date the imprecision in translation b y conserv ativ e resource

allo cations, e.g., b y lea ving some headro om. As further study re�nes our capabilit y to translate,

the resource allo cations can b e made less conserv ativ e.

Consider a concrete example. The brok er-buy er w an ts to negotiate for a unidirectional con-

nection for rob otics data to the brok er-seller. The user sp eci�es application QoS parameters suc h

as: sample rate R

A

of 100 samples/second, sample size M

A

of 64 b ytes, loss rate LR

A

of 1 sam-

ple/min ute, and maxim um end-to-end dela y C

A

of 20 milliseconds. The QoS translator translates

the pro vided parameters in to net w ork QoS parameters using the translation relations in Figure 9.

F or instance, assuming a net w ork pac k et size M

N

of 48 b ytes, the translation results in a pac k et

rate R

N

of 200 pac k ets/second, an in terarriv al time P

N

of at most 5 ms b et w een t w o pac k ets b e-

longing to the same sample and at least 5 ms b et w een t w o pac k ets of t w o consecutiv e samples,

and a loss rate LR

N

of 1 pac k et/min ute (when one part of a sample gets lost the whole sample

needs to b e dropp ed). F urther, the QoS translator retriev es the pro cessing times of application

tasks for transforming rob otics data (read application sample P T

S

A

= 0.148 ms, write application

sample P T

R

A

= 0.802 ms). These actual times w ere measured in adv ance, and exc hanged during

application QoS negotiation. The required end-to-end dela y C

N

for a sample at the transp ort lev el

is 19.05 ms.

Second, after translation, admission for the transp ort subsystem is in v ok ed. The brok er maps
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the net w ork QoS parameters to spatial and temp oral resources needed b y the transp ort tasks. This

translation includes mapping from the < p acket priority, p acket loss r ate > pair to the task priorit y

whic h handles the priorit y queue, dep endencies b et w een pac k et size and task duration, and the <

end-to-end delay, p acket r ate, p acket size > triple and task p erio d. F urther, the admission service

at the transp ort lev el tests b oth the net w ork resources suc h as end-to-end dela y and bandwidth,

and sc hedulabilit y for all end-p oin t resources. They m ust b e join tly managed b ecause they share

resources suc h as the pro cessor.

Third, if the admission at the host is successful, negotiation of p er connection net w ork QoS

parameters is initiated b y the brok er. This negotiation relies on: (1) tr anslation b et w een net w ork

QoS in terms of transp ort pac k ets and underlying units suc h as A TM cells, and (2) network r esour c e

management in the net w ork.

Finally , the brok er w aits for the replies from the net w ork resource managemen t and brok er-

seller's transp ort lev el. These resp onses are translated bac k to the application QoS, so that the

user understands whic h media at what qualit y will b e transmitted.

3.1.2 QoS Brok er Proto col - Seller

The br oker-sel ler's pr oto c ol is similar to the brok er-buy er's proto col. The di�erences are in the

order of using the services:

First, the brok er-seller w aits for the negotiation request from the remote brok er-buy er b efore

p erforming admission. The negotiation request con tains the sending application's QoS input pa-

rameters. The brok er-seller compares these parameters against its o wn application QoS output

parameters. If they matc h, the admission service in the application subsystem is in v ok ed. The

admission answ er is sen t as a negotiation resp onse.

Second, after p ositiv e negotiation of application QoS, the brok er-seller w aits for net w ork sig-

naling in the transp ort subsystem (no translation or global admission is necessary at this p oin t)

un til the net w ork managemen t signals the brok er-seller on b ehalf of the brok er-buy er ab out the

a v ailabilit y of net w ork resources.

Third, a signal from the net w ork resource managemen t initiates the global admission service

in the transp ort subsystem part of the brok er-seller. The answ er from this admission service is

sen t bac k to the net w ork resource managemen t as w ell as to the application part of the brok er-

seller, using rev erse translation (from net w ork QoS to application QoS parameters) in order to
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allo cate/relax/free the application resources, dep ending on the a v ailabilit y of resources.

3.2 Dynamic Change of State

In our system, w e view the comm unication b et w een en tities managed b y the QoS Brok er (OS

sc heduling, net w ork bandwidth allo cation, etc.) as logically comp onen t-to-comp onen t. Here,

comp onen t-to-comp onen t do es not refer to la y ering, but rather to the abilit y to m utually signal a

c hange of state. F or the QoS Brok er, as an example, consider the situation where the user requests

a c hange in presen tation (e.g., a larger video windo w). This c hange in presen tation propagates

to the application, whic h will require, at the least, more memory and more pro cessing cycles to

manage the larger bitmap. These c hanges are then propagated to the OS sc heduler, whic h m ust

allo cate more of eac h CPU quan tum to the pro cess (if p ossible), and to the net w ork, whic h m ust

allo cate more comm unications bandwidth if the video source is remote. As the lo cus for negotiation

and managemen t of system resources, the QoS Brok er in terprets the requiremen ts as they cross

b oundaries, and facilitates the negotiation pro cess.

No w, as it is less familiar, and a bit tric kier, let us consider r ene gotiation when it is triggered at

a p oin t other than a user pro cess. Consider, for example, an application whic h supp orts a windo w

of liv e video, whic h is deliv ered through a net w ork with in telligen t call setup, e.g., a switc hed A TM

LAN. As the net w ork b ecomes o v erloaded, it b ecomes increasingly di�cult to supp ort connections

with limited statistical m ultiplexing p oten tial, suc h as those with hard bandwidth allo cations.

Th us, it w ould b e desirable for the net w ork to request a reduction in the guaran teed bandwidth

pro vided to an application.

This w ould b e done in the follo wing manner. The p ort con troller asso ciated with the appli-

cation's A TM virtual circuit w ould send a message to the host net w orking subsystem (t ypically

em b edded in the op erating system). This message w ould signal the QoS Brok er that a renego-

tiation has b ecome necessary , and the Brok er initiates comm unication with the necessary system

comp onen ts. While the details will v ary dep ending on the programming en vironmen t, an easy to

imagine scenario is one using the UNIX signal() facilit y to initiate exception-handling b y the

application, whic h w ould note that a brok er-initiated renegotiation w as to b e undertak en and a

c hange of application QoS had to b e p erformed. F urther, this c hange w ould trigger a c hange of

user QoS whic h implies that either a bidirectional mapping b et w een application QoS and user QoS

exists, or a range of application QoS parameters exists whic h satis�es the user-sp eci�ed QoS.
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In systems where in terrupting the application w ould b e undesirable, other mec hanisms could

b e used (e.g., application-p olled message queues), or the Brok er could b e programmed to seek

solutions without in terrupting the application, e.g., emplo ying a more aggressiv e data compression

sc heme, or automatically resizing the video windo w. Th us, the bidirectional capabilit y of the QoS

Brok er can b e exploited for high o v erall system p erformance.

3.3 The QoS Brok er in a Group Brok erage Situation

The QoS Brok er can also w ork in a group brok erage situation if the application requests a p eer-to-

group comm unication in the sender-initiated mo de or group-to-p eer comm unication in the receiv er-

initiated mo de. The t yp e of group comm unication is sp eci�ed in a media qualit y parameter {

c ommunic ation top olo gy , and translated in to tra�c c haracteristics of net w ork QoS parameters.

3.3.1 P eer-to-Group Comm unication

The application sp eci�es in the input application QoS parameters the comm unication top ology

as the p eer-to-group comm unication t yp e. F urther, it pro vides information for addresses suc h as

from whom the brok erage request is, to whom the request should b e sen t (the group address),

and resp onse addresses to get the result of the brok erage from the net w ork and the sellers. The

brok er-buy er at the transp ort lev el maps these addresses to net w ork addresses (e.g., V CI) and

w aits for resp onses at these addresses from the net w ork and the group of sellers. The next step

of the brok er-buy er is to m ulticast the net w ork QoS parameters to the group. Here, the brok er

relies on the m ulticast capabilities of the net w ork proto cols, i.e., the brok er itself do es not ha v e

m ulticast capabilit y , nor do the end-p oin t transmission proto cols at the end-p oin t (note that IP

m ulticast ma y allo w a rethinking of this assumption). The sellers at di�eren t remote sites pro ceed

according to the brok er-seller proto col and send their brok erage replies o v er the sp eci�ed resp onse

address. The brok er-buy er in the p eer-to-group situation analyzes the receiv ed QoS parameters

and c ho oses the highest qualit y the net w ork and an y of the receiv ers can supp ort. It then resp onds

to the group with QoS parameters it will send to the group. A t this p oin t, the sellers who can't

service the sp eci�ed qualit y m ust adjust their o wn capabilities at the net w ork in terface. If, for

example, 10 frames/second video will arriv e at the remote end-p oin t, but the end-p oin t can sup-

p ort only 5 frames/second, then the receiving proto col will drop ev ery other frame and pro vide

only 5 frames/second to the application. The brok er-seller needs to adjust all resources to this
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sp eci�cation. Hence, it is the resp onsibilit y of the r e c eiver to adjust to the qualit y it can handle.

The negotiation paths in this situation are sho wn in Figure 10.

The adv an tage of the negotiation with ev ery seller is that eac h seller can rep ort to the buy er its

o wn deal and the brok er-buy er can mak e a b etter decision on what kind of qualit y and guaran tees

can b e supp orted. Remem b er, the brok er w an ts to negotiate end-to-end guaran tees. The disadv an-

tage is that the n um b er of connections for negotiations increases prop ortionally with the n um b er

of the group, if for ev ery negotiation t w o unidirectional connections are used. Ho w ev er, there are

man y p ossible optimizations to decrease the connection space. F or example, one p ossibilit y w ould

b e to pro vide gr oup r ep orting channels in the net w ork whic h could b e setup during the m ulticasting

of the �rst negotiation message from the brok er-buy er. Sites could share these for negotiation and

renegotiation.

3.3.2 Group-to-P eer Comm unication

The application sp eci�es in the output application QoS parameters the comm unication top ology

as group-to-p eer comm unication t yp e, whic h means that the application w ould lik e to receiv e

m ultimedia streams from m ultiple remote sites (e.g., receiv e and displa y sev eral TV programs in

separate windo ws on the screen). The application needs to sp ecify to the brok er-buy er information

for addresses suc h as from whom the brok erage request is, to whom the request should b e (group

address), and resp onse addresses. The sp eci�cation is essen tially the same as in p eer-to-group

comm unication. Similarly , the distribution of negotiation messages can b e done as in Figure 10.

The di�erence is in the decision making pro cess when the resp onses arriv e. In this case, the brok er-
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buy er needs to plan to allo cate resources for sev eral incoming connections according to the di�eren t

QoS parameters from the brok er-sellers.

3.4 QoS Brok er and Underlying Net w ork Resource Managemen t

As describ ed ab o v e, the QoS Brok er is an end-p oin t resource managemen t en tit y based on QoS sp ec-

i�cation whic h helps to negotiate QoS parameters at application and transp ort lev el, and admit

and reserv e/allo cate end-p oin t resources. W e assumed there is adequate net w ork resource man-

agemen t, with net w ork admission and reserv ation supp ort at in termediate no des to mak e a global

decision ab out end-to-end guaran tees. W e pro vide some examples of existing net w ork proto cols

and reserv ation sc hemes whic h could b e used as the underlying supp ort for QoS Brok er.

If the buy er is in sender-initiated brok erage mo de, then the underlying reserv ation and QoS

supp orting establishmen t proto col m ust b e sender-orien ted. It means that the net w ork reserv ation

proto col starts to test for admission and reserv e net w ork resources from the sender, along the path

to the the receiv er end-p oin t(s). When the negotiation resp onse from the seller(s) comes in to the

net w ork, the net w ork compares what kind of resources the end-p oin t can supp ort and it allo cates

reserv ed resource, relaxes or releases the resources. Man y elemen ts of suc h a net w ork reserv ation

establishmen t proto col are implemen ted in the T enet Real-Time Channel Administration Proto col

(R CAP) [6 ].

If the buy er is in receiv er-initiated brok erage mo de, then it relies on a receiv er-orien ted admission

and reserv ation sc heme. The resources are tested for admission and reserv ed on the path from the

receiv er to the sender and allo cated, relaxed, or released on the w a y from the sender to the receiv er.

Some elemen ts of suc h a net w ork reserv ation establishmen t proto col can b e found in the design of

the Resource Reserv ation Proto col (RSVP) [5 ].

4 QoS Brok er Implem e n tation

W e ha v e implemen ted an exp erimen tal protot yp e of the brok er. This ga v e us an initial testb ed for

our ideas and allo ws re�nemen t after testing with our applications.

4.1 Impleme n tation of QoS Brok er

The �rst v ersion of the brok er, as w ell as our exp erimen tal application and transp ort proto col

stac k ab o v e the A TM device driv er, is implemen ted as user pro cesses using pro cedure in terfaces as
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Name F unction

TuneAppQoS Comm unicates Application QoS b et w een User and Application La y ers

SetAppQoS Sets Application QoS P arameters in Application QoS Pro�le

GetAppQoS Retriev es Application QoS P arameters from Application QoS Pro�le

SetAppTaskParam Sets individual parameters for Application T ask in System P arameter Pro�le

GetAppTaskParam Retriev es T ask P arameters from System P arameter Pro�le

SetAppSysParam Sets System P arameter Description of Application in System P arameter Pro�le

GetAppSysParam Retriev es System Description of Application from System P arameter Pro�le

AdmitAppQoS Admits Application QoS P arameters

NegotiateAppQoS Negotiates Application QoS b et w een Application Sender and Receiv er

QoSTranslator Comm unicates b et w een Application and T ransp ort La y ers

T able 1: Servic e Pr o c e dur es use d by the QoS Br oker Entity

stubs. T able 1 sho ws the application services and the QoS translator pro cedures used b y the

QoS Brok er. The set of service pro cedures for the brok er's transp ort part (e.g., SetNetQoS,

admitNetQoS, NegotiateNetQoS ) is equiv alen t to the set of the application service pro cedures

( SetAppQoS, admitAppQoS, NegotiateAppQoS ) sho wn in T able 1 ab o v e. The services suc h as

admission, negotiation, and translation, whic h the QoS Brok er uses, form a servic e kernel [3 ].

The transp ort proto col and the transp ort p ortion of the brok er will b e k ernel-residen t in our next

implemen tation.

In the curren t implemen tation the brok er's Application Programmer In terface (API) in terface is:

QoSBroker(QoS parameters, Additional parameters, Notification, Side, Direction)

The �v e brok erage parameters ha v e the follo wing roles:

� QoS p ar ameters

The QoS parameters �eld represen ts either input or output application QoS parameters.

The QoS parameters are stored in pro�les, hence the QoS parameter �eld includes the �le

descriptor of the application pro�le.

� A dditional p ar ameters

Additional parameters include additional application-sp eci�c request/resp onse information

(non-QoS parameters) whic h are exc hanged among the remote sites, for example, conference

participan ts images in a closed conference for iden tit y v eri�cation, or an image of a w ork
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space in the case of teleop eration.

� Noti�c ation

Notification includes the resp onse ab out the QoS parameters acceptance. The parameters

can b e: ac c ept , mo dify or r eje ct .

� Side

Side sp eci�es if the buy er (BUYER) or the seller (SELLER) should b e in v ok ed, i.e., the role

in the brok erage proto col.

� Dir e ction

Direction sp eci�es to the QoS Brok er if the sender (SENDER) or the receiv er (RECEIVER)

should b e in v ok ed.

If the direction is SENDER , and side is BUYER , input application QoS parameters are

en tered from the application to the QoS Brok er - Buy er, the buy er proto col starts and the

returned v alue is accepted, mo di�ed or rejected input application QoS parameters.

If the direction is SENDER and the side parameter is SELLER , it means that the input

application QoS parameters w ere passed to the brok er, but the seller w aits for con tact from

the buy er ab out the output application QoS parameters. The returned v alue is accepted,

mo di�ed or rejected input application QoS parameters.

If the direction is RECEIVER , and side is SELLER , output application QoS are passed

to the brok er, and the seller w aits for con tact from the buy er according to the brok er-seller

proto col. Returned v alues are accepted, mo di�ed, or rejected output QoS v alues.

If the direction is RECEIVER and side is BUYER , the output application QoS are passed

and the buy er proto col starts w orking with output application QoS parameters. The returned

v alues are accepted, mo di�ed or rejected output application QoS parameters.

The ne gotiation pr oto c ol of application QoS parameters is split from the negotiation of net w ork

QoS - a net w ork con trol connection is used b y the brok er for negotiation of application QoS; for

negotiation of net w ork QoS parameters another con trol connection is used. This en tire in teraction

requires only a few milliseconds in our curren t system.
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Figure 11: T eler ob otics System Con�gur ation

The curren t brok er requires a pr epr o c essing phase . This means that the set of tasks, needed

in the application and transp ort subsystem proto col stac k, and their pro cessing times ha v e to b e

�lled in to the system parameter pro�le during the installation phase of the proto col stac k. This is

not an optimal implemen tation solution, but curren t op erating systems do not supp ort guaran teed

services, esp ecially , they do not pro vide resolution of sc heduling con
icts based on QoS. Hence, the

application cannot explicitly con trol the CPU and it is not p ossible to predict and constrain ho w

m uc h of the pro cessor will b e allo cated to application and transp ort proto col tasks.

4.2 Exp erimen tal Setup for a T elerob otics Application

W e v erify our protot yp e of the QoS Brok er with a tele op er ation application. Our teleop eration

application in v olv es remote con trol of a rob ot (telerob otics). T elerob otics/teleop eration application

is non-trivial and has c hallenges distinct from teleconferencing. Our test con�guration is sho wn in

Figure 11. T ele op er ation allo ws a remote op erator to exert force or to impart motion to a sla v e

manipulator. The op erator exp eriences the force and resulting motion of the sla v e manipulator,

kno wn as \kinesthetic feedbac k". An op erator is also pro vided with visual feedbac k and p ossibly

audio feedbac k as w ell.

The media, tactile and sensory data , audio and vide o , ha v e greatly di�ering net w ork QoS param-

eter requiremen ts. F or example, the sensory data has high reliabilit y requiremen ts (1 pac k et/min ute

can b e lost, and no t w o consecutiv e pac k ets can b e lost), and strict constrain ts on end-to-end dela y

(20ms), but relativ ely lo w throughput demands (1 sample is 64 b ytes and the sample rate is 50 sam-
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ples/sec). On the other hand, the video data ha v e lo oser dela y (200ms) and reliabilit y requiremen ts,

but relativ ely high throughput requiremen ts, ev en with compression. This application has dynamic

c hanges in its requiremen ts o v er its execution b ecause the ph ysical information c hanges, the rob ot

arms are mobile, they ma y obscure a camera while mo ving. Changes in ph ysical information ma y

result in renegotiation of requiremen ts among remote sites. The complex and dynamic requiremen ts

of the telerob otics application pro vide an ideal `real-w orld' setting to test the brok erage concept.

The net w ork solution emplo ys p oin t-to-p oin t links to a high-sp eed A TM switc h in an A TM

LAN. The end-p oin t w orkstations use a high-sp eed transmit/receiv e c hipset from Hewlett-P ac k ard,

called the HDMP-1000, but more collo quially the G-link to refer its gigabit/second capabilit y .

Laser-equipp ed, it is fully capable of o v er 1 gigabit/second throughput, but w e use it without lasers

o v er 50 ft. of t wisted pair, where it is successfully op erating at 155 Mbit/second, the sp eed of an

OC-3c SONET link. The G-link c hip pro vides the mo del of a virtual ribb on cable using a high-

sp eed serial link. This virtual ribb on cable serv es to connect t w o A TM host in terfaces, whic h send

and receiv e A TM cells for their resp ectiv e w orkstation hosts.

The brok er, and other comm unication soft w are and hardw are supp ort for video, audio and A TM

host in terface are implemen ted on IBM RISC System/6000 w orkstations using the AIX op erating

system. Rob ot sensory data are obtained from a SUN-4 with an SBus-to-MCA bus in terconnection

card at the sla v e side. On the master side a real-time pro cessor (called \JIFFE") and a dedicated

IBM PC pro vide rob ot con trol. Another bus connector card connects the JIFFE pro cessor with

the IBM RS/6000 w orkstation.

The ob jectiv e of the brok er researc h and resource orc hestration at the end-p oin ts at this stage

is to study (1) the pro vision of strict guaran tees, and (2) dynamics of the telerob otics application

requiremen ts (remo v al/addition/c hange in qualit y of media/connections). This requires an estab-

lishmen t of customized connections, using the brok er and its services, and the dynamic managemen t

of resources in v ok ed due to QoS requiremen ts from the user.

4.3 Impleme n tation Choices for our Exp erime n tal Setup

Running a sp eci�c application ab o v e the QoS Brok er, sev eral selections ha v e b een made with resp ect

to the QoS Brok er. First, the QoS Brok er for the teleop eration application uses the sender-initiated

brok erage mo de for sending data from master to sla v e and receiv er-initiated brok erage mo de for

receiving data from sla v e to master b ecause of the application b eha vior. Second, the additional
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information in the QoS Brok er is sp eci�ed to serv e the telerob otics application, i.e., in addition

to the exc hange of application QoS parameters, the op erator sends a request to the rob ot to get

a video image b ecause the op erator w an ts to view the w orking en vironmen t of the rob ot b efore

real-time transmission starts. The rob ot sends the requested image in the resp onse message of the

negotiation. Our detailed application QoS negotiation in a rob otics en vironmen t is describ ed in [2 ].

Third, curren tly no group brok erage is supp orted b ecause w e do not ha v e the group setup for the

telerob otics application (although con trolling a group of rob ots w ould b e in teresting).

4.3.1 Implem en tation Restrictions induced b y the AIX Op erating System

Our preliminary measuremen ts [1 ] and analysis with the AIX OS, using video and rob otics data,

sho w ed that using the so-called ` r e al-time ' priorities are not su�cien t to con trol proto col task b e-

ha vior when used for implemen tation of rate-monotone or deadline-based sc heduling, unless sev ere

restrictions are made. These include (1) ha ving only one user, (2) one m ultimedia application

running on the RS/6000, (3) implemen tation of application/transp ort proto cols in a single user

pro cess with real-time priorit y , and (4) rate-monotone and deadline based sc heduling is done b y

the proto col stac k. Only with these restrictions satis�ed can rate-monotonic sc heduling b e mapp ed

in to the real-time priorit y sc heme of AIX to pro vide (appro ximate) predictabilit y for guaran teed

services.

While our researc h ob jectiv es, outlined in section 4.2, are not jeopardized b y the restrictions,

for more general purp ose uses, the brok er and guaran tees will require far b etter supp ort from the

OS.

4.3.2 Implem en tation Restrictions induced b y our A TM LAN Net w ork

The brok er do es not y et rely on net w ork resource managemen t in the A TM la y er, as this mec hanism

is not implemen ted in the host in terface or in the A TM switc h. F or the ligh tly loaded A TM LAN in

our exp erimen tal en vironmen t, the net w ork resources are alw a ys a v ailable and successfully allo cated.

Therefore the resp onse from the A TM LAN to the brok er is assumed to b e `accept'. This trivialized

the net w ork managemen t, but let us test the brok er's distributed end-to-end en tities (buy er/seller)

to (1) orc hestrate the lo cal buy er resources, (2) orc hestrate the remote seller resources, and (3)

co ordinate b et w een them. The admission service in the transp ort subsystem do es partial con trol of

net w ork resources, for example, a v ailable bandwidth in terms of transp ort pac k ets not A TM cells,
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T able 2: Pr eliminary R esults of R ob otics and Vide o Data T r ansmission using QoS Br oker

end-to-end dela y , bu�er space for queues to sc hedule the pac k ets o v er A TM host in terface V CIs.

The other limitation is the absence of a practical w a y to exp erimen t with the brok er using other

LANs. If using other LANs suc h as a T ok en Ring, the end-to-end links are shared links. In this

case, the MA C la y er needs to b e included in resource reserv ation and allo cation, whic h is di�cult.

4.3.3 Preliminary Results

W e ran t w o distinct tests to establish customized connections for rob otics data and video data

using the QoS Brok er, and to transmit them according to a `deal' negotiated b y the brok er using

our Real-Time Application Proto col (R T AP) at the application subsystem and Real-Time Net w ork

Proto col (R TNP) at the transp ort subsystem. R T AP and R TNP include parameterized proto col

tasks for data mo v emen t, sync hronization, forw ard error correction, and con trol.

In the �rst test, the brok er got the rob otics application QoS sp eci�cation (sample size 64

b ytes, sample rate 50 samples/second, loss rate 1 sample/min ute, end-to-end dela y b ound 20 ms),

p erformed admission, translation and negotiation, and stored the p ossible resources (parameters)

in the corresp onding pro�les (application QoS pro�le/net w ork QoS pro�le). Then R T AP/R TNP

started to send/receiv e rob otics data o v er the sp eci�ed connection according to the parameters

they retriev ed from the corresp onding pro�les.

In the second test, the same activit y as in the �rst test w as p erformed for video data (sample

size 48000 b ytes = 240 � 200 pixels/frame, sample rate 1 frame/second, loss rate 1 frame/min ute,

end-to-end dela y upp er b ound 200 ms). The results are sho wn in T able 2 and they represen t the

a v erage v alues.
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5 Conclusion

The QoS Brok er is a new end-p oin t design for resource orc hestration, dra wing on successful mo dels

in h uman a�airs. The design pro vides a sp ecialized manager to establish resource guaran tees, using

detailed databases and negotiation among managers of required resources. W e ha v e b y no means

completely w ork ed out the details of bidirectional QoS translation, admission tests and negotiation

among system elemen ts, but exp ect to incorp orate e�ectiv e solutions as they are disco v ered. The

ma jor con tribution w e ha v e made is to organize these translations, admission tests and negotiations

in to a system arc hitecture whic h w e b eliev e pro vides signi�can t adv an tages o v er existing arc hitec-

tures for managing QoS. W e ha v e v alidated the arc hitecture b y building an exp erimen tal protot yp e,

whic h has serv ed b oth to help us select appropriate tec hniques as w ell as iden tify limitations in

existing systems.

T reating the system comp onen ts (e.g., the end-stations and the net w ork infrastructure) as p eers

has implications whic h ma y pro v e useful in man y future systems. While w e used telerob otics as a

driving application b oth in our w ork and in the discussion in this pap er, the QoS Brok erage idea

seems to ha v e wide application. One example is computer mo dems, where the line qualit y ma y

b e a dynamic, requiring signaling of bandwidth capacit y to an application as the line impro v es or

degrades. A second example is using one or more idle w orkstations to supp ort an application; when

the w orkstation o wner b egins t yping at the system console, the allo cation of system resources ma y

ha v e to c hange dramatically . Finally , consider A TM o v er wireless media. It is adv an tageous to use

the same soft w are mo del for b oth wired and wireless media ab o v e the A TM la y er. But in this case,

the link qualit y ma y c hange as the mobile application elemen t mo v es from an indo or wireless LAN

to wireless micro cells, and on to A TM o v er cellular. In eac h of these three examples, the resource

managemen t concept of the brok er allo ws the application and the system comp onen ts to co op erate

in supp ort of the user.

The QoS Brok er concept is general enough to b e useful across man y implemen tation tec hnolo-

gies. It can incorp orate, for example, the in tegrated la y ering approac h in the con trol-managemen t

plane, prop osed b y Clark, et al. [10 ]. F urther, the brok er has in teraction mec hanisms in it to mak e

`con tracts' with an OS as w ell as with net w ork resource managemen t. When op erating systems

and net w ork subsystems for whic h con tract proto cols exist are a v ailable, the brok er uses them. W e

exp ect this a v ailabilit y to b ecome more common as m ultimedia manipulation and other adv anced
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uses of mac hines b ecomes more common and the b est-e�ort resource-sharing mo dels of common

op erating systems are stressed to failure.

W e exp ect to con tin ue building on our telerob otics exp erience. This con tin ues to v alidate our

protot yp e as it is extended to meet more complex applications requiremen ts, e.g., for distributed

t w o-arm manipulation of an ob ject. A result of dealing with greater complexit y in the applications

is that w e ma y unco v er more general translation sc hemes than w e ha v e discussed in this pap er.
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