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Abstract

In shared-memory multi-threaded programming, threads execute in
parallel,; and directly access shared data structures by passing memory
references among these threads. To correctly implement shared-memory
multi-threaded programming language, we need to design a memory model
that defines the set of values that a read in a program is allowed to return.

To achieve high performance, most of compiler and hardware re-order
shared memory accesses except when re-ordering violates single-threaded
data dependence. However, re-ordering shared memory accesses with data
races may lead to non-intuitive behaviors, or violate safety and security.
To increase productivity and simplify debugging, a language-level mem-
ory model for a concurrent programming language must adopt stronger
semantics by restricting the behavior of data races or inhibiting prob-
lematic optimizations, but its effective and efficient implementation needs
complicated program analysis and specific hardware. Therefore, it is chal-
lenging to define a memory model that is easy to implement, and also al-
lows programmers to productively design concurrent programs with high
performance.

This paper surveys different language-level memory models (which are
sequential consistency, data-race-free and DRFx), and presents their im-
plementation techniques (such as static analysis, speculation, dynamic
conflict detection, and software-hardware co-design) with examples and
explanations. We also summarize their trade-offs, the memory model
design space and implementation challenges, and discuss future research
directions for programming disciplines.
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1 Introduction

1.1 The Need for Memory Models of Shared-memory Multi-
threaded Programming Languages

Multiprocessors are now ubiquitous, with hardware support for concurrent com-
putation over shared memory, and multi-threaded primitives from libraries and
programming languages. In shared-memory multi-threaded programming, threads
on different processors execute in parallel, and directly access shared data struc-
tures by passing memory references among these threads.

In this architecture expert programmers can design programs with high per-
formance. First, if threads read shared data more frequently than they update
the data, directly accessing the data through the main memory reduces the
space overhead of data replication. Second, a program can carefully partition
shared data with complex data structures such as trees and graphs into dis-
joint sub-components, and assign the subcomponents to different threads that
do not need to interfere each other. Third, if different threads have to read and
write shared data simultaneously, the program can correctly choose suitable
synchronization mechanism that prevents data races but still allows compiler
and hardware optimizations.

However, in general this architecture allows arbitrary programs with data
races and non-deterministic executions that result in behaviors difficult to repro-
duce. A program has data races if more than one thread can access a memory
location simultaneously, and at least one such access is a store. Moreover, this
architecture does not precisely define what compiler and hardware optimiza-
tions over shared data are legal. Consider the code in Figure [I] and assume
that the global variables X and Y shared by Thread 1 and Thread 2 are initial-
ized to 0. If we reason about the program by interleaving thread executions,
the original Thread 1 is always terminating, and never outputs 0. However,
the transformed Thread 1, in which the redundant read r = X is eliminated,
leads to non-termination, and may output 0 because of reordering X=1 and Y=1
in the transformed Thread 2. These transformations introduce new behaviors,
although they preserve the sequential semantics of each thread independently.

To reason about the program we need to precisely define a memory model
of a shared-memory multi-threaded programming language that defines the set
of values that a read in a program is allowed to return. A memory model is
the basic semantics of a programming language that the implementation (such
as compiler or hardware) of the language must preserve. Therefore, designing
a memory model of programming languages for building large and complicated
software systems such as databases and network servers must meet several de-
manding requirements:

e Productivity: Programmers must have the ability to understand an exe-
cution intuitively, but still use widespread programming practices: global
space, imperative programming, complex pointer-based data structures,
and object-oriented programming. Moreover, the memory model should



int X =0; int Y = 0; // Initially

Thread 1 (original) Thread 2 (original)
int r = X;
if (V)
while (!lr) { X=1;
r = X; Y =1;
print r;
3
Thread 1 (transformed) Thread 2 (transformed)
int r = X;
. ’ Y =1;
if (Y) X =1

while (!r) print r;

Figure 1: Sequential-Consistency-breaking transformations for concurrent code.

inhibit or detect execution that causes unpredicted behaviors.

e Performance: The memory model should allow as many optimizations
as possible, and should not prevent threads on different processors from
executing in parallel.

e Implementation: A programming language needs an effective and efficient
implementation that transparently transforms source programs into target
programs, and executes target programs while preserving semantics of
source programs.

1.2 Challenges of Defining and Implementing Memory Mod-
els

However, defining an appropriate memory model that satisfies the above require-
ments is challenging. Researchers proposed memory models that make different
trade-offs.

The most intuitive model is sequential consistency (SC) [48] that requires
that all memory operations of a program appear to execute in a total order, and
that the operations of a single thread appear to execute in the order described
by the program. SC arguably provides an easy programming interface to pro-
grammers because the execution of a program is an interleaving of executions
from different threads. However, hardware manufacturers (such as Intel, IBM
and AMD) have chosen to support weak memory models [4] in which optimiza-
tions only need to preserve single-threaded semantics, such as transformations
in Figure[I] Compilers also perform similar optimizations. Although hardware
provides memory fences to prevent re-ordering, conservatively inserting mem-
ory fences at compile time leads to noticeable performance overhead [83]. An



alternative solution is to implement sequential consistency with hardware that
enforces SC, but requires non-trivial hardware changes [8].

To overcome the limitations of sequential consistency, researchers observed
that most programs are well-synchronized, and proposed the data-race-free (DRF)
model [34] [2]—in which programs without data races yield sequential consistency
while other programs’ behaviors are undefined. For example, the semantics of
the program in Figure [1] is undefined because there are no synchronization op-
erations that prevent the data races of the global variables X and Y. In the DRF
memory model, the compiler and hardware can apply any transformation that
preserves sequential semantics without introducing more data races within syn-
chronization regions, and even across synchronizations with siloed analysis [40].
However, the implementation still needs to enforce sequential consistency for
synchronization operations.

One problem of DRF is that undefined behaviors for programs with data
races may lead to safety problems [54] [I7], and also complicate debugging. The
DRFx memory model [56] precisely requires that a non-SC program execution
due to a data race raises an exception, and programs without data races exe-
cute without exception and preserve sequential consistency. It is expensive to
instrument source code and detect SC violations at runtime. Therefore, DRFx
uses a specific hardware to check violations.

An alternative memory model that defines behaviors for data races is the
Java memory model [54] that formally defines legal transformation results for
programs with data races. However, the situation of the Java memory model
is still far from satisfactory because of its inherent complexity and new obser-
vations that some optimizations that were intended to be allowed are in fact
prohibited by the current specification [89].

1.3 Overview

We have motivated the requirements and challenges of memory models and im-
plementations for shared-memory multi-threaded programming languages. The
rest of the paper gives a survey of important works [83] [8] [40] [56] in this field,
compares them in various aspects, and attempts to identify future research direc-
tions. Section [2] shows two implementations of the sequential consistency mem-
ory model: one [83] targets hardware with a weak memory model; the other [§] is
based on hardware that enforces sequential consistency [22]. Section [3| explains
how to reuse classical optimizations in the DRF memory model [40]. Section
considers a compiler approach for supporting the DRFx memory model over the
hardware that detects sequential consistency violations [56]. Finally, Section
summarizes the design space of memory model and implementation techniques,
and discusses possible future work. Section [6] concludes. We present some de-
tailed discussions in the appendices.



2 The Sequential Consistency Memory Model

The most intuitive language-level memory model is sequential consistency [48]
that requires memory operations from different threads to execute in a total or-
der, and operations from each individual thread to appear in the order specified
by the program.

int X = 0; int Y = 0; // Initially

Thread 1 Thread 2
1.1) X = 1; 2.1) r1 =Y;
1.2) Y = 1; 2.2) r2 = X;

Figure 2: Re-ordering.

Sequential consistency is an intuitive memory model, but it imposes strong
constraints on re-ordering, introducing and eliminating shared memory accesses
within a thread that are safe for single-threaded programs. In Figure [2] single-
threaded semantics allows any order of shared memory instructions, while the
result r1 = 1 and r2 = 0 (by executing the sequence 2.2, 1.2, 2.1, 1.1) is not a
sequentially consistent outcome.

Because re-ordering, insertion and deletion are primitive compiler transfor-
mations [43], sequential consistency may disallow many standard compiler opti-
mizations for shared memory accesses, such as common subexpression elimina-
tion, dead code elimination, loop-invariant code motion, loop transformations,
in-lining, etc. [59] On the other hand, most hardware manufacturers support
weak consistency [ [27], but enables most optimizations for regular data ac-
cesses that only preserve intra-thread data dependency [79]. To preserve se-
quential consistency for shared memory accesses, hardware provides memory
fences to prevent re-ordering of shared memory accesses. However, protecting
any potential shared accesses without further analysis can dramatically decrease
performance.

In the next subsection we explain how to minimize performance overhead
to preserve sequential consistency by preventing optimizations of hardware and
compiler in an ideal setting [78]. Section presents the compiler techniques
for sequentially consistent Java programs over weak consistent hardware with a
slowdown of 10% on average [83]. Then Section presents BulkCompiler [§]
that is based on sequentially consistent hardware, and outperforms weak con-
sistent programs with 37% on average [22].

2.1 Delay Set Analysis

As discussed, both compiler optimizations and weak consistent hardware pre-
serve the sequential semantics for each individual thread, while the result of an
execution depends on the execution order F of shared memory accesses. In Fig-
ure[2] 1.1 and 2.2 are shared memory accesses of X, and the other pair of shared
memory accesses is 1.2 and 2,1 for Y. Given an execution of the program, we



can observe the dependency of each pair of shared memory accesses. Consider
the execution sequence

2.2)r2 =X, 1.2)Y =1, 2.1)r1 =Y, 1.1)X =1

Here, the shared memory accesses of X have a write-after-read dependency, and
the shared memory accesses of Y have a read-after-write dependency:

2.2)r2 = X<p 1.1)X = 1; 1.2Y=1<g2.1)r1 =Y

The result of this sequence is r1 = 1 and r2 = 0 that follows the sequential
semantics for each thread because the two statements in each thread are free to
reorder without breaking intra-thread data dependency.

However, if the language-level memory model enforces that memory opera-
tions from each thread must appear to execute in the program order specified
by the thread’s code, the result is illegal. Intuitively the code of each thread
imposes a program order P:

1.DX =1<p1.2)Y = 1 2.1)rl = Y<p2.2)r2 =X

The P and FE in this example contain a cycle (1.1, 1.2, 2.1, 2.2, 1.1) (shown
in Figure [3| (a)) that prevents serializing the memory operations in a total
order without breaking data dependency imposed by the execution. So it is not
sequentially consistent. Figure [3| (b) shows a sequentially consistent execution
without cycles.

Thread 1 Thread 2 Thread 1 Thread 2

J2Dri=Y;] |
A2 r2=X;]|

’ (a): Execution with a Cycle ‘ ’ (b): Acyclic Execution ‘

Thread 1 Thread 2

1.2) Y =1 2.2) 12 =X; % Program Order

‘ et I » Conflict
’ (c): Code Specification ‘ ------ » Execution Order

Figure 3: Specification and Executions

More precisely, we define a code by a tuple (V, P,C) that defines a graph
where V is the set of variable accesses executed by the program; P is a set of
program edges that represent the partial order on variable accesses V' required
by the program; C' is a set of conflict edges that define the conflict relation on



accesses. Two accesses to the same variable conflict if they are from different
threads, and at least one is a write. An execution order F is a proper orientation
of the conflict relation C'. An execution is sequentially consistent iff £ U P has
no cycles. We observe that any cycle in C' U P can lead to a cycle in EU P. If
we can enforce a delay for every pair of uPv that is an edge on a cycle of CU P,
then it is sufficient to ensure its execution is sequentially consistent (E U P has
no cycles) (See Appendix [A]).

The SC compiler should inhibit any optimizations that may reorder a delayed
pair of shared memory accesses, and should also insert costly memory fences to
force hardware not to reorder them. Therefore, performance depends on the
precision with which a compiler can determine the shared memory access orders
that must be enforced. Shasha and Snir [78] show how to find the minimal delay
set to guarantee sequential consistency. Their analysis is precise because they
assume:

e straight-line code with no branching control flow,

e the target location in memory for each access is unambiguously known
when the analysis is performed, and

e the number of threads in the program is known when the analysis is per-
formed.

Krishnamurthy and Yelick [46] show that the precise delay set analysis is NP-
complete. Appendix[A]explains how this precise delay set analysis is performed.
The next section discusses how to perform delay set analysis that is approximate
and fast, but precise enough to compile Java programs for sequential consistency.

2.2 Practical Delay Set Analysis in Java

In a general-purpose language, such as Java, the code specification (V, P,C) of
a program cannot always be accurately constructed:

e A variable may contain a reference to different memory locations at dif-
ferent points in an execution. We need alias analysis to disambiguate
memory locations. Also, an array access depends on its index value. At
compile time neither alias analysis nor value analysis are precise. So a V'
node may represent accesses to multiple memory locations.

e The number and code of dynamic threads may not be available during
analysis because a program spawns threads at runtime. Loops, if-then
constructs and functions also complicate intra-thread control follow graph.
Therefore, a V node may represent multiple instances of memory accesses
by multiple threads at compile time, and we can only conservatively de-
termine whether a memory access is shared by different threads.

e Because of imprecise V nodes, it is difficult to determine the conflict edges
C' that construct cycles. Although events, locks, and thread start/join



in Java enforce execution orders between different threads at runtime, we
cannot analyze these orders for C' edges precisely.

With an approximated code specification, Sura et al. [83] proposed that:

Theorem 1 For a program edge from A to B, re-ordering A and B may break
sequential consistency only if the code specification contains a path from B to A
that begins and ends with a conflict edge between accesses in different threads.

Figure 4| (a) shows that to test if a program edge from A to B cannot be a delay
edge, we test if there exist two nodes C' and D such that:

Condition 1
1. there are conflict edges between A and D, and between B and C, and
2. some instances of C and D are in different threads from A and B, and
3. there may be an execution order: (B, C, D, A).

Conservative analysis can result in unnecessary delayed edges. For example, we
may find cycles that are not critical: (A, B, C, E, F, D, A) in Figure (b), or
consider paths that are impossible at runtime (Figure[d](c)). Some of these limi-
tations can be reduced to single-threaded analysis problems. Sura et al. focuses
on refining the algorithm by designing more precise concurrent analysis [84].

Some path that

[a] Al ¢ | [E R a7} [C] [E]

\‘x’/Some path  Some path

complete cycles

v y v Y r v
| B @/ | B/ “\DHF\‘/ | B [D] [F]

‘ (a): Simple Cycle Detection H (b): Non-critical cycle ‘ ‘ (¢): False path ‘

Figure 4: Simplified Cycle Detection

2.2.1 The System

Figure [5| gives the overview of the system based on the Just-In-Time (JIT) weak
consistent Jikes Research Virtual Machine (Jikes VRM) [9]. The underlying
architectures are Intel Xeon and IBM Power3.

Program Analysis. Before the first thread is spawned the compiler does
not apply any analysis and affect any optimizations because single-threaded
programs preserve sequential consistency by default. When the first thread
start occurs, the compile starts inter-thread analyses over the whole program.

First, the system uses thread escape analysis to determinate which variables
may be accessed outside a thread, then applies type-based alias analysis over



Source Optimizati J \| Memory Barrier Target
Program ptimizations Insertion Code
7 / A
Analysis Delay Set
Analysis
A
Synchronization Analysis
Thread Alias
Escape —» Analvsis Thread Event and
Analysis y Structure—»  lock
Analysis Analysis
4‘

Figure 5: Compiler Infrastructure

potentially escaping variables to find conflict edges. Second, thread structure
analysis computes instructions that may happen in parallel. For example, in
Figure |§| (a) B and FE can run in parallel, while A and D cannot run in parallel
with E. Third, event and lock analysis remove ordered conflict edges that cannot
be in cycles, as illustrated in Figure [6] (b) and (c).

After analysis, the compiler maintains an explicit call graph with a summary
of analysis information for each method. Due to polymorphism and dynamic
class loading, some type information is not available at compile time. In this
case, the analysis optimistically assumes information for unavailable types, and
incrementally updates the summary when the information is available later.

When testing whether a program edge between A and B should be delayed,
instead of considering all possible individual program points that conflict with
A or B, the analysis considers all methods that contain accesses that conflict
with A or B and cannot be refined by method summaries of the above analyses.
Appendix [C] explains these analyses in more detail.

Transformations. The compiler inhibits optimizations if they re-order,
eliminate or insert memory accesses to thread escaping variables, rather than
applying more precise but more expensive delay set analysis (Appendix ,
because:

e Most of the benchmarks have no significant change in performance due
to these optimizations. If all these optimizations are inhibited, experi-
ments show 7 out of 10 benchmarks have no overhead, and the rest have
a slowdown of 4% on average.

e Program optimizations can change the delay set analysis. We must update

10
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(a): Thread Structure ‘ (b): Event Analysis ‘ ‘ (0): Lock Analysis
Analysis

Figure 6: Synchronization Analysis

or re-compute the set of delay edges after each optimization if we inhibit
optimizations in terms of delay edges.

Therefore, the delay set analysis is only used to insert memory fences when
generating target code [29].

Complexity and Performance. The table below summarizes complexity
of the program analyses in the system.

Analysis Complexity Property

Thread Escape n#*(n—n.)*xm*nl | partial context-sensitive
Alias n type-based

Thread Structure | n? x s inter-procedural, inter-thread
Event ngkex*t method summary

Lock n? x| inter-procedural, inter-thread
Delay Set n? x m? method summary

Here, n, n, and m are the numbers of program points, call sites and methods;
s, e and [ are the number of thread starts, events and locks; t is the number
of thread types. The table does not consider analysis dependency. So the total
complexity of delay set analysis is the sum of the complexity of all analyses.

If we do not consider the compile time in the JIT compiler, the implementa-
tion of sequential consistency based on delay set analysis shows a slowdown of
10% on average over the default weak consistency model, while the average slow-
down of sequential consistency without delay set analysis (that inserts memory
fence for every shared variable access) is 26.5 times. So the analysis has a high
impact on performance. Thread escape analysis is the most expensive analysis.
For the benchmark used in the paper, a delay set analysis based on a trivial
escape analysis that assumes almost all memory references escape introduces an

11



average slowdown of 23 times. So the delay set analysis is sensitive to thread
escape analysis. Other synchronization analyses improve delay set analysis by
80%, but the effect is variant for specific programs.

Jikes VRM is a JIT compiler, so the real execution time also includes the
analysis time. Due to complexity of inter-thread analysis and recompilation
caused by dynamic class loading, the analysis time of 3 out of 10 benchmarks
is more than 10 times slower than the weak consistent compilation. The com-
pilation overhead can be amortized over a long running time. However, re-
compilation is important. Otherwise the system must conservatively analyze
unavailable information and lead to more memory fence insertion.

2.2.2 Discussion

In this paper the performance of sequentially consistent execution depends on
the accuracy of the static analysis (Appendix . Analysis over a JIT compiler
leads to more precise results because we can assume optimistic information for
unavailable components, and update analysis summary when they are available.
In a static compiler we can only conservatively analyze unavailable components.
But the system has several limitations.

First, all the analyses use only simple alias analysis because the benchmarks
do not require powerful alias analysis or shape analysis. But, in general, there
exist programs that use recursive data structures such as trees, and different
threads work on data in distinct parts of the data structure. The type-based
alias analysis considers all distinct subtrees to be shared because they are of the
same tree type. Moreover, in a programming language with weaker types, such
C++, alias analysis cannot benefit from types. There also exist applications
that analyze large amounts of data stored in arrays by using different threads
access disjoint regions in a shared array. An array analysis that does not depend
on index values will consider these disjoint regions to be shared. In all the cases,
the analysis in this paper must have significant performance degradation.

Second, most of the benchmarks have no significant change in performance
due to inhibiting the compiler optimizations for escaping variables because they
are almost free of data races. However, the experiments in [84] show that the
part of code that has data races has a slowdown of 49 times by inhibiting the
compiler optimizations. Therefore, programs with data races in hot methods
can have large slowdowns because of both memory fence insertion and disabling
compiler optimizations.

Third, it is challenging to verify transformations based on inter-procedural
and inter-thread analysis. Mechanizing loop-based intra-procedural optimiza-
tions with formal proofs is still an open question [85]. Moreover designing a
verified, efficient and effective analysis algorithm is more difficult.

2.3 Enforcing Sequential Consistency by Speculation

Enforcing SC by identifying cycles in C'U P at compile time leads to noticeable
slowdown in weak consistent hardware because of inaccurate static analysis.

12



An alternative SC implementation is forcing memory operations from different
threads to execute in a total order at runtime. A straightforward implementa-
tion inhibits any compiler and hardware optimizations, only allows one thread
to execute one instruction in its program order, but limits performance signif-
icantly. The optimization of this implementation is based on two observations
about the properties of cycles in C'U P and program applications.

Serialized Chunk Execution. Recall that an execution that violates
sequential consistency imposes an inconsistent execution order with program
order—FE U P has cycles (Figure [3[ (a)). Actually, as illustrated in Figure 7] (a)
given a cycle in C U P, if E orients all conflict edges in the same direction,
then there cannot be a cycle in £ U P no matter how the compiler or hardware
reorders instructions within a thread. Moreover, an execution without conflict
edges is trivially sequentially consistent.

Thread 1 Thread 2 Thread 1 iThread 2 Thread 1 iThread 2
*% C : ‘ ! ! P
ﬂD | Chees(b) B (B

‘ (a): Acyclic Executions ‘

iThread 13 g}g@u M E}J

PRty

\T33\T34\

T21]T22T23| [T11T12] [T31T32] [T13T14] HT24\T25\

‘ (b): Legal SC Executions ‘

iThreadzréam . a1

‘ (c): Non-SC Executions ‘

Figure 7: Ensuring SC Executions at Runtime

If the runtime enforces a total order for chunks of program, then any compiler
and hardware optimization within a chunk is legal, and we may amortize the
overhead to enforce the total ordered chunk execution. Consider Figure [7] (b)
Here, T'ij denotes the j-th instruction in the program order of the i-th thread.
Although instructions within each thread are re-ordered, we can still obtain a
total order of all instructions consistent with the program and execution order
because of the total order of chunks. More precisely, the runtime should ensure

13



that all chunks are serialized:
e Reql. Chunks from individual threads maintain program order.
e Req2. Chunks from all threads maintain a single sequential order.

Every sequentially consistent execution is trivially equivalent to a chunk execu-
tion with chunk size of one. However, a non-SC execution cannot be a chunk
execution. In Figure[7| (¢) the execution that reorders 721 and T2n is not se-
quentially consistent because (T'11, Tlm, T21, T2n, T11) is a cycle. Because
reordering only happens within a chunk, 721 and 7T2n are in a chuck ¢, but
there must exist another chunk ¢’ that is both earlier and later than ¢. This is
impossible.

A trivial implementation is that each time one thread can execute a chunk
of program with optimizations within the chunk atomically and in isolation,
while the other threads stall. However, we want all threads to execute chunks
concurrently.

Speculative Execution. Applications in practice usually have the follow-
ing properties:

e Most of the code of an application is well-synchronized;

e Most of the critical sections in synchronized blocks are low-contention
because applications assign disjoint shared data to different threads or
they are rarely invoked, although the low-contention code cannot be lock-
free because of shared variables accesses;

e Most of shared-variable accesses are reads. For example, the data insertion
procedure takes most of the time to search in a linked list, and only updates
an element in the list when the position to insert is found.

Therefore, speculative execution [26] [70] is proposed to enable more concur-
rent computation. Different threads can first create checkpoints of their current
status, and then speculatively execute without synchronization. During spec-
ulative execution a thread buffers memory updates locally, and commits these
updates to be visible when the speculative execution is finished without con-
flicting speculative executions from other threads. If two threads conflict in
speculative executions, one of them will squash its execution, and restart from
its checkpoint. In most cases, two speculative executions compute using disjoint
shared data, or only read shared data in parallel without any conflict.

Moreover, speculative execution enables more optimizations. Compiler and
hardware do not transform program across synchronizations because single-
threaded data flow analysis is not preserved by synchronization operations.
However, speculative execution is atomic—mno other threads can interfere with
values of shared variables in a speculative execution. Therefore, the optimiza-
tion in Figure [I| may be correct in term of a speculative execution.

With the above considerations, Ahn et al. [8] proposed BulkCompiler that at
compile time partitions a program into chunks that only need limited resources

14



to record their runtime information—memory locations read or written, applies
optimizations across synchronization within each chunk, and then executes the
program by the BulkSC hardware [22] that speculatively executes chunks with
the maximum number (2,000) of dynamic instructions, and preserves sequen-
tial consistency by ensuring the total order of committed chunks with a global
arbiter. Although software can also implement speculative executions [36], its
performance overhead neutralizes the speed-up from compiler optimizations.
Appendix |D| presents BulkSC. The next section presents BulkCompiler.

2.3.1 BulkCompiler

BulkCompiler lifts the BulkSC idea to compile time, and provides a complete
implementation of sequentially consistent Java. Moreover, because at compile
time we can apply optimizations to larger regions with the whole program anal-
ysis than BulkSC, BulkCompiler outperforms the weak Java Memory Model by
an average 37%.

Creating Chunks at Compile Time. The first problem is how to parti-
tion a program into chunks that maximize compiler optimization, but minimize
squashes. Traditional compilers only transform shared variables within regions
separated by synchronization operations. Merging regions that contain shared
variables across synchronization operations into a chunk can enable more op-
timizations for speculative execution. Although a larger chunk can increase
optimization regions, it leads to more squashes. First, more threads may inter-
fere shared variables, and result in data collision. Second, the data cache will
overflow. Third, during the long period of execution, more uncatchable events,
such as system calls and interrupts, could occur and squash a chunk.

To address the problems BulkCompiler uses a profile-driven infrastructure.
Given a program, it first profiles whether a synchronization variable has high
contention or low contention. A high contention synchronization block is in a
chunk that only contains the block, while low contention blocks can be grouped
with more adjacent statements to a larger chunk.

With the profiling information BulkCompiler first uses thread escape anal-
ysis (Appendix to identify potential shared variables, initializes each chunk
with one shared variable, then merges these chunks with adjacent statements
that are within the same control structure, and may fit in the cache. But a
chunk in a high contention synchronization block does not contain any state-
ments outside the block. To compute whether a chunk can fit in the cache
without inter-procedural or loop analysis, BulkCompiler inlines functions and
transforms loops to be with a constant iteration count of the innermost loop.

Safe Version of the Chunk Code. The second problem is how to de-
fine actions at different events such as system calls, cache overflow and data
collision. Committing the current execution or restarting the execution with re-
duced chunk size breaks SC, because the compiler transforms code in the chunk
created at compile time.

To handle these events, BulkCompiler generates a safe version of each chunk
code at compile time, and optimizes the safe version only within synchronization
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blocks. If the runtime rollbacks and restarts the same chunk several times, it
switches to the safe version of the chunk, and lets BulkSC control its execution.
Because the optimizations for the safe version is conservative, it is safe to let
BulkSC handle the events.

int X =0; int Y = 0; // Initially

Thread 1 Thread 2
X =1; while (X==0);
while (Y==0); Y = 1;

Figure 8: Handshake between two threads.

Moreover, the safe version of a code is also important to ensure that a
transformed program makes progress if its original program is not always dead-
locked in a fair scheduler. Consider the code in Figure If the scheduler is
fair, both threads can eventually make progress. However, if they execute in
two chunks, neither of them can complete because they must read the other’s
update. BulkCompiler runtime counts the number of completed instructions,
and switches to the safe version if the number is high.

- beginChunk; -11 beginChunk;
Lock M1 | iwhile (M1 == taken); Lock M1 | |while (M1 == taken);
while (M2 == taken); M1 = taken;
D1
11; 122 11; 1215
Unlock M1} i19; Unlock M1 endChunk;
13; nloc beginChunk;
Lock M2 14; M1 = free;
15 Lock M2 | while (M2 == taken);
Unlock M2 endChunk: 122; 13; 14: I5;
Unlock M2 {6 qChunk;
(al) (a2) (b1) (b2)

Figure 9: BulkCompiler Compilation

Compilations. With the above considerations, Figure [J illustrates the
transformations to extend optimization regions before BulkCompiler applies
classic optimizations (a(1) and b(1) are the original programs, a(2) and b(2)
are the transformed programs). Ideally if there were no safe version of the
chunk code, and all chunks contain complete synchronized blocks, we could
delete while(M1==taken); and while(M2==taken); (they check if the locks
are taken by other threads) from Figure [J] (a). Because of atomic chunk exe-
cution, no threads can observe the status of locks. However, this invariant is
broken if a synchronized block is separated into different chunks, or executed
in safe version. Figure [9] (b) shows the former case where we need to explicitly
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change lock status such that no other threads can obtain the lock between the
two atomic chunks. The safe version of a synchronized block is in the similar
status because BulkSC can partition the block into separate chunks. Therefore,
Figure [9] (a) still needs to check lock status at the beginning of the chunk with
spinning. Note that it accesses locks by plain loads, which are much cheaper
than lock acquires; although checking all the locks at the beginning may reduce
concurrency, such effect is insignificant because we apply this transformation to
low-contention critical sections.

To preserve sequential consistency for safe version BulkCompiler inserts
fences for shared variables by thread escape analysis. These fences only in-
hibit compiler optimizations, but do not restrict hardware optimizations because
BulkSC takes fences as no-ops.

After the above transformations BulkCompiler applies classic optimizations
in Hotspot Java Virtual Machine [66]. Experiments show that it outperforms
the weak Java Memory Model by an average 37%.

2.3.2 Discussion

The primary reason that BulkCompiler outperforms the weak Java Memory
Model is that high-performance speculative sequentially consistent executions by
the hardware BulkSC extends optimization regions. However, it is interesting to
compare BulkCompiler with compilers over hardware that supports speculative
weak consistent executions [14]. They may have compatible performance for
well-synchronized programs because they have the same optimization scope,
while for applications that frequently use shared variables in hot methods, we
may observe slowdown of BulkCompiler due to chunk squashes.

The other reason of performance improvement may be relative to properties
of Java applications. First, Java programs have many low-contention critical
sections in the form of synchronized methods—often in thread-safe Java li-
braries, which provides the potential optimization space. Second, among the
five improved optimizations, two of them eliminate redundant null check and
range check from loops that contain synchronization operations. Java runtime
needs to insert null checks for every object reference, and range checks for every
array access, but C/C++ does not have such overhead by default. Although
BulkCompiler enables more register allocations because of extending optimiza-
tion scopes across synchronizations, larger chunks may increase register pressure
that causes performance overhead by register spilling in C++ [40]. The in-lining
preprocessing may also increase register pressure. It is interesting to evaluate
how each improved optimization affects performance.

Third, profiling information is important for BulkCompiler to minimize
squashes by creating tight chunks for high-contention critical sections. The
well-structured synchronized blocks in Java enable synchronization variables
profiling. However, SC does not distinguish synchronization and ordinary op-
erations, so it is difficult to profile the code with implicit locks (in Figure .
Moreover, the chunk creation analysis depends on in-lining and loop tiling to
compute if a chunk fits in the cache. When a function recursively traverses trees
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and graphs, or is external, the analysis conservatively assumes it can cause cache
overflow, and inhibits optimizations for the function. In that case the chunk in-
strumentation overhead may become more significant.

3 The Data-Race-Free Memory Model

Although sequential consistency gives users an intuitive programming environ-
ment with interleaved executions through a unique central memory, it is ex-
pensive to implement: we need either conservative analysis at compile time, or
specific hardware that vendors are unwilling to commit.

Moreover, while sequential consistency seems to be the simplest model, it
does not prevent common sources of concurrency bugs. To reason about a
program users need to consider interleaved executions from different threads.
The number of all possible interleaved executions of a program may be extremely
large. Additionally, if low-level executions do not preserve atomicity of high-
level instructions, the behavior of a program depends on the granularity of
interleaving steps. For example, the final value of X=100,000; X=600,000 may
be 125,536 if at low-level the second assignment occurs between the high and
low half of the first assignment. There is also much work on enforcing atomicity,
but in general such enforcement is also expensive, and does not always exist [78].

Recall the code specification in Figure [3] we observed that both of the prob-
lems arise because that sequential consistency does not restrict possible orien-
tation of conflict edges C statically, so both compiler or hardware must protect
against any possible cycles in C' U P, and the number of cycles increases the
search space of finding concurrency bugs. As observed in Figure [7] if a mem-
ory model imposes execution order, the memory model implementation can get
consistent execution for free.

Programming languages already provide synchronization mechanisms (locks,
monitors, or transactional memory) for enforcing execution order between threads.
For example, in Figure [6] (c), locks ensure that C' happens before the rel(o) in
Thread 2; the acq(o) in Thread 1 happens before B; the rel(o) in Thread 2
happens before the acq(o) in Thread 1; transitively C' must happen before B.
Moreover, most of applications are well-synchronized with directed conflict edges
enforced by synchronization operations. If we only consider well-synchronized
programs to be correct, the memory model can guarantee sequential consis-
tency only if a program is well-synchronized, but does not guarantee anything
otherwise. This memory model is called data-race-free (DRF) [3| 5 B4]. More
precisely, a program has data races if more than one thread can access a memory
location simultaneously in a sequentially consistent execution, and at least one
such access is a store; a program is well-synchronized if all of its executions are
free of data races.

DRF avoids the above flaws in the sequentially consistent memory model: i)
because all non-synchronization operations between synchronization operations
execute atomically, any compiler or hardware optimizations that are correct in
single-threaded semantics are safe to apply within synchronization operations;
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ii) a possible execution must be interleaving with respect to regions separated by
synchronization operations. The implementation of DRF only needs to ensure
that synchronization operations enforce execution order of non-synchronization
operations.

Ada [39], UPC [47], OpenMP [38], and C++ [I7, [I3] define their language-
level memory models similar to DRF. Appendix [E] formally defined the data-
race-free memory model. Section [3.1| represents the compiler technique for au-
tomatic reuse of classic compiler optimizations in DRF [40]. We discuss and
conclude in Section

3.1 Reuse of Classic Compiler Optimizations across Syn-
chronizations

int X =0; int Y = 0; // Initially

Thread 1 Thread 2
rl = X;
lock 1; do {
Y=1; lock 1;
unlock 1; rd = Y;
do { unlock 1;
lock 1; } while (r4 == 0);
r2 = Y; ):f =klif
unlock 1; YOE )’ ;
} while (r2 == 1); ;
r3 = ri; unlock 1;

Figure 10: Copy-propagating 71 = X to r3 = r1 in Thread 1 preserves data-
race-freedom, but does not preserve semantics.

In DRF an optimization is safe if a transformed program preserves data-race-
freedom and the semantics of the original program. More precisely, a program
reflects data-race-freedom if a transformed program contains data races, then
so does the original program. Most existing compiler or hardware optimizations
satisfy the properties because they transform programs only between synchro-
nization operations by preserving sequential semantics. However, optimizations
across synchronization operations may be unsafe. Figure [I0] shows a data-race-
free program. If r1 = X were copy propagated to r3 = ri1, the final value of r3
is 11, which is impossible in the original program. Although the transformation
preserves data-race-freedom, Thread 2 updates X asynchronously.

Serial compilers, such as gcc, takes synchronization operations as opaque
functions to disable any optimizations across them, even if some data opera-
tions are not asynchronously interfered by other threads. Although there is
some work that allows moving data operations outside a critical section into
the section [16], [88], copy-propagating X is equivalent to moving data operations
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inside a critical section out of the section. This is not safe in general. To enable
the transformation, X must satisfy a stronger property than data race freedom,
that is X is free of interference from other threads within the confines of all exe-
cution paths fromr1 = Xtor3 = ril. For example, while Thread 1 is executing
the path from r1 = X to r3 = ri1, no other threads update X. This property is
called “siloed”, and explained in Appendix [F] more precisely.

At the high-level siloed analysis relies on alias analysis and procedural con-
currency graph (PCG) to identify all possible interference between threads. A
PCG is an undirected graph whose nodes are user-defined functions. An edge
between two nodes indicates that the two functions may run in parallel. Each
edge between f1 and f2 has an immediate interference function Ii(f1, f2) that
includes all variables with which f1 and f2 can conflict. Initially Ii(f1, f2)
contains all aliased variables between f1 and f2 indicated by an alias analysis.
Then the paper [40] presents four refinements to improve a PCG’s precision:

1. Functions only executed by the main thread do not run in parallel with
each other.

2. Functions only executed by the main thread and before any thread spawn
do not run in parallel with other functions.

3. A function, that is in a thread T2 spawned by a thread T'1 and does
not spawn other threads, can only interfere with variables accessed by
statements following the spawn site of T'1 if T'1 does not join T2.

4. The functions with disjoint lock sets do not run in parallel with each other.

Note that the refinements are not expensive: the second and the third
refinements are the most expensive analyses that require flow-sensitive intra-
procedural analysis. The compiler executes iteratively. In each iteration it
applies siloed analysis to check if more optimizations across synchronizations
are enabled. The iteration terminates when the analysis does not enable more
optimizations. The average analysis time is 6% of the baseline. However, results
on the benchmark show that performance improvements of up to 41% are pos-
sible, with an average improvement of 6% across all the tested programs over
all thread counts. The last refinement is the most effective one that benefits
from DRF. Intuitively, if two conflicting accesses from the two functions could
execute in overlapped execution paths without being protected by a same lock,
there would be a data race after reordering them to be adjacent.

The paper also reported a secondary effect of enabling optimizations in larger
regions—register pressure. The register spilling overhead neutralizes the speed-
up from enabled optimizations. The authors suppressed this problem by factor-
ing out loops within optimization regions into functions.

3.2 Discussion

DRF allows most serial optimizations, and also simplifies optimizations across
synchronizations: the analysis needs to focus on synchronizations only where
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asynchronous accesses may occur; DRF provides effective and efficient refine-
ment algorithms. In sequential consistency, shared variables may be asyn-
chronously accessed at any program point. Therefore, researchers proposed
specific intermediate representations to model such asynchronous accesses [80,
45, 59, [75], [49] [65, [73]. These optimizations are be expensive and conservative
due to the complexity of the intermediate representations.

However, we cannot reuse any serial optimizations for free. An optimization
that may introduce data races can break data-race-freedom. Consider the follow
examples.

The original The transformed
for (i=0;i<n;i++) { X =r;
X =r1; for (i=0;i<n;i++) {
. . . e

Suppose the original program in the first example is data-race-free although
other threads still read X simultaneously. However, inserting an “identity” as-
signment X = X introduces a data race of X, and turns the behavior of the
transformed program to be undefined. Similarly suppose n is always 0 at run-
time in the second example. The original program does not update X, but the
transformed program introduces a data race by speculatively updating X. Note
that both of the transformations are legal in sequential settings, but we cannot
reuse them in DRF. Such optimizations should be modified to ensure speculative
data accesses occur only when the original program also executes them.

Moreover, the discussion of this section is based on a simple version of DRF.
The realistic language-level memory model adopts DRF with compromises. For
example, the C++ memory model [I7] allows experts to program with different
consistent atomics by annotations—from sequential consistency to weak consis-
tency. To implement such a model, the compiler may still need delay set analysis
to enforce sequentially consistent atomics, and other analyses to enforce weak
consistent atomics.

4 The DRFx Memory Model

The primary reason that data-race-free can reuse sequential optimizations be-
tween synchronizations is that the memory model requires programmers to en-
sure that source programs are free of data races, while it does not define the
behavior of programs with data race. Therefore, the implementation does not
need to apply any expensive analysis at either compile time or runtime. As
shown in the last section, optimizations across synchronizations also benefit
from data race freedom.
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Although this design choice significantly improves performance, program-
mers cannot estimate the damage caused by a data race, and enforcing data
race freedom statically is difficult. Debugging and testing parallel programs in
sequential consistency is already hard because programs execute nondetermin-
istically, and data races normally lead to either data corruption or crashes long
after the data races are actually executed. Compiler optimizations that mistak-
enly assume the absence of data races may result in nonintuitive behavior that
complicates debugging and testing further.

int X = 0; int Y = 0; // Initially

Thread 1 Thread 2
rl = X; r2 =Y;
Y = ri; X =rl;

Is r1 = r2 = 42 allowed?
Figure 11: Out-of-thin-air.

Moreover, undefined behavior breaks security properties in the programming
languages with strong type, such as Java. Consider the two threads with data
races in Figure [[1} If the compiler speculatively loaded X and Y with value 42
into r1 and r2, storing 42 into Y and X would validate the speculative loads,
and result in an output out of thin air [54]. Although no compiler or hardware
behaves in this way, this violates the basic safety property, e.g., we cannot prove
that a password must be inputed by a user.

However, it is challenging to define a program with data races, such that
it is easy to understand, but also safe and of high performance. First, it is
difficult to define well-formed executions of programs with data races. Section 2]
shows that the intuitive interleaving semantics decreases performance. The Java
Memory Model [54] attempts to allow as many safe optimizations as possible but
disallows optimizations with out-of-thin-air problems. However, the result is not
entirely satisfactory, in that it is overly complicated to implement, and prohibits
some optimizations that were intended to be allowed [89]. The behavior of weak
executions does not simplify debugging and testing either.

Second, a compiler cannot precisely preclude data races statically. There
are a variety of static type and effect systems proposed to ensure data race
freedom [32] [T, (30, [32] [76] [7, 19 87, [4I]. Due to the lack of thread structure
and alias information, automatic analysis is conservative to determine shared
variable accesses, lock sets, and temporal order between memory accesses [69]
68]. Semiautomatic analysis requires programmer annotations [I5] to increase
analysis accuracy, but incurs programmer burden. It is also difficult to analyze
third-party libraries without source code.

Third, detecting data races at runtime has significant performance overhead.
At the case a compiler cannot determine whether an access is of data race, the
runtime can continuously monitor and dynamically detect that a “problematic”
data race is about to execute and raise an exception, instead of executing the
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data race [57, 111 10, BT, 18, 28] [60]. Since a memory model is designed for any
phase of development, dynamic data races must be cheap for always-on use.

A precise detector usually monitors data races by checking happen-before
order with vector lock algorithms. In practice memory locations to access can
be as small as a byte; the number of threads is possibly hundreds or thousands;
the runtime cannot simply remove lock information because two conflicting data
accesses can be arbitrarily far away. This can slow down execution by a factor
of 8 or more for software-based detection [3I]. Hardware-based detection is
efficient, but it must monitor unbounded program regions with limited resources,
which requires significant changes to the architectures [60), [6].

4.1 DRFx

Although none of the above approaches solve the problem, the last one pro-
vides a better trade-off among expressive programming, debugging and safety:
programs without data race still execute sequentially consistently with possi-
ble optimizations, and subtle failures from accidental data races are reported
directly at the point of occurrence, and produce easily describable outcomes.

Importantly, the observations in Figure [7] show that if we only detect data
races that violate sequential consistency, the runtime only needs to maintain
information for memory operations in uncommitted chunks, but removes infor-
mation of committed chunks. Like BulkCompiler in Section [2.3] the implemen-
tation preserves sequential consistency as long as all committed chunks can be
serialized, and only raises exceptions if there are data races in uncommitted
chunks. Although data races can occur in existent chunk executions, they do
not break sequential consistency. If the compiler can partition the program
into chunks with memory operations that hardware-based detection can mon-
itor with limited resources, and restrict optimizations within each chunk, the
hardware can be both simple and efficient. Such a memory model is called
DRFx [56].

DRFx guarantees two properties [56]:

1. If an execution of a program violates sequential consistency, it eventually
terminates with an Memory Model (MM) exception, and the observable
behavior of the execution before raising the MM exception is a prefix of
sequentially consistent execution of the program.

2. Any execution of a program without data races is sequentially consistent
and does not raise an MM exception.

The first property guarantees soundness—the implementation of DRFx must
identify all non-SC executions, and safety—the detector must be precise enough
to detect a violation before it causes visible effects. The safety requirement
assumes unsafe behavior only happens through an observable effect such as
termination and system calls. So the detection accuracy depends on observable
granularity. For example, changing data values via data races is not detected
immediately if we do not consider it as visible effects, although soundness ensures
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the execution eventually terminates. However, any visible effects should be only
from a sequentially consistent execution. This also simplifies debugging and
testing. The second property guarantees SC for well-synchronized programs as
data-race-free does.

4.1.1 Sufficient Requirements

The paper [56] proposed the sufficient requirements for compilers and hardware
to implement the DRFx memory model. First, the compiler applies sequen-
tial optimizations only within chunks separated by fences, and the hardware
ensures all chunks are committed in a total order in terms of the fence after
each chunk. Moreover, each synchronization is in its own chunk. By doing
so, if a transformed program has a sequentially consistent behavior, its original
program must have an equivalent sequentially consistent behavior.

Second, to ensure that an MM exception must happen before non-SC effects
are observed, we also require that each system call is in a singleton chunk, and
has only thread-local arguments; non-terminating and system exceptions should
not prevent detecting the MM exception.

Third, compiler optimizations do not introduce extra shared variable ac-
cesses; the data collision detected by the hardware must be from uncommitted
chunks; committed chunks are total-ordered and do not depend on uncommit-
ted chunks. This follows that the committed chunks have the same sequentially
consistent behavior that the original program has, and that if there is a data
conflict in an execution of a transformed program, its original program must
have a data race.

Appendix [G] gives informal proofs that an implementation that satisfies the
above requirements preserves DRFx.

4.1.2 Implementation

The implementation must ensure that the runtime can detect MM exceptions
with respect to source programs in a simple and efficient way. A longer chunk
enables more optimizations, introduces less performance and traffic overhead to
enforce chunk order, but requires more resources to detect MM exceptions.

Experiments show that inserting fences for each chunk has a significant per-
formance degradation, about 92% on average. The interesting design of the
implementation is to determine the chunk size by compiler and hardware coop-
eration. At compile time the compiler conservatively partitions chunks with size
limited by the cache (unlike BulkSC that limits chunks by dynamic instruction
numbers), and strictly restricts optimizations within chunk. To increase the
optimization opportunity at runtime, the compiler only requires hardware to
insert fences around synchronizations and system calls, but lets the hardware
decide whether to insert fences between other chunks.

If the cache is not overflowed, the hardware continues executing the next
chunk without committing the current chunk, and also applies optimizations
across chunks. At cache overflow, which can only be caused by successive chunks,
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the hardware commits the previous chunk. Therefore, both the compiler and
the hardware preserve sequential semantics within chunks, while the hardware
enables larger optimization scopes. Like BulkCompiler, to compute chunk size
precisely the compiler in-lines functions and unblocks loops to improve compiler
optimizations. The total overhead is about 3.25% on average with the data-
race-free baseline.

The hardware extends the local cache to detect conflict lazily. Each process
has a buffer to store the time stamps of the beginning and the end of a chunk,
and locations read or written by the chunk. When a chunk is completed, the
hardware checks whether the local accesses conflict with remote processors. On
detecting a conflict, an MM exception is thrown. Otherwise, the local proces-
sor clears the buffer, and continues. Therefore, the hardware does not need
checkpoint, rollback and cache overflow mechanism.

4.2 Discussion

The DRFx hardware is simpler than BulkSC [22] because the different proper-
ties between sequential consistency and DRFx: for programs with data races,
sequential consistency defines interleaving semantics, while DRFx raises an MM
exception. First, the DRFx hardware only raises an MM exception on detecting
conflict, and does not need rollback and checkpoint. However, BulkSC rollbacks
and restarts the execution until chunks are serialized.

Second, the global arbiter is significant in BulkSC to provide a total order
and atomicity for committed chunks because local updates are only buffered
before committed. Each processor in DRFx does not buffer local updates, but
directly accesses the shared memory. So a processor either depends on updates
from committed chunks that must be sequentially consistent, or from other
uncommitted chunks. On committing, if uncommitted chunks depend on each
other, the runtime raises an exception. Therefore, DRFx does not need a global
arbiter. Third, speculative execution also complicates BulkSC in the corner case.
It must reduce chunk size or pre-arbitrate threads to ensure that a program can
progress. However, it is not safe to apply lock speculative elision for DRFx
because we need to distinguish data races in the original program and the ones
introduced by speculation.

DRFx also makes other trade-offs to simplify the design. First, DRFx as-
sumes that sequentially consistent exceptions can delay until observable be-
havior occurs. By doing so, the DRFx implementation detects conflict lazily,
rather than doing eager detection that precisely raises an exception at the earli-
est conflict. Eager detection is useful to find problematic code when debugging.
However, it increases traffic overhead, and complicates hardware design.

Second, DRFx assumes that sequentially consistent violation is the main
resource of bugs caused by data race. However, arguably atomicity viola-
tion [32], 76 [7] can also lead to bugs that DRFx does not prevent. For ex-
ample, password management by a well-synchronized library should not leak
information by intervening shared accesses. A critical section indicated by an
atomic region can access memory arbitrarily larger than the size of conflict de-

25



tection buffers. Therefore, detecting atomicity violation within synchronized
chunk requires hardware to handle unbound resource in a complicated way [53].

5 Discussion

We have presented different memory models and implementations for shared-
memory multi-threaded programming languages. In this section we first study
the design space of memory models, then summarize implementation techniques,
and finally turn to discuss future research directions.

5.1 The Design Space of Memory Models
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SC-SC: SC executions for any operations in the SC memory model;

DRF-SC: SC executions for any operations in DRF;

DRF-DUndef: Undefined executions for data operations in DRF;

DRF-SSC: SC executions for synchronization operations in DRF;

DRFx-SC: SC executions for any operations in DRFx;

DRFx-DSC: SC executions for data operations in DRFx;

DRFx-DE: Non-SC executions for data operations with MM exception in DRFx;
DRFx-SSC: SC executions for synchronization operations in DRFx.

Figure 12: The Design Space of Memory Models

A memory model for shared-memory multi-threaded programming defines
what a memory load returns—more precisely, what an execution behaves like
when multiple threads access shared memory locations. From the perspective
of programmers and implementations, a memory model should be

1. Friendly to program with and reason about,

2. Of high performance, and
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3. Easy to implement.

However, as discussed in the previous sections, it is challenging to meet
the above requirements altogether. A primary trade-off is how much a mem-
ory model supports sequential consistency that provides an intuitive view when
designing, reasoning about and debugging programs, but is expensive to imple-
ment. Although data-race-freedom, a programming discipline of concurrency
programming languages, reduces the overhead of ensuring sequential consis-
tency, it is difficult to define semantics for programs with data races.

Figure [12] illustrates the design space of memory model based on the code
specification of a program [2.I] Note that the code specifications in Figure [12]
are not exhaustive, but focus on typical cases. There are three categories of
code specification with respect to whether possible executions are sequentially
consistent, and whether a program is free of data race:

e (A) a program has data races, and some of its executions are not SC;
e (B) a program has data races, but all its executions are SC;
e (C) a program is free of data race, and all its executions are SC.

The code specifications in Group C are well-synchronized, therefore, have
sequentially consistent executions for free. All these memory models provide
sequential consistency for all memory operations in Group C. They are different
from the trade-offs in Group A and B that are not free of data race.

Although sequential consistency only needs to inhibit the execution (1) in
Group A, to detect such executions at compile time precisely is non-trivial
(Section 7 NP-complete even for a trivial language. Due to conservative
analysis we observe a slowdown of 10% on average over the default weak con-
sistency model because of disabling optimizations and memory fence insertions.
Moreover, the overhead is still optimistic because the analysis may be optimized
to speed up only the benchmark, but more conservative for general applications
(Section [2.2.2).

BulkCompiler (Section enforces sequential consistency by executing
chunks in a total order at runtime, such that each chunk runs atomically and
in isolation (Figure E[) Because most practical programs are well-synchronized
(in Group C), and have chunk-serialized executions, the runtime should en-
force chunk-serialized executions (in Group A and B) infrequently. So we can
speculatively execute chunks, rollback and restart on detecting a conflict by
an effective hardware—BulkSC. This technique does not insert costly memory
fences, and the speculation also enables larger optimization scopes. Therefore,
it outperforms the weak Java Memory Model by an average 37%.

On the other hand, data-race-free simply leaves programs with data races
(in Group A and B) undefined such that it does not need to enforce any seman-
tics with expensive compiler or hardware techniques because well-synchronized
programs are common. This model enables most of sequential optimizations by
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default, and also unblocks optimizations across synchronizations by data-race-
freedom. The benchmark shows that performance improvements of up to 41%
are possible, with an average improvement of 6%.

However, we still have to require synchronization operations to be SC, be-
cause they provide synchronization mechanism to develop well-synchronized
programs. This restriction does not primarily affect performance of lock prim-
itives because i) existent implementations of lock primitives already rely on
memory fences to enforce sequential consistency; ii) in practice locks are used
to synchronize a large number of memory accesses that provide sufficiently large
scopes for hardware optimizations.

But this restriction affects performance of atomic variables in C4++x0 or
volatile variables in Java. These variables are designed to synchronize singleton
variables, e.g., a flag to indicate a read-only data has been initialized. Protecting
them by locks to enforce sequential consistency is unrealistic because inserted
locks are costly, and also blocking optimizations. Actually to enforce sequential
consistency over fine-grain synchronization variables in DRF needs the similar
techniques in the sequential consistency memory model. The Java Memory
Model [54] attempts to enable as many optimizations as possible without out-
of-thin-air, but the complex formalism is not entirely satisfactory. The C+-+
Memory model [17, T3] extends the happen-before order with weak consistent
memory operations that give expert programmers a way to write very carefully
crafted, but portable, synchronization code that approaches the performance of
assembly code. Therefore, data-race-free does not totally solve the problems
that sequential consistency has, but hides them in a corner.

Moreover, the data race freedom assumption introduces another problem—
the undefined behavior of programs with data races, because detecting data
races statically is undecidable, and dynamic full data race detection is also
expensive. By the similar observation to BulkCompiler, DRFx addresses this
problem by dynamically detecting SC violations and raising an exception—the
execution (1) in Group A. The detected violation is conservative because it
raises exceptions on detecting conflict, rather than restarting chunks to search
for conflict-free executions. For example, the executions (2-8) in Group A and
Group B may also be prohibited if conflicting accesses are too close to each
other. But executions without exceptions are guaranteed to sequentially consis-
tent. Therefore, the DRFx implementation is based on a hardware simpler than
BulkSC. The total overhead is about 3.25% on average with the data-race-free
baseline. Siloed analysis is still available in DRFx, and can improve perfor-
mance further because it is stronger than detecting data race by requiring a
variable be not interfered by other threads along any execution path. However,
like data-race-free DRFx also suffers from enforcing sequential consistency for
synchronizations.

In summary Figure [L3|illustrates comparison between these memory models
and weak memory models with respect to the requirements: programmability,
performance and implementation.
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Figure 13: Comparison of Memory Models

5.2 Summary of Implementation Techniques

Note that the surveyed memory models are for hardware that does not distin-
guish synchronization operations and ordinary operations, and does not provide
sequential consistency by default; and for programming languages that have
expressive programming practices such as global address space, imperative lan-
guages, objected oriented programming, complex and pointer-based data struc-
tures, dynamic ownership of shared variables, flexible thread structures, etc.
Implementing memory models for such hardware and language features inher-
ently requires sophisticated program analysis and software/hardware co-design.

Program Analysis. We summarize the static and dynamic program anal-
yses to implement memory models in Figure The arrows denote dependency
between these analyses. The analyses in the top box provide basic properties
of shared-memory multi-threaded programs: alias analysis, concurrency anal-
ysis and thread escape analysis. The analyses in the bottom box extend the
basic analyses to implement memory models: inhibiting optimizations to en-
force sequential consistency by delay set analysis, optimizing programs across
synchronizations in data-race-free by siloed analysis, partitioning programs into
chunks in sequential consistency and DRFx by resource analysis.

Figure |14] also gives potential analyses to implement memory models:
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Atomicity Analysis: This is a stronger property than preventing SC vio-
lations in DRFx to improve debugging and testing. The siloed analysis
along finer-grained paths between synchronizations ensures atomicity.

Refining resource analysis: Existent chunk partitioning algorithms use
simple resource analysis. Actually the runtime only needs to buffer shared
data to detect conflicts because most of data are private. Removing pri-
vate data by thread escape analysis can result in larger chunks to enable
more optimizations, also reduce the runtime and memory overhead when
detecting data race, atomicity, sequential consistency violation in software.

Hybrid Invariance-Violation Detection (indicated by dot arrows): The
trade-off between imprecise analysis at compile and efficient detection by
specific hardware is detecting violation by instrumented programs. How-
ever, it suffers from runtime overhead. It is interesting to evaluate whether
refined resource analysis and delay set analysis improve dynamic analyses.

Software/Hardware Co-design. The software/hardware co-design in
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these memory model implementations is primarily to reconcile language-level
memory models and hardware memory models. Although hardware provides
high-performance, it does not fit in high-level requirements. First, we have
argued that common users at least need sequentially consistent synchroniza-
tion operations and atomic variables to design well-synchronized programs with
reasonable productivity and performance overhead. However, most of hardware
memory models only preserve weak consistency. Although they provide memory
fences to enforce causality, it is not clear how to map atomic variables to exis-
tent hardware instructions without sacrificing performance. The experimental
results in Section show the performance overhead.

Second, the existent hardware does not support debugging and testing pro-
grams with data races by default. In the level of hardware memory model it
is even difficult for expert programmers to understand the informal and com-
plicated definitions of reordering. In the level of programming languages the
damage caused by a data race bug usually occurs far away from where it hap-
pened, behaves non-intuitively, and is hard to reproduce by non-deterministic
executions. However, detecting full data races by only software is still expen-
sive [3I]. Although the proposed hardware is efficient, it will take a long time
for vendors to commit these techniques.

5.3 Programming Disciplines and Hardware Support

One research direction to address these challenges is developing programming
disciplines for shared-memory multi-threaded languages with hardware support
to implement memory models. First, we can raise the level of abstraction with
threads to simplify thread escape and concurrency analysis. Deterministic Par-
allel Java (DPJ) [I5] proposes a region-based type and effect system that uses
region-based memory management, and summarizes each method by memory
read and write effects. With these information DPJ checks if concurrent meth-
ods access disjoint memory regions, such that each method can execute atomi-
cally, and the program is deterministic. Therefore, DPJ can compile programs to
well-structured task-based concurrency libraries such as OpenMP [38], TBB [71]
and Cilk [33] with performance comparable to programs directly designed by
threads.

Second, to support expressive programming, expert programmers can an-
notate programs and use assertions or dependent types to facilitate reasoning
about complex programs at compile time—e.g., explicitly developing programs
with synchronizations or non-deterministically, changing ownership of shared
variables (shared variables can be temporally private to a thread) [57], proving
properties of recursive data structures and termination of recursions, summariz-
ing libraries code and polymorphism. Those annotations can be seen as program
documentations. On the other hand, researchers also proposed algorithms to
automatically infer annotation [86]. Techniques based on SMT solvers may
further increase inference precision in large-scale programs [72].

Third, it is impossible to precisely analyze any programs or infer any an-
notations, but it may be feasible to improve precision to important regions or
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variables of a program where accuracy is vital. Different analyses are applied
independently on disjoint regions of the program with boundaries that com-
pose analysis results from different regions, such that each individual analysis
is precise and scaled within each region [44]. Such regions or variables can be
identified by heuristic information, profiling, and users annotations.

Fourth, to design more expressive but still safe programs, hardware should
check properties that compiler cannot ensure—such as non-determinism, data
race, atomicity and SC-violation. Moreover, hardware should support efficient
sequentially consistent atomic operations.

6 Conclusion

In this paper we have studied the design space of memory models for shared-
memory multi-threaded programming languages with their motivations, imple-
mentation techniques, challenges and open questions. We also discussed fu-
ture research directions—developing programming disciplines and hardware to
achieve a memory model that is easy to program, feasible to implement, and of
high performance.
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Appendix A: Precise Delay Set Analysis

Consider a program with fixed number of threads in straight-line code and precise
memory locations for each access.

The Model. We define a code by a tuple (V, P,C) that defines a graph where V'

is the set of variable accesses executed by the program; P is a set of program edges
that represent the partial order on variable accesses V' required by the program; C' is
a set of conflict edges that define the conflict relation on accesses.
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One can think (V, P,C) as a code specification of correct execution. P defines the
order of memory operations specified by the code. C specifies how the program may
communicate through shared memory, and the execution of one instruction may affect
another. Within the same thread, conflict edges are directed, whose order is deter-
mined by traditional dependency analysis, and enforced by any compile optimizations
and hardware. Conflict edges between accesses in different threads are directed if
synchronization operations enforce the execution order. In general, when threads exe-
cute concurrently, either one of two accesses related by a conflict edge may be executed
first. The outcome of an execution may differ depending on which of these two accesses
executes first. Figure [3| (c) shows the code specification of Figure

An execution E is a proper orientation of the conflict relation C. An E is consistent
with P, if E'U P does not contain cycles. An execution E is correct if E is consistent
with P; that is E' can be extended to a total order such that the accesses occur in the
linear sequence in the order indicated by P. Figure [3| (b) is correct, but Figure [3| (a)
is not correct.

Statically one can control the order of execution of operations by introducing D.
By uDv we denote that the access v is delayed until the access u is executed. Imple-
mentations should ensure that E is consistent with D. Within a thread, compiler and
hardware should not move u after v by any optimizations. Synchronization operations
can enforce delay across different threads, but such constraint requires expensive inter-
thread coordination. Therefore, [78] address how to determine D that fulfill D C P.
Such a delay relation always exists. Let D = P, then any execution must be consis-
tent with P. But this is not interesting since it prohibits most optimizations. We are
looking for the minimal delay set that affects performance as little as possible.

Minimal Delay Set. We observed that cycles in U P must be cycles in C' U P.
Suppose we enforce a delay uDv for every pair of uPv that is an edge on a cycle of
C U P. Then every cycle of C'U P is also a cycle of C U D. It follows that every cycle
of E'U P is also a cycle of E'U D. However, implementations enforce the £ U D is
acyclic. So choosing delays is sufficient in this way ensures E is correct.

Thread 2

42.1) rl1=Y;

A4
\{ 2.2) r2=X;

Figure 15: Critical Cycles

Actually it is not necessary to consider all cycles in C' U P. In Figure[15] there are
three cycles:

e (0.1,0.2, 1.3,2.1,22, 1.1, 0.1),
e (1.1,1.2,1.3,2.1,2.2, 1.1), and
e (1.1,1.3,21, 22, 1.1)

First, all the cycles contain the C' edges (1.3, 2.1) and (2.2, 1.1). In other words, any
inconsistent executions must contain orientations from the two edges that construct
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the minimal counterexamples. Second, (1.1, 1.3, 2.1, 2.2, 1.1) is a simplest cycle that
includes the two edges. If we delay the P edges (1.1, 1.3) and (2.1, 2.2) in this cycle,
none of the inconsistent executions from other cycles is possible.

Let ® be the subsets of C' edges that are acyclic and inconsistent with P, the min-
imal elements in ® by set inclusion are minimal inconsistent executions. If the subsets
of edges had a cycle, all accesses in the cycle would be in the same location. This
is contradictory to intra-thread data dependency and the cache coherence protocols
across threads. So we do not consider the subsets of edges that have cycles. A cycle
is critical cycle if it is a simple cycle of C' U P and has no chords in P and C. A P
edge in a critical cycle is a critical pair. We have the following theorem [78§]:

Theorem 2 (Critical Cycles)
1. D enforces correctness iff, for every minimal inconsistent execution S, S U D
has a cycle.

2. The edges from C — P in a critical cycles are a minimal inconsistent execution.

Note that it follows Theorem [Il

Therefore, rather than considering all P edges in all cycles in C' U P, it is sufficient
to consider the P edges in critical cycles. Moreover, a cycle in C' U P is critical iff if
fulfills the following conditions [7§]:

Theorem 3

1. the cycle contains at most two accesses from any thread; these accesses occur
successively on the cycle.

2. the cycle contains either zero, two or three accesses to any variables; the ac-
cesses occur consecutively on the cycle. The possible configurations are read X
C write X, write X C read X, write X C write X, or read X C write X C
read X.

Intuitively, if two accesses from a thread were not successive, there would be a P
chord; if there were consecutive accesses to the same variable that is not in these
configurations, there would be a C chord. So the above conditions are sufficient.
Krishnamurthy and Yelick [46] show that the precise delay set analysis is NP-
complete by reducing the Hamiltonian path problem to the problem of finding the
minimal delay set, and the execution time for precise delay set analysis is exponential
in the number of threads in a program. Note that the analysis is in an ideal setting with
fixed number of threads in straight-line code, and precise memory locations for each
access. S-level code specification [58] is proposed to represent more general programs,
which models edges by state transformation functions, and detects cycles by using
integer programming techniques [74]. But it is not always possible to define integer
programming for state transformation, and solving integer programming is expensive.

Appendix B: Inhibiting Optimizations by Delay
Set Analysis

Delay set analysis also inhibits other optimizations [50, [5I]. First, we can reduce
determining whether it is safe to eliminate memory accesses to checking if it reorders
delay edges. For example, Table [16|shows how eliminating redundant read after write,
redundant read after read and redundant write after write are equivalent to reordering.
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They break SC if there is another thread X=2;Y=1;. In general a memory access V' can
be eliminated if single-threaded data flow analysis ensures that V' can be eliminated
by its dominator V', and there is no statement V" between V' and V such that (V"
V) is a delay edge.

int X = 0; int Y = 0; // Initially

Transformation  Original Transformed  Equivalent reordering
X=1 X=1; X=1;
read after write rl =Y; rl =Y; r2 = X;
r2 = X; r2 = 1; rl = Y;
rl =X rl = X; rl = X;
read after read r2 = Y; r2 = Y; r3 = X;
r3 = X; r3 = rl; r2 = Y;
X=1; .. X=1;
ri=Y; XIEQ. X=1;
write after write X=1; r2_X’ ri=Y;
r2=xX; remh r2=X;

Figure 16: Eliminating memory accesses is equivalent to reordering.

Transformations typically do not introduce extra memory accesses. It is safe to
insert a memory access V that already exists at V' in the original program if it is legal
in term of single-threaded data flow analysis, and there is no statement V' between
V and V' such that (V”, V') is a delay edge. Table [17]illustrates that speculation
reorders delay edges.

Thread 1 and 2 (Original) Thread 1 and 2 (Transformed)
X = 42; Y = 42;
rl = 42; r2 = 42;
r3 =Y; r4d = X;

;1;;1[’ §2=_r§’ if (r3 != 42) { if (r4 1= 42) {
’ ’ rl = r3; r2 = r4;
X = r3; Y = r4;
} }

Figure 17: Speculative memory accesses is equivalent to reordering.

Appendix C: Refining Delay Set Analysis in Java

Thread Escape Analysis and Alias Analysis. To improve the first condition in
Condition [I}, we first use thread escape analysis to determinate which variables can
be accessed outside a thread, then apply type-based alias analysis over potentially
escaped variables to find conflict edges.
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Java is a strongly typed language that does not allow a reference variable refers to
an object of a type that is not compatible with the declared type of the reference. The
type-based analysis assumes two objects are aliased if they are of compatible type.
The thread escape analysis also benefits from types to speed up analysis convergence:
if a field in an object of a used-defined non-thread type escapes, then the fields in
all objects of the same type escape; if a field in an object of a thread type escapes,
then the field in all objects of the thread type escapes. We analyze thread fields more
precisely because they are the root clause of escaping references.

Two root clauses for a reference to escape a thread are:

e The reference variable that refers to a static field escapes because static fields
be shared by different objects of the class.

e When a thread T2 spawns a thread T'1, the reference to T'1 may be accessed by
both T'1 and T2. At this case, consider the method M2 of T2 that spawns T'1
and the constructor C'1 of T'1. If the object of T'1 can be used outside M2 and
C'1, then T'1 escapes. Otherwise, all fields of T'1 that can be accessed by M2
and C1 escape.

There are four categories of statements that cause a reference to escape because of
another escaping reference: load or store to an object field, read or write access to
an array element, unary or binary operations over reference, and method calls. The
analysis does not distinguish elements in an array by their index values. When com-
puting if a method can cause more objects to escape, its parameter escapes only if it
may escape at some call sites of the method, rather than conservatively assuming all
parameters may escape.

Experiments show that the effect of delay set analysis is highly sensitive to the
accuracy of escape analysis. For the benchmark used in [83], a delay set analysis based
on a trivial escape analysis that assumes almost all references that access memory
escape introduces an average slowdown of 23 times, while a delay set analysis based
on the above escape analysis only has an average slowdown of 10%.

Thread structure Analysis. Figure |§| (a) shows the execution order imposed by
thread start and join. All instances of E in the thread spawned by start cannot run
until all instances of A that before the start are completed, and must be completed
before all instances of D that after the join that matches the start. All instances of
B and E can run in parallel.

The analysis is similar to May-Happen-In-Parallel analysis [63]. It first conser-
vatively matches join and start if they are of exactly the same variable intra-
procedurally, and no one updates the variable along the path from start to join.
Then, given any program point A, the thread structure analysis inter-threadly com-
putes the threads that may be spawned after A—StartAfter(A), the threads that
may be joined before A—JoinBefore(A), and the threads that may run in parallel
with A—Concurrent (A).

The analysis refines the second condition of Condition By the union of the
Concurrent from all program points in the run method of a thread, we can check
if the a thread satisfies single thread constraint—at most one thread of that type
can execute at any given time. For example, the main thread trivially satisfies the
single thread constraint. All potential conflict edges inside such threads can be safely
removed.

Moreover, if a thread start S is not in StartAfter(A), JoinBefore(A) and
Concurrent (A), then A must be in the code of the thread spawned by S. If S is
only in JoinBefore(B), then we can conclude that A must occur before B, because
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B cannot run until the thread terminates. Similarly, we can conclude more order
relations to improve the third condition of Condition [[] Experiments show that lock
analysis improves performance of 5 out of 10 programs by 70%.

Event and lock Analysis. Figure[f] (b) and (c) illustrate events and locks in
Java. The execution within synchronized(o) is mutual exclusive by a lock for the
object 0. Within synchronized(o) a thread can be suspended at o.wait(), and
resumed by other threads by o.notify().

For a program point A, the analysis computes LockSet (A)—the locks that protect
A, SyncAfter (A)—the objects for wait and notify that may occur after A, and
SyncBefore (A)—the objects for wait and notify that may occur before A. A occurs
before B if there exist a notify N and a wait W for an aliased object, such that N is
in SyncAfter(A), W is in SyncBefore(A). We can ignore conflict edges ordered by
wait and notify, and also conflict edges for program points of the same set of locks.

Experiments show that lock analysis improves performance of 3 out of 10 programs
by 10%. However, event analysis is difficult to derive useful execution orders because
of conservative alias analysis, flow-insensitive analysis and the timed version of wait.

Delay Set Analysis. When testing whether a program edge between A and
B should be in the set of delay edges, instead of considering all possible individual
program points that conflict A or B, the analysis considers all methods that contain
accesses conflict A or B. Since the delay set analysis is based on type-based alias
analysis, we can still benefit types.

First of all, for each method M, we determine the method summary informa-
tion DirectWrites(M) that is the set of all types that M can writes directly, and
AllWrites (M) that is the set of all types that M can writes directly or by methods
M calls. Similarly we determine DirectReads (M) and AllReads (M ). Then for each
node A in the code specification, we first define ConflictMethods(A) to be:

e {M|T € DirectWrites(M) } if A reads a location of type T
e {M|T € DirectWrites(M) or DirectReads(M) } if A writes a location of
type T'

e {M|3T, T € Al1Reads(N) and DirectWrites(M) or T' € AllWrites(N) and
DirectWrites(M) or T € AllWrites(N) and DirectReads(M) } if A invokes
method N

Then we refine ConflictMethods (A) by the above analyses. If either ConflictMethods(A)
or ConflictMethods(B) is empty after refinement, the edge (A,B) is not a delay edge.

Appendix D: BulkSC

To ensure that all committed chunks can be serialized, it is sufficient to enforce two
rules [22]:
1. Updates from a chunk are not visible to other chunks until the chunk completes
and commits.

2. Loads from a chunk have to return the same values as if the chunk was executed
at its commit point. Otherwise, the chunk would have “observed” a changing
global memory state while executing.

Figure [1§| gives the BulkSC infrastructure [22].
Each process speculatively executes chunks of the maximum number (2,000) of
dynamic instructions. Before executing each chunk the process ¢ creates a checkpoint
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Figure 18: BulkSC Infrastructure

for all local registers. During execution the process buffers memory updates in its
cache, and generates signatures Ri and Wi (hash values) for locations read and written.
When chunk ¢ is finished (reaching the maximum dynamic instruction number, or
an event occurs—cache overflow, system calls, interruptions), the processor sends a
commit request with Ri and W+ to the arbiter that coordinates all processes to commit
chunks concurrently.

The arbiter maintains the signature W for the memory updates of all the concurrent-
committing chunks. A coming request is guaranteed if Ri and Wi do not overlap with
W (Figure|18|(a)), otherwise the process i can observe non-atomic executions of other
committed chunks. If Ri and W+ do not overlap with W, the arbiter broadcasts Wi to
all other processes that may access Wi. The process j whose Rj and W3 overlap with
Wi needs to be squashed (clearing its signature, invalidating the cache, and restarting
the chunk from its checkpoint). Finally the arbiter adds Wi into W to commit Wi.
Before a location in W is committed completely, no process can access this location.

After receiving commit permission, the process i clears its signature, and start a
new chunk. Moreover, a process can execute successive chunks concurrently if they
follow intra-thread data dependency, and are committed in program order. But if a
previous chunk is squashed, all following chunks must be squashed.

The system ensures that if there is no conflict, then the committed chunks are seri-
alized, and preserve sequential consistency. Although it squashes executions because of
coarse-grain chunk execution, it affects performance very slightly because experiments
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show that the percentage of squashed instruction is low (1-2%).

Because synchronizations in a chunk do not induce any fences or constrain reorder-
ing due to atomic chunk execution, optimizations within a chunk can across synchro-
nization operations. The paper also applies optimizations to reduce data bandwidth
and false sharing: i) speculatively taking local updates not used by other processors
as private data, and only sending Wi that are potentially shared by other processors
because a processor usually updates a location in multiple chunks without any inter-
vening access to the location by other processors; ii) sending Wi alone to the arbiter
whose W is frequently empty, and sending Ri only when W is nonempty because the
commit process is fast, and most shared data are temporally private. Experiments
show that BulkSC offers performance comparable to release consistency.

BulkCompiler adds new instructions to BulkSC: beginAtomic that finishes the cur-
rent chunk, creates checkpoint, takes the program counter as the entry of safe version
of the code; endAtomic that simply lets BulkSC control the chunk; endAtomicAndCut
that terminates the chunk before BulkSC control the execution; etc.Low contention
chunks are created by beginAtomic and endAtomic to allow more optimizations by
hardware at the end; while high contention chunks are created by beginAtomic and
endAtomicAndCut to terminate the chunk to minimize squashes.

Appendix E: Formalization of Data-Race-Free

This section presents two equivalent definitions of data-race-free [I7), 20, [88]: one is
defined by happen-before order; the other is by simultaneous conflicts. They present
different views of data-race-free—a denotational view and an operational view. In
either definition we assume the language allows distinguishing between synchronization
operations (lock acquire and release) and data (non-synchronization) operations.

Type 1 data-race-free. Given an execution we first observe a total order S of
all synchronization operations; a W relation that defines the write a read sees. Then
we define

o A release rel synchronizes with (SW) an acquire acq if acq can see rel in term
of W,

e A happens before (HB) B if they are ordered transitively by SW and P; and

e A write is a wvisible side effect to a read if the write is the latest update of the
same location the read accesses in term of HB.

We define an execution is type 1 consistent if

1. Each thread execution is internally consistent, given the values read from mem-
ory in the execution;

2. S is consistent with HB, and W relates a read to its visible side effect;

3. A thread can only release a lock after it acquires the lock, and must release the
lock if it acquires a lock.

A consistent execution contains a type 1 data race if two conflict data operations
are unordered by H B. We specify type 1 data-race-free as:

e If a program (on a given input) has a consistent execution with a type 1 data
race, then its behavior is undefined.

e Otherwise, the program (on the same input) behaves like one of its consistent
executions.
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The first condition of type 1 consistent execution ensures that the implementation
of type 1 data-race-free must preserve sequential semantics for each individual threads.
The second condition requires synchronization operations execute in SC, and enforce
execution order for conflict accesses: a release of a lock must happen before an acquire
of the same lock; all data operations before a release in program order must happen
before the release; all data operations after an acquire in program order cannot happen
before the acquire. The third condition enables the optimization that moves data
operations before an acquire after the acquire. For example,

int X = 0; // Initially

Thread 1 (original) Thread 2
X =1; unlock 1;
lock 1; r = X;
Thread 1 (transformed) Thread 2
lock 1; unlock 1;
X =1; r =X;

Consider the program that only contains the two threads, and does not satisfy the
third condition. If we reordered X = 1 and lock 1 in Thread 1, we would observe that
r = 0 in Thread 2, which cannot happen in the original program. Such optimizations
are valid if the third condition holds [16].

Intuitively, if a program has no type 1 consistent execution of type 1 data race,
the order S U H B can be extended to a total order over all memory operations, which
constructs a sequential consistent execution. We can prove [17, 20] [88]

Theorem 4  Type 1 data-race-free provides sequential consistent semantics to pro-
grams whose type 1 consistent executions do not contain any type 1 data race.

Type 2 data-race-free. The type 1 data-race-free is based on the denotational
semantics of a program that defines an execution as a set of thread traces with happen-
before order to specify threads communication. A more intuitive definition should say
that a program has no data race if there is no sequential execution such that two
conflicting accesses execute in different threads simultaneously. We can define this
type of data race free operationally.

Two conflicting memory accesses from different threads are type 2 data race if they
are adjacent in a sequential consistent execution. We specify type 2 data-race-free as:

e If a program (on a given input) has a sequential consistent execution with a
type 2 data race, then its behavior is undefined.

e Otherwise, the program (on the same input) behaves like one of its sequential
consistent executions.

First, given a type 1 consistent execution of a program with type 1 data race, there
must exist a sequentially consistent execution with type I data race. By Theorem [
the longest prefix of the type 1 consistent execution without type 1 data race must
have a sequential consistent execution. We have a type I data race by extending
this sequential consistent execution with the first data race in the type 1 consistent
execution.
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Second, we can also obtain a type 2 data race from this sequential consistent
execution with type 1 data race. Consider the earliest pair of accesses with type 1 data
race. No operations between the pair prevent from ordering them to be adjacent.

Third, it is easy to see that the first type 2 data race in an SC execution with a
total order can map to a type I data race by taking S and W as restrictions of the
total order. Therefore, we have [17} [20] [8§]

Theorem 5 Type 1 data-race-free is equivalent to type 2 data-race-free.

The discussion of this section is based on a simple version of data-race-free. The
realistic language-level memory model adopts data-race-free with compromises. For
example, the C++ memory model [I7] allows experts to program with different con-
sistent atomics—from sequential consistency to relaxed consistency, and extends the
happen-before order with orders imposed by these atomics to define data races.

Appendix F: Sharpening Data Flow Information
at Synchronizations

This section motivates how to sharpen the data flow information at each synchroniza-
tion by siloed analysis. The intermediate representation is HSSA [24] [64] that is a
variant of SSA form [25], uses x nodes to denote may-defs and p nodes to denote
may-uses. For example, the HSSA form of Thread 1 in Figure [10] is
rl = X;
p);
lock 1;
Y =1;
n(Y);
unlock 1;
X1 = x(X);
Y1 = x(¥);

Here, p(Y) indicates that other threads can asynchronously use Y when lock 1 or
unlock 1 executes; X1 = x(X) and Y1 = x(Y) other threads can asynchronously define
X and Y when unlock 1 executes. Given a synchronization s in a function f, the
may-defs(s) is all variables affected by x nodes; the may-uses(s) is all variables affected
by p nodes. In this case they disable data flow analysis of X and Y.

As an example we only consider how to sharpen may-defs (sharpening may-uses is
similar). The most conservative may-defs(s) is the union of all variables s can update
transitively—W (s), and all variables that can reach s—DU(s). If we can precisely
compute CW (s) that includes all variables that other threads can update when s
executes, the precise may-defs'(s) is

W(s) U (DU(s) N CW(s)) C may-defs(s)

It is impossible to compute C'W (s) precisely, so we analyze its complementary part
NC(s) that includes all variables that other threads cannot update when s executes.

Figure [[9]illustrates the analysis space with the universal to be all variables in the
program. Our goal is to identify a subset of variables in NC(s)U DU (s) that represent
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Figure 19: Sharpening may-defs by Siloed analysis

the variables that can reach s, but are free of interference from other threads. Since
this work focuses on enabling optimizations for intra-procedural immediate accesses,
we further reduce the interesting set to be Si*(f)UDUi(s) that is a subset of NC(s)U
DUi(s). Here DUi(s) includes all variables accessed immediately, and can reach s;
Si*(f) includes all variables accessed immediately in f that are free of interference
when any path in f executes. Note that Si*(f) conservatively considers all paths in
f, rather than paths that reach s. We have

DUi(s)NCW (s)NSi*(f) =0
(may-defs(s) — (DUi(s) N Si*(f))) U W (s) D may-defs(s)
In practice we compute an approximation Si(f) that is smaller than Si*(f):
Si(f) = (Ri(f) UWi(f)) - Ti(f)

Here, Ri(f) and Wi(f) are variables accesses by f immediately; Ii(f) includes all
immediate accesses in f that may be interfered by other threads when any path of f
executes. More precisely a variable X of memory access m in f is in Ii(f) if

e There exists a function f’ in which there is a conflicting access m’ to a location
aliasing X.

e There are no statements in f that may prevent transforming m to be running
in parallel with m’.

We use alias analysis and procedural concurrency graph (PCG) to compute I i(f)

(Section [3.1)).
With Si(f) we sharpen may-defs(s) to be

(may-defs(s) — (DUi(s) N Si* (f))) UW(s)

Intuitively the removals may enable more optimizations across synchronizations.
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Appendix G: Informal Proofs of the DRFx Re-
quirements

Condition 2 (The DRFx requirements for Compiler and Hardware)
1. Chuck partition is valid:

(a) Each thread is partitioned into chunks with single-entry.
(b) Each synchronization is in a singleton chunk.

(¢) Each system call is also in a singleton chunk, and takes only thread-local
arguments.

(d) Each chunk has exactly one fence as its first instruction.

2. Compiler optimizations must preserve the partition of each thread and the se-
quential semantics of each chunk without extra shared variable accesses.

3. Given two conflicting accesses u and v in an execution without MM exception, if
uEwv (recall that E is execution order), then they are weakly-fence-ordered uWv—
the closest fence executed after u in program order occurs earlier than the closest
fence executed after v in program order, or w is in a committed chunk but v is
in an uncommitted chunk.

4. If an execution raises an MM exception for two conflicting accesses u and v,

(a) u and v must be from two uncommitted chunks in different threads;
(b) All committed chunks constitute an execution without MM exception;

(c) Accesses in committed chunks do not depend on uncommitted executions—
for all w z, if wWz, then z does not depend on w by E.

5. Non-terminating and system exception should not block detecting MM excep-
tions.

Consider a relaxed consistency hardware that provides only cache coherence—all
threads see the same order of write to a location, but does not preserve sequential
consistency in general. It also provides fence to enforce local writes to be globally
visible, and fence execution is globally ordered. More precisely, a well-formed relazed
ezecution must satisfy that the read-after-write execution order E,,, is consistent with
intra-thread data and control dependency Dep enforced by data dependency and fence,
but F U Dep may contain cycles.

Each well-formed relaxed execution represents a unique behavior. Suppose EUDep
is acyclic, we can simply compute the final behavior in term of a total extension of
E U Dep, although the result may be non-sequentially-consistent. In general we can
only construct a total extension of ., U Dep. To compute final behavior, we record
a history of writes for each memory location. A read loads the value recorded in
the history indicated by FE if there exists one, otherwise loads the default value from
memory. At the end of execution, we update memory by the last write in each history
in term of F.

An execution without MM exception implies sequential consistency. If
a well-formed relaxed execution of a program is free of MM exception, Condition [2]
(3) ensures that there exists an equivalent chunk-serialized behavior of the program.
Because fences enforce commit order, F U Dep must be acyclic. Moreover there must
exist a total extension of E U Dep that is a sequence of chunk execution ordered by
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the execution of closest fences after each chunk. Otherwise the condition (3) does not
hold. Given each chunk in the sequence of chunk execution, if two operations do not
execute in program order, we can safely reorder them because hardware preserves data
dependence in a well-formed relaxed execution. Eventually we can get an equivalent
sequence of chunk execution where each chunk executes in program order—i.e., a
equivalent chunk-serialized behavior of the program.

Because Condition 2| (2) requires that the compiler preserves semantics of serial
chunk, if a transformed program has a chunk-serialized behavior, the original pro-
gram must have an equivalent chunk-serialized behavior. Clearly a chunk-serialized
execution is a sequential consistent execution. Therefore, we have [56]:

Lemma 6 If a well-formed execution of a program in the implementation that sat-
isfies Condition[dis free of MM exception, then the program has an equivalent sequen-
tially consistent behavior.

An execution with MM exception implies a data race. Consider the case
that a well-formed relaxed execution of a program raises an MM exception for accesses
u and v. We are proving that the program also has data race. From Condition [2| (4.a)
we have u and v are in two uncommitted chunks ¢, and ¢, from different threads, and
no fences in those two threads follow them. From Condition[2] (4.b) (4.c) we also know
that the prefix execution for all committed chunks has an equivalent chunk-serialized
behavior of the program.

The difficulty to prove that the program also has a data race (type 2) is that the
conflicting accesses between v and v can be unreachable from sequentially consistent
execution. If so, intuitively they must be caused by early conflicting accesses within all
uncommitted chunks, and that conflicting access changes control follow. For example,
before w in ¢, an early read z for a control condition loads a value written by w in
an uncommitted chunk c,,. Then we can check if z and w are the data race reachable
sequentially consistently. We repeat the above procedure until we can find a type 2
data race. The paper claims that the procedure always terminates [55]. A trick case
is:

int X = 0; int Y = 0; // Initially

Thread 1 Thread 2
rl = X; r2 =Y;
if (r1) if (r2)

Y =1; X=1;

Isrl = r2 = 1 allowed?

Clearly the program is free of data race, because any sequentially consistent execution
assigns rl and r2 to be 0, and the if clause does not execute. However, speculative
loads X and Y as 1 can be self-fulfilled by executing the two if clauses that indeed
assign X and Y with 1. Suppose hardware behaved this way, the above procedure
would be stuck at the conflicting pairs (r1=X,X=1) and (Y=1,r2=Y). Fortunately, the
acyclic F.,»UDep requirement prevents this case—F,,, must be consistent with control
dependency. Therefore, the procedure always terminates because the new candidates
must precede the old ones in term of F,, U Dep.

If a transformed program has a data race, the original program should also have a
data race. Consider the earliest type 2 data race in an execution of the transformed
program, which is between u and v from chunks ¢}, and c},. Because the compiler does
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not transform programs across chunks, all completed chunks before this data race are
serialized. Because this is the first data race we can remove other uncompleted chunks
except ¢, and c,, and dynamic instructions after u and v in ¢, and c,. Therefore, we
have an execution:

- c}é’ué’vuv
Here, ¢, is dynamic chunk; ¢y are dynamic instructions from c], before u; ¢y are
dynamic instructions from ¢, before v; ¢’,, and ¢/, have no conflict. Due to Condition
(2), there must exist an execution of the original program:
e g

Such that c; - - - ¢; is sequentially consistent, and leads to the same behavior as cj - - - cg.

Consider ¢, and ¢, in the original program that correspond to ¢}, and c,. Be-
cause Condition [2[ (2) requires the locations read and written by the original program
be a superset of the transformed one, ¢1---cje, and ¢; - - - ¢jc, must reach v and v
respectively. Consider the execution

Cl---Cjéu

where é, denotes dynamic instructions from ¢, such that ¢, is ready to execute w.
However, since ¢, updates more values than ¢y, if the extra updates by é, changes
control flow of ¢,, ¢1 -+ - ¢jéucy, does not reach v. If that is the case, ¢, must read the
write from ¢,—that is a type 1 data race. Otherwise, if v is still reachable, we have a
type 2 data race. Note that Condition [2] (2) also inhibits speculations.

Therefore, we have [50):

Lemma 7  If a well-formed relazed execution of a program in the implementation
that satisfies Condition[q raises an MM exception, then the program has a data race.

Lemma [][7] establishes the DRF and soundness properties for DRFx. Moreover,
Condition [2| (1.c) and (5) ensure the safety property.
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