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Announcements
• Project 2 grades should be going out soon (tomorrow).

• Final project is due on Friday, April 22nd.
– Check web site for updates
– Ask questions on the newsgroup (and check there for answers)

• Final exam:
– Thurs. April 28th   11am - 1pm
– Chemistry B13
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Assurance methods
• Testing

– Can demonstrate existence of flaw, not absence

• Formal verification
– Time-consuming, painstaking process

• “Validation”
– Requirements checking
– Design and code reviews

• Sit around table, drink lots of coffee, …
– Module and system testing
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Rainbow Series

DoD Trusted Computer Sys Evaluation Criteria (Orange Book)
Audit in Trusted Systems                                  (Tan Book)
Configuration Management in Trusted Systems (Amber Book)
Trusted Distribution in Trusted Systems (Dark Lavender Book)
Security Modeling in Trusted Systems                (Aqua Book)
Formal Verification Systems                            (Purple Book)
Covert Channel Analysis of Trusted Systems (Light Pink Book)
… many more

http://www.radium.ncsc.mil/tpep/library/rainbow/index.html
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Orange Book Requirements (TCSEC)
• TCSEC = Trusted Computer System Evaluation Criteria

• Security Policy
• Accountability
• Assurance
• Documentation

• Next few slides: details not important …
– Main point: Higher levels require more work …, documentation

and configuration management are part of the criteria
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Orange Book Criteria (TCSEC)
• Level D

– No security requirements

• Level C    For environments with cooperating users
– C1 – protected mode OS, authenticated login, DAC, security

testing and documentation  (Unix)
– C2 – DAC to level of individual user, object initialization,

auditing                     (Windows NT 4.0)

• Level B, A
– All users and objects must be assigned a security label

(classified, unclassified, etc.)
– System must enforce Bell-LaPadula model



4/21/05 CIS/TCOM 551 7

Levels B, A             (continued)
• Level B

– B1 – classification and Bell-LaPadula
– B2 – system designed in top-down modular way, must be

possible to verify, covert channels must be analyzed
– B3 – ACLs with users and groups, formal TCB must be

presented, adequate security auditing, secure crash recovery

• Level A1
– Formal proof of protection system, formal proof that model is

correct, demonstration that impl conforms to model, formal covert
channel analysis
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Common Criteria
• Three parts

– CC Documents
• Protection profiles: requirements for category of systems

– Functional requirements
– Assurance requirements

– CC Evaluation Methodology
– National Schemes (local ways of doing evaluation)

• Endorsed by 14 countries
• Replaces TCSEC

– CC adopted 1998
– Last TCSEC evaluation completed 2000

http://www.commoncriteria.org/
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Protection Profiles
• Requirements for categories of systems

– Subject to review and certified

• Example: Controlled Access PP (CAPP_V1.d)
– Security functional requirements

• Authentication, User Data Protection, Prevent Audit Loss
– Security assurance requirements

• Security testing, Admin guidance, Life-cycle support,  …
– Assumes non-hostile and well-managed users
– Does not consider malicious system developers
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Evaluation Assurance Levels 1 – 4

EAL 1: Functionally Tested
– Review of functional and interface specifications
– Some independent testing

EAL 2: Structurally Tested
– Analysis of security functions, including high-level design
– Independent testing, review of developer testing

EAL 3: Methodically Tested and Checked
– Development environment controls; configuration mgmt

EAL 4: Methodically Designed, Tested, Reviewed
– Informal spec of security policy, Independent testing
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Evaluation Assurance Levels 5 – 7
EAL 5: Semiformally Designed and Tested

– Formal model, modular design
– Vulnerability search, covert channel analysis

EAL 6: Semiformally Verified Design and Tested
– Structured development process

EAL 7: Formally Verified Design and Tested
– Formal presentation of functional specification
– Product or system design must be simple
– Independent confirmation of developer tests
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Example: Windows 2000, EAL 4+
• Evaluation performed by SAIC
• Used “Controlled Access Protection Profile”
• Level EAL 4 + Flaw Remediation

– “EAL 4  … represents the highest level at which products not built
specifically to meet the requirements of EAL 5-7 ought to be
evaluated.”

   (EAL 5-7 requires more stringent design and development
procedures …)

– Flaw Remediation

• Evaluation based on specific configurations
– Produced configuration guide that may be useful
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Is Windows is “Secure”?
• Good things

– Design goals include security goals
– Independent review, configuration guidelines

• But …
– “Secure” is a complex concept

• What properties protected against what attacks?
– Typical installation includes more than just OS

• Many problems arise from applications, device drivers
• Windows driver certification program


