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Abstract. PopulaP2P le-sharing systemdik e GnutellaandKazaauseunstruc-
tured network designs.Thesenetworks typically adopt ooding-basedsearch
techniquedo locate les. While ooding-basedtechniquesare effective for lo-
catinghighly replicateditems,they arepoorly suitedfor locatingrareitems.As
analternatve, awide variety of structured?2Pnetworks suchasdistributedhash
tables(DHTSs) have beenrecentlyproposedStructuredhetworks canef ciently
locaterareitems,but they incur signi cantly higheroverheadshanunstructured
P2Pnetworksfor popular les. Throughextensve measurementsf the Gnutella
network from multiple vantagepoints, we argue for a hybrid searchsolution,
wherestructuredsearchtechniquesare usedto index andlocaterareitems,and
ooding techniquesreusedfor locatinghighly replicatedcontent.To illustrate,
we presenexperimentakresultsof a prototypeimplementatiorthatrunsat multi-
ple siteson PlanetLabandparticipatedive on the Gnutellanetwork.

1 Introduction

UnstructurechetworkssuchasGnutella[1] andKazag4] have beerwidely usedn le-
sharingapplicationsThesenetworksareorganizedn anad-hocfashionandqueriesare
ooded in thenetwork for aboundechumberof hops(TTL). While thesenetworksare
effective for locatinghighly replicatedtems,they arelesssofor rareitems’.

As analternatve, therehave beenproposaldor usinginvertedindexesondistributed
hashtables(DHTSs) [8]. In the absenc®f network failures,DHTs guarantegerfectre-
call, andareableto locatematcheswvithin asmallnumberof hops(usuallylog(n) hops,
wheren is the numberof nodes).However, DHTs may incur signi cant bandwidth
for publishingthe content,andfor executingmore complicatedsearchqueriessuchas
multiple-attritutequeries Despitesigni cant researclefforts to addresshelimitations
of both ooding andDHT searchechniquesthereis still noconsensuenthebestP2P
designfor searching,

In this paper we measurehetraf ¢ characteristicef the Gnutellanetwork from
multiple vantagepointslocatedon PlanetLalj6]. Our ndings con rm thatwhile Gnutella
is effective for locatinghighly replicateditems,it is lesssuitedfor locatingrareitems.
In particular queriesfor rareitemshave alow recallrate(i.e., the queriesfail to return

les eventhoughthe les areactuallystoredin the network). In addition,thesequeries
have poorresponsgimes.While theseobsenationshave beenmadebefore to the best

% In this paperwe will usetheterms* les” and“items” interchangeably



of ourknowledge our studyis the rst to quantifythemin arealnetwork. For example,
we shav thatasmary as18% of all queriesreturnno results,despitethe fact that for
two thirds of thesequeriesthereareresultsavailablein the network.

We useextensve measurementt analyzethe trafc characteristiceof Gnutella,
andbasedon our obsenations,we proposea simple hybrid designthat aimsto com-
bine the bestof both worlds: use ooding techniquedor locating popularitems,and
structured DHT) searchtechniquedor locatingrareitems.

We nd thatsucha designis particularlyappropriateor existing P2P le-sharing
systemsin which the numberof replicasfollow a long tailed distributions: ooding-
basedtechniqueswork bestfor the les at the headof the distribution, while DHT
techniquesvork bestfor the les atthetail of thedistribution.

To evaluateour proposalwe presentexperimentalresultsof a hybrid le-sharing
implementatiorthat combinesGnutellawith PIER,a DHT-basedrelationalqueryen-
gine[11]. Ourprototyperunsatmultiple sitesonthe PlanetLaliestbedandparticipates
live onthe Gnutellanetwork.

2 Setting and Methodology

To analyzegheGnutellanetwork, we haveinstrumentedheLimeWire clientsoftware[5].
Our client canparticipatein the Gnutellanetwork eitherasan ultrapeeror leaf node,
andcanlog all incomingandoutgoingGnutellamessagedn addition,our client has
theability to inject queriesinto the network andgathertheincomingresults.

The currentGnutella network usesseveral optimizationsto improve the perfor
manceover the original at ooding design.Someof the mostnotableoptimizations
includethe useof ultrapees [3] anddynamicquerying[2] techniquesUltrapeersper
form queryprocessingn the behalfof theirleaf nodes Whena nodejoins the network
asa leaf, it selectsa numberof ultrapeersandthenit publishesits le list to those
ultrapeers.

A queryfor aleafnodeis sentto anultrapeemhich oods thequeryto its ultrapeer
neighboraup to alimited numberof hops.Our crawl revealsthatmostultrapeergoday
supporteither30 or 75 leaf node4. Dynamicqueryingis a searchtechniquewhereby
queriesthat returnfewer resultsarere- ooded deepeilinto the network. Our modi ed
clientsupportsoth of theseoptimizations.

2.1 Gnutella Search Quality

To estimatehesizeof the Gnutellanetwork, we beganour studyby performinga crawl
of Gnutella.To increasethe accurag of our estimation,the crawl was performedin

4 This is con rmed by the developmenthistory of the LimeWire software: naver LimeWire
ultrapeersupport30leafnodesandmaintain32 ultrapeemneighborswhile theolderultrapeers
support75 leaf nodesand 6 ultrapeerneighbors.As a side note, in never versionsof the
LimeWire client,leafnodespublishBloom Iters of thekeywordsin their les to ultrapeerg7,
2]. Therehave alsobeenproposaldo cachetheseBloom lters at neighboringnodes Bloom
Iters reducepublishingandsearchingcostsin Gnutella,but precludesubstringandwildcard
searchingwhich aresimilarly unsupportedh DHT-basedsearctschemes.)



parallel from 30 ultrapeerdor about45 minutes.This parallel cravl was carriedout
on110ct2003ataroundnoon(Paci ¢ time). The network sizeof Gnutellaatthetime
of the crawl wasaround100,000nodes andtherewereroughly 20 million les in the
system.
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Fig. 1. Correlating QueryResultsSizevs. Average ReplicationFactor

Next, we turnour attentionto analyzingthe searctguality of Gnutella,bothin terms
of recall andresponsdime The recall of a queryis de ned asthe numberof results
returneddividedby the numberof resultsactuallyavailablein the network. Resultsare
distinguishedoy lename, host,and lesize. Thus,eachreplicaof a le is countedas
adistinctresult.Giventhe dif culty of takinga snapshotf all les in the network at
thetime thequeryis issuedwe approximatehetotal numberof resultsavailablein the
systemby issuingthe samequerysimultaneouslyrom all 30 PlanetLakultrapeersand
takingthe unionof theresults.This approximatioris appropriatdor thefollowing two
reasonsFirst, asthe numberof PlanetLalultrapeersexceedsl5, thereis little increase
in the total numberof results(seeFig. 3). This suggestshatthe numberof resultsre-
turnedby all 30 ultrapeerss a reasonabl@pproximatiorof the total numberof results
availablein the network. Secondbecaus¢his approximatiorunderestimatethe num-
berof total resultsin the network, therecallvaluethatwe computes anoverestimation
of theactualvalue.

We obtainedGnutellaquerytraces andchose700distinctqueriesrom thesdraces
to replay at eachof the PlanetLabultrapeers.To factor out the effects of workload

uctuations,we replayedqueriesat threedifferenttimes.In total, we generate@3; 000
queries(700 x 30 x 3). We make threeobsenationsbasedon the resultsreturnedby
thesegueries.

First, asexpectedthereis a strongcorrelationbetweenthe numberof resultsre-
turnedfor a givenquery, andthe numberof replicasin the network for eachitemin the
queryresultset.Thereplicationfactor of anitemis de ned asthetotal numberof iden-
tical copiesof the item in the network. Again, to approximatethis number we count
the numberof itemswith the same lename in the union of the queryresultsobtained



by the 30 ultrapeerdor the samequery We thencomputethe averagereplicationfactor
of aqueryby averagingthereplicationfactorsacrossll distinct lenamesin the query
resultset. Figure 1 summarizeur results,wherethe Y-axis shavs queryresultsset
size,andthe X-axis shovstheaveragereplicationfactoraveragedacrossall queriesfor
eachresultssetsize.In generalquerieswith smallresultsetsreturnmostlyrareitems,
while querieswith large resultsetsreturnboth rare and popularitems, with the bias
towardspopularitems.
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Secondpurresultsdemonstratéheeffectivenes®f Gnutellain nding highly repli-
catedcontent.Figure 2 plotsthe CDF of the numberof resultsreturnedby all queries
(theResultscurve),andalower boundon thetotal numberof matchingitemsperquery
(theTotal Resultscurve). We computethis lower boundby takingthe unionof all result
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setsobtainedby the 30 ultrapeersfor eachquery Notethattherearequeriesreturning
asmary as1,500results,which would seemmorethansufcient for most le-sharing
uses.In addition, Fig. 4 shows that the querieswith large resultsetsalso have good
responseimes.For queriesthatreturnmorethan150results,we obtainthe rst result
in 6 second®n average.

Third, ourresultsshawv theineffectivenessf Gnutellain locatingrareitems.Figure
4 shows that the averageresponseime of queriesthat returnfew resultsis poor. For
queriesthatreturna singleresult, 73 secondslapsedn averagebeforereceving the

rst result.

An importantpoint to noteis thatqueriesthatreturnfew itemsarequite prevalent.
Figure 3 shows the resultsof the sameexperimentas Fig. 2, limited to queriesthat
returnat most 20 resultsfor 5, 15 and 25 ultrapeersNote that while 29% of queries
receive morethan100results,and9% receive morethan200results thereare41% of
querieghatreceve 10 or fewerresultsand18%of querieshatreceve noresultsFor a
largefraction of queriesthatreceve noresults matchingresultsarein factavailablein
the network at thetime of the query Takingthe union of resultsfrom all 30 ultrapeers
for eachquery the resultsimprove considerablyonly 27% of queriesreceize 10 or
fewer results,and only 6% of queriesreceve no results.This meansthat thereis an
opportunityto reducethe percentagef queriesthatreceve no resultsfrom 18%to at
least6%, or equivalentlyto reducethe numberof queriesthatreceve no resultsby at
least66%. We say“at least” becausehe union of resultsis an underestimatiomf the
total numberof resultsavailablein the network.

2.2 Increasethe Search Horizon?

An olvioustechniqueto locatemorerareitemsin Gnutellawould be to increasethe
searchhorizonusinglarger TTLs. While this would not help searchlatengy, it could
improve queryrecall. As the searchhorizonincreasesthe numberof querymessages
sentwill increasealmostexponentially Given that queriesthat returnfew resultsare
fairly common,suchaggressie ooding to locaterareitemsis unlikely to scale.In



future work, we plan to quantify the impactof increasingthe searchhorizon on the
overall systemload.

2.3 Summary

Our Gnutellameasurement®vealthefollowing ndings:

— Gnutellais highly effective for locating popularitems. Not only are theseitems
retrievedin large quantitiesthe queriesalsohave goodresponsgimes.

— Gnutellais lesseffective for locatingrareitems: 41% of all queriesreceve 10 or
fewer results,and18% of queriesreceve no results.Furthermoretheresultshave
poor responsdimes. For queriesthat returna singleresult,the rst resultarrives
after73second®n average For querieshatreturn10 or fewer results, 50 seconds
elapsedn averagebeforereceving the rst result.

— Thereis asigni cant opportunityto increasehequeryrecallfor locatingrareitems.
For instancethe numberof querieshatreturnnoresultscanbereducedrom 18%
to atleast6%.

Thus,therearea considerableumberof queriesfor rareitems,andthereis a con-
siderableopportunityto improve the recall andresponsdimes of thesequeries.Fur-
thermorewe notethat ooding moreaggressiely is not ananswerto this problem,as

ooding with a higher TTL will not necessarilydecreaséhe responsdime, andwill
signi cantly increasehe systemload.

3 The Case for Hybrid

Variousresearclefforts have proposedHTs asanalternatve to unstructuredhetworks
like Gnutella,aguingthat DHTs canimprove queryperformanceln this section,we
explorethefeasibility of aDHT-basedjuerysystemln a ooding schemegueriesare
moved towards the data In contrast,DHT-basedsearchschemesnove both queries
anddata causinghemto rendezwusin the network. This movementypically consists
of two phasesFirst, a contentpublishingphasemoves copiesof datainto traditional
inverted les which arethenindexed by keyword in a DHTs. They arealsoknown as
invertedindexes.Eachinverted le comprisesa setof unique le identi ers (a posting
list) for adistinctkeyword. Secondlya queryexecutionphaseperformsboolearsearch
by routing the query via the DHT to all sitesthat hosta keyword in the query and
executingadistributedjoin of the postingdist entriesof matchingitems.

While DHT-basedsearchprovides perfectrecall in the absenceof network fail-
ures,a full- edged DHT implementatiorhasits own drawvbacks.The contentpublish-
ing phasecanconsumdarge amountsof bandwidthcomparedo queriesthatretrieve
sufcient resultsvia ooding in anunstructuredhetwork. Considerthe query“Britney
Spears'thatrequestsll songsrom this popularartist.“Britney” and“Spears arepop-
ular keywordswith large postinglists. The publishingcostsof building theinvertedin-
dexesfor thesetwo keywordsarehigh. A “Britney Spears’jueryalsorequiresshipping
large postinglists to performthedistributedjoin. Recenthack-of-the-exmelopecalcula-
tions[12] suggesthatshippinglarge postinglists over DHTs is bandwidth-&pensve.



While compressionechniquesandBloom lters would reducethe bandwidthrequire-
mentsof publishing,a ooding schemehatdoesnotincurany publishingoverheadss
bothsimplerandmoreef cient for suchqueries.
Ontheotherhand,queriesoverrareitemsarelessbandwidth-intensieto compute,
sincefewer postinglist entriesareinvolved. To validatethe latter claim, we replayed
70,000Gnutellaqueriesover a sampleof 700,000 les> using a distributed join al-
gorithmover DHTs[11]. We obsenredthaton average gueriesthatreturn10 or fewer
resultsrequireshipping? timesfewer postinglist entriescomparedo theaverageacross
all queries.This motivatesa hybrid seach infrastructue, wherethe DHT is usedto lo-
caterareitems,and ooding techniquesreusedfor searchinghighly replicatedtems.

3.1 Hybrid Techniques

The hybrid searchinfrastructureutilizes selectivepublishingtechniqueghat identify
andpublishonly rareitemsinto the DHT. Differentheuristicscanbe usedto identify
which itemsarerare.One simple heuristicis basedon our initial obsenationin Sec-
tion 2.1: rare les arethosethatare seenin smallresultsets.In essencethe DHT is
usedto cacheelementsof small resultsets.This schemeis simple, but suffers from
the fact that mary rare items may not have beenpreviously queriedand found, and
hencewill not be publishedvia a cachingscheme For theseitems, othertechniques
mustbeusedto determinghatthey arerare.For example publishingcouldbebasedn
well-known term frequenciesand/orby maintainingand possiblygossipinghistorical
summarystatisticson le replicas.

This hybrid infrastructurecaneasilybeimplementedf all the ultrapeersareorga-
nizedinto theDHT overlay. Eachultrapeetis responsibldor identifyingandpublishing
rare les from its leaf nodes.Searchis rst performedvia corventional ooding tech-
niquesof the overlayneighborslf not enoughresultsarereturnedwithin a prede ned
time, thequeryis reissuechsa DHT query.

3.2 Network Churn

A practicalconcernof using DHTSs is the network churn. A high network churnrate
would increase¢he DHT maintenanceverheado managegublishing(andunpublish-
ing). To understandhe impactof churn, we measurghe connectionlifetimes of ul-
trapeerandleaf neighborsrom two leaf nodesandtwo ultrapeersover 72 hours.The
connectionlifetimes we measureare a lower boundon the sessiorifetime asnodes
may changetheir neighborsetsduring the courseof their Gnutellasession\We make
thefollowing two obsenations.

First, the measuredverageconnectioriifetimes of leaf andultrapeemodesare58
minutesand 93 minutesrespectiely. Ultrapeershave 1.5 timeslongerlifetimes than
leaf nodes.To reducethe overheadof DHT maintenancegnly stableultrapeerawith
moreresourceshouldbe usedasDHT nodes.

Secondthe measuredanedianconnectiorifetimes of leaf andultrapeemodesare
only 13 minutesand 16 minutesrespectiely. Sincethe medianlifetime is muchlower

5 Thesequeriesand les werecollectedfrom 30 ultrapeersasdescribedn Section2.1.



thanthemean py discountingheshort-lvednodesve have afairly stablenetwork. For
instancejf we eliminateall leaf nodeswhoselifetimesexceed10 minutes the average
lifetime of theremainingnodesis 106 minutes$. In generalthelongeranodeis up, the
longeronecanexpectanodeto stayup. Hence to addressheissueof staledatain the
DHT, le informationof short-livednodesshouldsimply not beindexed. Theseshort-
lived nodesare not usefulsourcesof dataanyway sincethey arelikely to disconnect
beforeotherscandownloadtheir content.

4 Preliminary Experimental Results

To evaluateour hybrid design,we deploy a numberof hybrid clientson PlanetLakthat
participateon the Gnutellanetwork asultrapeersin addition,theseclientsareplugged
into aDHT-basedsearctenginebuilt ontop of PIER[11], aP2Prelationalqueryengine
over DHTs. Our deploymentshouldbe seenas a stravman; a fully-deployed hybrid
infrastructurewould requirean upgradeof all existing clients.

In additionto thetraditionaldistributedjoin algorithmdiscusseaarlierfor search-
ing, the PIER searchenginealso utilizes Join Indexes by storingthe full text (i.e. the

lename) redundantlywith eachpostinglist entry The searchqueryis hencesentonly
to asinglenodehostingary oneof thesearcherms,andtheremainingsearchermsare

Itered locally. Thistechnigquéncursextra publishingoverheadswhich areprohibitive
for text documensearchput tolerablefor indexing short lenames.

Eachhybrid ultrapeemonitorsqueryresultsfrom its regularGnutellatraf c. These

query resultsare responseso queriesforwardedby the ultrapeer Query resultsthat
belongto querieswith fewer than 20 resultsare then publishedinto the DHT. The
publishingrate is approximatelyone le per 2-3 secondsper node. Each published
le andcorrespondingpostinglist entriesincursa bandwidthoverheadof 3.5 KB per
le. JoinIndexesincreasehe publishingoverheado 4 KB per le. A large partof the
bandwidthconsumptions dueto theoverhead®f Java serializationrandself-describing
tuplesin PIER, bothof which couldin principlebe eliminated.

Wetestthe hybrid searchtechniqudn PlanetLaton leaf queriesof thehybrid ultra-
peersLeaf querieshatreturnno resultswithin 30 secondwia Gnutellaarere-queried
usingthe PIER searchengine PIER returnsthe rst resultwithin 10-12secondswith
and without Join Indexesrespectiely. While decreasinghe timeoutto invoke PIER
would improve the aggrayatelateng, this would alsoincreasehelik elihoodof issuing
extra queries.As part of our future work, we planto studythe tradeofs betweenthe
timeoutand queryworkload.Note that the averagelateng for thesequeriesto return
their rst resultin Gnutellais 65 secondg¢seefig. 4). Hence thehybridapproaciwould
reducethelateng by about25 seconds.

In addition,thehybrid solutionreduceshenumberof querieshatreceve noresults
in Gnutellaby 18%. Thisreductionsenesasa lower boundof the potentialbene ts of
the hybrid system.The reasonwhy this valueis signi cantly lower thanthe potential
66%reductionin the numberof queriesthatreceve no resultsis two fold:

8 This is consistentvith the resultsreportedby LimeWire's measurementsf 300 connections
over severaldays[7].



— Unlike Gnutellameasurementeeportedin Section2.1 where queriesare proac-
tively ooded from mary ultrapeersin our experimentwe consideronly the les
that arereturnedas resultsto previous queries.Thus, this schemewill not return
the rare items that were not queriedduring our experiments.Employing simple
optimizationsn which peerspublishproactiely theirlist of rareitemsshouldcon-
siderablyboostthebene ts of our scheme.

— As the numberof clientsthatimplementour schemeancreasewe expectthe cov-
erageto improve aswell. The coveragewould be evenbetterin a full- edged im-
plementatiorin which eachultrapeemould be responsibldor a setof leaf nodes
from which they would identify andpublishrareitems.

UsingJoinIndexes,eachqueryneeddo be sentto only onenode.The costof each
queryis hencedominatedby shippingthe PIER queryitself, which is approximately
850B. The distributedjoin algorithmincursa 20 KB overheador eachquery These
resultsindicatethat the bene ts of reducingperquerybandwidthmight outweighthe
publishingoverhead®f storingthe lename redundantlywhich makesJoin Indexesa
moreattractve option.

5 Related Studies

A recentstudy[9] hasshavn thatmost le downloadsarefor highly replicateditems.
Onemight think thattheir ndings contradictour analysisin Section2.1 that shovs
thatqueriesfor rareitemsaresubstantialHowever, the two studiesfocuson different
aspect®f Gnutellasworkload.First, we measureesultsetsizesof querieswhile their
study measureslownload requestsDownloadsonly re ect successfubjueries,in in-

stancesvhenusershaveidenti ed matchingitemsfrom theresultsetthatsatis edtheir
searchqueries.This approachexcludesqueriesthatfailedto nd matchingrareitems
evenwhenthey exist somavherein thenetwork, or returntoo few resultsthatareof rel-

evanceto thesearchguery Secondpothstudiescorrectlyre ect differentaspect®f the
Zip an distributions.Their studyshowvs the headof the Zip an popularitydistribution,
andhencethey measurahe downloadrequestdasedon the itemsthat matchthe top
50 queryrequestseenln contrastour studyfocusesonthelongtail of thedistribution
aswell. While individual rareitemsin the tail may not be requestedrequently these
queriesrepresenta substantiafractionof theworkload,andareworth optimizing.

A separatestudy[10] hasshown that the popularity distribution of a le-sharing
workloadis atter thanwhatwe would expectfrom a Zip an distribution. The most
popularitemswere found to be signi cantly lesspopularthana Zip an distribution
wouldpredict.Ourproposedybridinfrastructuravouldstill applyhere utilizing ooding-
basedschemedor itemsin the “ attened head”region, and DHTSs for indexing and
searchindor itemsin thetail of the distribution.

6 Conclusion

In this paperwe have presentedhe casefor a hybrid searchinfrastructurethatutilizes
ooding for popularitemsandthe DHT for searchingareitems.To supportour case,



we have performedive measurementsf the Gnutellaworkloadfrom differentvantage
pointsin the Internet. We found that a substantialfraction of queriesreturnedvery

few or no resultsat all, despitethe factthat the resultswere availablein the network.

Preliminaryexperimentakesultsfrom deploying 50 ultrapeerson Gnutellashavedthat
our hybrid schemehasthe potentialto improve the recall and responsdimes when
searchindor rareitems,while incurringlow bandwidthoverheads.
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