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Abstract. PopularP2P�le-sharingsystemslikeGnutellaandKazaauseunstruc-
tured network designs.Thesenetworks typically adopt �ooding-basedsearch
techniquesto locate�les. While �ooding-basedtechniquesareeffective for lo-
catinghighly replicateditems,they arepoorly suitedfor locatingrareitems.As
analternative,awidevarietyof structuredP2Pnetworkssuchasdistributedhash
tables(DHTs) have beenrecentlyproposed.Structurednetworks canef�ciently
locaterareitems,but they incur signi�cantly higheroverheadsthanunstructured
P2Pnetworksfor popular�les. Throughextensive measurementsof theGnutella
network from multiple vantagepoints, we argue for a hybrid searchsolution,
wherestructuredsearchtechniquesareusedto index andlocaterareitems,and
�ooding techniquesareusedfor locatinghighly replicatedcontent.To illustrate,
wepresentexperimentalresultsof aprototypeimplementationthatrunsatmulti-
plesitesonPlanetLabandparticipatesliveon theGnutellanetwork.

1 Introduction

UnstructurednetworkssuchasGnutella[1] andKazaa[4] havebeenwidely usedin �le-
sharingapplications.Thesenetworksareorganizedin anad-hocfashionandqueriesare
�ooded in thenetwork for aboundednumberof hops(TTL). While thesenetworksare
effective for locatinghighly replicateditems,they arelesssofor rareitems3.

Asanalternative,therehavebeenproposalsfor usinginvertedindexesondistributed
hashtables(DHTs) [8]. In theabsenceof network failures,DHTsguaranteeperfectre-
call, andareableto locatematcheswithin asmallnumberof hops(usuallylog(n) hops,
wheren is the numberof nodes).However, DHTs may incur signi�cant bandwidth
for publishingthecontent,andfor executingmorecomplicatedsearchqueriessuchas
multiple-attributequeries.Despitesigni�cant researchefforts to addressthelimitations
of both�ooding andDHT searchtechniques,thereis still noconsensuson thebestP2P
designfor searching,

In this paper, we measurethe traf�c characteristicsof the Gnutellanetwork from
multiplevantagepointslocatedonPlanetLab[6]. Our�ndings con�rm thatwhileGnutella
is effective for locatinghighly replicateditems,it is lesssuitedfor locatingrareitems.
In particular, queriesfor rareitemshavea low recallrate(i.e., thequeriesfail to return
�les eventhoughthe�les areactuallystoredin thenetwork). In addition,thesequeries
havepoorresponsetimes.While theseobservationshavebeenmadebefore,to thebest

3 In this paper, we will usetheterms“�les” and“items” interchangeably



of ourknowledge,ourstudyis the�rst to quantifythemin arealnetwork.For example,
we show thatasmany as18%of all queriesreturnno results,despitethe fact that for
two thirdsof thesequeries,thereareresultsavailablein thenetwork.

We useextensive measurementsto analyzethe traf�c characteristicsof Gnutella,
andbasedon our observations,we proposea simplehybrid designthat aimsto com-
bine the bestof both worlds: use�ooding techniquesfor locatingpopularitems,and
structured(DHT) searchtechniquesfor locatingrareitems.

We �nd that sucha designis particularlyappropriatefor existing P2P�le-sharing
systemsin which the numberof replicasfollow a long tailed distributions: �ooding-
basedtechniqueswork best for the �les at the headof the distribution, while DHT
techniqueswork bestfor the�les at thetail of thedistribution.

To evaluateour proposal,we presentexperimentalresultsof a hybrid �le-sharing
implementationthat combinesGnutellawith PIER,a DHT-basedrelationalqueryen-
gine[11]. OurprototyperunsatmultiplesitesonthePlanetLabtestbed,andparticipates
liveon theGnutellanetwork.

2 Setting and Methodology

ToanalyzetheGnutellanetwork,wehaveinstrumentedtheLimeWireclientsoftware[5].
Our client canparticipatein the Gnutellanetwork eitherasan ultrapeeror leaf node,
andcanlog all incomingandoutgoingGnutellamessages.In addition,our client has
theability to injectqueriesinto thenetwork andgathertheincomingresults.

The currentGnutellanetwork usesseveral optimizationsto improve the perfor-
manceover the original �at �ooding design.Someof the mostnotableoptimizations
includetheuseof ultrapeers [3] anddynamicquerying[2] techniques.Ultrapeersper-
form queryprocessingon thebehalfof their leafnodes. Whenanodejoins thenetwork
asa leaf, it selectsa numberof ultrapeers,and then it publishesits �le list to those
ultrapeers.

A queryfor a leafnodeis sentto anultrapeerwhich �oods thequeryto its ultrapeer
neighborsup to a limited numberof hops.Ourcrawl revealsthatmostultrapeerstoday
supporteither30 or 75 leaf nodes4. Dynamicqueryingis a searchtechniquewhereby
queriesthat returnfewer resultsarere-�ooded deeperinto thenetwork. Our modi�ed
client supportsbothof theseoptimizations.

2.1 Gnutella Search Quality

To estimatethesizeof theGnutellanetwork,webeganourstudyby performingacrawl
of Gnutella.To increasethe accuracy of our estimation,the crawl wasperformedin

4 This is con�rmed by the developmenthistory of the LimeWire software: newer LimeWire
ultrapeerssupport30leafnodesandmaintain32ultrapeerneighbors,while theolderultrapeers
support75 leaf nodesand 6 ultrapeerneighbors.As a side note, in newer versionsof the
LimeWire client,leafnodespublishBloom�lters of thekeywordsin their �les to ultrapeers[7,
2]. Therehave alsobeenproposalsto cachetheseBloom �lters at neighboringnodes.Bloom
�lters reducepublishingandsearchingcostsin Gnutella,but precludesubstringandwildcard
searching(whicharesimilarly unsupportedin DHT-basedsearchschemes.)



parallel from 30 ultrapeersfor about45 minutes.This parallelcrawl wascarriedout
on11Oct2003at aroundnoon(Paci�c time).Thenetwork sizeof Gnutellaat thetime
of thecrawl wasaround100,000nodes,andtherewereroughly20 million �les in the
system.
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Fig. 1. CorrelatingQueryResultsSizevs.Average ReplicationFactor.

Next, weturnourattentionto analyzingthesearchqualityof Gnutella,bothin terms
of recall andresponsetime. The recall of a queryis de�ned asthe numberof results
returneddividedby thenumberof resultsactuallyavailablein thenetwork. Resultsare
distinguishedby �lename, host,and�lesize. Thus,eachreplicaof a �le is countedas
a distinct result.Giventhedif�culty of takinga snapshotof all �les in thenetwork at
thetime thequeryis issued,weapproximatethetotalnumberof resultsavailablein the
systemby issuingthesamequerysimultaneouslyfrom all 30PlanetLabultrapeers,and
takingtheunionof theresults.Thisapproximationis appropriatefor thefollowing two
reasons.First,asthenumberof PlanetLabultrapeersexceeds15, thereis little increase
in thetotal numberof results(seeFig. 3). This suggeststhat thenumberof resultsre-
turnedby all 30 ultrapeersis a reasonableapproximationof thetotal numberof results
availablein thenetwork. Second,becausethis approximationunderestimatesthenum-
berof total resultsin thenetwork, therecallvaluethatwecomputeis anoverestimation
of theactualvalue.

WeobtainedGnutellaquerytraces,andchose700distinctqueriesfrom thesetraces
to replay at eachof the PlanetLabultrapeers.To factor out the effects of workload
�uctuations,wereplayedqueriesat threedifferenttimes.In total,wegenerated63; 000
queries(700× 30× 3). We make threeobservationsbasedon the resultsreturnedby
thesequeries.

First, asexpected,thereis a strongcorrelationbetweenthe numberof resultsre-
turnedfor agivenquery, andthenumberof replicasin thenetwork for eachitem in the
queryresultset.Thereplicationfactorof anitemis de�ned asthetotalnumberof iden-
tical copiesof the item in the network. Again, to approximatethis number, we count
thenumberof itemswith thesame�lename in theunionof thequeryresultsobtained



by the30ultrapeersfor thesamequery. Wethencomputetheaveragereplicationfactor
of aqueryby averagingthereplicationfactorsacrossall distinct�lenamesin thequery
resultset.Figure1 summarizesour results,wherethe Y-axis shows queryresultsset
size,andtheX-axisshowstheaveragereplicationfactoraveragedacrossall queriesfor
eachresultssetsize.In general,querieswith smallresultsetsreturnmostlyrareitems,
while querieswith large resultsetsreturnboth rareandpopularitems,with the bias
towardspopularitems.
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Fig. 2. ResultsizeCDF of Queriesissuedfrom30 Ultrapeers.
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Fig. 3. ResultsizeCDF for Queries� 20 results.

Second,ourresultsdemonstratetheeffectivenessof Gnutellain �nding highly repli-
catedcontent.Figure2 plots theCDF of thenumberof resultsreturnedby all queries
(theResultscurve),anda lowerboundonthetotalnumberof matchingitemsperquery
(theTotal Resultscurve).Wecomputethis lowerboundby takingtheunionof all result
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Fig. 4. CorrelatingResultSizevs.FirstResultLatency.

setsobtainedby the30 ultrapeersfor eachquery. Notethat therearequeriesreturning
asmany as1,500results,which would seemmorethansuf�cient for most�le-sharing
uses.In addition,Fig. 4 shows that the querieswith large resultsetsalsohave good
responsetimes.For queriesthatreturnmorethan150results,we obtainthe�rst result
in 6 secondsonaverage.

Third, our resultsshow theineffectivenessof Gnutellain locatingrareitems.Figure
4 shows that the averageresponsetime of queriesthat returnfew resultsis poor. For
queriesthat returna singleresult,73 secondselapsedon averagebeforereceiving the
�rst result.

An importantpoint to noteis thatqueriesthatreturnfew itemsarequiteprevalent.
Figure3 shows the resultsof the sameexperimentas Fig. 2, limited to queriesthat
returnat most20 resultsfor 5, 15 and25 ultrapeers.Note that while 29% of queries
receive morethan100results,and9% receive morethan200results,thereare41%of
queriesthatreceive10or fewerresults,and18%of queriesthatreceivenoresults.For a
largefractionof queriesthatreceiveno results,matchingresultsarein factavailablein
thenetwork at thetime of thequery. Takingtheunionof resultsfrom all 30 ultrapeers
for eachquery, the resultsimprove considerably:only 27% of queriesreceive 10 or
fewer results,andonly 6% of queriesreceive no results.This meansthat thereis an
opportunityto reducethepercentageof queriesthat receive no resultsfrom 18%to at
least6%, or equivalently to reducethenumberof queriesthat receive no resultsby at
least66%.We say“at least”becausetheunionof resultsis an underestimationof the
totalnumberof resultsavailablein thenetwork.

2.2 Incr easethe Search Horizon?

An obvious techniqueto locatemorerareitemsin Gnutellawould be to increasethe
searchhorizonusing larger TTLs. While this would not help searchlatency, it could
improve queryrecall.As thesearchhorizonincreases,thenumberof querymessages
sentwill increasealmostexponentially. Given that queriesthat returnfew resultsare
fairly common,suchaggressive �ooding to locaterare items is unlikely to scale.In



future work, we plan to quantify the impactof increasingthe searchhorizonon the
overall systemload.

2.3 Summary

OurGnutellameasurementsrevealthefollowing �ndings:

– Gnutellais highly effective for locating popularitems.Not only are theseitems
retrievedin largequantities,thequeriesalsohavegoodresponsetimes.

– Gnutellais lesseffective for locatingrareitems:41% of all queriesreceive 10 or
fewer results,and18%of queriesreceive no results.Furthermore,theresultshave
poor responsetimes.For queriesthat returna singleresult,the �rst resultarrives
after73secondsonaverage.For queriesthatreturn10or fewer results,50seconds
elapsedonaveragebeforereceiving the�rst result.

– Thereis asigni�cant opportunityto increasethequeryrecallfor locatingrareitems.
For instance,thenumberof queriesthatreturnnoresultscanbereducedfrom 18%
to at least6%.

Thus,therearea considerablenumberof queriesfor rareitems,andthereis a con-
siderableopportunityto improve the recall andresponsetimesof thesequeries.Fur-
thermore,we notethat �ooding moreaggressively is not ananswerto this problem,as
�ooding with a higherTTL will not necessarilydecreasethe responsetime, andwill
signi�cantly increasethesystemload.

3 The Case for Hybrid

VariousresearcheffortshaveproposedDHTsasanalternativeto unstructurednetworks
like Gnutella,arguing that DHTs canimprove queryperformance.In this section,we
explorethefeasibilityof aDHT-basedquerysystem.In a �ooding scheme,queriesare
moved towards the data. In contrast,DHT-basedsearchschemesmove both queries
anddata, causingthemto rendezvousin thenetwork.Thismovementtypically consists
of two phases.First, a contentpublishingphasemovescopiesof datainto traditional
inverted�les which arethenindexedby keyword in a DHTs. They arealsoknown as
invertedindexes.Eachinverted�le comprisesa setof unique�le identi�ers (a posting
list) for adistinctkeyword.Secondly, aqueryexecutionphaseperformsbooleansearch
by routing the query via the DHT to all sitesthat host a keyword in the query, and
executinga distributedjoin of thepostingslist entriesof matchingitems.

While DHT-basedsearchprovides perfectrecall in the absenceof network fail-
ures,a full-�edged DHT implementationhasits own drawbacks.Thecontentpublish-
ing phasecanconsumelargeamountsof bandwidthcomparedto queriesthat retrieve
suf�cient resultsvia �ooding in anunstructurednetwork. Considerthequery“Britney
Spears”thatrequestsall songsfrom thispopularartist.“Britney” and“Spears”arepop-
ular keywordswith largepostinglists.Thepublishingcostsof building theinvertedin-
dexesfor thesetwo keywordsarehigh.A “Britney Spears”queryalsorequiresshipping
largepostinglists to performthedistributedjoin. Recentback-of-the-envelopecalcula-
tions[12] suggestthatshippinglargepostinglists over DHTs is bandwidth-expensive.



While compressiontechniquesandBloom �lters would reducethebandwidthrequire-
mentsof publishing,a �ooding schemethatdoesnot incurany publishingoverheadsis
bothsimplerandmoreef�cient for suchqueries.

Ontheotherhand,queriesoverrareitemsarelessbandwidth-intensiveto compute,
sincefewer postinglist entriesareinvolved.To validatethe latter claim, we replayed
70,000Gnutellaqueriesover a sampleof 700,000�les 5 using a distributed join al-
gorithmover DHTs [11]. We observedthaton average,queriesthatreturn10 or fewer
resultsrequireshipping7 timesfewerpostinglist entriescomparedto theaverageacross
all queries.Thismotivatesahybridsearch infrastructure, wheretheDHT is usedto lo-
caterareitems,and�ooding techniquesareusedfor searchinghighly replicateditems.

3.1 Hybrid Techniques

The hybrid searchinfrastructureutilizes selectivepublishingtechniquesthat identify
andpublishonly rareitemsinto theDHT. Differentheuristicscanbe usedto identify
which itemsarerare.Onesimpleheuristicis basedon our initial observation in Sec-
tion 2.1: rare�les arethosethat areseenin small resultsets.In essence,the DHT is
usedto cacheelementsof small result sets.This schemeis simple,but suffers from
the fact that many rare items may not have beenpreviously queriedand found, and
hencewill not be publishedvia a cachingscheme.For theseitems,other techniques
mustbeusedto determinethatthey arerare.For example,publishingcouldbebasedon
well-known termfrequencies,and/orby maintainingandpossiblygossipinghistorical
summarystatisticson �le replicas.

This hybrid infrastructurecaneasilybe implementedif all theultrapeersareorga-
nizedinto theDHT overlay. Eachultrapeeris responsiblefor identifyingandpublishing
rare�les from its leaf nodes.Searchis �rst performedvia conventional�ooding tech-
niquesof theoverlayneighbors.If not enoughresultsarereturnedwithin a prede�ned
time, thequeryis reissuedasa DHT query.

3.2 Network Churn

A practicalconcernof usingDHTs is the network churn.A high network churnrate
would increasetheDHT maintenanceoverheadto managepublishing(andunpublish-
ing). To understandthe impactof churn,we measurethe connectionlifetimes of ul-
trapeerandleaf neighborsfrom two leaf nodesandtwo ultrapeersover 72 hours.The
connectionlifetimes we measurearea lower boundon the sessionlifetime asnodes
may changetheir neighborsetsduring the courseof their Gnutellasession.We make
thefollowing two observations.

First, themeasuredaverageconnectionlifetimesof leaf andultrapeernodesare58
minutesand93 minutesrespectively. Ultrapeershave 1.5 times longer lifetimes than
leaf nodes.To reducetheoverheadsof DHT maintenance,only stableultrapeerswith
moreresourcesshouldbeusedasDHT nodes.

Second,themeasuredmedianconnectionlifetimesof leaf andultrapeernodesare
only 13 minutesand16 minutesrespectively. Sincethemedianlifetime is muchlower

5 Thesequeriesand�les werecollectedfrom 30ultrapeersasdescribedin Section2.1.



thanthemean,by discountingtheshort-livednodeswehaveafairly stablenetwork.For
instance,if we eliminateall leafnodeswhoselifetimesexceed10minutes,theaverage
lifetime of theremainingnodesis 106minutes6. In general,thelongeranodeis up,the
longeronecanexpecta nodeto stayup.Hence,to addresstheissueof staledatain the
DHT, �le informationof short-livednodesshouldsimply not beindexed.Theseshort-
lived nodesarenot usefulsourcesof dataanyway sincethey arelikely to disconnect
beforeotherscandownloadtheir content.

4 Preliminary Experimental Results

To evaluateour hybrid design,we deploy a numberof hybrid clientsonPlanetLabthat
participateon theGnutellanetwork asultrapeers.In addition,theseclientsareplugged
into aDHT-basedsearchenginebuilt ontopof PIER[11], aP2Prelationalqueryengine
over DHTs. Our deploymentshouldbe seenasa strawman;a fully-deployed hybrid
infrastructurewould requireanupgradeof all existingclients.

In additionto thetraditionaldistributedjoin algorithmdiscussedearlierfor search-
ing, thePIERsearchenginealsoutilizesJoin Indexes, by storingthe full text (i.e. the
�lename) redundantlywith eachpostinglist entry. Thesearchqueryis hencesentonly
to asinglenodehostingany oneof thesearchterms,andtheremainingsearchtermsare
�ltered locally. This techniqueincursextrapublishingoverheads,whichareprohibitive
for text documentsearch,but tolerablefor indexing short�lenames.

Eachhybridultrapeermonitorsqueryresultsfrom its regularGnutellatraf�c. These
query resultsare responsesto queriesforwardedby the ultrapeer. Query resultsthat
belongto querieswith fewer than 20 resultsare then publishedinto the DHT. The
publishingrate is approximatelyone �le per 2-3 secondsper node.Eachpublished
�le andcorrespondingpostinglist entriesincursa bandwidthoverheadof 3.5 KB per
�le. JoinIndexesincreasethepublishingoverheadto 4 KB per�le. A largepartof the
bandwidthconsumptionis dueto theoverheadsof Javaserializationandself-describing
tuplesin PIER,bothof whichcouldin principlebeeliminated.

Wetestthehybridsearchtechniquein PlanetLabonleafqueriesof thehybridultra-
peers.Leaf queriesthatreturnno resultswithin 30 secondsvia Gnutellaarere-queried
usingthePIERsearchengine.PIERreturnsthe�rst resultwithin 10-12seconds,with
andwithout Join Indexesrespectively. While decreasingthe timeout to invoke PIER
would improvetheaggregatelatency, this wouldalsoincreasethelikelihoodof issuing
extra queries.As part of our future work, we plan to studythe tradeoffs betweenthe
timeoutandqueryworkload.Note that theaveragelatency for thesequeriesto return
their�rst resultin Gnutellais 65seconds(seeFig.4).Hence,thehybridapproachwould
reducethelatency by about25seconds.

In addition,thehybridsolutionreducesthenumberof queriesthatreceivenoresults
in Gnutellaby 18%.This reductionservesasa lowerboundof thepotentialbene�tsof
the hybrid system.The reasonwhy this valueis signi�cantly lower thanthepotential
66%reductionin thenumberof queriesthatreceiveno resultsis two fold:

6 This is consistentwith theresultsreportedby LimeWire's measurementsof 300connections
over severaldays[7].



– Unlike Gnutellameasurementsreportedin Section2.1 wherequeriesare proac-
tively �ooded from many ultrapeers,in our experiment,we consideronly the �les
that arereturnedasresultsto previous queries.Thus,this schemewill not return
the rare items that were not queriedduring our experiments.Employing simple
optimizationsin whichpeerspublishproactively their list of rareitemsshouldcon-
siderablyboostthebene�tsof our scheme.

– As thenumberof clientsthat implementour schemeincrease,we expectthecov-
erageto improve aswell. Thecoveragewould beevenbetterin a full-�edged im-
plementationin which eachultrapeerwould beresponsiblefor a setof leaf nodes
from which they would identify andpublishrareitems.

UsingJoinIndexes,eachqueryneedsto besentto only onenode.Thecostof each
query is hencedominatedby shippingthe PIER query itself, which is approximately
850B. The distributedjoin algorithmincursa 20 KB overheadfor eachquery. These
resultsindicatethat thebene�ts of reducingper-querybandwidthmight outweighthe
publishingoverheadsof storingthe�lename redundantly, which makesJoinIndexesa
moreattractiveoption.

5 Related Studies

A recentstudy[9] hasshown thatmost�le downloadsarefor highly replicateditems.
Onemight think that their �ndings contradictour analysisin Section2.1 that shows
thatqueriesfor rareitemsaresubstantial.However, the two studiesfocuson different
aspectsof Gnutella'sworkload.First,wemeasureresultsetsizesof queries,while their
studymeasuresdownloadrequests.Downloadsonly re�ect successfulqueries,in in-
stanceswhenusershaveidenti�ed matchingitemsfrom theresultsetthatsatis�edtheir
searchqueries.This approachexcludesqueriesthat failed to �nd matchingrareitems
evenwhenthey exist somewherein thenetwork,or returntoofew resultsthatareof rel-
evanceto thesearchquery. Second,bothstudiescorrectlyre�ect differentaspectsof the
Zip�an distributions.Their studyshowstheheadof theZip�an popularitydistribution,
andhencethey measurethedownloadrequestsbasedon the itemsthat matchthe top
50queryrequestsseen.In contrast,ourstudyfocusesonthelongtail of thedistribution
aswell. While individual rareitemsin the tail may not be requestedfrequently, these
queriesrepresentsasubstantialfractionof theworkload,andareworthoptimizing.

A separatestudy [10] hasshown that the popularitydistribution of a �le-sharing
workload is �atter thanwhat we would expectfrom a Zip�an distribution. The most
popularitemswere found to be signi�cantly lesspopularthana Zip�an distribution
wouldpredict.Ourproposedhybridinfrastructurewouldstill applyhere,utilizing �ooding-
basedschemesfor items in the “�attened head” region, andDHTs for indexing and
searchingfor itemsin thetail of thedistribution.

6 Conclusion

In this paper, we havepresentedthecasefor a hybrid searchinfrastructurethatutilizes
�ooding for popularitemsandtheDHT for searchingrareitems.To supportour case,



wehaveperformedlivemeasurementsof theGnutellaworkloadfrom differentvantage
points in the Internet.We found that a substantialfraction of queriesreturnedvery
few or no resultsat all, despitethe fact that the resultswereavailablein thenetwork.
Preliminaryexperimentalresultsfrom deploying 50ultrapeersonGnutellashowedthat
our hybrid schemehasthe potential to improve the recall and responsetimes when
searchingfor rareitems,while incurringlow bandwidthoverheads.
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