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ABSTRACT
Embeddeddevices like smart cardscan now run multiple inter-
acting applications. A particularchallengein this domain is to
dynamicallyintegratediversesecuritypolicies. In this paperwe
show how a framework basedon a conciseformal model lets us
securelycustomizeapaymentcardequippedwith aprogrammable
chip. Wepresentpolicyautomata, a formalmodelof computations
thatgrantor deny accessto a resource.This modelcombinesde-
feasiblelogicwith statemachines,representingcomplex policiesas
combinationsof simplermodularpolicies. We usethemodelin a
framework for specifying,mergingandanalyzingmodularpolicies.
This framework is implementedasPolaris,a tool which analyzes
policy automatato reveal potentialcon�icts or redundancies,and
compilesautomatainto Java Cardapplets.

Categoriesand SubjectDescriptors: C.3[ComputerSystemsOr-
ganization]:Special-PurposeandApplication-BasedSystemsreal-
time and embeddedsystems,smartcards; D.2.4 [Software Engi-
neering]: Software/ProgramVeri�cation formal methods;model
checking; D.2.11[SoftwareEngineering]:SoftwareArchitectures
domain-speci�carchitectures; languages (e.g., description,inter-
connection,de�nition); F.4.3[MathematicalLogicandFormalLan-
guages]:FormalLanguages

GeneralTerms: Design,Theory, Veri�cation

Keywords: Policy Integration,Model Baseddesign,Smartcards,
Java Cards
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1. INTRODUCTION
Embeddedcomputersystemsare now routinely deployed in a

wide rangeof engineeredproductssuch as appliances,medical
devices, communicationdevices, and automobiles. Increasingly,
embeddeddevices,suchassmartcardsandcell phones,arepro-
grammable, andoffer an openapplicationprogramminginterface
(API) for softwareapplications.While thisofferstheuserthemuch
coveted�e xibility to customizeandenhancefunctionality, it un-
derscoresthe needfor formal assurancesaboutsystemoperation
asmany embeddeddevicesareusedin safety-criticalandsecurity-
critical contexts. Webelievethatthemodel-baseddesignparadigm,
with its promisefor greaterdesignautomationandformal guaran-
teesof reliability, is particularlyrelevant for this purpose.In this
paper, we describea model-basedapproachto addingpolicies to
paymentcards.

Smartcardsareplasticcards,usuallynolargerthanacreditcard,
thatcontaina tamper-resistantembeddedprocessor. They arecom-
monly usedfor identi�cation, payment,andaccesscontrol. Java
Cardsare programmablesmart cardswith an API that supports
a restrictedsubsetof Java (seejava.sun.com/products/
javacard ). TheGlobalPlatformarchitectureprovidesanexten-
sionframework for thesecards,allowing installationof certi�ed ap-
pletsthatrun in restrictedcontexts or securitydomains(seewww.
globalplatform.org ). This enablingtechnology, together
with the obvious needfor assurancesof securityandintegrity for
downloadingapplicationson suchcards,promptedus to explore
formalandmodel-baseddevelopment.

We focuson a speci�c form of programscalledpolicies. A pol-
icy speci�eswhetheror nota transactionshouldbeapproved,pos-
sibly basedon thehistoryof transactions.Samplepoliciesare“the
total amountof money spentduringthepastmonthshouldnot ex-
ceeda speci�ed limit,” and“transactionsinvolving a speci�ed list
of emergency servicesarealwaysallowed.” Thesepoliciescanbe
writtenby multipleparties,andinstalledatany time. While thisof-
fers�e xibility , it is necessaryto detectandresolve con�icts among
differentpolicies. Also, a new policy needsto be integratedwith
existing policies, possiblywith checksfor redundancy sinceon-
cardmemoryis limited.



We thereforeneedto solve the following problem:how canwe
createandintegratemodularsecuritypoliciessecurelyandreliably
in sucha way that thepoliciescanfunction in anembeddedenvi-
ronment?

The Java Card platform gives us the basicability to combine
policies which are implementedas appletswritten in Java. We
couldsimplywriteourpoliciesin JavaanduseexistingJava-speci�c
tools(for example,Javaeditors,type-checkersandmodel-checkers)
to assureourselvesthatour policieswill behave asintended.This
is unsatisfactoryfor thefollowing reasons:

� A policy developershouldconcentrateon thecorefunction-
ality of a policy—guardingaccessto a resource—insteadof
worryingaboutthebyte-level manipulationsandsystemcalls
requiredby the Java Card. Developersshouldwork with a
moreabstractrepresentationof policies.

� GeneralpurposeJava tools cannotexploit domain-speci�c
knowledgeto make validatinga policy moreef�cient. Nor
aregeneralpurposetoolsawareof thespeci�c problemsthat
a policy developeris concernedwith.

Our solutionis a model-basedapproachin which we usea new
formal model,policy automata, to de�ne andreasonaboutour se-
curity policies. This formal modelconciselyexpressesthebehav-
ior with whichwe areconcerned,while leaving otherfunctionality
to be suppliedby an automaticcodegenerator. This focuson ac-
cesscontrolandpolicy integrationallows thedeveloperto concen-
trateoncorrectlyimplementingthecorefunctionalityof anapplet.
Similarly, analysistoolscanbeoptimizedto checkdomain-speci�c
properties.A clearformalsemanticsmakesit easierto reasonabout
thebehavior of a policy. Thisapproachthereforeretainstheability
to integratemodularpolicies,but it allows usto dososecurelyand
reliably. Finally, themodelis designedso thatpoliciescaneasily
be translatedfrom a formal notationto Java Cardapplets,so the
modelis suitablefor embeddeddevices.

A policy automatonis anextended�nite-state machinethatex-
aminesthe requestedtransactionand voteson whetherit should
beaccepted.Votesarewritten asrulesin defeasiblelogic thates-
sentiallysaywhichoutcomethepolicy automatonprefersandhow
strongthat preferenceis. The domainof votesis also equipped
with a decisionrule that combinesthe votesof all the policy au-
tomataanddetermineswhetherto approve thetransaction,rejectit,
or declarea con�ict. The individual policy automataupdatetheir
statesbasedon this global resolution. Using this framework one
canspecifypoliciesin amodularfashion.Notethattheconstraints
imposedby thesepoliciesarenon-monotonic(aspoliciesareadded
approval of a transactioncanswitch from yes to no andbackto
yes ), andstateful(approval of a transactiondependson decisions
on previous transactions).We show that statictechniquessuchas
modelcheckingcanbe usedto detectpotentialcon�icts amonga
setof policy automata,andalsoto checkwhethera new policy is
redundantwith respectto a setof existing policy automata.Our
policy descriptionframework is relevant in othercontexts suchas
�re wall policies,wheremultiple partieswish to independentlyadd
rulesgoverningapproval of accessrequests.

After presentingour policy descriptionlanguage,we describea
prototypeimplementationof our approachin the tool Polaris. Po-
laris providesagraphicaleditorfor specifyingpoliciesasextended
statemachines,andan enumerative reachabilitychecker to detect
con�icts andredundancy. We have modi�ed the developmentkit
from OberthurCardSystemsthatallows us to install appletsonto
Java cards. To install a policy onto the card, Polaris compilesa
policy automatoninto a Java package,installs it on the card,and
registersthenew policy with themanagerroutinethatpolls all the
registeredpoliciesbeforedecidingonatransaction.Webelievethat
this architecturefor dynamicallyaddingpoliciesto a Java cardis
anadvancein thestate-of-the-artfor smartcardtechnology.

Thepaperis organizedasfollows. Section2 discussesthecon-
�icts that arisewhen policies are merged and how this behavior
canbe modeled.Section3 introducesour targetapplication,pro-
grammablepaymentcards,anddiscussesthetechnologythatmakes
suchcardspossible. Section4 presentsour formal model. Sec-
tion 5 discussesour prototypetool for working with policy au-
tomata. Section6 summarizesour contribution anddiscussesre-
latedandfuturework.

2. POLICY MERGING AND CONFLICTS
A commontask for computersystemsis to guardaccessto a

resource.The policy that is usedto grantor deny accessis often
basedon a diversesetof criteria, possiblyrepresentingthe inter-
estsof many differentstakeholders.Describingsucha policy asa
combinationof sub-policiesmay aid a developerby allowing her
to focuson onepieceof a policy at a time. However, when the
individual policiesarecombinedthereis potentialfor con�icts or
otherinteractionsthatmake thecombinedpolicy inappropriatefor
its intendedpurpose.

Considerthreepoliciesregardingthe useof a swimmingpool.
Eachpolicy representstheinterestsof aseparatestakeholder:

��� �

is
thepolicy put in placeby thelifeguard,

���

is thepolicy put in place
by thebusinessadministratorsof thepool,and

���

is thepolicy put
in placeby thepoolcleaner.

�	� �

In anemergency nooneexceptthelifeguardcanenterthepool.
The lifeguardcanalwaysenterthe pool. No morethan30
peopleshouldbein thepoolat onetime.

���

Nobody but the owner can enter the pool between5pm and
9am.

�
�

When100peoplehave usedthe pool, it shouldbe closedand
cleaned.

The policies are simple to understandand are modular in the
sensethateachis solelyconcernedwith theinterestsof therespec-
tive stakeholder. However, thepoliciescontainpotentialcon�icts.
For example,canthe lifeguardenterthe pool at 6pm? A model-
basedapproachto designingandimplementingsuchpolicieswill
needsomemechanismto reasonaboutcon�icts amongstakehold-
ers' interests.

Non-monotoniclogics[5]areafamily of logicsin whichnew in-
formationmayleadto previouslyvalid conclusionsbeingretracted.



Theselogics are partially motivated by a desireto capturereal
world common-sensereasoning.For example,if we aretold that
Tweetyis a bird we may tentatively concludethatTweetycan�y .
However, if we later learn that Tweety is a penguinwe will be
forcedretractour conclusion.Non-monotoniclogicsareonepos-
sible tool for representingand analyzingthe kind of con�icting
swimmingpool policieswe seeabove. We canencodea rule such
as“no onecanenterthepool after5pm” by markingit a tentative
rule,possiblyoverriddenif we learnmoreinformation—forexam-
ple, thelifeguardneedsto enterthepoolbecauseof anemergency.

The policies describedabove also have featuresthat are more
naturallyrepresentedasa reactive system.The decisionto admit
a swimmerdependson the previous eventsat the pool. Imagine
a gatekeeperat the pool who hasto decidewhento let peoplein.
If thegatekeepercannotseethepool from whereshesitsshewill
have to keeptrack of how many peoplehave enteredandleft the
pool in orderto keepthe numberof peoplein the pool below 31
(to satisfy the lifeguard)and to stop admitting peoplewhen 100
peoplehaveusedthepool (sothatthepoolcanbecleaned).Soour
modelmusthave somenotion of storinginformationandmaking
decisionsbasedon thehistoryof pastevents.

Embeddeddeviceslike smartcardshave minimal spacefor stor-
ing informationsoit is undesirableto maintaina completehistory
of pasttransactions.However, wedonotwantto arbitrarily restrict
whatinformationcanbeusedto makeaccesscontroldecisions;we
shouldrecordexactly the minimal amountof informationneeded
by policies. In our framework we accomplishthis by makingthe
securitypoliciesresponsiblefor collectingtheir own information.

In orderto representstateandhandlecon�icts we proposea hy-
brid schemefor modeling interactingpolicies. Our model uses
classical�nite stateautomata,extendedwith somehigh-level con-
structslike variables,to modelhow policiesreactto andstorein-
formationaboutpreviousevents.Wechooseautomatabecausethey
allow straightforwardanalysisandit is simpleto translatetheminto
codesuitablefor a smartcard. Theseautomatainteractwith each
otherusingdefeasiblelogic [22], a non-monotoniclogic designed
so that statementscanbe proved or disproved ef�ciently—an im-
portantconsiderationif thepoliciesmustbeintegratedin smartcard
with limited computationalpower. We have foundthatthis hybrid
approachsuccinctlymodelsmany policiesthatonemight want to
install ona programmablepaymentcard.

3. PROGRAMMABLE PAYMENT CARDS
Paymentcardssuchascredit cardsanddebit cardsarea com-

mon substitutefor cashandchecks. Therearea variety of ways
in which cardscomeinto thehandsof users.A usermaydirectly
contacta bankto obtainthecard,or it maybesuppliedto theuser
by anemployer or parent.In thelattercasesthecardhasa kind of
`secondaryissuer'suchasanenterpriseor family. This secondary
issuermayhavepoliciesthatextendthoseof thebank.For instance
anenterprisemaystipulatethatacardfor anemployeeis usedonly
for businessexpensesor aparentmaystipulatethatacardcanonly
beusedin anemergency. Suchpoliciescanbeenforcedin basically
two waysin mostsystems.Thebankor paymentgatewaycan(and

typically does)enforcecertainbasicrestrictionssuchas an out-
standingbalancelimit on thecard.Otherpolicesareenforcedin a
morereactivefashionby thesecondaryissuerwhenreconcilingthe
purchaserecordswith bills it receives.(For example,anemployee
canbe�red or a child admonishedfor deviation from policy.)

A ProgrammablePaymentCard (PPC) is a paymentcard that
canbespecializedwith custompolicieswritten by a secondaryis-
suer, suchasan enterprise,a family, or even the userof the card
himself. PPCpoliciescanprovide privacy andrisk management.
For instance,in somekinds of PPCit is possibleto disallow pur-
chasesbeforethey aremadeon thebasisof policiesthatarenever
revealedto thebank,paymentgateway, or merchant.In thesecases
banksandpaymentgatewayscanbene�t from PPCsbecausethey
shift liability for policy enforcementto the secondaryissuerand
user. Secondaryissuersbene�t by preventingsomeproblemsbe-
foreadmonishingor �ring becomenecessary.

As a casestudyfor purposesof speci�c analysisfor policy in-
tegration we now sketch the architectureand implementationof
PPCspresentedin [11]. This approachis basedon theGlobalPlat-
form implementedon Java Cardsandprovidesfor policieswritten
in Java. Thesepoliciescontrolpaymenttransactionsbasedon the
SecureElectronicTransactions(SET)protocol[21]. Our PPCim-
plementationis basedon an implementationof SET by Mykhailo
Lyubich[18]. Therearetwo primaryextensions.First, it is ported
to run on theGlobalPlatformfor theIBM JCOPJava Cardsimula-
toror theOberthurCosmopolICcardsand,second,it isextendedby
a basicpolicy integrationtechniquecalled`simpleconjunctive re-
�nement'. In simpleconjunctive re�nementacollectionof policies
areconsultedby atransactionmanagementapplet.Policiesprovide
abooleanresultandaSETtransactionisallowedif, andonly if, it is
approvedby eachof thepoliciesbasedon theform of thepurchase
request(PReq)messagein theSETprotocol.After it is issued,the
cardallows partiesto addsuchpoliciesbut not remove them.Con-
sequently, eachnew policy allows no morepaymenttransactions
than the cardallowed beforeit wasadded. Policiesmustbe ap-
provedby a certi�cation processto ensurethat they do not violate
the language-basedprotectionmechanismsof the Java CardRun-
time Environment(JCRE).It is possiblein principle for theJCRE
to rundefensively sothatthisstepcanbeomitted,but this is expen-
sive for thecard.Fortunately, thepolicy certi�cation only requires
verifying thattheprogramis well-formedcode.

Our implementationof the simpleconjunctive re�nement tech-
nique wasunsatisfactory for two reasons.We could not express
policieswhichoverrideotherpoliciesaseachpolicy hadvetopower
over a transactionrequest.Secondly, the policieswerewritten in
Java, which madeit dif�cult to formally analyzea policy's behav-
ior. The next sectiondescribesour formal model,which givesa
moreexpressive policy integrationmechanismanda rigorousde-
scriptionof policy behavior.

4. FORMAL FRAMEW ORK
A policy modelapprovesor rejectsa transactionrequestbased

on the characteristicsof the transactionrequestandthe historyof
previous transactions.The model is composedof separatepolicy



automatathatvoteindividually asto whethera transactionrequest
shouldbe approved. The votesarecoalescedinto an approval or
disapproval usinga resolutionfunction.

4.1 Votesand Con�icts
Weuse
 to denotetheabstractsetof possiblevotes.Associated

with 
 is a function � , which resolvesvotesinto ��
�� , ��� , or � ,
representingaccept,reject,andcon�ict (or error),respectively. As
a simpleexample, 
 contains��
�� , ��� , and ��������
 , and � mapsa
setof votesto ��
�� if thesetcontains��
�� anddoesnot contain ��� ;
to ��� if contains��� anddoesnotcontain��
�� ; andto � otherwise.

For our paymentcardapplicationwe usedefeasiblelogic to de-
scribeandresolvevotes.Webrie�y introducedefeasiblelogic here.
Readerswho wanta moredetailedexplanationof thelogic arere-
ferredto [22, 19].

Atomic formulasandtheir negationsmake up theliterals of de-
feasiblelogic. For example,��� �!�#"$���#"�� areall literals.Defeasible
logic hasthreekindsof rules:

Strict rules Strict rulesarelike normalimplication:
%'&)(!*,+!-.(0/

"2143

Themeaningof this rule is “if %'&)(!*,+!-.( is truethen�y is not
true” (or, in otherwords,penguinsdon't �y).

Defeasiblerules Defeasiblerulesare like strict rulesexcept that
they canbe preemptedby other information. For example,
therule 5

-.6 798

143

saysthat “if

5

-.6 7 is true then we concludethat 143 is true
unlesswehave somereasonto think otherwise.”

Defeaterrules Defeaterrulesareusedto block the tentative con-
clusionsof defeasiblerules.For example,therule

-.(�:�+!6;& 7�<

"=143

will block a rule like

5

-.6 7>8

143 sincethe knowledgethat
a bird is injured counteractsour intuition that birds tendto
�y . However, the defeaterrule (unlike a similar defeasible
rule) doesnot leadto the conclusion"2143 —sincewe have
no intuition aboutwhetherinjuredbirds�y or not we do not
wantto make a tentative conclusioneitherway.

Eachof the rules can have a set of literals on the left handside
insteadof just a single literal. In sucha rule all literals in the set
mustbetruefor therule to apply.

In defeasiblelogic thereare two notionsof provability. Given
a setof literals that areknown to be true, calledfacts, a literal is
de�nitely provableif it canbe proved usingstrict rulesandfacts.
A literal is defeasiblyprovableif it canbeproved usingfactsand
any of therules.Spacelimitationsmake it impossibleto includea
formal descriptionof thealgorithmusedto determineif a literal is
defeasiblyprovable;readersarereferredto [19].

In our framework, policiesvoteby giving rulesthatreasonabout
a specialliteral ��
�� which standsfor “approve the transactionre-
quest.” Moreprecisely, thereis asetof atomicformulas? whichis

�x edfor anapplication.Theatomicformula ��
)� is oneelementof
? . Let @ bethesetall rules(strict, defeasibleanddefeater)made
of elementsof ? . The set 
 of votesis the setof �nite subsets
of @ . In otherwords,every vote A>BC
 is a list of zeroor more
rules.All thevotesarecombinedby takingtheunionof all thesets
of rules.This combinedsetof rulesformsthedefeasiblelogic the-
ory which we useto testtheprovability of the formula ��
�� . If the
votesyield a theory in which onecandefeasiblyprove ��
�� with-
out making "���
�� defeasiblyprovable thenthe transactionrequest
is approved. If ��
�� is notdefeasiblyprovablethenthetransactionis
rejected.If both ��
�� and "���
�� aredefeasiblyprovable(possiblein
defeasiblelogic) thenthereis acon�ict.

4.2 Policy Models
Let D be the setof all transactionrequestsfor a particularap-

plication domain. For example,in ane-commerceapplicationwe
mighthave D beasetof integer-stringpairsthatrepresenttheprice
andthesellerof thetransactionrequest.Let 
 bea setof votes.

A policy automaton
�

is a tuple EGFH�JIK� ��L�� MN� O�P . Thecompo-
nentsof

�

are

F A �nite setof modes

I A �nite setof variables, eachof whichhasatype.Wewrite Q$R

for the setof possibletuplesof valuesfor all the variables
in I . A state � of the policy automatonis a pair ETSU� VWP

with SXBYF and VZB[Q
R , andwe use \^]_Fa`bQ

R to
denotethesetof all possiblestates.(We separatestatesinto
variablesandmodesto make automatondescriptionsmore
readable.)

�
L An initial state ETS

L
� V

L
P thatspeci�estheinitial modeandini-

tial valuesof all thevariables.

M Therule-setof
�

. M is a function

Mdc�\e`fD

/




whichdetermineshow thepolicy automatonvotesin a given
stateto processa given transaction.Recallthat 
 is theset
of possiblevotes,eachof which is a list of defeasiblelogic
rules. M is calleda `rule-set'becausein practicewe specify

M by attaching̀ rules' to modesin a policy automaton.

O Thetransitionfunction,

ONc�\g`hDY`ji���
���������k

/

\

which governshow the policy automatonupdatesits state
whenatransactionrequesthasbeenapprovedor disapproved.

As discussedin thenext section,in practicewe specifya policy
automatonusinga graphover its modes.Theedgesareannotated
by guardsandassignmentsthat refer to thevariablesandtransac-
tion parameters,andspecifythe transitionfunction O . Themodes
areannotatedwith rulesthatreferto thecurrentstateandthetrans-
actionparameters,andspecifythefunction M .

A policy modelis a triple ( lm�;
0�#� ) where l is a �nite setof
policy automata,
 is thesetof votes,and � is aresolutionfunction
thatmapsa setof elementsof 
 to i���
��������W�#�mk .



4.3 Semantics
Considera policy model ETlN� 
0�)�2P , where ln]oi

�qp

��r�r�r��

��s

k .
Let \mt bethesetof statesof eachpolicy automaton

�

t . Thestateof
thepolicy modelat any point in time canbedescribedby a vector

ET�

p

��r�r�r�� �

s

P , whereeach��t	BK\ut . Initially, eachpolicy automaton
startsin its initial state. We proceedto describehow transactions
areprocessedandstatesareupdated.

Supposethecurrentstateof thepolicy modelis ET�

p

��r�r�r �

s

P and
thecurrenttransactionrequestis v . For eachpolicy automaton

�

t ,
its vote is AWtw]xMNET��tJ�Jv;P . We then evaluate ��E2y AWP , where yAz]

i�A

p

��r�r�r;A

s

k , andinterprettheoutcomeasfollows:

��
�� thetransactionrequestis approved.

��� thetransactionrequestis rejected.

� thereis a con�ict betweentwo or morepolicies.

Onedesirablepropertyfor apolicy modelis thatif votes yA arepro-
ducedby the individual policiesthen ��E2y AWP{]z��
)� or ��� —in other
words,policiesdonotcon�ict with eachotherwhencomposed.

Oncea transactionrequestis approved or rejectedeachpolicy
automatonupdatesits state.Intuitively, a policy automatonalways
hastwo possibletransitionsthat it canfollow—oneto recordap-
provals andanotherto recordrejections.If a policy automatonis
in state � anda transactionrequestv is approved thenthe stateis
updatedto OWET�W�|v��J��
��#P . Similarly, if the transactionrequestv is re-
jected,thestatewill beupdatedto be O'ET�!�Jv)������P .

Thisupdateextendsin thenaturalwayto statesof apolicy model.
For a state ET�

p

��r�r�r �

s

P of thepolicy modelanda transactionv , let
A

t
][M9ET�

t
�Jv;P bethevotethepolicy automaton

�

t supplies,andlet
}

]H��E~i�A

p

��r�r�r�� A

s

k•P . If }

]€��
�� or }

]•��� , thenwe write

ET�

p

��r�r�r �

s

Pz‚.ƒ;„ ]

8

ET�,…

p

��r�r�rJ�,…

s

P

where �

…

t

][OWET��t �Jv��

}

P givestheupdatedstateof theautomaton
�

t .
If }

]_� thenthereis a con�ict betweenpoliciesandthe policy
modelmovesinto a specialerror state �•† , essentiallyterminating
theoperationof all theautomata.We denotethiscaseby

ET�

p

��r�r�r�� �

s

PC‚.ƒ

†

]

8

��†

Oncethepolicy modelenterstheerrorstateit respondsto all trans-
actionrequestswith � , indicatinganerror:

‡

vˆBhD‰�0��†Š‚.ƒ

†

]

8

��†‹r

Theupdaterelationis now generalizedto asequenceof transaction
requests.Givena sequenceof transactionrequestsŒ•]Cv

p

��r�r�r��|v Ž ,
we write

y

�z•�ƒ;• ]

8

y

�

…

r

If thereexist modelstates
y

�

p

��r�r�r��

y

��ŽW‘

p

, and ’d]

}

p

r�r�r

}

Ž such
that

y

�
‚T“;ƒ;„•“

]

8

y

�

p

‚.”#ƒ#„�”
]

8 •�•�•

‚.–�—
“

ƒ#„�–�—
“

]

8

y

�
ŽW‘

p

‚

–

ƒ#„

–

]

8

y

�

…

r

Givenapolicy model ˜ andasequenceŒ of transactionrequests
we say ˜ emits ’ on Œ if for theinitial state

y

� L of themodel,there
existssome

y

�

…

suchthat

y

��L™•�ƒ#• ]

8

y

�

…

r

4.4 Con�icts
A policy modelwith initial state

y

� L is con�ict-freeif for all se-

quencesŒ of transactionrequests,
y

��Lš•�ƒ#• ]

8

y

�

…

implies
y

�

…q›

]H��† . It is
easyto seethatacon�ict-free modelwill never emit � in response
to a transactionrequest.Typically a developerwill want to ensure
thatherpolicy modelis con�ict-free beforedeploying it.

4.5 Redundancy
Intuitively, a redundantpolicy automatonis onewhich hasno

effect on theresponsesto transactionrequests.
Givena policy model ˜[]eETlN�J
0�)�2P wherelH]Yi

� p

��r�r�r��

��s

k

thenpolicy automaton
�

t is redundantin ˜ if for all sequencesŒ
of transactionrequests,̃ emits ’ on Œ if andonly if the policy
model ETl€œ•i

�

t k��;
0�)�2P emits ’ on Œ .
In somecircumstanceshavingaredundantpolicy automatonmay

beundesirable—itmaybeanindicationthatapolicy is beingover-
riddenby otherpolicies. At thevery least,it indicatesthata sim-
pler, smallermodelcouldbeusedto dothesamejob. If adevicehas
a limited amountof memoryin which to storeprogramsthena de-
veloperwould want to avoid installingredundantpolicy automata.
However, if a policy automaton

�

is redundantwith respectto a
policy model ˜^]žETlN� 
0�#�2P it may not remainredundantif we
addsomepolicy automaton

�

…

to l . A developermay therefore
want to install a redundantpolicy automatonon a device if she
expectsmorepolicy automatato be installedon the device in the
future.

5. PROTOTYPE
We are implementinga prototypecalled Polaris (www.cis.

upenn.edu/˜mmcdouga/polaris ) that performspolicy au-
tomataanalysisandcompilation. It includesa graphicalinterface
for editing theautomata,ananalysisenginethatchecksfor policy
con�icts, anda code-generatorthat createsJava Cardappletsthat
implementthe policy automata.Thearchitectureof theprototype
is shown in Figure1. Thetool is beingimplementedin Java andis
usingtheHermes[1] codebase.Theprototypehasfour modules:

Front end: A developerusesthe graphicalfront-endto create,
edit andsave policy automata.Theautomataaredescribedusinga
graphicallanguagemadeup of boxesandarrows which areanno-
tatedwith smallpiecesof text; creatingautomatais muchlikeusing
a graphicsapplicationlike x�g or AdobeIllustrator. Theautomata
arestoredasXML. Thefront endmustalsointeractwith theanal-
ysis engineto illustrate the outcomeof any analysisprocedures.
Figure2 shows ascreenshotof theautomataeditor.

Analysisengine:Theanalysisenginetakesapolicy modelfrom
the front endandchecksthat theautomatasatisfyvariousproper-
ties thedesignerchooses:con�ict-freedom,reachabilityof certain
statesor whetheran automatonis redundantwith respectto other
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Figure1: Polaris architecture

Figure2: Polaris automataeditor

automata.Theanalysisalgorithmsarediscussedin moredetail in
Section5.3.Theanalysisengineborrows somecodefrom theenu-
merative reachabilityproceduresof Hermesbut is still only par-
tially complete.

Code generator: The codegeneratorconvertsa policy model
into Java thatis suitablefor a Java Card.Eachpolicy automatonis
compiledinto a separateappletthat implementsthat policy. This
architectureof separateappletsallows new policy appletsto added
to thecarddynamically.

Payment card: The paymentcardprovidesthe run-timeenvi-
ronmentfor thepolicy automatathathave beencompiledinto Java
Card applets. The paymentcard takes part in a SET transaction
with a remotewebsitevia a local PC that hasa Java Cardreader.
Beforethetransactiontakesplacethepolicy modelimplementation
mustapprove thepurchaserequest.

5.1 Graphical Language
Polaris usesagraphicallanguageto describepolicy automata.A

policy model is createdby drawing a numberof rectangles,each
of which representsa policy automaton.Eachof the policy rect-
anglescanbeannotatedwith a list of variablesI thatstoreinfor-
mationneededby thepolicy automata.Insidethoserectangles,the
developercandraw roundedrectangleswhich representthepolicy

automaton's modes.Figure2 shows a policy automatonwith three
modesbeingeditedin Polaris.

The O transitionfunctionis speci�edbydrawingarrowsfrom one
modeto another. Eacharrow is annotatedwith ��
�� or ��� , indicating
whetherthetransitionshouldapplyto anacceptedor rejectedtrans-
actionrequest,anda booleanexpressioninvolving thevariablesof
thepolicy automatonandthetransaction,anda list of updatedval-
uesfor thevariables.Thebooleanexpressionis similar to theex-
pressionsin high-level programminglanguageslike Java or C. For
example,a transitionfrom S to S

…

could be annotatedwith ��
��

andtheexpression“ t.price<30 & count==1 ”, where Ÿ; 

+!(¢¡

is a variable and v is a transactionrequest,and variableupdate
“count:=2 ”. Sucha transitiongivesa partial descriptionof O ,
mappingE ETSU�|VWP)�Jv��|��
��#P to ETS

…

� V

…

P for all variablesettingsV where
Ÿ; 

+!(¢¡

]^£ , for all v with a price under30, andwhere V

…

hasthe
samevariablesettingsas V exceptthat Ÿ; 

+!(¢¡ is now 2.
Therule-setfunction M is speci�edby annotatingthemoderect-

angleswith rules. Eachrule hasa booleanexpression(like the
expressionsattachedto the transitionarrows) referringto the cur-
rent transactionrequestandthe variablesof the automaton,anda
vote A . If a policy automatonis in a mode S which is annotated
with rule ¤ anda transactionrequestarrives that, alongwith the
currentvariablesettings,makesthe booleanexpressiontrue, then
vote A becomesthepolicy automaton's vote. Votesarelists of de-
feasiblelogic ruleswritten in thesyntaxof theDeimosdefeasible
logic querytool [20]. Eachrule thereforegivesapartialdescription
of M . Figure2 shows a list with onerule thathasbeenattachedto
the “bonuspurchaseallowed” mode. The expressionis “price
< 100 ” andthevote is “ i�k => yes ”, which is i�k

8

��
)� written
usingASCII characters.The rule essentiallysays“conclude ��
��

tentatively unlessothersoverride.”
Weusesimpletypingrulesto checkif expressionsinvolving pol-

icy automatonvariablesandthetransactionrequestsarewell typed.
Eachvariablemustbe declaredasa particulartype (for example,
a boolean,integer or enumeratedtype). Transactionrequestsare
treatedas recordswith a numberof �elds, eachof which hasa
particulartype.Wecheckthattypesareusedconsistently—forex-
ample,anintegeris notcomparedto asymbolor abooleanvariable
is notsetto 3. Wealsoperformchecksonthegraphicalstructureto
ensurethatthepictureon thescreencanbetranslatedinto a policy
automaton.

5.2 Example: a paymentcard policy
We now show an exampleof a policy model madeup of the

following policies:
��¥

Allow up to 3 purchasesperday.

��¦

Guaranteepaymentto emergency servicestwice.
�q§.§

A cashcard:spendnomorethan$500total.
��¨

No alcoholcanbepurchased.

�

‚

Preventpurchasesof prescriptiondrugswhichcon�ict with the
anti-depressantTofranil.



P
E
:

  no variables


P
3
:

  var time:=0


mode 2


mode 0


if true then {} => yes


end mode


if true then {} => yes
if (t.time-time<24)

 then {} ~> ~yes

else {}=>yes


mode 1


if true then {} => yes


yes;


yes;


yes;

time:=t.time


mode 0


if E(t.seller)

  then {}->yes; {}->e;

  else {}->~e


yes &

E(t.seller);


end mode


if true then {}->~e


yes &

E(t.seller);


mode 1


if E(t.seller)

  then {}->yes; {}->e;

  else {}->~e


yes;

time:=t.time


mode 0

if  t.price<=total

  then {}=>yes

  else {}~>~yes


P
cc
:

  var total:= 500


yes & total>t.price;

total := total - t.price


yes &

total>=t.price;


end mode


if true then

{} ~> ~yes


mode 0


if (t.type==ALCOHOL)

then ~e->~yes


P
N
:

  no variables


mode 0


if (t.type==MAOI) then {} ->~ yes

if (t.type==ALBUTEROL) then {} ~>~ yes

else {} -> tof


P
t
:

  no variables


Figure3: Examplepaymentcard policy model

The last policy,
�

‚

, deserves someexplanation. Tofranil is an
prescriptiondrugusedto treatdepression.It canbefatalwhencom-
binedwith a drug that is a monoamineoxidaseinhibitor (MAOI).
We envision

�

‚

beinginstalledby a doctoror a pharmacistwhen
the card holder begins taking Tofranil. This policy will prevent
purchasesof drugsthatcon�ict with Tofranil, therebyreducingthe
risk thata mistake by a doctoror pharmacistleadsto a fatal drug
interaction.Tofranil canalsointeractwith anotherdrugcalledAl-
buterol,but theinteractionis lessseveresoourpolicy automatonis
notasinsistentaboutrejectingpurchasesof Albuterol.

Figure3 shows these� ve policy automatain a simpli�ed form
of thegraphicallanguageacceptedby our prototype.Variablesare
declaredat the left of the diagram,alongwith the initial valueof
thevariable.For example,theinitial valueof

�4§.§

'svariabletotal
is 500.

Modesare indicatedby rectangleswith solid lines. A mode's
rulesarecontainedin a rectanglewith a dottedborderwithin the
mode. Rulesarewritten in the form “ if expressionthen vote”.
TheexpressionE(t.seller) usedin therulesof

�
¦

is a pred-
icate that is true if t.seller is containedin a setof approved
emergency servicesellers(for example,hospitalsandambulance
companies).Theword ALCOHOL in theruleof

�	¨

refersto astan-
dardproductidenti�er that identi�es a purchaseasalcohol. Sim-
ilarly, the words MAOI and ALBUTEROL in

�

‚

refer to standard
identi�ers for particularclassesof drugs.

Therule'svoteis writtenasalist of rulesof defeasiblelogic. We
describea few of thevotesthatappearin theexamplehere.

i,k =>yes the transactionrequestshouldbe approved tentatively
but canbeoverridden

i,k,© > © yes overridea tentative approval

i�k ->yes; i�k ->e approve the transactionandassertthat the lit-
eral e is true. Making e true signalsto otherautomatathat
thetransactionrequestis anemergency.

© e-> © yes if e is not true then reject the transactionrequest.
This vote allows

�
¨

to override
�

¥

and
���|�

without con-
�icting with

��¦

.

Whennoruleappliesin agivenstatethenanemptysetof defeasible
logic rulesis usedasthevote.

As describedabove,arrowsrepresenttransitionsbetweenmodes.
Theannotationattachedto thearrow hastheform “expression; up-
date”. Theexpressionindicateswhenthattransitionis enabledand
the updatesectiondetermineshow thevariablesareupdated.For
example,in

�q§ª§

thetransitionwith anexpression“yes & total
== t.price ” is enabledwhenatransactionrequesthasbeenap-
proved and the total is equalto the transactionprice. If the up-
datesectionis emptythennochangewill bemadeto thevariables.
Whenthereis no enabledarrow startingat a modethenno update
is madeto variablesor modeswhenthe transactionrequestis ap-
provedor rejected.For example,if

�
§.§

is in mode0 anda transac-
tion requestis rejectedthenthevariabletotal is left unchanged
andtheautomatonstaysin mode0.

We now quickly sketchhow thepoliciesin �gure 3 reactwhen
giventhefollowing sequenceof transactionrequests:v

p

, a $40al-
coholpurchasewhich is not anemergency; and v#« , a $300bicycle
purchase.The requestv

p

hasits `type' �eld set to ALCOHOL so
policy

��¨

will vote © e-> © yes , while
��¦

will vote i,k -> © e be-
causetherequestis not from anemergency seller(i.e. E(t.sel-
ler) is false). The defeasiblelogic enginewill recognizethat
thesetwo votesform a proof of © yes . Policies

���|�

and
�

¥

both
contribute i�k =>yes asvotes,but this defeasiblerule is overrid-
denby the strict rule in

�
¨

's vote. Policy
�

‚

contributesa vote



i,k ->tof , but this vote doeslead to a proof of yes or © yes .
Since © yes hasbeendefeasiblyproved and yes hasnot been
provedwe rejectthetransaction.All thearrows in our policiesare
enabledonly whenatransactionis acceptedsonoupdatesaremade
to variableor modesafterthe�rst transactionrequestis rejected.

When v « is submittedthepolicy
� �~�

suppliesthevote i,k =>yes
becausethepriceof $300is below thevalueof thevariabletotal ,
which wassetto 500.

��¥

submitsthesamevoteas
� �|�

. Sincethis
purchasedoesnot involve alcohol the policy

� ¨

hasno speci�c
vote—adefault empty vote (i.e. a zero-lengthlist of defeasible
logic rules)is thereforesubmitted.

� ¦

submitsthevote i,k -> © e
sincethe seller is not an emergency seller. Policy

�

‚

againsub-
mits i,k ->tof sincethe purchaseinvolves neitherAlbuterol nor
an MAOI. The defeasiblelogic enginewill show that yes is de-
feasiblyprovablesinceno votesoverrule

� �|�

's vote. Nor do any
votesconclude© yes sothetransactionis approved. This triggers

��¥

to move from mode0 to mode1 andupdateits time variable
to the time of the transaction.

� ¦

will not changemodesbecause
theselleris not anemergency seller.

� �|�

will stayin mode0 but it
will changethevalueof its variabletotal from 500to 200.

� ¨

and
�

‚

eachhave onemodeandno variablessothey donot update
their state.

5.3 Analysis
If thetypesof thevariablesare�nite thenapolicy modelmustbe

in oneof a �nite numberof states.For in�nite typeswe canmake
thenumberof states�nite by usingabstraction.We cantherefore
useaconservative on-the-�y reachabilityanalysisto look for states
wherecon�icts occur. If noneof the reachablestateswill emit �

onany transactionrequestthenweknow thatourmodelis con�ict-
free.

Checkinga givenstatefor con�icts involvesevaluatingthereso-
lution function � onall possiblecombinationsof votesin thatstate.
Computing� canbedoneef�ciently as[19] givesanalgorithmfor
�nding theconsequencesof adefeasibletheoryin timethatis linear
with respectto thenumberof literalsanddefeasiblelogic rules.

We mayalsowant to checkfor redundantpolicies. For a given
modelstate

y

� let A�¬

­�®

‚

®

t

be the vote that the ¯ -th policy automaton
giveswhenprocessingtransactionv in state

y

� . Thepolicy automa-
ton

�
p

is redundantat
y

� if
‡

vqB0D‰�#��E°
j¬

­�®

‚

P±] ��E°
²…

¬

­�®

‚
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k if it is redundant
at eachreachablemodelstate.We canthereforecheckfor redun-
dancy by �nding all reachablemodelstatesandverifying thateach
statesatis�esequation(1). As discussedabove,evaluating� for all
transactionscanbedoneef�ciently .

5.4 CodeGenerationand the Java Card Plat­
form

Thereare two typesof Java Cardappletsthat needto be gen-
erated: the manager appletand the policy applet. The manager
appletis responsiblefor polling thepolicy appletsfor their votes,
consolidatingthe votesto decidewhetherthe transactionrequest

shouldbeapproved,andthennotifying thepolicy appletsaboutthe
approval or disapproval. Thereis one managerappleton a pro-
grammablepaymentcardandit mustbeinstalledbeforeany of the
policy applets.Ourprototypeappletis basedontheLyubich'sSET
implementation[18] andmostof the appletis concernedwith the
detailsof the SET protocol. However, we have addeda defeasi-
ble logic engineto theappletsothat it canprocessthevotesof the
policy applets.Most of themanagerapplet's codedealswith Java
CardandSETprotocols;this codeis speci�edasa templatethatis
constantfor all managerapplets.Weenvisiondifferentapplications
usingdifferenttransactionrequesttypes(for example,thetransac-
tion datemaybeavailablein someapplicationsandunavailablefor
others)sowe automaticallygeneratethemanagerappletcodethat
processesthetransactionrequestdata.

TheJavaCardplatformimposescertainconstraintsontheapplet
implementation.Garbagecollectionis notavailableonmostcards,
so caremustbe taken to allocatethe minimal memorynecessary.
All datamustbestoredas8 or 16 bit values.Unlike thestandard
Java platform availableon desktopsandservers,a Java Cardhas
two kindsof memory:RAM andEEPROM. RAM is like theRAM
in most computers– it can be readfrom and written to quickly,
and it losesits datawhenpower is cut off (for example,whena
cardis withdrawn from a cardreadingterminal). Due to costand
sizeconstraints,RAM is limited to 1 or 2K in thecurrentlyavail-
ablecards. EEPROM will retaindatawhenpower is lost, and it
is cheaperthanRAM so it is feasibleto put asmuchas64K on a
singlecard. However, EEPROM canonly be written to a limited
numberof times(typically on theorderof 100,000)andwritesare
slow, soEEPROM shouldnotbeusedfor memorywhichis updated
frequently.

Ouron-carddefeasiblelogic engine(DLE) neededto accountfor
theserestrictions.TheDLE needsto computeall theliteralsthatare
defeasiblyprovablegiven a defeasiblelogic theory. We partition
the memoryrequiredfor the algorithminto two parts: stableand
volatile. Stablememoryis kept in EEPROM andvolatile datais
kept in RAM. Ouralgorithmkeepstherulesof thetheoryin stable
memory, while usingvolatile memoryto track the proof statusof
eachof theliterals in thetheory. While thetotal memoryrequired
by the DLE is proportionalto the sizeof the theory, the volatile
memoryrequiredis proportionalto the numberof literals in the
theory. To conserveEEPROM memory, wekeeponly asinglecopy
of therulesin thedefeasiblelogic theory. This copy is maintained
by thepolicy appletwhich is supplyingthevotewhichcontainsthe
rule.

A policy applet implementsa single policy automaton.Many
policy appletscanbe installedon the samecard. Startingfrom a
templateapplet,the codegeneratoraddstwo methodsgetVote
andupdate , which returna vote andupdatethe stateof the ap-
plet, respectively. Thesetof all possiblevotesis computedby the
codegeneratorandeachvote is instantiatedasa membervariable
storedin EEPROM. We precomputethis setof votesto minimize
the amountof RAM requiredat runtime. Examplesof the out-
put of this codegenerationare available at the Polaris web site
(www.cis.upen.edu/˜mmcdouga/polaris ).

A smartcard's limited memorymakes codesize an important



CAP �le size methods static�elds
originalSET(bytes) 11291 3715 3355
modi�ed SET(bytes) 15586 5911 3591
increasedueto modi�cation 38% 59% 7%

Table 1: Codesizefor original and modi�ed SET managerap-
plet

CAP �le size methods static�elds
¶

¥

(bytes) 670 364 26
¶

¦

(bytes) 707 376 26
¶

�~�

(bytes) 645 342 26
¶

¨

(bytes) 579 296 24
¶

�~�

(bytes) 639 339 28

Table2: Codesizefor selectedpolicy applets

consideration.Table1 shows how much the codesize increased
for theJavaCardimplementationof theSETprotocolwhenweex-
tendedit to useourpolicy integrationarchitecture.Thesecondcol-
umnof thetableshows thesizeof theconvertedapplet(CAP) �le.
CAP �les are the standardpackageformat for Java Cardapplets.
Thetablealsoshows thenumberof bytesrequiredto representthe
methods(executablecode)andstatic�elds (persistentdata)of the
applet; thesetwo componentsare the largestcomponentsof the
CAP �les. After extendingtheSETappletwith a defeasiblelogic
engineandthe codenecessaryto managepolicy appletsthe total
appletsize is only 38% larger. Table2 shows the sizeof the � ve
appletsgeneratedfrom theautomatain Figure3.

5.5 Adding policiesdynamically
Thepolicy modelgivesdevelopersaformal framework for com-

bining thepoliciesof differentstakeholders.Differentdepartments
in an enterprisecan eachcreatetheir own modularpolicies and
when thesepolicies are installedon a card they can be checked
againsteachotherto ensurethatthey are,for example,con�ict-free.
This increasestheassurancethatapaymentcardwill behave prop-
erly whengivento a user. However, theJava Card/GlobalPlatform
architectureallows new appletsto be installedafter the cardhas
beenissued.In this sectionwe discusshow our framework canbe
adaptedfor the casewherearbitraryparties,who may not be af-
�liated with the enterprisethat issuedthe card,wish to addnew
policies. We call the setof policiesthat are initially installedthe
basepolicies. Thepoliciesaddedlaterarecalledthesupplemental
policies.

In orderto allow new policy automatato becheckedwith respect
to previously-installedpolicieswe requirethat an installedpolicy
provide a way to accessits policy automaton.This canbe stored
on the card or referencedby a URL. A developerwill compose
thesepolicy automatawith her new policy automatonand check
thatthenew policy automatais con�ict-free (or whatever property
is desired).If thedesiredpropertieshold,thedeveloperfollows the
stepsdescribedin [11], which exploit theGlobalPlatformsecurity
model. Shegeneratesvalid JCVM byte codeandsuppliesit to a

certi�cation authority, who usesit to generatea CAP �le with a
digital signature.TheCAP �le, togetherwith signedloadandin-
stall instructions,arethensuppliedto thedeveloperwhousesthem
to load and install the new appletonto the card. The digital sig-
naturesprotectthecardfrom the installationof invalid CAP �les.
Whenthenew appletis selected(a basicJava Cardoperationthat
choosesa particularapplet for execution), it registersitself with
themanagerappletinstalledby theprimary issuer. If theappletis
subsequentlyremoved,themanagerappletdisablesthecard.

In order to protect the functionality of the basepolicies from
policiesthatwerenot analyzedwe modify the resolutionfunction
slightly. If the updatedsetof appletsgeneratesa � thenwe fall
backto thebaseautomataandevaluate� usingonly thevotesfrom
thebasepolicies.Sincethebasepolicieswereinstalledbeforethe
card was issuedwe can be con�dent that they are con�ict-free.
Oncethetransactionrequestis approvedor rejected,all policy au-
tomata(baseandsupplemental)updatetheir stateandcontinueas
if thecon�ict hadnotoccurred.

6. DISCUSSIONAND CONCLUSION
Ourwork makesthreecontributions.We describea novel appli-

cation:programmablepaymentcardswith a dynamicon-cardpol-
icy managementframework. We introducepolicy automata, a for-
mal framework thatcombinesstatemachineswith defeasiblelogic,
whichmodelsthedynamicintegrationof modularpolicies.Finally,
wehaveimplementedPolaris, asuiteof toolsthatintegratesdesign,
analysisandcompilationfor policiesexpressedaspolicy automata.

6.1 Relatedwork
This work builds on a wide rangeof previous work in formal

methods[8], especiallyin model-checking[7] techniquesandtools
suchas SPIN [16]. Using state-machine-basedmodelsfor high-
level designsis quitecommonin softwareengineering(e.g. State-
charts[13], UML [3]). EasterbrookandChechik[6] analyzemerged
statemachinesby usingparaconsistentlogicsto capturethepossi-
bly inconsistentviews of the system. Siddiqi andAtlee [24] use
a hybrid model that combinesstate-transitionsand logical asser-
tionsto modelandanalyzefeatureinteractioncon�icts in telephone
systems. Lupu and Sloman[17] discussa numberof strategies
for resolvingpolicy con�icts. There is relatedwork using non-
monotoniclogics for reasoningaboutpolicies. Grosofet al. [10]
representbusinessrulesusingcourteouslogic programs,while An-
toniouetal. [2] usedefeasiblelogic to representadministrativereg-
ulationsgoverning, for example,exam scheduling. Variouspol-
icy speci�cation languageshave beenproposed.Damianouet al.
[9] use the Ponderlanguageto describeaccesscontrol policies.
Hoaglandet al. [15] usea graphicallanguageto describesecu-
rity policies. Miro [14] alsousesa graphicallanguageandallows
policiesto overrideotherpolicies.HalpernandWeissman[12] pro-
poseusingafragmentof �rst-order logic asasecuritypolicy model
whichaccommodatesmergedpoliciesandhasatractablealgorithm
to determineaccessrights. Theseapproachestarget a wide range
of accesscontrolpoliciesprotectingmany resourceswhile oursis
concentratedon protectingone resource. It is not clear whether



that they aresuitablein anembeddedcontext. As far aswe know,
thereis noprior work oncombiningstate-machinebasedmodeling,
non-monotoniclogics,andformalanalysis.

In recentyearstherehasbeena lot of researchon formal meth-
odsfor Java Cards[4]. This researchtypically focuseson proving
correctnessof protocolsandAPI implementation.Theproblemof
addingpoliciesdynamicallyandmerging themwith existing poli-
cieshasnot beenaddressed.

Schneider[23] usessecurityautomatato modelaccesscontrol
policiesandgeneratemonitorsthatenforcecorrectbehavior. Schnei-
der'ssecuritypoliciesareprimarily intendedto constrainprograms
while our policiesconstrainusers.We usea voting systemto in-
tegratedifferentpoliciesinsteadof simply takinga conjunctionof
policies.

6.2 Future work
We planto extendthis work in a numberof directions.We will

continuere�ning andextendingour tool to explore heuristicsand
otherengineeringissuesinvolvedin analyzingpolicy automataand
generatingcodethat implementthe automata. A more rigorous
evaluationof the tool will be performedin order to quantify the
ef�ciency of variousanalysisstrategies and the on-cardrunning
time of theapplets.

We think thataspectsof this work will beapplicablefor guard-
ing accessto network resources.In particular, we will examine
whetherourpolicy modelcanadequatelyexpressthepoliciesgov-
erningnetwork packetprocessingandforwardingin �re walls. Sim-
ilarly, policy automatalook promisingasa modelfor representing
HTTP accesspolicies.

The formal aspectsof this work canbe extendedin variousdi-
rectionsaswell. Onepossibleextensionwould be to modify the
policy modelso that transactionsrequestswould yield morethan

��
�� and ��� as answers. For example,a requestto accessa �le
might yield ��
�� - ·¸
��•¹ - �W��º � asananswerin additionto ��
�� and ��� .
Policy automataasdescribedheregetonly onechanceto reactto
a transactionrequest.However, thereareapplicationswherea pol-
icy automatonmay want to reactto the outcomeof a transaction
thathasbeenapproved. For example,a cell phonepolicy govern-
ing whatphonenumbersmaybecalledmaywantto reactoneway
whenan outgoingcall wherethe otherparty fails to pick up the
phone,andanotherway whenthe otherparty picks up the phone
andhasaconversation.Thesetof votes
 andtheresolutionfunc-
tion � areabstractparametersin thede�nition of apolicy model.In
thiswork weusedefeasiblelogic for 
 and � but wecouldreplace
themwith someothervoting systembasedon a moreexpressive
non-monotoniclogic (suchasdefault logic or abductive logic), de-
ontic logic, or multi-valuedlogic.
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