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Abstract

In orderto implementabstractiondik e threadsor addresspacespperatingsys-
temkernelsneedio maintainthecorrespondingnetadataThis metadatas usually
storedin kernelmemory i.e. in aregion of physicalmemorythatis resered for
kerneluse. As the amountof available kernelmemoryis limited, its allocation
mustbe controlledcarefully; otherwise applicationscanrun a denial-of-service
attackagainsthekernelby consumingall of its resources.

Someoperatingsystemkernelshave addressedhis problemby providing
powerful managemenpolicies. However, with a single global policy, it is dif-
cult to accommodatenultiple domainswith differentrequirementst the same
time. Also, existing solutionsallow only limited control over kernelmemory;
for example,it is oftennot possibleto reducean allocation,exceptby killing the
taskthat currentlyholdsit. This makesit dif cult to respondto changingload
situationsor suspectedenial-of-servicettacks.

In this thesis,we presenta new schemewhich usespagedvirtual memoryto
controlkernelmemoryresourcesrom userlevel. Memorycanbepreemptedrom
the kerneland restoredlater; arny kernelmetadataaffectedby this is corverted
into anexternalrepresentationyhich canbe safelyexported.To demonstrateur
approachye applyit to anexisting kernel,the L4 microkernel. We alsopresent
anexperimentaimplementation.
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Chapter 1

Intr oduction

Resourcenanagemens oneof thecoreresponsibilitieof any operatingsystem.
Directly after systemstartup,the operatingsystemhasfull control over all the
resource®fferedby the hardware, suchasprocessingpower, storagespace en-
ergy, or bandwidth. It mustthendistribute theseresourcedo applicationsn an
appropriatgdashion,.e. in away thatmaximizesuserutility .

Today mostoperatingsystemssupportprotection,.e. they canpreventappli-
cationsfrom accessingheresource®f anotherapplicationunlesshey have been
explicitly authorizedo doso. Thisis obviously bene cial for amulti-usersystem
whereusersmay wantto hide sensitve informationfrom otherusers,but it can
alsobeusedto enhanceherobustnes®f the systemby isolatingsubsystemghat
areuntrustedr potentiallyfaulty.

Therestrictiongequiredo implementprotectionareusuallyenforcedoy hard-
warethatcandistinguishmultiple privilegelevels. Only onepartof the operating
system- the kernel — is allowed to run at the highestprivilege level; it usesthe
resourceso implementa numberof core abstractions suchasthreadsor address
spaceswhichit providesto applications.

Most of thesecore abstractionare associatedvith metadata.For example,
eachthreadrequiresa threadcontrol block to storeits context andits state,and
eachaddressspaceneedsa pagetable, which containsthe translationfrom ad-
dresseso memoryresourceslf applicationsvereallowedto accesshis metadata
directly, they couldeasilychangeaheresourcallocationandthuscircumwentpro-
tection. Thereforethekernelmustprotectthe metadataswell.

However, in orderto storethe metadatathe kernelmustusesomememory
resourcesor itself. This kernelmemoryis aresourcen its own right andmustbe
managectarefully, like any otherresourceln particular the amountof available
kernelmemoryis limited, e.g.by the amountof physicalmemoryin the system.
If it becomesxhaustedthe kernelmustdery furtherrequestswhich renderghe
systemeffectively unusable.
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Therefore the useof a simplistic allocationpolicy like FCFSleadsto mary
potentialproblemssuchas:

Denial of sewice: An attacler canrun a denial-of-serviceattackagainst
the kernel by executingan applicationthat consumesll available kernel
memory This canbe donein mary ways,e.g.by creatinga large number
of threadswhich usuallydoesnotrequireary specialprivileges.

No isolation: The kernelmemoryconsumptionof one subsystenaffects
all othersubsystemsThe resultingcrosstalk makesit impossibleto give
quality-of-serviceguaranteefor a particularsubsystem.

No predictability: Underhighload,kernelmemorymaybecome=xhausted.
From the applications point of view, this might happenat ary time, and
thereforeany systemcall canpotentiallyfail. This makesit impossibleto
offer guaranteedesponséime, e.g.for areal-timeclient.

Severaloperatingsystemshave avoidedtheseproblemsby enhancingheker-
nel with a powerful policy for metadatananagementin the Scoutsystem,it is
possibleto limit theamountof kernelresourcesisedoy aparticularl/O path[40),
which hasbeendemonstratetb be an effective defenseagainsidenial-of-service
attackd49). TheResource&ontainerabstractiorprovidessystemswith amethod
to accountkernelresourcesowardsindividual actvities, andto imposelimits on
theirresourceausagd3].

Otheroperatingsystemsave providedmeango dynamicallycustomizeor re-
placethe managemenpolicy. SPIN usesa two-level allocationschemean which
a system-wideallocatordistributesresources$o multiple userallocators;codefor
theuserallocatorscanbe uploadedo thekernelatruntime[4]. TheCacheKernel
doesnot managets metadatatself; instead,t actsasa cachefor systemobjects
thatareprovided by usermodeapplicationkernels[€]. The kernelcanevict ob-
jectsfrom this cachewhenit needsnorememory

1.1 Problemstatement

All of theseapproachebave in commonthatthe ultimatepolicy usedto manage
kernelmemoryis globalto theentiresystem.We believe thisis overly restrictve.
Suchapolicy is alwaysdesignedvith a particularfocusandthereforeworkswell
for someapplications,but not so well for others;therefore,it is unsuitablefor
a generalkernelwhich mustbe ableto accommodatsubsystemsvith different
requirementsat the sametime. For example, usersmay want to run real-time
tasksconcurrentlywith best-efort applicationsandserviceprovidersmay need
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to provide differentQoSlevelsto their customersThisis dif cult to achieve with
asingleglobalpolicy.

Furthermoremostof the existing solutionsprovide only very limited control
over kernelmemoryresourcesFor example,it is usuallynot possibleto reduce
anallocationonceit hasbeengrantedexceptby killing the currentowner. This
makesit dif cult to respondto changingload situationsor suspectedienial-of-
serviceattacksbecausilling tasksis usuallynotanoption.

Finally, relatedwork hasshovn thatapplicationganbene t signi cantly from
managingheirmemoryresourcesccordingo theirown policy [I15,119,20]. This
is possiblebecausehe applicationhasspeci ¢ knowledgeandcanthereforegive
far moreaccurateredictionson futureresourcausagethanthe kernel. Although
this agumenthas mostly beenusedfor ordinary memoryresourcesijt canbe
appliedto kernelmemoryaswell.

1.2 Approach

In this paper we presenta new schemefor kernelmemorymanagemenivhich
is basedon pagedvirtual memory Virtual memoryhasbecomeubiquitousin
modernsystemsasit providesa well understood,e xible, and ef cient mecha-
nism to managephysicalmemoryresources.lt hasproven sufcient to control
the memory usageof competingclients, provide recoverableand transactional
memory[l10, 45], provide morepredictableor improvedcachebehaior via page
coloring [2€], enablepredictableaccesgiming via pinning, andeven enablese-
cure application-controlledsirtual memoryby safely exporting control of basic
virtual memorymechanism§15, 135, 142]. We shaw thatthis powerful mechanism
canalsobeusedfor kernelmemory andwe demonstrat¢hatsimilar bene tscan
be obtained.

Clearly, if the kernelis to be pagedby userlevel applicationscaremustbe
takennotto compromiseprotectione.g.by allowing applicationdo see-or even
modify — internalmetadatabf the kernel. In our systemthis is achiezed by con-
verting the metadatanto an external representationbefore exporting it to user
level. It hasalreadybeenshownn thatthis canbe donesafely i.e. withoutenabling
applicationgo increaseheir privileges[53]. Whenthe externalrepresentatiors
returnedo thekernel,theoriginal metadataanbefully reconstructed.

We demonstrateahe feasibility of our schemeby applyingit to an existing
kernel,the L4 microkernel.PreviousL4 implementationfiave mostlyused x ed-
sizekernelmemorypoolswith FCFSallocation.By makingsomeminor changes
to the API andtheinternalstructureof thekernel,we arrive ata kernelthatis fully
pageablei.e. all of its internalmemoryresourcesanbemanagedrom userlevel.
We alsopresenainexperimentaimplementationl.4/Stravberry, whichwe useto
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analyzethe performancempactof this scheme.

The restof this thesisis structuredasfollows: In Section2, we summarize
relatedwork, andSection3 describesheapproachn moredetail. In thefollowing
threesectionswe discusshow we appliedour schemeo L4. Section4 contains
a detaileddescriptionof the changesve hadto make to the original L4 model,
Section5 analyzegshe consequence®.g. for performanceand protection,and
Section6 presentandevaluatesour experimentakernel,L4/Stravberry. Finally,
in Section7, we summarizeandpresenbur conclusions.



Chapter 2
Related Work

In thischapterwe discusgpreviouswork onkernelmetadatananagement\Ve be-
gin by describingvariousapproacheto controllingtheallocationof kernelmem-
ory, thenwe presentan overvienv of work that hasbeendoneto safely export
kernelmetadatdo userlevel.

2.1 Kernel memory management

Similar to a userlevel application the kernelmanagests memoryresourcesc-
cordingto a certainsetof policies. For example,anallocationpolicy is usedto

decidewhetheror not a speci ¢ requestfor kernelmemoryshouldbe granted,
anda placemenpolicy is appliedto chooseoneout of multiple free memoryre-

gions. Most of the differencedetweenexisting approachearerelatedto certain
aspect®f thesepolicies,i.e. wherethey areimplementedhow powerful they are,
andhow muchin uence applicationscanexertonthem. Thefollowing four basic
approachesxist:

Static in-kernel policy: A x edmanagemenpolicy is built into thekernel
atcompiletime. Thepolicy canbecustomizedatruntime,e.g.by changing
certainparameterdyut it cannotbereplacedvith afundamentallydifferent

policy.

Extensiblekernel: Thekernelallows new functionalityto beaddedatrun-
time, e.g.by uploadingsmall piecesof code.Thus,the managementolicy
canbechangedr replacecentirely.

Statecaching: Kernelobjectsaremaintainedy userlevel applicationker

nels,who alsocontrolthe correspondingnanagemenpolicies. The system
kernelreadstheseobjectsinto aninternalcachebeforeit usesthem;when
the objectsareevictedfrom this cachethey arewritten backto userlevel.
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Userlevel managers: The kernelonly providesa mechanisnfor memory
managementheactualpolicy is implementedy userlevel applications.

In thefollowing sectionswe discusseachof theseapproaches moredetail,
andwe describeandcite relatedwork.

2.1.1 Staticin-kernel policy

The L4 microkernel [34] allocatesmetadatafrom an in-kernel memory pool,
whichis createdduringstartupandhasa x edsize.As longasthereis enoughree
spaceavailable,new requestarealwaysgranted Whenthe poolis exhaustedno
new metadataanbe allocated,andthe respectie systemcall fails with anerror
code.In this casetherequestorcantry to free up somememory e.g.by deleting
threadsor addresspaces.

The Linux 2.4 memorymanagef44] dynamicallyassigngphysicalmemory
framesto oneof multiple poolsor caches Thesecachesncludethe buffer cache,
the inode cache,a cachefor processmappedvirtual memoryand a slab cache
for kernelmetadata.Most of the cachescangrow andshrink on demand;thus,
the kernel canfree up additionalmemoryfor kernel metadataby reducinge.g.
the size of the buffer cache. However, the kernel canstill experiencememory
pressurevhenall physicalmemoryis in use. In this case,an emegengy recov-
ery function (the Out-of-Memorykiller) is invoked, which freesup memoryby
randomlyterminatingtasks.

TheK42 kernel[l26] segregateskernelmemoryinto pinnedmemoryandpaged
memory Kernelpinnedmemorycontainsall codeanddatanecessarjo dopaging
I/0, while therestis subjectedo thenormalpagingschemeandcanbe pagedout
to backingstore.Thus,the sizeof the metadataisedby the kernelcanexceedthe
amountof physicalmemory

Several otherapproachestroducea new abstractiorfor resourceprincipals.
The Scoutoperatingsystem[40, 49] supportsa specialpath abstractiorthatrep-
resentsa streamof data o wing through several subsystemse.g. paclets of a
certainTCP connectionResource&Containergl3] canbeusedto accountesource
consumptiortowardsindividual actvities; for example,a singlethreadcansene
requestsvith differentprioritiesby dynamicallybindingto therespectre contain-
ers. The SolarisResourceManage{51] introducedimit nodes,or Inodes which
supportuser or group-basedesourcecontrol. Virtual Serviceq43] supportne-
grain accountingin the presenceof sharedservices;the mechanismntercepts
systemcalls and usesa classi cation mechanisnto infer the currentprincipal.
All of theseapproachesupportresourcdimits per principal. If the limit is ex-
ceededthe systemcantake action; for example,the principal may be noti ed,
blocked,or transferredo a best-efort serviceclass.
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Analysis

All of theabove approachesely on a single,system-globallocationpolicy. We
considerthis overly restrictve becausehis policy is alwaysa compromisebe-
tweenperformanceandgenerality;relatedwork hasshowvn thatapplicationsare
oftenill-servedby the default operatingsystempolicy [1, 50| andcanbene t sig-
ni cantly from managingtheir own memoryresourceg$l5, 19, 20, 27, 129, 139].
Also, while the allocationpolicy canbe con gured in someof the approaches,
otherpolicies,e.g.for placemenbr replacementannotbein uencedatall.

Furthermorethe effectivity of this approachdependsstrongly on the policy
thatis beingused.FCFS,whichis implementedn L4 andLinux, cannotprevent
applicationsfrom monopolizingkernelmemoryor running a Denial-of-Service
attackagainstthe kernel. Most of the other schemeause somevariant of the
Quotapolicy, which caneitherprovide predictability (with resenations)or good
utilization (with overcommitment)but not both.

Finally, previouswork hasconsistentlyfailed to addresgheissueof preemp-
tion andrevocation.In mostcasespnceanallocationof kernelmemoryis granted,
it canonly be freedindirectly by the correspondingrincipalif it choosedo re-
leasethe metadataobjectthatis storedin it; sometimeskilling the principal is
offeredasanalternatve. However, thisis unacceptablen mostcases.

2.1.2 Extensiblekernels

The SPIN operatingsystem[4, 5] allows applicationsto customizethe services
offeredby the kernel. This is doneby installing a so-calledspindle which con-
tainsapplication-speci ccodethatis written in Modula-3,a type-safdanguage.
Although spindlesareexecutedwith kernelprivileges,they cannotinterferewith
therestof thesystemthekernelrelieson acombinatiomof compile-timeandrun-
time checksto preventunauthorizedaccess.New functionality canbe basedon
core serviceswhich arepartof aframewvork for managingnemoryandprocessor
resourceshatis implementedy the kernelitself.

The VINO kernel[[14] usesa similar approach.Applicationsmay customize
the implementatiorof kernelresourcedy grafting an extensioninto the kernel.
However, modulesneednot bewrittenin atype-safdanguagejnsteadthey must
be createdwith a trustedcompilerthatinsertsbase-and-boundshecksor sand-
boxinginstructionsandthenmarksthe resultingcodewith a digital signature.

Anotherapproachwhich is widely usedin currentoperatingsystemsjs to
insertkernelextensionsdirectly andwithout ary additionalchecks.In this case,
installing new extensionss a privilegedoperationthatcanonly be performedby
the supervisoior by userswith similarauthority
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Analysis

For our discussionwe distinguishtwo differenttypesof kernelextensions:Un-
trustedextensionsareexecutedin kernelmode,but not with full privileges;they
are subjectedtio an in-kernel protectionmechanismwhich preventsthem from
invoking certainoperationsTrustedextensionsarenotrestrictedn any way.

Untrustedextensionssolve only part of the problem. Sincethey do not have
full privileges,they canonly modify or extend, but not entirely replacekernel
functionality For example,untrustedxtensionsareusuallybarredfrom accessing
the MMU, sothey cannotreplacethe virtual memorysubsystemijnstead,they
mustrely on somekind of basicserviceprovided by the original kernel. For
securityreasonsmemory usedby this basicservicecannotbe managedoy an
untrustedextension.

Trustedextensionscan only be installed by trustedapplications;thus, un-
trustedapplicationscannotbene t from a custompolicy.

2.1.3 Statecaching

TheV++ CacheKernel[€] doesnot fully implementall the functionality associ-
atedwith its coreabstractionspamelythreadsandaddresspacesit merelyacts
asa cachefor theseobjects. The managementunctionsare provided by user
level applicationkernels who arealsoresponsibldor loadingthe objectsinto the
cachewhenthey areneededWhenthecachds full, thekernelevicts objectsfrom
its cacheandwrites thembackto userlevel. In this systemuserdataandkernel
metadataneednot be strictly separatedthey arebothstoredin ordinarymemory
andcanbemaintainedentirelyatuserlevel.

TheEROSkernel[46,47] implementsanabstracvirtual machinghatis based
on type-safecapabilities.Classicakernelmetadatasuchasprocessandaddress
spacedescriptorsjs constructedrom capabilitiesand maintainedat userlevel.
In orderto avoid parsingandvalidatingthesedatastructureon every accessthe
kernelkeepsseveral cachesandauxiliary datastructurese.g.a context cachefor
recentlyusedprocesontets. Whennecessaryinformationis evicted from the
cachesandwritten backto the original datastructures.

Analysis

In thisapproachkernelmetadatas maintainedatuserlevel andstoredin ordinary
memory whereit can be subjectedto standardmemory managemenpolicies.
Hence no separatgolicy is requiredto manageernelmetadata.

However, applicationsmust competefor spacein the kernel cacheinstead,
whichis alsoa limited resource A malicioustaskcaneasily ood this cacheand
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thusdegradethe performanceof othertasks.Therefore the cachingapproactby
itselfis notsufcient toisolatesubsystemer to preventDenial-of-Servicattacks;
it mustbe combinedwith a managemenpolicy for the kernelcache.lt is likely
thatapplicationscanbene t from customizinghis policy aswell, e.g.by evicting
lessimportantobjects rst. Theresultingproblemis similar to the onediscussed
in thisthesis.

2.1.4 Userlevel managers

Liedtke etal. [[36] proposednextensionto the memorypool modelthatwasused
in the original L4 microkernel[34]. In their approachthe kernelstill allocates
metadatdrom anin-kernelmemorypool andfails systemcallswhenthis poolis
exhausted However, applicationscanresol\e this situationby donatingsomeof
their own memoryto the kernel. Userlevel memorymanagersnustensurethat
the memorybeingdonateds removed from all useraddresspacesafterwards,
the kernelcanusethe additionalmemoryto allocatemetadatdor the donator

TheCalypsatranslationayer[52], avirtual memorysubsystenfior theL4 mi-
crokernel,implementsa similar mechanisnthatdiffers from the donationmodel
in two importantpoints: It usespertaskmemorypoolsinsteadof a singlecentral
pool,andit doesnotfail systemcallswhenadditionalmemoryis neededlnstead,
therequestors suspendednda pagefaultis sentto its pager Thepagercanthen
resole thefault by allocatingadditionalmemory

In bothapproacheghekernelensureshatthe memoryit usesfor metadatas
not mappedo ary otheraddresspace.This effectively preventsuseraccesso
kernelmetadatabut complicateghe procesf reclaimingkernelmemorythatis
no longerused.In anearlierapproachproposedy the author[/1€], this problem
is solvedby allowing the pagerdo retaincontroloverthememorythey allocateto
thekernel. However, thekernelmuststill protectandlock pageghatcontainlive
metadata.Sincethis would allow maliciousapplicationso hijack memoryfrom
their pagersa specialpermissiorbit is introducedfor memorythatmaybegiven
to thekernel.

Analysis

By exporting an interfacefor controlling kernel memoryallocation, the kernel
enablespplicationgo usetheirown managemeryolicies;also,differentpolicies
canco-&istin thesamesystem.

However, theabore mechanismareunnecessarilyestrictve becausehey do
notallow managerso decreaser revoke anallocationof kernelmemory except
by killing the principal. Thus, only very simple policieslike FCFSand Quota
canbeimplementedandit is dif cult for the systemto respondto suddenoad
change®r suspectedenial-of-Servicattacks.
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2.2 Exporting kernel stateto userlevel

Severalexisting kernelsareableto export their internalstateto userlevel. How-
ever, this featurehasbeenusedmainly to implementprocesamigrationand or-
thogonally persistentoperatingsystems,and not to make kernel memory pre-
emptible.

The Fluke microkernel[l16, 53] makesevery exportedoperationfully inter-
ruptible andrestartable.Thus, the completestateof a threadcanalwaysbe ex-
posedto userlevel, evenwhenit is involvedin a systemcall. All kernelstateis
keptin uservisible kernel objects,so-called obs, and canbe cleanly exported
andimportedat ary time. This is exploited by a userlevel checkpointerwhich
periodicallypicklesthe kernelstate,i.e. corvertsit into anexternalizedform, and
writesit to stablestorage.

L3 [33] andits successoiL4 [, 48], exportkernelmetadatdo asingletrusted
entity, the chedkpoint server Although this sener runswith userprivileges,it
logically ownspartof kernelmemoryandcanaccesshis partdirectly usingmap-
pingsin its addresspace.The checkpointseneris alsoallowedto revoke certain
privilegesfrom thekernel,e.g.to implementcopy-on-writefor kernelmetadata.

The Charmmicrokernel [[12], which is derived from the Grasshoppesys-
tem [[11], exposesits metadatao userlevel in orderto supportapplicationsin
implementingheirown persistenceolicy. However, applicationsarenotallowed
to createor modify metadatasecurity-relateanetadatas not exposed.

2.3 Summary

In short,previous approacheso kernelmemorymanagemenrguffer from at least
oneof thefollowing de ciencies:

They do notallow untrustedapplicationgo bene t from a custommanage-
mentpolicy,

They cannotbe usedto enforcesubsystemsolation,or to prevent Denial-
of-Serviceattacks,

They areonly applicableto partof the variable-sizekernelstate but notto
all of it, or

They supportonly avery limited rangeof managemenmnolicies

Exportingkernelstateto userlevel is notanew feature but to our knowledge,
it hasnever beenusedto pagekernelmemory



Chapter 3
Paging the Kernel

In this section,we rst discussrequirementgor kernelmemorymanagemenéat
a generallevel, andwe de ne a setof propertieswe considernecessaryor ary
suchmanagemenscheme.Thenwe presentour proposedsolution,which is an
applicationof pagedvirtual memoryto kernelmetadata.Finally, we showv that
this solutionmeetsall of our requirements.

3.1 Requirements

We begin by de ning a setof genericrequirementghat shouldapply to ary re-
sourcemanagemergcheme:

1. Limits: Managersshouldbe ableto limit the amountof resourcesisedby
individual principals. The principalsshouldnot be allowed to exceedthis
limit withoutagreemenof the manager

2. No reallocation: Resourceshathave beenallocatedto a particularprinci-
pal shouldalwaysbeavailableto it; they shouldnotbetransparentlyeallo-
catedto otherprincipals.

3. Revocation: A managethathasallocatedsomeor all of its resourceso a
principalshouldbe ableto revoke this allocationat ary time.

Theaboveis sufcient to managerdinaryresourceshowever, kernelmemory
is speciabecausét is usedo storemetadatdor all kernel-level resourcesnclud-
ing itself. If themetadatdor kernelmemorywereexcludedfrom the schemethe
questionwould immediatelyarisehow this meta-metadatahouldbe managed,
i.e.theproblemwould reappeaon anotheievel. Therefore we addthefollowing
requirement:
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4. Full scope:It shouldbepossibleo applythemechanisnto all variable-size
kernelmetadata

This excludeskernelcodeand x ed-sizemetadatasuchas global variables,
which canbe preallocatedluring startup.

Kernelmemoryis alsospecialin the sensehatit is not explicitly requested
by a principal; instead,it is implicitly allocatedwhenanapplicationusesa core
abstraction.Therefore,an appropriateprincipal mustbe identi ed a priori. Al-
thoughotherchoicesare possible we decidefor the principal that usesthe core
abstractionyhich leadsto thefollowing requirement:

5. Accounting: Whena resourcds usedto provide a servicefor a particular
principal,it shouldbe possibleto accounthe resourcdowardsthat princi-

pal.

Metadatathatis storedin kernelmemoryis directly relevant for protection.
Hence caremustbetakennotto give too muchauthorityto managersptherwise,
they would have to be part of the trustedcomputingbase andan untrustedsub-
systemcouldnot easilybene t from adomain-speci cpolicy. Thereforewe add
anotherequirement:

6. No trust: Resourcemanagershouldnot have to be trusted. They must
not have power to circumwentprotection,nor shouldthey be ableto affect
principalsotherthantheir own clients.

Finally, we addsomedesirableeatureghatarenot strictly necessarybut are
requiredto implementmary powerful policies:

7. Preemption: It shouldbe possibleto revoke a resourcetemporarilyand
saveits statein orderto restoreit later.

8. Noti cation: Managersshouldbe noti ed whenoneof their clientsneeds
additionalresources.

9. Virtualization: It shouldbe possiblefor managerdo handout virtual re-
sourcesandto backthemwith physicalresourcesvhennecessary

10. Delegation: Managersshouldbe allowedto delegatecontrol over someor
all of theirresourceso othermanagers
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3.2 Proposedscheme

Our approachto kernel metadatananagemenis to constructthe kernelvirtual
addressspaceusing the samemodelthatis usedto constructuserlevel virtual
addresspacesi.e. with pagedvirtual memory The proposednodelconsistsof
four basicparts: A schemefor assigningvirtual addresseso kernel objects,a
noti cation mechanismmeansfor allocatingand revoking kernelmemory and
an externalrepresentatiofior exporting kernelmetadataafelyto userlevel. We
now describesachof thosepartsin moredetail.

3.2.1 Resourcespace

Kernelobjectsare placedin resouce space a specialmemoryregiorﬂ which is
part of every virtual addressspace. When the kernel interactswith userlevel
resourcemanagersit usesvirtual addressef resourcespaceto requestmem-
ory for a speci ¢ kernelobject,or to reclaiman objectthathasbeenpreempted.
Userlevel managerganbackpartof resourcespacewith their physicalmemory
resources.

Becausevirtual addressesre usedto identify kernel objects,they mustbe
uniquethroughoutthe lifetime of the respectre object,i.e. objectsmustnot be
relocated. Also, userlevel managersnustnot be ableto deduceary protected
informationmerelyfrom thelocationof a kernelobject.

3.2.2 Noti cation

Whenthekerneldetectghata principallacksthe necessarynetadatdo complete
an operation,it determineghe resourcemanagemwhich is responsiblefor that
principalandnoti es thismanagerThenoti cation containsatleastanidenti er
for the principal andthe virtual addresf the missingkernelobjectin resource
space.The faulting operationis suspendedintil the resourcds provided by the
manageri.e. the correspondingegion in resourcespaces bacled with physical
memory

This operationcorrespondso a pagefaultin the classicalpagingschemejn
fact, if pagefaultsare exportedto userlevel, they canbe useddirectly. How-
ever, a pagefault usuallyblocksa singlethread whereasn this case thefaulting
operationcaninvolve multiple threadsvhich mustall be blocked.

LIt is notstrictly necessario separateesourcespacerom userspacethey canoverlapor even
beidentical. However, con icts betweeruserandkernelobjectsmaythenbe hardto avoid.
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3.2.3 Allocation and deallocation

Resourcemanagersanallocatesomeor all of their memoryresourcedo back
the resourcespacef their clients,andthey canrevoke theseallocationsat ary
time. Every allocationis boundto a principal anda speci ¢ region in resource
space;the kernelguaranteeshat the resourcewill only be usedfor metadatan
thatregion, andonly for thatspeci c principal.

This correspondgo the map and unmapprimitivestypically found in user
level memorymanagemengchemesOf course the kernelmustensurethatlive
metadataannotbe accesseffom userlevel, e.g.by temporarilyrevoking access
to the correspondingesources.

3.2.4 External representation

Whena memoryresourcecontaininglive metadatas preemptedthe metadata
is corvertedinto anexternalrepresentation . Theconversionfunction
musthave thefollowing properties:

1. Reversible: The inversefunction must exist, and
musthold for all valid metadatanstances .

2. Safe: Givenmetadata in externalform, it mustbeimpossibleor
atleastcomputationallyhardto nd an suchthat is avalid
metadatanstancehatcornveys moreprivilegesthan

3. Monotonous: Therepresentationf mustnot be largerthanthe rep-
resentatiorof itself.

This operationdoesnot have an equvalentin the classicalpagingscheme.
Thereasoris thatby modifying memorycontentsa pagercanonly affectits own
clients,whereasa manageifor kernelmemorycould potentiallyaffect the entire
systemif it wasgivenaccesso kernelmetadatan its original form.

3.3 Analysis

By de nition, ourschemédul lls requirement2 (noreallocation)3 (revocation),
7 (preemptionpnd8 (noti cation). Also, becaus¢heresourcenanagers noti ed
wheneeradditionalresourcesreneededit caneasilyenforcelimits andaccount
for resourceconsumptionwhich correspondgo requirementsl (limits) and5
(accounting) Furthermoreit is freeto usedifferentphysicalresourcesvertime
to backthe samekernelobject,aslong asit copiesthe externalrepresentationf
thecontentsvery time; hencerequiremen® (virtualization)is alsomet.
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Assumingthatthe externalrepresentatiofs safe,the resourceananageican-
not useit to compromiseprotection;anything it could do, i.e. delete,modify or
forge metadatacanonly affect its own clients,who have to have implicit trustin
it anyway. Therefore,it is safeto have subsystemsnanagedy untrustedman-
agersbecausehe restof the systemcannotbe compromisedandrequirement
(isolation)is satis ed.

RequirementO (delegation)is not explicitly addressedhowever, delegation
of memoryresourcess awell-understoogbroblem,andwe donotseeary speci ¢
issueghatwould preventtheapplicationof anexisting schemeAs thetypeof the
metadatavasnotrestrictedyequirement (full scope)s satis edaswell.

3.4 Techniquesfor exporting metadata

Obviously, the main challengein implementingthe above schemes to nd an
appropriatexternalrepresentatiofor all kerneldatastructuresTo seethatthisis
possiblen principle,considerasimplecryptographicschemevherethemetadata
is encryptediponpreemptiorandexportedasciphertext. However, therearemore
ef cient techniquesthis sectionpresentsomeof them.

3.4.1 Localization

Somekernelmetadatacontainsreferencego non-localresources.For example,
Unix le controlblockscontaininodenumberswhichareglobalto a le system,
andmemorydescriptorgontainphysicalframenumberswhich areglobalin the
entiresystem.f thesereferencesvereexportedunmodi ed, principalscouldeas-
ily forgereferences$o resourceshey couldnotacces®therwiseg.g.by guessing,
andthuscompromiseprotection.

This problemcanbesolvedby translatinghereferenceso alocalnamespace.
In the example,theinodenumbercanberepresentetly a le nameunderwhich
theinodeis known to the principal,andthe physicalframenumbercanbetrans-
latedto avirtual addressLocal referenceganbe safelyexportedbecause¢he set
of objectsthey canreferto is now limited by the namespacegndthereis no way
of forging areferenceo arything outsidethatnamespace.

Of course,the local namespacean still containobjectsthe principal must
not accesse.g.namesof protectedles; in this case the kernelcanvalidatethe
referencedy applyingpermissiorchecks Also, theprincipalcanstill replaceone
localreferencevith anotheone;however, thesameeffectcanusuallybeachieved
with standardkernelprimitives,e.g.by closingone le andthenopeninganother
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3.4.2 Partial preemption

Most kernelscontaincompositedatastructuresuchaslists or trees. Thesedata
structuresconsistof multiple partsthat are connectedby references. Because
sucha structurecan grow very large, preemptingit in one piececan be rather
expensve. Ontheotherhand theindividual piecesarehardto exportbecausé¢hey
containreferenceso objectsin kernelspace.lf thesewereexportedunmodi ed,
a malicious principal could changethem and thus causeinconsistenciesn the
kernelstate;if it is ableto guesshe addresof a privilegedobject,it couldeven
compromiseprotection.

This problemcanbe solvedwith pointerswizzling a standardechniqueused
in persistenbbjectstores[4]1]. When part of a compositeobjectis preempted,
all referenceso andfrom this partarereplacedwith virtual addressem resource
spacewhich s local to the principal. Theseaddressesanthenbe usedto locate
thereferencedbjectswhenthepartis restored.

Obviously, a maliciousprincipal canstill modify the local references How-
ever, it cannotincreasaits privilegesby doing so becauset canonly forge ref-
erencedo objectsin its local resourcespace,i.e. to objectsit alreadyowns. It
couldalsotry to establishacircularreferenceor createpointersto invalid objects;
however, this caneasilybe detectedy thekernelwhenthe objectsarerestored.

3.4.3 Splitting

Somemetadatacannotbe localizedto a single principal becauseat describesa
relationshipbetweenmultiple principals,e.g. betweena parentandits children,
asener andits clients,or betweerpartneran a communication.Unlessthereis
mutualtrustamongthe principals,this metadatacannotbe exportedto only one
of them.

This problemcanbe solved by splitting the metadatanto multiple parts,and
by exporting at leastone partto eachprincipal. The metadatacanthenonly be
fully restoredoy agreemenf all principals.Forgeryis impossiblebecaus@ach
partcanbe cross-cheokdwith all the otherparts.

Obviously, one part mustbe sufcient to locatethe other parts. Therefore,
eachpartmustcontaina referenceo atleastoneotherpart,e.g.anidenti er for
theprincipalandavirtual addressn theresourcespaceof thatprincipal. Because
unidirectionalreferencesvould still permitforgeryby guessingit is advisableo
usebidirectionalreferences.If link andbacklink do not match,the partcanbe
consideredorgedandsubsequentlgiscarded.
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3.4.4 Export unmodi ed

Whena coreabstractions ownedexclusively by oneprincipal, mostof its stateis
likely to beundercontrolof thatprincipalanyway. Examplesncludethegeneral-
purposeregistersof a thread,the le pointersof anopen le, or the datain a
messagéuffer. This statecanbe modi ed freely by its ownerusingsystemcalls
and/orhardwareinstructions;thereforeit doesnot make senseto protectit. In-
steadjt canbeexportedunmodi ed.

However, it may be necessaryo validatethe statewhenit is restored. For
example,the ags registeris usually consideredoart of the threadcontext and
canbe exporteddirectly; however, on somesystemsijt alsocontainsthe current
privilege level, which mustnot be modi ed by applicationsand shouldthus be
checledbeforetheregisteris restored.

3.4.5 Discard andretrieve

Sometimeghe kernel must storethe sameinformationin differentplaces. For
example, somedatastructuresmay be supplementedy cachesto improve ef-
ciency. The statein sucha cacheis derivedfrom the original datastructure.
Giventhatdatastructure the stateof the cachecanbefully reconstructed.
Dependingon the amountof work necessaryor reconstructionjt may be
moreef cient not to export derived state;instead,it canbe discardedupon pre-
emptionandreconstructed- perhapdazily — whenit is neededagain. This has
theadditionalbene t that,asonly oneinstanceof the stateis exported,inconsis-
tenciesarepreventedby design,andthe correspondingheckscanbe omitted.

3.4.6 Cryptographic sealing

Sometimekernelmetadatanay not be exportableby oneof the abore methods,
e.g. becauseof protectionissues. In thesecases,t may be possibleto simply

encryptit andexport it asciphertext. Cryptographicsignaturesnay be usedto

protectthe metadataagainstampering.

Of course without additionalmeansto validatethe metadatathis methodis
only assafeasthe cryptographicschemet relieson; if anapplicationsomehav
manageso breaktheencryption|t hasunrestrictecaccess$o kernelmetadataAn
attacler canusestandardechniquesuchasreplayattacks dictionaryattacksor
known-plaintext attacks;dictionary attacksare particularly dangerougor small
datastructuredecausenly a smalldictionaryis required.

Additionally, dependingon the encryptionschemethis methodmay be pro-
hibitively slow. Yet,in spiteof all thosedisadwantagesit maybeusefulif preemp-
tionsoccurrarely, or for metadatdahatcannotbe exportedby any othermethod.
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Chapter 4

Application to L4

To validateour approachwe decidedto apply it to an existing kernel. For this
experiment,we chosethe L4 microkernel becausat providesonly a small set
of core abstractionsand thereforedoesnot have to maintaina lot of metadata.
Comparedo a monolithic kernel suchas Linux, this considerablyreducesthe
implementationeffort. Also, the virtual memorysystemin L4 alreadyful lls
mary of our requirementsindcanthusbe easilyadaptedo our scheme.

4.1 The L4 microkernel

The original L4 microkernel was developedby JochenLiedtke at the German
NationalResearclCenterfor InformationTechnology[3Z]. Sincethen,mary ex-

tendedandrevisedversionshave beendesignedfor our work, we decidedto use
theVersion4 API [13()]. In thisversionthekernelprovidesonly two basicabstrac-
tions,threadsandaddresspaceswhich arecomplementetty asynchronou$PC

primitive for inter-threadcommunication.All otherfunctionalityis provided by

userlevel components.

L4 implementgherecursve virtual addresspacemodel[i34], which permits
virtual memorymanagemento be performedentirely at userlevel. Initially, all
physicalmemoryis mappedo therootaddresspace ; new addresspacesan
then be constructedecursvely by mappingregions of virtual memory In L4,
this is donesynchronouslhypy sendinga descriptoras part of an IPC message,
which ensureghe agreemenbf both senderandrecever. The actualmappingis
establishedby the kernelduringmessagéransfer

Memory objectscan either be mappedor granted In the former case,the
senderetainsownershipof the objectandcanlateruseanothermprimitive,unmap
to reclaimthe objectandrevoke themapping,includingary dervedmappingsin
the latter case ownershipis transferredo the recever, andthe objectdisappears
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Figure4.1: Virtual memoryprimitivesin L4.

from the senders addresspace. Unmappingis performedasynchronouslhand
doesnotrequireconsenof therecever.

Page faults are virtualized by the kernel. Every threadis associatedvith
anotherthread,its pager, which is responsibleor managingits addressspace.
Wheneer the threadtakes a pagefault, the kernel catcheshe fault, blocksthe
threadand synthesizes page fault messge on its behalf, which is sentto the
pagervia IPC. The pagercanthenrespondwith a mappingandthusunblockthe
threadagain.

Furthermorethe kernelhasa built-in threaddispatchemwhich implementsa

x ed-priorityschemeThethreadnamespacas managedby a speciakask,which
hasthe authorityto createanddeletethreadghrougha privilegedsystemcall.

4.2 QOverview

The L4 virtual memorymodelalreadyful llIs mary of our requirementsit can
beperformedentirelyat userlevel, supportgdelegation,hasanoti cation scheme
(pagefaultmessagesgndprimitivesfor allocationandrevocation(mapandunmap).
Thereforewe decidedhotto introducea separatenechanisnfor managingernel
memory but ratherto extendthe existing scheme.

This approacthasthe advantagehatuserandkernelmemorycanbehandled
uniformly, i.e. with the sameprimitivesandby the samemanagerthus,managers
canbe simplerandmorereusable.Also, a singleresourcepool canbe usedfor
bothuserandkernelmemory;henceunusedkernelmemorycanbereallocatedis
usermemoryandvice versawhich shouldresultin betterutilization.

Thedisadwantagds thatsomespecialpropertiesof kernelmemorycannotbe
exploited, the mostimportantbeingits ner granularity Many kernelobjects,
e.g.threadcontrol blocks or addresspacedescriptorsare considerablysmaller
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thana pageframe;yet, if VM primitivesareto be used,they mustbe allocated
at pageframegranularity which inevitably leadsto fragmentation Nevertheless,
we believe thatthis doesnot justify the costof addinganothemechanisnio the
kernel.

Similarly, we did not introducea separateaddresspacefor kernelmemory
resourceslnsteadwe decidedo usea previously unusedvirtual memoryregion,
the kernelarea,which is part of eachaddressspace. This areacontainskernel
mappingsand cannotbe usedby applications;no valid pagefaults canhappen
there,and no memorycanbe mappedto it, so addresses this areacan never
con ict with valid memoryaddressesAlso, theregionis virtual andcanthusbe
managedndependentlyn eachaddresspace.

Theabove decisiongesultin the following mappingof our schemeo L4:

Generakcheme Applicationto L4
Resourcespace Kernelareain virtual addresspace
Noti cations Pagefaultmessages

Allocation primitive | IPC with mapelement
Revocationprimitive | Unmap
Delegation Mappingbetweerresourcananagers

Additionally, we choseanexternalrepresentatiofor all exportablekerneldata
structuresThis representatiowill bediscussedn SectiorZ. 4

4.3 Data structures

The L4 Version4 API hasbeenimplementedor mary architecturesincluding
IA-32, IA64, PaverPC,MIPS andAlpha; for someof them,even multiple com-
petingkernelsexist. A comprehensie discussiorwould exceedthe scopeof this
thesisthereforewe concentraten onespeci c architectureintel'slA-32. Of the
mary featuresof this architecturepnly threearerelevantfor this discussion:lts
32-bit addresspacejts two-level, hardware-walked pagetablesandits smallest
framesize,whichis 4kB.

MostL4 kernelsfor thelA-32 maintainvariationsof thefollowing datastruc-
tures:

Onepage table peraddresspacewhich consistsof oneroot frameandup
to 1,024second-leel framesof 4kB each.

Onemapnodeandonecap nodefor every memorymapping.Thesenodes
consistof four 32-bit wordseachandarealwayspaired,re ecting the fact
thatmappingsarealwaysestablishedhetweertwo addresspacesThemap
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nodedescribeghe recipients view, e.g. the sizeandlocationof the map-
ping in virtual addressspace,while the cap node describeshe senders
view, suchasthememoryregion from which themappingis derved,or the
privilegesit corveys.

One nodetable per addressspace,which links pagetable entriesto the
correspondingnap nodes. It hasexactly the samestructureas the page
table.

Onekernelthreadcontrol block (KTCB)for everyactvethread. TheKTCB
storeshe protectedpartof thethreadcontet, suchasstate priority or reg-
ister contents.Its size dependson the implementatiorand usually ranges
betweerl70 bytesandeBﬁ.

Oneuserthreadcontrol blodk (UTCB)for every active thread which holds
the uservisible part of the threadcontext. EachUTCB is 512 byteslong
andincludesa messagéuffer of 64 words,whichis usedfor IPC [3§].

Additionally, the kernelusesseveral global variables,suchasa timer anda
pointerto the currentthread.However, theamountof memoryoccupiedby these
variablesis smallanddoesnever changetherefore the correspondingesources
canbe preallocatedluring startupanddo not have to be partof the management
scheme.

4.3.1 The mapping database

Together mapnodesandcapnodesform the mappingdatabasea tree-like data
structurethat is usedto keeptrack of all memorymappingsin the system(see
Figured.d). The main reasonfor having a mappingdatabases the recursve
natureof the unmap primitive, which is de ned to revoke not only the mapping
to whichit is applied,but all transitvely derived mappingsaswell. Themapping
databas@ot only providesanef cient way to nd all of thosemappingsijt also
storeshe hierarchyandthe corveyedprivileges.
An entryin themappingdatabasés essentiallya tuple

with thefollowing components:

1Someimplementationglo not have perthreadkernel stacks;also, the FPU/MMX register
stateis sometimekeptin adifferentstructurewhich is allocatedon demand.
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Figure4.2: Mappingsandthe correspondingnodesin the mappingdatabase.

Component Description Storage
Sourceaddresspace MapN
Offsetin sourceaddresspace CapN
Destinationaddresspace CapN
Offsetin destinatioraddresspace MapN
Sizeof themappingin bytes CapN,MapN
Maximum privilegescorveyed CapN
Thus,theregion in thesourceaddresspacas mapped
to in thedestinatiorspacevith maximumprivileges

the effective privilegesare obviously limited by the privilegesavailablein the
sourceaddresspace Both mapnodeandcapnodecontainalength;the effective
lengthis determinedy takingthe minimumof thetwo.

As mapnodesandcapnodesarealwayspaired,someimplementationhave
chosento co-locatethemin a single nodetype. This node canthenbe much
smallerbecauseat doesnot have to contain mutual referencesa sourcespace
identi er anda secondength;however, it is dif cult to nd asafeexternalrepre-
sentatiorfor suchanode.More detailswill bediscussedn Sectiord. .

4.3.2 The nodetable

The nodetableis a'shadev' datastructureto the pagetableandhasexactly the
samestructure. For every entry in the pagetable, it containsa referenceo the
map nodefrom which it wasestablished During unmap, this referencds used
to quickly locatethe affectedsubtreesn the mappingdatabaseln principle,the
kernelcouldalso nd thesesubtreesvithoutanodetable,for exampleby scanning
the entire database.However, this operationwould be very expensve; also, it
would beimpossibleto guarantegsolationsinceall nodesin the databasevould
have to be examined,andnotjustthe onesbelongingto therespectre subsystem.
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Becauseof the similarity betweenpageand nodetables,someimplementa-
tions have chosento co-locatethem, e.g. by keepingthemin adjacentphysical
frames.In sucha schemebothtablescansharea singleroot frame,which saves
one4kB frameperaddresspace However, thisis not possiblen our schemebe-
causethe nodetablesenesa dual purposeg(it alsostoresthe virtual addressesf
preemptednapnodes);therefore we maintainthe nodetableasanindependent
datastructure.

4.4 Accounting

Whenthe kernelrequestsnemoryresourcesit doesso on behalfof a particular
resourceprincipal. Therefore having identi ed all kernelmemoryresourceswe
mustnow associateachof themwith anappropriateesourcerincipal.

4.4.1 Principals

Thechoiceof principalaffectstheresultingsystemin thefollowing threeways:

1. Granularity: Sinceevery resourcerequestcontainsan identi er for the
faulting principal, it is to be expectedthat userlevel managerswill base
theiraccountingschementhisinformation. Thereforejf atoolarge entity
is usedasprincipal, the resultingaccountingschemewill be unnecessarily
coarse.

2. Utilization: Sinceresourcesllocatedto a principal mustalwaysbe avail-
ableto it, unusedpartscannotbe reallocatedransparenthto other prin-
cipalsand mustremainempty Hence,if a too small entity is chosenas
principal,kernelmemorymaybeunderutilizedasaresult.

3. Protection: In orderto supporfpreemptionanexternalrepresentatiomust
be chosenfor all kernelmetadata.However, if the principalsarenot cho-
sencarefully, e.g.if they canspanmultiple protectiondomains,it may be
dif cult orimpossibleto nd asaferepresentation.

The only principalsin the original L4 API arethreadsandtasks,i.e. groups
of threadssharingthe sameaddresspace. Therefore resourcesnusteitherbe
associatedvith threadsor tasks,or a new abstractionsuchasthreadgroupsor
resourcecontainersmustbeintroduced.

Pageandnodetablesareusedto implementaddresspaceswhich arealready
associateavith tasks.Thereforejt seemeahaturalto usetasksasresourceprinci-
palsfor thesetwo datastructuresSinceaddresspacesresharedy all threadsn
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atask,amore ne-grain schemealoesnot make sensealso,thereis no protection
betweernthreadsn the sametask,andthereforeprotectionis notanissue.

Both KTCBs and UTCBs are associatedvith individual threads;however,
they are much smallerthan the smallestpossibleallocation of kernel memory
(onepageframe),andthereforeusingindividual threadsasprincipalswould lead
to badutilization. Using groupsof threadds possiblebut requiresan additional
core abstraction. Thereforewe decidedto follow the protectionagumentfrom
above andusetasksasprincipalsfor bothtypesof TCBs.

Similar to pagetables,map and cap nodesare usedto implementaddress
spacesindthereforeshouldbeaccountedo tasks.However, mappingsareusually
establishedetweendifferent tasks,which leadsto the questionwhethersender
recever, or bothof themshouldbe chaged.

As it is therecever who getsthe largestbene t from the mapping,it would
be naturalto accountthe entirenodepair to therecever. The oppositeapproach
is alsofeasible- the sendempaysandthenchagesits client for the resourcecon-
sumption- but hasthedisadantagehatmetadatdrom differentclientssharethe
sameresourcesandis thusmoredif cult to separatefor example,it is unclear
who shouldpayfor fragmentation.

It is for securityreasonghatwe decidedto usethe third approachi.e. to ac-
countthe capnodeto the sendeiof the mappingandthe mapnodeto therecever.
This re ects thefactthatmappingscanonly be establishedy mutualagreement
of sendelandrecever duringsynchronousPC. If oneof themweregivencontrol
over bothnodes,t would be mucheasierto taint with mappingse.g.by forging
nodes.SeeSectiorb.d for adetaileddiscussion.

4.4.2 Sharing

The exampleof the mappingdatabaseshaows thatit is not alwayseasyto usean
existing resourceprincipalfor accountinge.g.whenmetadatas usedby multiple
entities.In thiscasejt maybenecessaryo introducea newv coreabstractione.g.
resourceontainerg3d]. If thereisa x edrelationshifbetweertheprincipals,such
assenderandrecever of a mapping,it mayalsobe possibleto solve the problem
by splitting the datastructureandaccountingor theindividual pieces.

Somekernelsmaintaindatastructuresuchaspaclet buffersor a global page
cache,which are sharedacrossthe entire system. This would requirea more
sophisticatedaccountingscheme,e.g. one that distinguishesbetween'owners'
and'sharers'of a resource.In L4, however, the problemneednot be solved at
kernellevel becauséhecorrespondindunctionalityis implementedy userlevel
applications.
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4.5 Placement

In orderto make kernelmetadatgpageablejt mustbe part of a virtual address
spaceithereforewe placeall kerneldatastructuresn a specialmemoryregion,
theresoucearea This memoryregion canbebacledby resourcananagersvith
physicalmemoryframesjustlik e ordinaryvirtual memory

In this section,we discusspossibleplacementschemesij.e. waysto assign
virtual addresse® kernelobjects.

4.5.1 Scope

Whenthe kernel communicatesvith userlevel managersyirtual addresseare
usedto identify the kernelobjectsthatarebeingrequestedallocatedor revoked.
Like all identi ers, theseaddressesire associatedvith a scope i.e. an areain
which they can be usedwithout further quali cation. This scopeneednot be
identicalwith theaddresspaceof thecorrespondingrincipal;it couldspanmul-
tiple or even all addressspacesn the system. If the scopeconsistsof multiple
addressspacesthe kernel mustensurethat non-overlappingaddresgangesare
assignedo all kernelobjectsin thesespaces.

Theuseof asystem-globascopewould simplify the assignmenof identi ers
considerablyFor example,it would be possibleto directly usethevirtual address
wherethe objectis storedinside the kernel. In this case,identi ers obviously
cannotoverlap.However, they couldeasilybeusedby applicationgo circumwent
protection. For example,a covert channelcould be establishedy periodically
creatinga kernelobjectat a well-known location. Otheraddresspacesanthen
continuallycheckfor its existence andinformationcanbe transmittedoy modu-
lating the creationfrequeng.

The only otherscopethatis natively supportedoy L4 is the addressspace;
therefore,choosingary other scopewould require an extra kernel abstraction.
However, a typical resourcemanagelis expectedto be responsibldor multiple
principalswith differentaddresspacesso space-localdenti ers by themseles
are not sufcient to identify resources.Fortunately in all situationswherethe
identi ers will be actuallyused(during requestallocationandrevocation),they
arefurtherquali ed by theID of the principal, sothe smallerscopes nota prob-
lem.

For our experiment,we decidedto use space-locaplacementbecausehis
seemedh goodcompromiseébetweersecurityandimplementatioreffort.
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4.5.2 Transparency

Therearetwo fundamentallydifferentwaysto assigrvirtual addresset objects.
Oneis to useanopaqueplacemenschemen which ary objectcanpotentiallybe
placedanywhere;hence,t is impossibleto learnanything aboutan objectfrom
its addresslone.Anotherpossibilityis to usea transpaentplacemenschemen
which certainobjectsarerestrictedto certainregions;for example,someregions
couldberesenedfor objectsof aspeci c type.

The main disadwantageof usingtransparenplacementor kernelobjectsis
thatit inevitably leakssomeinformationabouttheinternalstructureof thekernel
to userlevel managersfor example,it may be possibleto infer the size or pur
poseof certainkernelobjects.Also, eventhe merepresencer absencef kernel
objectsat a particularaddressnay corvey information.

On the otherhand,the useof transparenplacementiasconsiderabledwan-
tagesbecausét enablesesourcemanagerso make betterpolicy decisions.For
example if theaddressllowsadistinctionbetweenmportantobjectsandlessim-
portantones,the managersanrespondo memorypressurey revoking frames
with lessimportantobjectsrst. If theaddresgorveysadependencbetweerob-
jects,managersnay chooseto revoke entire subgroupof objects,which results
in betterutilization becauseéhe dependenbbjectsareuselessvithouttheir parent
objectsarnyway.

Of course,if a managetbasests policy on thatkind of information,it is no
longerportableacrosdifferentplatformsor evendifferentkernelversionsonthe
sameplatform. However, if portability is anissue,the managercanstill treat
transparenaddresseasopaque.

For our experiment,we decidedto usetransparenplacement.This givesus
the opportunityto explore policiesthat make useof the additionalinformation.
Also, this doesnot causeary securityissuesin L4 becausdrom the kerneldata
structuresmanagersannotearnarythingaboutapplicationstherthantheirown
clients,who musthave implicit trustin themanyway.

4.5.3 Binding

The binding betweenkernel objectsand their addressesan either be static or
dynamic

Static binding: Thekernelde nesafunction which, for every potential

kernelobject , computesanaddressange whereit is to beplaced.In

orderto avoid con icts, musthold for all pairsof objects
thatcanexist atthe sametime.
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Dynamicbinding: Wheneerakernelobject iscreatedthekernelchooses
avirtual addressange for it andstoreghebinding throughouthe
lifetime of theobject.In orderto avoid con icts, theaddressangemustnot
overlapwith existing objects.

Thestaticscheméiasthe obviousadwantagehatno additionalmetadatas re-
quiredto storebindings.Also, it avoidstheproblemof having to manageesource
spaceexplicitly, e.g.by keepingallist of freeaddressangesanda placemenpol-
icy to chooseoneof them.

Onthe otherhand,dynamicbindingis often moreef cient whenthe objects
areallocatedwith a ner granularitythanthememoryusedto backthem. Thedif-
ferencas mostevidentfor sparselypopulatediatastructuresywherestaticbinding
canleadto highinternalfragmentation.

In our experiment,fragmentationparticularly affects the mappingdatabase.
Considethecasewvhereeveryframein aparticularaddresspacéiasbeemrmapped
to every otheraddresspace.This would require capnodeswhere

is the numberof framesand the numberof addresspacesn the system.
Hence astaticaddressangefor capnodesmustbelargeenoughto accommodate
thatmary nodesHowever, in arealisticsystempnly veryfew of thosenodeswill
bein useatany onetime, andthey areunlikely to have contiguousaddressesin
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the worst case every frame-sizepart of resourcespacewill containat mostone
node,andkernelmemoryutilization will dropto anunacceptable—

Thereforewe decidedo usestaticbindingonly for the pageandnodetables.
Becauseof the hardware-dictatedpagetable format on 1A-32, thesedatastruc-
turesmustbe allocatedwith framegranularityanyway, so fragmentatiorcannot
be prevented.For the mappingdatabasehowever, we useddynamicbinding and
asimpleslaballocatorto distribute nenv nodedgo existing frames.

Likein any dynamicbindingschemewe alsohadto decidewhereto storethe
bindingsbetweenexisting nodesandtheir addressesln orderto avoid the need
for additionalmetadataye usepointerswizzling,i.e. we replaceall referenceso
a preemptechodewith its address.Thus,the addresf a preemptednapnode
canbefoundby lookingit upin thenodetable.

UTCBs alreadyhave addresse the original system. Theseaddressesre
locatedin a specialregion of virtual addressspace,the UTCB area,which is
consideredo be partof resourcespace.KTCBs arenot subjectedo the paging
schematthistime (seeSectiord. 7.5); insteadtheir allocationis controlledwith
theThreadControl  systemcall.

4.6 Reguestand allocation

Whenthekerneldetectghata principalneedsadditionalkernelmetadatdo com-
plete an operation,it mustrequestthe necessarynemoryfrom a userlevel re-
sourcemanagerin L4, thisis accomplishedby raisingapagefaultin theresource
areaof the faulting task,which is thenhandledby the correspondingager The
faultingthreadexecuteghefollowing algorithm:

suspend faulting operation
determine  fault  address
find responsible pager
repeat
send page fault ~message to pager
wait for reply
check supplied mappings
until mapping acceptable
import kernel objects from mapping
resume faulting operation

In this section,we describethe individual stepsof this algorithmin moredetail.
We also discusssecurity and safetyissues,and how theseare resoled in our
system.
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4.6.1 Sendingthe request

In orderto requesamissingmetadatabject ,thekernelmust rst determindghe
virtual address  atwhich to raisethefault, i.e. the addressvhere is located
in the resourcearea. If staticplacemenis used,this canbe achieved simply by
usingthe placemenfunction to compute . In the caseof dynamic
placementtheaddressnaybe storedin anothermetadata)bjecE. If this objectis
not presentjt mustberequestedrst.

Oncetheaddresfasbeenestablishedthe kernelmustchoosea pagerto han-
dletherequest.Therearemary possiblechoicesfor example:

A globalpagerthatprovideskernelmemoryto all principals
Thestandardghagerof thefaultingprincipal
A specialk-pager thatprovideskernelmemoryto thefaulting principal

Using a singleglobal pageris the simplestsolution;however, we believe that
thiswould only be a smallimprovementover having a built-in kernelpolicy. The
secondschemds morerestrictve thanthe third becauseét doesnot offer a sim-
ple way to manageuserandkernelmemoryin separatéasks. Neverthelesswe
decidedto usethe secondschemebecausenve wantedto demonstratehatit is
sufcient; thethird schemds an obvious extensionandcanbe addedwherethe
additional e xibility is required.

After thekernelhasidenti ed thepagerit suspendshefaultingoperatiorand
synthesizes pagefault messag®n behalfof the faulting thread. This message
is sentvia synchronoudPC, so the faulting threadmay have to wait until the
managembecomegeadyto receve. After the messagénasbeendelivered,the
threadwaitsuntil the manageresponddy mappingtherequestedesource.

4.6.2 Checkingthe allocation

Oncethe requesthasbeensentto the pager the faulting threadwaits for a re-
sourceallocation,i.e. for a reply messagesontainingone or multiple map ele-
ments. However, not all resourcesanbe acceptedn this state. Obviously, the
faulting threadshouldaccepta memoryframeif all of the following conditions
hold:

1. Theframeis suppliedby its currentpager

2. It backstheregionin whichthefaultoccurred

2The addresss only storedif the objectexists but hasbeenpreemptedhowever, unlessthe
kernelknowsthatthe objectdoesnotexist, it mustcheckthe addressanyway.
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3. Thepagergrantsreadandwrite privilegeson the frame

For securityreasonsthethreadshouldneveraccepkernelmemoryfrom third-
partythreadsecausehey couldlaterpreemptheresourcesndaccesshe meta-
datathatis exportedin them. If the third conditionwould be omitted, memory
could be mappedead-onlyto the kernel, e.g.to implementcopy-on-write shar
ing; however, the kernelwould thenhave to enforcethe write protection,which
complicateshe implementationand exceedsthe scopeof our experiment. We
considetthis futurework.

If thesecondconditionis not mandatorypagersanuseprefetchingo supply
resourceshatarelikely to be neededn thefuture; however, principalsmustthen
have completetrustin their managerdecausehey are free to prefetchcritical
metadatae.g. TCBs. The equivalentproblemfor usermemorycanbe solved by
usingaregion mapper apagerthreadwhichactsasaproxyfor pagefaults[iz, 17];
however, this approachdoesnot work very well for kernelmemorybecausehe
region mappemwould dependon the sameresourcessits clients. Therefore we
decidedto keepthe seconccondition.

In a systemthat supportsnemory-mapped/O, the kernelshouldalsocheck
whetherthe suppliedframeis partof mainmemory Otherwise anattacler could
usedevice memoryto circumwentaccessestrictionson kernelmetadata.

4.6.3 Acceptingaresouice

Whenthe kerneldecidesto accepta certainframefor useaskernelmemory it
must rst ensurdhattheframecannotbeaccessettom userlevel, e.g.by remov-
ing it from all pagetablesandinvalidatingall relevanttranslationsn the TLB.
This is necessaryo maintainprotection,but it is alsoa preconditionfor the fol-
lowing stepsbecauseat preventsraceconditions.On an SMP system theserace
conditionscouldleadto a Time-of-Check Time-of-Use(TOCTOU) vulnerability.

Oncethe kernelhasexclusive accesgo the frame, it mustcheckits contents
for exportedkernelobjectsandre-importthemwherenecessaryThisimportmay
fail for variousreasonse.g.wheninconsistenciearedetectecr aninvalid object
is found. In this case thekernelhasmultiple options:

It candiscardthe frameandraiseanerror,
It candiscardthe frameandre-sendhe pagefault,
It canpostpongheimport andproceedwith the next object,or

It cansilently discardthefaulty objectandproceed
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In casewherethe problemclearlyresultsfrom tamperingthekernelis prob-
ably underattackandshouldchooseoneof the rst two options. If the objectis
notessentia(i.e. notthecauseof theoriginal fault) andthe problemis likely to be
causediy missingmetadatathe third optionis applicable.In all othercasesthe
kernelshouldactin dubiopro reoandassumehatthe problemis dueto changes
in kernelstatewhile the objectwasunavailable;thus,it shouldchoosethe fourth
option.

Additionally, thekernelmuststoreboththefact thattheframeis allocatedor
kernelmetadatandits virtual addressin theresourcearea.Theformeris neces-
saryto preventthe framefrom beingallocatedtwice, andto triggerthe export of
the metadatavhenit is reclaimedwhereaghe latteris neededor localizatior.
Wherestaticbindingis used thevirtual addresganalsosene asatypeidenti er,
e.g.to distinguishpagetablesfrom nodetables.

In our experimentwe usedaframetablefor this purpose Theframetablehas
oneentryfor eachphysicalpageframein the system.It holdsvirtual addresses;
framescurrentlyallocatedo userlevel arelabeledwith aninvalid addressSince
thesizeof theframetabledoesnotchangetruntime, it canbepreallocatediuring
startupandneednot be subjectedo the pagingscheme.

4.6.4 Deadlockavoidance

In theoriginalL4 API, mary operationsvereexplicitly orimplicitly de nednotto
causepagefaults;for example threadswitchesor messagéransferswith untyped
elementswere guaranteedo succeed.This is differentin our system,wherea
threadmay lack almostarny metadatage.g. a pagetableor evenoneof its TCBs.
Since pagefaults always block one or multiple threads,care must be taken to
avoid deadlocksandto resole themwherethey do occur

Fortunatelyit is possibleto avoid mary deadlockdy arrangingthe pagersn
a hierarchy In sucha system pagefaultsarealwaysescalatedo the next level,
and a circular wait situationinvolving multiple pagerscannotoccur However,
deadlocks still possiblelf a pagefaultis raisedwhile a pageris blocked by one
of its clients,e.g.during IPC (seeFigurel.4). This cannotbe avoidedby design
becausdhe pagermustuselPC to receve pagefault messagesandto senda
response.

It is possibleto designthekernelin away thatallows atleasttherequesto be
sentwithout additionalresourcesi.e. with the KTCB onlyﬂ. However, the client

3The threadID of the owner neednot be storedbecauset can either be inferred from the
contentsof the page— for example,the owner of a mapnodecanbe determinedrom the node
tablelink — or is irrelevantbecauséhe metadatae.g.a pagetable,is discardedarnyway.

4Clearly, the threadmusthave causedhe fault somehav; therefore jt mustalreadybe known
to thekernel,i.e.its KTCB mustbe present.
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Figure4.4: Deadlockcausedy aresourcdault (a) anddifferentresolutiontech-
niques:Buffering (b), multi-threadedager(c), abortandretry (d).

may requireresourceso receve thereply; for example,a pagetablecanonly be
acceptedf the pagedirectoryis alreadypresentlf anothempagefaultis raisedin
this situation,deadlockoccursimmediately

In our systemwe usefault orderingto avoid this problemwhenerer possible.
If the kerneldetectghatit needsmultiple resources to completean
operationjt choosesanorder suchthat doesnotdependnary

with . Suchanorderalwaysexistsin our systembecausehe resources
form ahierarchyandthereforeno circulardependenciesanexist. Thekernelthen
requestsheresourcesn thatorder Thus,deadlockcanbe avoided.

4.6.5 Deadlockresolution

Evenwhenfault orderingis used,deadlockcanoccurdueto third-partyactions.
Considerthe examplein Figure[.4, whereclient requestsa nen pagetable
fromits pager . While therequesis beinghandledoy , ahigherlevel pager

revokes 'spagedirectory cannotknow thisbecausevhenthemessagavas
delivered thepagedirectorywasstill available. Thereforeit triesto supplya page
tableto asrequestedwhichleadsto adeadlocksituation.

Avoiding this problemby systemdesignwould requirea disproportionatef-
fort; basically kernelmemorywould have to be pinnedfor the entirelifetime of
its owner. Therefore the situationmusteitherbe preventedor resohed whenit
occurs.Thereareseveralpossibleapproachedpr example:

1. Buffering: Thekernelacceptghe uselessesourceon behalfof the client
andkeepst in aninternalbuffer while the secondraultis handled.

2. Multi-thr eadedpager: Thepagemsedifferentthreaddor receving faults
andsendingesponsediencejts recever threadnever blocks.
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3. Abort and retry: The deadlockis detectedandresolhed by abortingthe
IPC and delivering an error codeto the pager The client retries, i.e. it
restartsthe pagefault handler Fault orderingis usedto avoid a second
deadlock.

Thebufferingapproachrequiresadditionalmetadatdo storewaitingresources
andintroducesrariousspecialcasesnto thekernel.Multi-threadedpagersequire
anadditionallPc to dothehand-of; also,eventhetop-levelpager wouldhave
to be multi-threadedandit is not easyto determinehow mary threadst would
need.

Aborting the IPC seemsdangerousecausehereis a possibility for stana-
tion. However, the pagercandetectthis situationfrom the error codeandthen
take adequateneasuress.g.resolhe the secondaultimmediately Thereforewe
decidedo usethethird approach.

4.6.6 Faults during systemcalls

The main responsibilityof the L4 microkernelis to maintainprotection,i.e. to
control the interactionbetweentasks. For this purpose,|t offers several system
callsthatcanbeusedby sufciently privilegedtasksto interactwith oneanother
This interactionalwaysinvolvesresourcestherefore the kernelmustbe ableto
dealwith a situationwhereeitherthe caller or one of the affectedtaskslacksa
necessaryesource.

This situationis differentfrom an ordinary pagefault in thatit caninvolve
multiple principals. If the standardoagefault algorithmis applied,all of these
principals must be suspendedintil the fault is resohed. Thus, if a malicious
taskcolludeswith its pagerand preventsit from handlingthe fault, it canblock
the othertasksinde nitely. Therefore,all systemcalls mustbe checled for this
vulnerability andmeasuresnustbetakento remove it whereit occurs.

ThelL4 Versiond API de nestwelvesystencalls. Fourof thesecalls,Kernel-
Interface  , SystemClock , ProcessorControl andMemoryControl
involve only global metadatawhich canbe preallocatediuring startup.Two oth-
ers,ExchangeRegisters  andLipc , canonly beusedonthreadsn thesame
task,which cannotbe protectedrom eachotheranyway. The remainingsix sys-
temcalls caninvolve multiple tasksandthusrequirecloserinspection.

The ThreadSwitch  call canbe usedto yield the CPU, or to switctfl to a

SUnfortunately usingalazy threadswitch[3§] doesnothelpmuchbecauséheworker threads
neverreplyto thereceverthread

5A similar argumentcan be appliedto ordinary context switches,which occure.g.whena
higherpriority threadis unblocled,or whenthe currenttime slice expires. Theseswitchescanbe
thoughtof asimplicit callsto ThreadSwitch
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speci c thread . This cancausepagefaultsif lacksessentiatesourcesuchas
its addresspacewhichis requiredfor execution.However, aslongas 'sKTCB

is presentthe pagefaultscanbe raisedin thetamgetcontet, andthe calleris not
blocked. SinceKTCBs arenot pagedin our experiment,this is alwayspossible,
andtheproblemcannotoccut

The Unmapcall is usedto revoke memorymappings.In orderto nd tran-
sitively derived mappingsthe kernelmay needto traversea subtreeof the map-
ping databasewhichin principlecouldleadto pagefaultswhenpreemptedodes
areencountered.In our system,this problemis preventedby eagerlydisabling
mappingsvhentheir mapnodeis preemptecbr disconnectedrom the maintree;
therefore preemptechodescanbesafelyskippedduringUnmap(seealsoSection
Br3.

ThelPC call alreadycontainsa timeoutmechanisnto handlepreemptede-
sourcesln theoriginal API, thisis neededvhena pagefault occursduringmes-
sageransferbothsendeandrecevercande ne atransfertimeoutto specifyhow
long they arewilling to wait for the pagefault to be resoled. This mechanism
caneasilybeextendedo resourcdaults.

For the remainingthreesystemcalls, ThreadControl , SpaceControl
and Schedule , timeoutscannotbe usedbecausehesecalls must never fail.
ThreadControl , for example,is usedto deletethreads;if a malicioustask

couldreliably de ect this call, therewould be no way to remove it from the sys-
tem. Furthermorethe rst two callscanonly be executedby a privilegedsystem
task;if the callswereallowedto block, this taskwould be vulnerableto Denial-
of-Serviceattacks.

In our systemwe avoid this problemby moving all relevant metadatao the
KTCB, whichis not pagediherefore thethreecallscannever raisea pagefault.
We arefully awareof thefactthatthis canonly beatemporarysolution.However,
we believe thatthe problemis dueto structuralissuesn the API, andthatit can
only bethoroughlysolved by removing thoseissues.Sectiord. Z.5discusseshis
problemin moredetail.

4.6.7 Nestedfaults

A nestedault is apagefaultthatoccurswhile anothempagefaultis beinghandled.
Therearetwo waysto handlea nestedfault: Oneis to handleit insteadof the
original fault, the otheris to stadk it on top, i.e. to suspendhe original fault
while thenestedaultis beinghandled Whenfaultsarestacled, it is importantto
determinghe maximumnestingdepthandto allocatesufcient spacege.g.onthe
kernelstack)to storethe correspondingontets.

In our system faultsarenever stacled, andeachthreadis allowedto request
only onememoryresource(useror kernelmemory)at atime. If a nestedfault
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occurs,the handlingof the original fault is aborted. This may seemdangerous
becausenformationaboutthe original faultis lost; however, if its causepersists,
the fault will reappearoncethe faulting operationis resumed. Still, the work
performedto handlethe original fault is lost; yet, we believe that this situation
occursinfrequentlywhenfault ordering(Sectiord.6.9) is used.

Thereforethekernelonly needso be ableto storetwo contexts: Onefor the
faulting operationandonefor the pagefault handler If the pagefault handling
codeis short,it canbe executednon-preemptiely, andthusthe secondcontext
canbevery small; basically only theaddres®of therequestedesourceas needed.
If separat&k-pagersareused(Section4.6.]), resourcefaultscanbe stacked onto
userpagefaults,andthe maximumnestinglevel risesto three.

Specialcaremustbetakento preventin nite nesting,which canoccurwhen
circular dependenciesxist betweenresources.A principal that requestone of
thoseresourcesvould perpetuallycauseresourcefaults and could never make
ary progressHence circulardependenciesiustbe avoided.

In oursystemmapis theonly primitive wheresucha dependengccouldexist.
Speci cally, if mappingmemoryto the kernelwould requirea mapnode,a fault
thatis causeddy alack of mapnodescould never be handled.Fortunately since
the kernelonly acceptsphysicalmemory the correspondingnformationcanbe
storedin theframetable,anda mapnodeis notrequired.

4.7 External Representation

In orderto allow for preemptionof kernelmemory it mustbe possibleto safely
export kernelmetadatao userlevel. In our schemethis is doneby corverting
the metadatanto an external representation.The resulting statecan be safely
re-importednto the kerneloncethe memoryis restored.

In Section3.Z.4 we alreadyde ned requirement$or suchan externalrepre-
sentationand Section3.4 presentedrariouscorversiontechniques.In this sec-
tion, we applythesetechniqueso eachkerneldatastructurein L4.

4.7.1 Pagetables

Pagetablesde ne thetranslatiorfrom virtual to physicaladdresseOnlA-32, the
architecturewe chosefor our experiment,the CPU usesa hard-wiredalgorithm
to parsepagetables;thereforejt is mandatoryto usetheformatthatis de ned by
thehardware.

IA-32 pagetableshave two levels. The rst level consistsof a single page
frame,the page directory, which containsl,024word-sizeentries.Eachof these
entriescorrespondslirectlyto a4MB regionin the4GB virtual addresspaceand
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caneitherdirectly specifyatranslation(aso-calledsuperpae) or pointto another
frame, a page table. Similarly, a pagetable has 1,024 entries,eachof which
speci esatranslatiorfor a4kB regionin virtual addresspace Translationgnay
be invalid; in this case,an attemptto accesghe correspondingegion causesa
pagefault.

In additionto the actualtranslation,.e. the mappingfrom virtual to physical
addressa pagetable entry also containsvariouscontrol bits, e.g.for privileges
and cachebehaior, andtwo statusbits: Oneto indicatethat the pagehasbeen
accessedhe otherto indicatethatthe contenthasbeenmodi ed. The statusbits
areupdatedby the hardware.

External representation

With the exceptionof the statushbits, pagetablescontainonly redundantnforma-
tion; their entire stateis alsostoredin the mappingdatabase For example,the
physicaladdres®of a pagecanbe found by locatingthe correspondingnapnode
andtracingits parentdackto , which hasadirectvirtual-to-physicaimapping.
Hence pagetablesarederiveddatastructuresywhichmakesthemidealcandidates
for thediscardandretrieve techniqueg(Section3.4.5).

In orderto successfullyapply this technique,we mustbe able to storethe
informationin the statusbits elsavhere. However, only two bits per entry are
required,andtheseare easily storedin the correspondingnap node,which can
be locatedusingthe nodedirectory Of course boththe mapnodeandthe node
directorymustbe presento do this; however, wheneitherof themis preempted,
thepagetableentrymustbeinvalidatedanyway, which causeshebitsto besaved.

Therefore,we choseto discardthe contentsof preemptedpagetables,and
to retrieve the correspondingstatefrom the mappingdatabasevhenit is needed
again. Thus,the externalrepresentatiof a pagetable entry is a constantge.g.
zero.

Ef ciency

BecauseheDiscardandRetrieve techniquehrows awvay kernelstate it is impor-
tantto shav thatnottoo muchwork is wastedj.e. thatreconstructinghe stateis
not prohibitively expensve.

In orderto retrieve a missingtranslationwe usethenodedirectoryto look up
the mapnodefor the correspondingegion. We thenfollow the parentlink in the
mapnodeto tracethe mappingbackto , orto anaddresspacehatalreadyhas
thetranslation- whichevercomesrst. If  is reachedthe physicalandvirtual
addressf the lastmapnodeare equal,andthe correcttranslationcaneasily be
derived; otherwisethetranslationis simply copiedfrom the otheraddresspace.
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To furtherreducethe necessargffort, we uselazy evaluation. Whena page
tableis restoredijt is lled with invalid translationsthesearethenreplacedwith
the correctvalueswhena pagefault occurs. Thus,the above algorithmneednot
be executedhor all valid entries but only for the currentworking set.

Safety

As theexternalrepresentatiors constantanattacler cannotgainary information
from it. Also, sincethe externalrepresentatiors overwrittenwhenit is restored,
modifying it doesnothave ary effect.

4.7.2 Nodetables

Nodetablesde ne a mappingfrom virtual memoryregionsto mapnodes. For
every virtual addressthey canbe usedto eitherlocatethe mapnodethat backs
this addressor to establisithatsucha nodedoesnot exist. If the nodeexists but
hasbeenpreemptedthe nodetablecontaingts addressn resourcespacenstead
of adirectreferenceThisinformationis necessarjor sendingaresourcdault; it
cannotbe determinedtherwisebecausaynamicbindingis usedfor mapnodes
(seealsoSectiord.5.3).

Sincenodetablesare'shadev' datastructurego pagetables,they alsoshare
thesamewo-level structure.The rst level consistof asinglememoryframe,the
nodedirectory, which cancontainlinks to second-leel nodetables Eachframe
consistof 1,024entriesthatarein oneof thefollowing states:

Nodereference: Theentrycontainsadirectreferencdéo amapnode which
is locatedin kernelmemaory

Nodeaddress: Theentrycontainsanaddressn resourcespacewhich can
beusedto sendaresourcdaultfor thenode.

Link: Theentrycontainsadirectreferenceo anodetable(nodedirectory
only)

Invalid: Theentrycontainsawell-known valueto indicatethatit doesnot
hold ary of theabove.

The resourceaddressesire obtainedby pointer swizzling when the corre-
spondingmap nodeis preempted.Oncethe mapnodeis restoredthey areea-
gerly replacedwith directreferencesgain. Therefore |t the kernelencountera
resourceaddressluringalookup,therearetwo possiblecases:
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1. If theregionin the resourceareathat containsthe addresss currently not
bacled with kernelmemory the kernelraisesa resourcefault in thatarea
andretriesafterthe correspondingpagehasbeenrestored.

2. If theregionis alreadybacledwith kernelmemorythekernelchecksvhether
it containghecorrectmapnodeatthespeci edaddressThismapnodemay
still bein externalrepresentatioandmay have to beimported rst. If the
nodehasa mappingfor the correctmemoryregion, the resourceaddresss
replacedwith a directreferenceptherwise the addresss invalid, andthe
entryis resetto the Invalid state.

External representation

Togetherwith the mappingdatabasenodetablesform a large compositedata
structurewhich is connectedy referencesAs it is entirely infeasibleto export
this datastructureasa whole, we apply the Partial Preemptiortechnique(Sec-
tionB. 4.2 andusepointerswizzlingto localizeall references.

Node table entriescan be exporteddirectly if they are eitherin the Invalid
stateor containa resourceaddress.Pointerswizzling is appliedto direct node
referencestheresultis aresourceaddressvhichis localto theprincipal'saddress
spacecanbeexportedwithoutfurthermodi cation. Becausestaticbindingis used
for nodetables,entriesin the Link stateneednot be exportedandcanberesetto
thelnvalid state.

Therefore,a nodetablein externalrepresentatioronsistsonly of resource
addresseandinvalid entries.If the entiredatastructureis preemptedthe result
is atreein thelocalresourcearea(seeFigureld.5).

Ef ciency

In orderto exportanodetable,eachentrymustbechecled;links mustbereplaced
with the well-known valuefor invalid entries,andnodereferencesnustbe con-
vertedto resourceaddressesThe latterrequiresonly alookupin the frametable
(to determinehevirtual addres®f the page)anda mask-and-sebperation.

Importing nodetablesalso requiresinspectionof eachentry; however, the
kernelonly needgo ensurehatall entriesareeitherinvalid or pointto theresource
areaand are properly aligned. Link entriesin the nodedirectory are restored
automaticallywhenthe kernelimports the correspondinghnodetables;resource
addressesire convertedto direct referencesvhenthey are accessedusingthe
above algorithm.
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Figure4.5: Nodetableandreferencednapnodesin the kernel(a), partially pre-
empted(b), andfully preemptedc).

Safety

The external representatioms safe becausell valuesare fully localizedto the
resourceareaof the principal. No kerneladdresseareexported. Therefore only
thefollowing attacksneedto be considered:

Forging referenceso non-eistentmapnodes.This will be detectedvhen
the kernelattemptgo dereferencéhem,andthey will bereplacedwith In-
valid entries.

Re-tagetingreferenceso differentmapnodes.This equalgo intra-address
spacegranting,whichis irrelevantfor protection.Principalswith morethan
onethreadcanperformthis operationanyway.

Replacingreferencesvith invalid entries. This equalsto a Flushoperation
(i.e.anunmap in thelocal addresspace)which the principal could have
donearyway.

Inserting misalignedreferencespor referencesoutsidethe resourcearea.
Thesecanbe detectedluringimport andreplacedwith invalid entries.

Inserting referencedo other datastructuresin the resourcearea,e.g.to
TCBs. This can be detectedif part of the resourceareais dedicatedto
mapnodesyeferencesutsidethis areacanthenbediscarded.

Establishinga circular reference.This is impossiblebecausd.ink entries
areneitherexportednorimported.
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Figure4.6: Map node

4.7.3 Mapping database

The mappingdatabasés atree-like datastructurethatkeepstrack of all memory
mappingsin the system. It is necessarypecausen L4, memorymappingsare
recursvely derved from othermemorymappingsitherefore whena mappingis
revoked, all derivedmappingamustbe foundandrevokedaswell.

A mappingalways exists betweentwo regions, a source region and a target
region. This factis re ectedin the structureof the mappingdatabasewherethe
two regions are representedby differentnodetypes,cap nodesand map nodes
(seealso Sectiond.3]). As every mappingis derived from exactly one other
mapping,every map nodehasexactly one parentcap node. However, different
mappingsmay sharethe sameparentmapping,andthusa singlemapnodemay
have multiple child capnodes(seeFigured.3).

Themapnodewe usedin our experiment(seeFigureld.g) containghefollow-
ing elds:

An uplink to theparentcapnode,i.e. thecapnodethatdescribeshesource
region of themapping,

A downlinkto the rst child capnode,if it exists. Sucha nodedescribesa
mappingthatis directly dervedfrom the parentmapping,

Thebaseandsizeof thetamgetregionin thevirtual addresspace,

An accessit cache which is usedto storeaccessnformationfrom pre-
emptedpagetables(seeSectiord.7.J),

A pointerto the nodedirectoryof the addresspacewhich holdsthe map-
ping,and

Severalcontol bits, which areusedinternally by thekernel.
Thecorrespondingapnode(seeFigurelL ) hasthefollowing elds:

An uplink to the parentmapnode,i.e. thenodethatrepresentthe mapping
from which this mappingis derived,
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Figure4.7: Capnode

A downlinkto thechild mapnode,which describeshetargetregion,

Thebaseandsizeof thesourceregionrelative to the parentmappingwhich
canbeusedto derive smallermappingdrom largerones;

Themaximunprivilegesconveyed by the mapping(the effective privileges
alsodependnthe currentprivilegesof the parent),

A sibling pointerto the next capnodederivedfrom thesamemapnode,and

A control bit whichis usedinternally by the kernel.

In this implementation.every map nodeis associatedvith exactly one cap
node.Hence,t is not possibleto constructa large mappingfrom multiple smaller
ones;if sucha mappingis attemptedoy the user multiple map nodesmustbe
used. This restrictionappliesto every L4 implementatiorknown to the author;
sinceit is notrelevantfor our experimentwe do notaddresst here.

The subtreeproperty

Themappingdatabasés alarge compositedatastructure exportingit asawhole
would be costlyandineffective. Thereforejt is advisableo useamore ne-grain
schemesuchasPartial Preemptior{Sectiori3.4.3), which allows pagerdo operate
onsmallsubset®f thedatabasejown to individualmapnodes However, thefact
thatthe mappingdatabasés usedfor revocationmakesit dangerouso applythis
schemairectly.

Considerthe following scenario: Pager hasmappeda pageframeto B,
whomapsit onto asubsystenthatconsistof C, D andE (Figured.8). AssumeC
colludeswith its pageB, who preemptsheregion of kernelmemorythatcontains
theassociatiorbetweerB andC. As aresult,the subtreebelow Cis disconnected
from the databas@nd cannotbe reachedrom B any more. Therefore when
decideso revoke the pageframe,the kernelcanonly locatethe mappingin A's
andB's addresspacesthe othermappingswill remainunafected.
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Figure4.8: Detachedubtrean themappingdatabaseln the rst step,B preempts
the mappingto C. If now  attemptsto revoke permissionson X, the kernel
cannotreachthe subsystenbelov C any more.

Clearly, a schemethat allows subsystemso 'hijack’ memoryframeswould
compromiseorotection.Thereforethekernelmustmake surethatit canreachall
effective mappingsn thesystem|.e. thefollowing subteepropertymusthold for
themappingdatabase:

While the root node of a subtree in the mappingdatabaseis pre-
emptedthe mappingsn that subteemustnot corvey any privileges.

If this propertyholds,the kernelcansafelyskip preemptedodesin the map-
ping databasevhenit encountershemduringunmap becausevenif a discon-
nectedsubtreeexistedbelonv oneof thesenodes,t cannotconvey privilegesary
more,andthereis nothingto revoke.

Cascadingunmap; pagefault storms

Onepossibleway to enforcethe subtreepropertyis to simply revoke mappings
whenthey are preempted.Becausaunmap is recursve, the correspondingub-
treesin the mappingdatabaselisappeaentirely, andthe subtreepropertyholds.
Although this operationdiscardsa lot of state,it is safein L4 becauseagers
mustalwaysconsideithe possibilitythata higherlevel pagerrevokesoneof their
mappings;therefore they mustbe preparedo handlepagefaults even on map-
pingsthey did not revoke themseles. Thus, a subtreethat is destrgyed during
preemptiorcanalwaysbereestablishedith pagefaults.

However, asmapnodesarerelatively small,a singleframeof kernelmemory
cancontainmary of them(upto 1,024in theworstcase).If suchaframeis pre-
empted,all of the correspondingubtreesvould have to be destryed; later, an
equivalentnumberof pagefaultswould be necessaryo restorethem. Because
pagersandtheir clientsusuallyresidein differentaddresspacesthis would re-
quiremary expensve contet switches.
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Moreover, someof the affectedmappingscould back otherframesof kernel
memory which mighte.g.containothermapnodes.For thereasonstatedabove,
thesemappingswould have to be revoked also, resultingin a cascadehat can
affect thousandof mappings,possiblythe entire system;the subsequenipage
fault storm' canthenbe very expensve. For a pager thereis usually no way
to tell a priori whetherthis will happenfor a particularpageof kernelmemory;
thereforejt is dif cult to nd asensiblepolicy.

Persistentmappings

Becauseof the subtreeproperty thereis no easyway to avoid revoking all the
mappingsin a preemptedsubtree. However, the subsequenpagefault stormis
muchmoreexpensve (dueto themary context switches) andtherearetwo simple
andeffective techniquedo reducethis cost:

1. Exporting map nodes: If mapnodesareexportedratherthandiscardedit
is possibleto restoremary of themwith asingleresourcdault.

2. Keepingdisconnectedsubtrees: Althoughthey do not corvey ary privi-
leges,thesesubtreescontainmary 'dormant' mappingsthat can easily be
restoreconcetherootnodeis reconnected.

With thesawo techniquesn place,it is possibleo restoreapreemptegbageof
mapnodeswith asingleresourcéault. Ideally, theresourcdaultis handledbefore
the preemptedsubtreesancauseary userpagefaults;in this case the nodesin
the pageare re-importedand reconnectedo their dormantsubtrees- resulting
in exactly the samesituationasbeforethe preemption.In a morerealisticcase,
somemappingswill be restoredbeforethe reconnectiorand must be replaced
afterwards;however, this shouldstill befarlessexpensve thanraisingpagefaults
for eachof theremainingmappings.

The disadwantageof this solutionis thatit is inconsistentwith the existing
L4 mappingsemantics.Considerthe scenarian Figure[£.9 wheretwo memory
frames,X andY, have beenmappedo severaltasks.If B removesthe mapping
to C, X will alsodisappeafrom the virtual addresspacef D andE. Assume
C now takesa pagefault that causesB to establisha mappingto Y in the same
location.In thecurrentL4 model,D andE do nothave accesgo this mappingand
mustsendpagefaultsto C; with our proposecthangesy will appeain all three
addresspacestthesametime, andno furtherpagefaultswill happen.

Onepossiblesolutionis to treattheclassicalinmap primitive differentlyfrom
the preemptiorof mapandcapnodes Hence,if B removedthe mappingwith the
unmap primitive, the mapping<D-E andD-F would berevokedaswell, whereas
if B simply preempteda map node,the mappingswould remain'dormant'and
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Figure4.9: Differencebetweerrecursve unmap (above) andpersistentmapping
(below). In bothcasesB rst unmapsframe X andthen mapsframeY to the
samelocation.

couldbereestablishedBoth casesvouldlook thesameto D, yetthey would have
to behandleddifferently, whichwould requireanextraprotocolbetweerB andD.

However, we think thatsuchadistinctionis unnecessargndthatthe modi ed
semanticanbe appliedto unmap aswell. We amguethatthe behaior of the
overall systemis not changed pecausanostof the 'dormant' mappingswould
have beenreestablisheth the currentmodelanyway.

Considera pager thatimplementsapolicy onthememoryit provides.
This policy will be consultedonly at certainpointsin time, the decisionpoints
Forexample,jf  implementd RU, it will needto performpageagingatregular
intervals; if it implementsquotas,it will have to checkthemwheneer a client
requestadditionalresources.

However, the decisionpoints of differentpagersdo not normally coincide.
When, for example, is pagedby anotherpager  which implementspaged
virtual memory  may chooseto revoke and swap out a pageat ary pointin
time. Now, if oneof 'sclientsneedshatpage, will seea pagefaultona
pageit hasalreadyallocated. We do not seeary reasorwhy  shouldconsult
its policy atthis point; insteadjt will probablyremapthe samepageagain.With
persistenmappingsthe resultwould have beenthe same exceptthat  would
not have beeninvolved.

For this reasonandbecauset reduceghe side-efectsof mapnodepreemp-
tion, we decidedto implementpersistenimappingsin our experimentalsystem.
This leadsto thefollowing changan the semanticof map andunmap:
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Old semantics

New semantics

map

Transfes a memory re-
gion. Thereceveris given
accesgo all resourceshat
are presentin the source
region when the mapping
is received

Links two memory re-
gions. The recever is
given accessto all re-
sourceghat are presentn
thesourceregionwhilethe

mappingexists

unmap

Remoaores all directly de-
rived mappings from a
memory region. All in-
directly derved mappings

Remaoves all directly de-
rived mappings from a
memory region. All in-
directly derved mappings

arerevoked

aredeactivated

In the mappingdatabaseynmappinga mapnode
the entiresubtreebelov , but only the capnodesthataredirect childrenof
Themapnode itselfis only remoredwhenthemappingis ushed, i.e.removed
from the principal'saddresspaceaswell.

doesno longerremove

External representation

In orderto export the contentsof the mappingdatabasewe apply a combination
of multiple techniquesAs the mappingdatabasés sharedoy all principalsin the
system,it inevitably containssomeinter-domainconnectionsnpnamelybetween
capnodesandtheir associatednapnodes.Becausesucha connectioncanexist
betweerprincipalsthathave only limited trustin eachother we usethe Splitting
techniqueo exportonehalf of the connectiorto eachof them.

The Splitting techniquerequiresprincipal identi ers to implementthe cross-
domainreferences.In the currentL4 Version4 API, however, the principalsin
guestion(addresspacesylo not have explicit identi ers; they arenamedmplic-
itly by the ID of a threadthey contain. Although this is not unproblematiqsee
Sectiorh.3.2), we adoptthis schemédor our experiment.Whenanaddresspace
identi er is neededthekernelrandomlychooseshelD of athreadin thataddress
space.

Theremainingconnectiongbetweena mapnodeandits rst child capnode,
or betweera capnodeandits next sibling) areintra-domainandcanthereforebe
exportedwith Partial Preemption.Most of the actualcontentsn bothnodescan
eitherbe exportedunmodi ed or simply discarded.

More speci cally, theindividual elds of a mapnodeareexportedin the fol-
lowing way:
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Theuplink to the parentcapnodemay crossa domainboundarytherefore
it is representedy thethreadlDof thecorrespondingrincipalandavirtual
addressn theresourceareaof thatprincipal.

Thedownlinkto the rst child capnodeis alwayslocal; thus,it is sufcient
to corvertit into avirtual addressn theresourcearea.

Both baseand sizeare local to the principal’'s addressspaceand can be
exportedunmodi ed.

Theaccesdit cacheis exportedunmodi ed becausd is irrelevantfor pro-
tection.

Thenodedirectoryrefeencealwayspointsto thenodedirectoryof the prin-
cipalto which thenodeis exported;thereforejt canbediscardecandlater
restored.

The control bits can be regeneratedy the kernel; thus, they canbe dis-
carded.

Note that, althoughthe external representatiorhas an additional eld (the
threadlDof the principal that owns the parentnode),the Monotory requirement
is notviolatedbecausehediscardecandunusedartsyield enoughfree space.

Thecontentf acapnodeareexportedin thefollowing way:

Theuplink to the parentmapnodeandthe sibling pointerarelocal andcan
be corvertedto virtual addresses.

Thedownlinkcould actuallybe discardedbecause@ueto the subtreeorop-
erty, this link is never traverseddownwardswhile the nodeis preempted.
However, the threadlDof the correspondingprincipalis neededor valida-
tion.

Both baseandsizearelocal to the sourceregion andcanbe exportedun-
modi ed.

Themaximunprivilegesareexportedunmodi ed because¢he principalcan
gainnothingby raisingthe maximumbeyondits own privileges.

Thecontrol bits canberegeneratedndarediscarded.

It may be surprisingthat the virtual addresgart of the downlink cansimply
bediscardedHowever, considetthatthedownlink is only neededluringunmap.
If it is virtual, this meansthat the correspondingubtreeis either preemptecbr
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hasbeenfreshly imported;in eithercase the subtreepropertyguaranteeshatit
doesnotcorvey ary privileges,andunmap cansimply skipit. As soonasthe rst

dormantmappingis touchedthe pagefault handlerusesthe uplinks to walk the
treein thereversedirection,restoringall downlinksto directreferenceslongthe
way.

Ef ciency

In orderto exporta pageof mapandcapnodesgachlive nodemustbe modi ed.
Discarded elds mustbe invalidated,e.g. by overwriting themwith a constant
value,andreferencesnustbelocalized,i.e. physicaladdressemustbereplaced
with addresses the resourcearea. For map nodeuplinks, the threadlDof the
other principal mustalso be determinedand stored. Additionally, the backlink
thatis associateavith eachreferencanustbelocalizedin a similar fashion.

Corverting a physicalforward link to a virtual addresgequiresa lookupin
the frametable; for backlinks,the virtual addresss easily determinedrom the
addres®f the pagethatis beingexported.In orderto nd thethreadIDfor amap
nodeuplink, the kernelfollows thelink to the parentcapnodeandthenproceeds
to the next mapnode. This nodecontainsa referenceio a nodedirectory which
in turn hasareferencgo aKTCB in thecorresponding@ddresspace.Theglobal
threadIDin this TCB is used.

Importing a pageof map and/orcap nodesdoesnot requireary immediate
work; instead,the nodescan be importedlazily whenthey are rst used. To
importanindividual node thekernelmustcorvertthevirtual referenceackinto
aphysicalpointer which requiresa nodetablelookup;it mustalsoregeneratehe
controlbits and,if amapnodeis beingimported,insertareferenceo thecurrent
nodedirectory If ary of the previous stepsfails, the kernelmustinvalidatethe
node. Sanity checksfor the exportedvalues(base,size, and privilegesof the
mapping)arenotrequiredbecausehey arerelativeto thecorrespondingaluesin
theparentnode.

Safety

Thebaseeld in amapnodespeci estheoffsetwherethemappingappearsn the
recipients addresspacelt is safeto exportthis valueto therecipientbecausée
caneasilymodify it by grantingthemappingto anothetthreadin thesameaddress
spacelnvalid values(e.g.offsetsoutsideof the useraddresspace)aneasilybe
detectedduringtheimport.

’If thethreadwhoselD is choserhereis migratedlater, all mapnodescontainingthis ID are
brokenandcannotbe re-imported(seeSectiorb.3.2).
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Thesize eld in amapnodespeci esthesizeof themappingin therecipients
addressspace. This value can be safely exportedto the recipientbecauset is
limited by the size of the mappingon the senderside,i.e. the recipientcangain
nothingby increasingt beyondthatlimit. By decreasinghis value,he canonly
reducehis privilegesbecausdelosesaccesso partof the mapping.

The accesdit cadhe eld is safeto export becausehe recipientcancontrol
it anyway (by accessinghe mapping).Theoretically a maliciousprincipal could
try to hidethefactthatit hasaccesse@ pageby resettingthis value. If thisis a
problem,thebits canbetransferredo the parentmappinguponpreemption.

Thebaseandsize eld in acapnodespecifywhichpartof thesendersaddress
spacas accessibléo therecipientof themapping.By modifyingthebaseaddress,
the sendercanchangethelocationof this part. For the recipient,this meanghat
the contentsof the mappedegion cansuddenlychangehowever, the sendercan
achieve the samesimply by writing to the region. By decreasinghe size, the
sendercan make part of the mappingdisappeain the recipients addresspace;
however, it canalsodo this by invoking the unmap primitive. Increasinghesize
doesnot have ary effectbecausehesize eld is replicatedn therecipients map
node,andthe effective sizeof the mappingis determinedy the minimum of the
two.

The maximumprivileges eld in a capnodeis safeto export becauset only
speci esanupperlimit; thus,thesendercannotelevateits privilegesby increasing
this value. Decreasingt effectively revokesprivilegesfrom the recipientof the
mappingwhich canalsobeachiezedwith theunmap primitive.

The cross-domainmefelencesn mapandcapnodesaresafeto exportbecause
they arealwayspaired,andthe two partsarealwayscontrolledby differentprin-
cipals (exceptfor intra-domainmappingswhich are not relevant for protection
anyway). An individual principal cangainnothingby modifying suchareference
becausehe mappingis not effective unlessthe two partsmatch.

4.7.4 Userthreadcontrol blocks

The userthreadcontrolblock (UTCB) storesthe useraccessiblgart of athread
contet, includingamessagéuffer andvariousThreadControlRegisters(TCRS),
which areconsideredh logical extensionof the threads registerset. SomeTCRs
areusedby the kernel,e.g.to deliver error codeswhile othersare controlledby
thethreaditself, e.g.to specifytimeouts.

Unlike the otherdatastructuresliscussedi this section,UTCBsdo not con-
tain protectedkernelstate;in fact, the API speci esthatthey canbe freely ac-
cessedrom userlevel, just like ordinary registers. Hence,it is unnecessaryo
take any specialactionduringexportbecauseachthreadcanseethefull contents
of its UTCB arnyway; also,the valuesneednot be checled duringimportbecause
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thethreadscanwrite themat ary time, andthereforethe kernelmustcheckthem
onevery use.

4.7.5 Kernelthreadcontrol blocks

Kernelthreadcontrol blocks (KTCBSs) are usedto hold the protectedpart of a
threadcontet, suchasschedulingnformation,the currentstatusof thethread,or
its presenceandpositionin variousinternalqueues.

In our experiment,we did not attemptto pageKTCBs becausehis would
have requiredsigni cant changedo the L4 API, which is beyond the scopeof
this workfl. For example,the kernelis currentlyspeci ed to containaninternal,
priority-basedschedulerandthereforethe KTCB containsschedulefrelatedin-
formation. If this informationwere preemptedthe kernelwould loseknowledge
of the very existenceof the correspondinghread,and thuswould not generate
pagefaultsunlesssomesystencall wasinvokedon thatthread.Also, thethreads
associationwith its pageris currentlykeptin the KTCB; withoutthisinformation,
thekernelcannotevendeterminewhereto sendthe pagefault.

As thelL4 Version4 API hasbeendesignedvithout a particularfocuson ker-
nel memorymanagementt is not surprisingthattheseproblemsexist. However,
we believethatsomechangeso the API, e.g.with respecto theschedulingnodel
andthethreadnamingschemearesufcient to solvethem.Ourgroupis currently
working on thesechangesandwe arecon dent thatwe caneventuallypagethe
entire kernelstate,includingKTCBs.

In the remainderof this section,we analyzethe contentsof the KTCB and
provide suggestionfiow eachitem couldbe exported.

Registercontents

OnlA-32, the basicregistercontext of a threadconsistof theinstructionpointer
(EIP), the stackpointer(ESP),sevengeneralpurposeregisters(EAX-EDX, ESI,
EDI, EBP)andastatusvord (EFLAGS).TheFPUandSSEunitsarebothequipped
with additionalregisters,but theseneedonly be saved whenthe threadactually
useshoseunits.

As the entireregister context is freely accessibléo the thread,it canbe ex-
portedunmodi ed. With the exceptionof somebits in the EFLAGS registeﬁ,

8Evenwith this restriction,it is possibleto implementa comprehensie resourcananagement
schemébecaus&KTCBs areonly allocatedduring ThreadControl  , whichis a privilegedsys-
temcall thatcanonly beinvokedby specialtasksin thetrustedcomputingbase

%In additionto the usualstatusbits, the EFLAGS register also holds the I/O privilege level
(IOPL) andseveralsystem ags, which mustnot bewritten by applicationprograms SeeSection
3.4.40f thelA-32 Manual[23] for furtherdetails.
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validationis not requiredeither However, sincethe FPU and SSE contets are
ratherlarge, we suggesthat thesebe allocatedon rst use,ratherthanduring
threadcreation. They canthenbe pagedseparatelyalthoughthis meansthat a
threadcantake aresourcdault justfrom accessingn FPUregister

Thr ead status

Thestatusof a preemptedhreadindicatesthe operatiorthe threadwasexecuting
whenit waspreemptede.g.runningin userlevel or performinga systemcall), as
well asthe statusof thatoperation(e.g.blocked by anothetthread).

All previous L4 implementationknown to the authorusea perthreadker-
nel stackin eachKTCB, alongwith somededicatedelds, to storethis informa-
tion. Theresultingprogrammingmodelis corvenientbecauseeachkernelstack
containsactivationframesfrom all kernelfunctionsthe correspondinghreadhas
called;thus,a kernel-level threadswitch is essentiallya stackswitch. However,
the stackcontentis very sensitve becausét is interspersedvith returnaddresses
andlocal variablesthereforejt mustnot be exporteddirectly.

Fortunatelyin mary kernelsthenumberof preemptiorpointsis quitesmall;it
is thereforesufcient to exporta continuation i.e. a brief summaryof therespec-
tive situation,to userlevel. The continuationneednot containconstantvalues,
suchasreturnaddresseyr valuesthat canbe obtainedelsavhere. If necessary
the exactcontentof thekernelstackcanlaterberestoredrom the continuation.

Schedulinginformation

Accordingto the Version4 API, the kernelmustcontainaninternalround-robin
schedulewvith a x edpriority schemeThereforethe KTCB containghecurrent
priority of the thread,the length of its currentand remainingtimeslice,andits
totaltime quantum.

This informationis dif cult to export becauset cannotbe validated. Unlike
memorymappingswhich arealwaysrelative to theparentmapping prioritiesand
time periodsareabsoluteandcaneasilybeforged.

Onepossibilitywould beto useCryptographicSealing;however, astherange
of these elds is quite small, the kernelmight becomevulnerableto dictionary
attacks.Anothersolutionis to move to a hierarchicalschedulingmodelin which
a datastructuresimilar to the mappingdatabasevould be usedto corvey time
and priority. Finally, it might be possibleto move the entire schedulerto user
level, andto replaceit with a simple dispatchingmechanismjn this scenario,
schedulingmetadatacould be restoredby userlevel schedulerge.g.using'time
faults").
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Addr essspaceaf liation

KernelTCBscontainareferenceo theaddresspacan whichthethreadcurrently
executesln principle,thisreferenceshouldbediscardabldecausave chosdasks
asprincipals;KTCBsshouldbeimplicitly associateavith theaddresspaceof the
taskthatrequestshem. However, tasksarenot rst-class objectsin L4, andthus
pagefault messagesnust actually be sentby threads;therefore,this reference
mustbe exportedarnyway.

This problemis complicatedby the fact that addressspacesbeing second-
classobjects,cannotbe nameddirectly; in space-relatedystemcalls suchas
SpaceControl ,they arereferencedy thelD of athreadthatexecutesn them.
Thereforeit is impossibleto simply exportaname evenif thekernelcouldsome-
how validateit to preventforgery.

We believe thatthis problemshouldbe solvedby promotingaddresspaceso

rst-class objects(seeSectiorb.3.2.

Global ThreadlDs

In additionto thegloballD thatis partof eachthreads contect, KTCBs alsocon-
tainthreadlDsasreferenceso otherthreadse.g.to identify their pager exception
handleror partnerin anlPC. BecauseheseDs have a system-globascopethey
caneasilybeforgedby guessing.

We believe thatthis canbe accomplishedy replacingglobal threadlDswith
a local namingscheme.Sucha schemes currently beingdiscussedy the L4
community

Timeouts

ThelPC systemcall allows varioustimeoutsto be speci ed by the user;for ex-
ample,threadscanspecifyhow long they arewilling to wait for their partnerto
becomeready or for the messagéransferto complete.Eachthreadcanhave at
mostoneactive timeoutatarny pointin time; thisinformationis alsostoredin the
KTCB.

Exportingtimeoutsis notdif cult (they canbefully controlledby therespec-
tive threadanyway), but it is not obvious what the semanticshouldbe whena
preemptedimeoutexpires.If animmediateeffectis desiredthenthekernelmust
eitherretainenoughinformationto detectit, which obviously requiressomeker-
nel memory or notify someuserlevel entity, for examplethe threads scheduler
This entity canthenensurehatthetimeoutis re-importedoeforeit expires.

We believe, however, thatit is sufcient to make the timeouteffective when
therespectre KTCB is re-imported. The only casewherethis actuallymakesa
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differenceas whenthethreadusesthetimeoutto enforcesomeguaranteediming
behaior, e.g.in areal-timeapplication.In this case the threadmustnegotiatea
pinning contract[37] with its pagerarnyway, andit shouldbe easyto extendthis
contractto the KTCB.

Run queueaf liation

All runnableKTCBs arepartof aninternalqueue the run queue which is con-
sultedby thedispatchewhenatime slice expiresanda context switchto the next
threadmustbe performed.This af liation is importantfor two reasonsFirst, the
factthatthethreadexistsandis runningmustbe presered,becaus@therwisethe
threadwill never be chosenby the dispatcheandcanrun only if anotherthread
switchesto it. Secondthe positionof thethreadin the queuemustbe presered
to maintainfairnesil; if multiple threadsarerunnableat the samepriority, each
of themshouldbedispatchedvith the samefrequeng.

With a hierarchicalchedulingnodel,the rst aspec{presenceganeasilybe
exported. The secondaspectposition) could be represente@itherby the ID of
the'next' threador by the pointin time whenthe threadwaslast executed;both
valueswould have to be protectedagainstamperingbecausehey aredif cult to
validate.

Anotheroptionwould beto usea central,trustedpagerfor therun queue but
thiswould compromisehedistributeddesignof our pagingschemefor example,
pagersvould nolongerbeableto obtaina complete snapshotof the subsystems
they manage.

Finally, therun queuecould be manageacompletelyby userlevel schedulers
thatrely onthekernelonly for performingcontext switches.t remaingo beseen
whethersucha schemecanbeimplementedvith acceptablgerformance.

Sendqueueaf liation

Sincethe IPC mechanismn L4 is synchronousa threadthat is trying to send
a messageo anotherthreadmay be blocked if the otherthreadis not readyto
receve. In this case,its KTCB is placedin the sendqueueof the target thread.
Wheneer athreadperformsareceve operationthe kernelchecksts sendqueue
for waiting threadsand,if applicablewakesthe rst one.
Again, boththe fact thata KTCB is part of a sendqueueandits positionin

that queuemustbe presered; the latter is necessaryo prevent stanation. The
rst aspectanberepresentetty the D of the ownerof thequeuewhichis safe

0apart from mentioningtime slicesand priorities, the currentL4 speci cation doesnot give
ary detailson schedulingoehavior. Thus,fairnesds notexplicitly required;however, we consider
thisanimportantfeature.
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Structue Field Tedhniqueused

PageTables | PhysicalAddress| Discardedretrievedfrom mappingDB
Controlbits Discardedregenerated
Statushits Savedto mapnode

NodeTables| References Localizedwith pointerswizzling

Map Node | Uplink Corvertedto threadID,virtual address
Downlink Localizedwith pointerswizzling
Base+ Size Not modi ed

AccessCache Not modi ed
NodeDir Ref Discardedregenerated

Controlbits Discardedregenerated
CapNode Uplink Localizedwith pointerswizzling

Sibling Pointer | Localizedwith pointerswizzling

Downlink Corvertedto threadlD

Base+ Size Not modi ed

Max Privileges | Not modi ed

Controlbits Discardedregenerated
UserTCB All elds Not modi ed
KernelTCB | All elds Not pageable

Table4.1: Techniquesisedto export L4 kerneldatastructures

to exportbecausehethreadpossesseit whenit invokedthe sendoperation.The

secondaspectcan,again,be exportedasa 'next' pointeror asthe pointin time

wherethe sendoperationwasinvoked. Note thatthe orderingof the sendqueue
may also dependon the priorities of the waiting threads,and that the position
informationmay only berelevantwithin a particularpriority level.

Caremustbe taken that the presenceof preemptecdKTCBs in a sendqueue
doesnot block other threads,becauseotherwisea maliciousclient could run a
denial-of-servicattackagainsta sener by sendingto it andthenhaving its own
KTCB preempted.To avoid this, we suggesthat preemptedTCBs be skipped;
however, the resourcefault shouldbe triggeredanyway to ensurethat the pre-
emptedhreadgetsa chanceo completeits sendoperation.

4.7.6 Summary

Tabled. 7 onceagainsummarizeshe L4 kerneldatastructuresandthetechniques
we usedto exporttheindividual elds.
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4.8 Preemptionand revalidation

In oursystemit is possibleo gracefullydecreasg¢heallocationof kernelmemory
of any principal;thisis doneby preemptingpageghathave beenallocatedto the
kernel.Oncea preemptions triggered the kernelperformsthefollowing steps:

1. It determineshetype of metadatdhatis storedin thepage e.g.by consult-
ing theframetable,

2. It corvertsthe metadatdo externalrepresentatiorand

3. It restoresuserlevel accesdo thepage

Theprocesof nding theexternalrepresentatiohasalreadybeendescribed
in the previoussection;here,we discustherrelatedissuesge.g.by which events
preemptiorcanbetriggeredandwhich resourcesreaffected.

4.8.1 Trigger events

Obviously, preemptiormustoccurwhenthe kpager— or ary higherlevel pager—
invokesunmap on aframethathasbeenpreviously allocatedo thekernel. How-
ever, for securityreasonsthe kernelmustalsoconsidera pagepreemptedvhen
the pageis merelyaccessedrom userlevel.

Considerasystemwhereapager backsanothempager ,whoin turnpro-
videsread/writememoryregionsto its clients. In anordinaryL4 system, can
rely onthefactthatnothingits clientscoulddowill ever affectits own privileges.
Thereforejt needonly be preparedo handlepagefaultsthatarecausedy ; if
it hasnegotiateda pinning contractwith , it canbe certainthat no pagefaults
will happen.

In our systemhowever, a client canusepartof its region askernelmemory
which makesthe correspondingramesdisappeafrom all otheraddresspaces,
including . Of course, canstill avoid unexpectedpagefaultsby unmapping
eachpagebeforeaccessingt, and by remappingit afterwards; however, this is
slow, cumbersomend also completelysuper uous,sincelogically,  still has
readandwrite privilegeson its pages.Insteadwe choseto presere the original
semantichy transparentlpreemptindkernelmemorythatis beingaccessettom
userlevel.

Note that pagerscanusethis schemeo performsimplesystemcalls on their
clients;for example,aloadercouldwrite to the TCB of a new taskto initialize its
instructionpointet
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4.8.2 Inter-resouicedependencies

The sumof all kernelmetadatacanessentiallybe thoughtof asa hugedirected
graph,which is connectedy referencesn individual metadatanstances.Care
mustbe taken that preemptionslo not partition this graph; otherwisepartsof it
may becomeorphanedandthe kernelmusttake countermeasureg,g. perform
garbagecollection.

For thisreasontherearesomeintrinsicdependencielsetweerdifferentkernel
resourceswhich aresummarizedn thefollowing table:

Resouce Dependsn
Pagedirectory | Nodedirectory
Pagetable Pagedirectory

Pagetableentry | Pagetable,Map node
Nodedirectory | —

Nodetable Nodedirectory
Nodetableentry | Nodetable,Map node
KTCB Nodedirectory
uTCB KTCB

Map node Nodetableentry
Capnode Map node

The dependengrelationis transitve. Sincetaskswerechosenasprincipals,
all resourceiave a director indirect dependeng on the nodedirectory which
ultimatelyrepresentataskin our system.

Obviously, pageandnodetablesdependon therespectie directoriesbecause
they cannotbelocatedwithoutit. Map nodesdo notdependon nodetableentries
conceptuallyhowever, withoutthisrestriction,re-importingnodetableswould be
dif cult becausehe referencednapnodescouldstill bein the kernel,but there
would benoway to locatethem,exceptby scanninghe entiremappingdatabase.

4.8.3 Cyclic dependencies

Becaus®f theinter-resourcalependencieg singlepreemptioreventmayleadto
multiple pagesactuallybeingexported.Hence,if thedependencgraphcontains
acycle,thekernelmightbedeadlocledor caughtin anin nite loop.

With the exceptionof the mappingdatabaseall kernelmetadatdasa strictly
hierarchicalstructurewhich doesnot allow for cycles. However, mapnodescan
indirectly back other partsof the mappingdatabasend thus other map nodes,
andthereforea cycle is possible.Sucha cycle cannotbe formedwith map alone
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becausdhereis a strict temporalordering(a pagemust be mappedto the ker-
nel befor it canbackothermappings)however, cyclescanoccurif the grant
primitiveis used.

Considera systemin which a page is mappedfrom atask to another
task , who choosedo mapit askernelmemoryto , for usein the mapping
databaseAssume now grants to . If now revokesthe new mappingthe
dervedmappingin  mustalsoberevoked,whichin turnrevokesit from ,and
soon.

Onepossiblesolutionto this problemis to conceptuallyreduce to ordinary
memorybefole startingto exportits contents.Hence the kernelwill not attempt
anotherexportwhenit encounters again.

4.8.4 Pageswith mixed content

Somemetadatdhasa ner granularitythanmemoryframes;in Sectiond.5.3 we
alreadymentionedhatwe collectseveralinstancesn eachframeusinga simple
slaballocator[i€]. However, in orderto export this metadatacorrectly the kernel
mustbe ableto detectwhethereachslabis in useor not, andto determinethe
correctdatatype.

The rst problemis easilysolved by markingemptyslabswith awell-known
patternthatis differentfrom all valid metadatanstance&] (e.g.all zeroes).The
secondroblemcanbeavoidedif a)thekernelneverco-locate®bjectsof different
typesin thesamepageandb) theonetypecanbedeterminedy othermeanse.g.
from the offsetof the pagein theresourcearea.

In our system this solutionis applicablefor all kernelobjectsexceptfor the
mapandcapnodeswhichareco-locatedo reduceragmentationHence asingle
pageof kernelmemorycancontainbothnodetypes.To allow thekernelto distin-
guishbetweerthetwo, bothnodescontaina specialbit ata x edoffset,whichis
alwayssetin amapnodeandalwaysclearin acapnode.Emptynodescaneasily
beidenti ed becausall of their bits arezero.

1Ohviously, sucha patterndoesnot exist if all possiblevaluescorrespondo a valid instance.
In practice however, asuitablepatterncanusuallybefound,e.g.by breakinganalignmentrestric-
tion.
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CHAPTER4. APPLICATION TO L4



Chapter 5

Analysis

In the previous section,we describedthe detailsof an experimentalsystemin
which our schemefor managingkernel memorywas appliedto the L4 micro-
kernel. Now we discusshis systemat a moregenerallevel, e.g.with respecto
protectionandsecurity We alsoanalyzethe differencesetweerour systemand
the original L4 model,andwe make varioussuggestiongor future revisions of
thelL4 API.

5.1 Protectionand security

Oneimportantgoalof thiswork is to shav thatkernelmemorycanbe managedt
userlevel withoutwealeningprotection.Unfortunately we areunableto provide
aformal proof;to ourknowledge suchaproofhasneverbeenattemptednoteven
for microkernels.Instead we examinea numberof typical attacksandshow that
they cannotbe successfuin our system.

Whenconsideringpotentialattackswe usethe systemshavn in Figureb.las
areference.In this gure, threadsarerepresentea@scircles,andaddresspace
boundariesaredenotedoy rectangles.The arrowns indicatepagerclient relation-
ships. For example,thethreadsB, C andD residein oneaddresspaceB pages
its clientsC andD andis itself pagedby A.

We assumedhatthe root pager is partof the trustedcomputingbaseand
cannotbecompromisedHowever, anattacler maybeableto controlseveralsub-
systemgtheshadedegions,i.e.thethreadsB-D andG), includingtherespectre
pagergB andG). Someof themaliciouspagersnay colludewith their clients(B
with C andD) or othermaliciouspagergB with G), while othersmay be ableto
gaincontrolover other well-behaing subsystemgG over H).

In orderto maintainprotection the kernelmustensurehefollowing:
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Figure 5.1: Referencemodel. The arrows indicate pager/clientrelationships;
shadegartsarecontrolledby the attacler.

Malicious clients must not be ableto affect their pagers;for example, A
mustbe protectedrom B.

Malicioussubsystemmustnot beableto affect other independensubsys-
tems;for example ,E andF mustbe protectedrom G.

Malicious senersmustnot be ableto affect their clients, exceptby denial
of service.For example,if E usesaserviceprovidedby B, thenB mustnot
beableto exertany controlover E beyondthatservice.

However, the kernel cannotprotectsubsystemshat obtain kernel memory
from amaliciouspager In existing L4 systemsthis restrictionalreadyappliesto
programcode,sincea pagerthat cancontrol the codeexecutedby its client can
effectively doanything thatclientcoulddoitself. Hence the L4 protectionmodel
is not signi cantly wealened;clients canensuretheir safetyby obtainingtheir
kernelmemoryfrom atrustedpager

In the following, we distinguishbetweentwo classesf attacks: metadata-
basedttadksrely onthepagersability to accesshekernelmetadataf its clients,
while page-fault-basedattads exploit the fact that a pagercan raiseresource
faultsby unmappingpagesof kernelmemory

5.1.1 Metadata-basedattacks

A pagerthatprovideskernelmemoryto aclient can,by preemptinghatmemory
from thekernel,gainaccesgo the contentdn their externalrepresentationit can
thenfreely examine,modify, forge, copy, permute nvalidateor destrg the data
in suchapage.Afterwards,whenthe correspondingesourcdaultis raised,it can
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returnthe pageto the kernel, wherethe contentsare corvertedbackto internal
state.

Examining metadata

By examiningapagethatis exportedvacantj.e. apagedirectoryor pagetable,the
pagercannotgainarnything. UTCBsaresafebecause¢hey canbefreely accessed
by the client andthereforethe pagercould alsoexaminethemby modifying the
client'scode.Theremainingstate hodetablesandthe mappingdatabase;onvey
information aboutthe layout of the client's addressspace,including mappings
providedby otherpagers.

Most of this state,i.e. size and position of the mapping,refersonly to the
clientandis thereforereadily availableto the pager For mappingsprovided by
anothepagersomeinformationcanbegatherednamelythethreadlDof theother
pagerandthe positionof acapnodein its addresspace Similarly, for mappings
providedto clients,thethreadlDof therecipientcanbe determinedHowever, this
informationis mostlyuseless.

Modifying metadata

By modifying or forging metadataneitherthe pagernor its clients can obtain
elevatedprivilegesbecausehe external representatioiis safe(seeSectiond. ).
For example,neitherB nor D can, by editing the exportedpart of the mapping
databasechangethe privilegesor the sourceareaof existing mappingsfrom A
becausehey canonly affect the mapnode;this is checled by the kernelagainst
the correspondingapnode,which is controlledby A. For similar reasonsthey
cannotobtain nev mappingseither e.g.from E, becausehe forged map node
would have to containa referenceto a matchingcapnodein E's addresspace.
Guessin@referenceo anexisting capnode,e.g.from amappingkE hasprovided
to F, doesnothelpbecausehatcapnodewould containF's threadID.

However, two malicioussubsystemge.g.B andG) couldforgeamatchingpair
of mapandcapnodesif they know eachother’s threadlD,andtherebyestablish
amappingwithoutusingIPC. Thisis notdirectly relevantfor protectionbecause
thenew mappingcanbederivedonly from resourceslreadypresenin eitherB's
or G's addressspace;however, it canbe usedto circumwent IPC-basedcontrol
mechanismsuchasClansandChiefs[31] or IPC redirection[24] whenthey are
usedto monitoror to restrictcommunicatiorf25).

This problemcould be solved by handlingre-importedmappingsasif they
wereestablishedisingIPC, i.e. by submittingthemto the monitorfor inspection.
Anotheroptionwould beto replacethe system-globathreadIDswith alocalnam-
ing schemeln suchaschemetwo principalsthatarenotallowedto communicate
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directly would not evenhave a namefor eachother;thus,therewould be no way
they couldforgeavalid referencepair.

Copying metadata

In anothempotentialattack the pagercopiesavalid pieceof kernelmetadatdo its
own addresspacdor lateruse;for example,if D hasobtaineda mappingfrom E,
B couldtry to save the correspondingnapnodeto recapturehe mappingwhenE
revokesit. Thisis calledareplayattadk andis a classicathreatto cryptographic
schemesln contrasto forging, theattacleris presumedo alreadyhave accesso
avalid, albeit staleinstanceof metadatayhich canbe a considerableadvantage
e.g.if theschemas protectedoy sparsity

In our systemyalidationis usedto detectstalereferencesThereforecopying
metadatas no moredangeroushanforging or modifying.

Permuting metadata

Sincepagersisuallyprovide morethanonepageof kernelmemoryto theirclients,
they canpreemptmultiple pagesandremapthemin a differentpermutation. A
maliciouspagercanswap pagedrom differentclients,pagescontainingdifferent
datatypes, differentinstancesof the samedatatype, and even datastructures
within the samepage.

This attackis very similar to the modi cation attack.If a pagermpreemptswo
pages and , it can,insteadof mapping in placeof , simplycopy thecontents
from to andviceversa.Neitherthepagemortheclientscanusethistoincrease
their privilegesbecaus&ernelmetadatas alwaysinterpretedn the context of the
clientonwhosebehalfit is imported;hence|f theclientdid not have accesdo a
resourcebefore,it cannotgainit by importingthe metadataf anotherclient.

Considerthe following example: A mapsa memoryobjectto C, andB pre-
emptsthe pagethatholdsthe correspondingnapnode. The externalform of the
mapnodewill thencontainA'sthreadlDandthevirtual addres®f thecorrespond-
ing capnodein A's addresspace.Now B attemptgo remapthe mapnodeto D.
During import, the kernelusesthe referencen the mapnodeto look up the cap
nodeandchecksif the two nodesmatch. However, sincethe capnodecontains
C'sthreadlD thisis notthe caseandthekerneldiscardghe mapping.

Protectiorcanneitherbecompromisedby swappingkernelobjectsof different
types,e.g. by mappinga pageof cap nodesinsteadof a nodetable. Sincethe
kernelraisesresourcdaultsfor aspeci c type,it assumesnetadataf thistypeis
suppliedin returtll. Therefore metadataof adifferenttype will beconsideredn

Thisis safeto assumesvenif the pagerhasno conceptof kerneldatatypes,sincethe kernel
identi es therequestednetadatdy thevirtual addres®f the pagefault.
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invalid instanceof the expectedypeandis subsequentldiscarded.

By swappingdatastructuresof the sametype, the attacler canexchangethe
uservisible stateof two threadg(by swappingUTCBS) or changethe virtual ad-
dresse®f mappingsn its addresspaceg by swappingnodetablesor mapnodes).
However, theseoperationganalsobecarriedoutusingstandardkernelprimitives;
thereforethis doesnot constitutea securityproblem.

If metadatds permutedin externalform, the physicaladdressof individual
instance®f kernelmetadatahangesThis is not a securityproblemif thekernel
doesnotretainary physicalpointersto the metadataafterit is exported(thereis
noreasorto).

Invalidating or destroying metadata

If the attacler hasaccesdo the externalform of a kernelobject,it candamage
it or remove it entirely. In both casesthe objectcannotbe re-imported,andthe
kernelmustdiscontinueary servicedor which this objectwasrequired.

Obviously, this is not a securityproblemif the servicesin questionare pro-
videdto the attacler, or to oneof its clients. This is true for all the metadatave
exportedin our experiment,exceptfor capnodes.By destrging acapnode,the
pagercaneffectively revoke themappingthatis corveyedby thatnode.However,
if thatmappingwasalsoprovidedby the pager it canachiese the sameeffect by
invoking theunmap primitive; if themappingwasprovidedby anothepagerand
only forwardedby the client, the pagercaneasilyforce the client to performthe
unmap for him, e.g.by replacingoneof its codepages.

Inferring kernelinternals

By inspectionof exported kernel metadataan attacler might be able to draw
certainconclusionsaboutthe protectednternal stateof the kernel. For example,
assumdaJTCBs areallocatedwith a global placemenschemej.e. two different
UTCBs are never placedat the samelocationin the resourcearea,evenif they
residein differentaddresspacesin thiscasetheattaclermaybeableto estimate
thetotal numberof threadsin the systemby creatinga threadandobservingthe
locationof its UTCB. In our experimentthisis not possiblebecause¢heresource
areadn differentaddresspacesrecompletelyindependentrom eachother
Also, anattacler can,by observingmetadataandits developmentover time,
infer someof the policiesusedby thekernel. For example,by checkingthe map-
ping databasgeriodically theattacler maybeableto determinghestratgy used
to allocatenew mapor capnodes.This informationmightbe helpfulin anattack.
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5.1.2 Page-fault-basedattacks

A kpagerrecevesresourceaultsfrom its clients. It canrespondio thesefaults
by sendinga mapping,or it canchoosenot to respond. A kpagerthat already
provides memoryto the kernel can alsoinduceresourcefaultsin its clients by
unmappinghatmemoryatary time.

Pagehijacking

Sincethekernelrunsin supervisomode,it hasfull accesso all physicalmemory;
in particular it canwrite pageghataremappedead-onlyin userlevel. Therefore,
akpagercouldtry to circumventaccessestrictionsoy mappingits memoryto the
kernel.

Considerthe following scenario: A mapsa code pageread-onlyto both B
andE. Now B provokesaresourcdaultin oneof its clients,e.g.in D, andmaps
the codepagein responself the kernelpermitsthis, it will protectthe pageand
attempto corvertthecontentsnto kernelmetadatasubsequerdccessesm E will
thenpreempthe pageandcausehe metadatdo be exportedagain.

Sincetheoriginal content- a pageof code—is extremelyunlikely to coincide
with avalid instanceof metadatathe kernelmust,in mostcasespartially discard
it; also,the metadatamight changewhile in the kernel. Thus, the re-exported
contentwill differ from the original, andB haseffectively modi ed a read-only
page.

However, this attackis not possiblein our systembecauséan responsdo a
resourcdault,thekernelonly acceptsnappinggshatcorvey atleastreadandwrite
privileges.In this case giving the pageto the kernelis unproblematidbecaus¢he
attacler candestry the contentof the pagealsoby overwritingit directly.

Withholding metadata

By design,the kernel doesnot imposeary deadlinesfor handlingkernel page
faults;hencea kpagermay delayits answerinde nitely or evennotreply at all,
e.g.becausedhe client hasexceededts allocation. While this inevitably blocks
the client requestingthe metadatapther independensubsystemsnustremain
unafected.

An attackbasedon withholding metadatacanonly be effective for metadata
whosein-kernelrepresentationontaingeferenceso resourcefeldby otherprin-
cipals.Therefore pageandnodetablesneednotbeconsidereaincethey arelocal
datastructuresisedexclusively by therespectre principal.

UTCBs containtwo threadlDswhich designatehe pagerandthe exception
handlerof the thread. Whenthe threadtakesa pagefault or an exception,these
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threadlDsareusedio sendamessagéo therespectre handler In thosesituations,
however, the faulting threaddependson the handlerthreadto resole the fault;
evenif thereferencas valid, thehandlercaneasilyblockthethreadoy notsending
aresponse.

The mappingdatabaseontainsmary cross-principaleferencesan attacler
canrevoke part of it, which causessomereferencedo be disconnected.This
couldbeaproblemduringunmap whenthe kernelmusttraversea subtreeof the
mappingdatabasén orderto nd all transitvely derved mappingsstartingfrom
the mappingthatis beingrevoked. However, the subtreeproperty(Sectiord. 7.3
guaranteethatactive mappingscanonly exist in the partof themappingdatabase
thatis connectedo theoriginalmappingin  ; thereforethekernelneednotraise
ary pagefaultsduringunmap,andtherequestois never blocked.

Notethatwithholdingmetadatavill beafar moreimportantproblemin future
systemswhere queues.e.g. the sendand ready queues,are exportedfrom the
KTCB. In sucha system,caremustbe takento allow the kernelto parsethese
queuesevenif someof its membersare preemptedseeSectiond. 7.5 for further
discussion.

Flooding

A malicious client can perform a classicaldenial-of-serviceattack againstits
pagerby continuouslypreemptingsomeof its kernelmemoryandthus ooding
the pagerwith alarge numberof resourcdaults.

This attackis similarto a ooding attackbasedon ordinarymemoryandcan
be handledin the sameway, e.g. by countingpagefaults andthrottling clients
thatcausean excessve amount. However, resourceaultsareconsiderablymore
expensve thanordinarypagefaultssincethe kernelmustre-importthe metadata
in the page. Therefore,it is importantto internally accountthis operationto the
faultingprincipal,e.g.by usingits time sliceratherthanthatof the pager

5.2 Differenceso L4

By introducingour schemefor kernel memory managemeninto L4, we have
changedeveralaspect®f theoriginal L4 model[i30]. Mostof theseaspecthave
alreadybeenbrie y mentionedn previoussections.n the following section,we
explainthe changesn moredetailanddescribeheir consequences.
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5.2.1 Resourcefaults

In the original L4 model,pagefaultscanonly occurin userspacej.e. in theuser
accessiblgartof virtual addresspaceasaresultof athreadsreadingwriting or
executingthe contentsof a page,or duringIPC. Furthermorethe UTCB areaand
the KernellnterfacePage(KIP) are exemptfrom pagefaultssincetheseobjects
areprovidedby thekernelandarebacledwith kernelmemory

In our system the rst exceptiondoesnot hold any more,sinceUTCBs are
now providedby userlevel pagers Additionally, pagefaultsmaynow alsooccur
in theresourcearea,wherepagetables,nodetablesandthe mappingdatabasare
located.

Reading,writing and executingcan still trigger pagefaults, but they areno
longerlimited to non-eistent mappings;pagefaults may now also be usedto
requesmissingpagetables,nodetablesor mapnodes.

All pagefaultsthat could happenduring IPC in the original systemare still
possible however, someadditionalfaultscannow occur ThelL4 API [3()] classi-

es thesefaultsin threecateories:

Pre-sendpage faults happenin the senders context beforethe message
transferhasstarted withoutinvolving thereceverthread;

Post-receivepage faults happenin therecever's context afterthe message
hasbeentransferredyithoutinvolving the sendetthread;

Transferpage faults happenwhile a messages beingtransferredandin-
volve bothsendemandrecever.

Theadditionalfaultsarecausedy accesse® resourceshateitherthesender
or therecever requiresto completelPC but doesnot currentlyhold:

Sender | Recever
UTCB Pre-send Xfer
Pagedirectory - -
Pagetable - -
Nodedirectory| Xfer Xfer
Nodetable Xfer Xfer
Map node - Xfer
Capnode Xfer -

Faultsin therecever cancausea deadlockwhichis resohedby abortingthe
IPC (seeSectiord.6.9). Sincethe pagermustbe ableto detectthis, a new error
codeis required.
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Furthermoreyesourcefaults cannow occurduring certainsystemcalls that
werepreviouslyde nednotto raiseary faults,namelytheExchangeRegisters
andUnmapprimitives.ExchangeRegisters  needsaccess$otheUTCB of the
destinatiorthread whichmaynotbeavailable;Unmapneedso updateor remove
themapandcapnodesof the mappingsthatarebeingrevoke(ﬂ.

5.2.2 Persistentmappings

In the original systemthe unmap primitive recursvely revokesall derved map-
pings; this involves erasingthe correspondingubtreein the mappingdatabase.
We avoid thisbehaior in our systenbecausé canleadto a cascadingeffect (see
Sectiod.73. Insteadonly directly derved mappingsarerevoked; the remain-
ing, transitvely derived mappingsare deactvatedand remaindormantuntil the
respectre subtrean the mappingdatabasés reconnectedo the maintree.

This substantiallychangeghe semanticsof the map primitive. Previously,
map corveyed privilegesonly on mappingsthat existed at the time whenmap
wasinvoked. With theabove changehowever, mapeffectively 'links' two regions
in the senders andrecever's virtual addresspacesthereforeit canalsocorvey
privilegeson mappingsthe senderacquiresafter the mappingwas established.
Moreover, this doesnot only affect the direct recever of the mapping,but all
transitvely dervedmappingsaswell. SeeSection4. 7. 3for furtherdetalils.

5.2.3 Extendedpager privileges

In theoriginal systemthein uence apagercanexertonits clientsis limited to the
memoryregionsit provides. It canmodify the contentf thoseregionsor unmap
them;however, it cannotdirectly in uence regionsprovidedby otherpagers.

In our systemthe kpagerhasaccesso mapandcapnodes,UTCBs,andthe
nodetable. Thereforejt canfreely edittheentireaddresspace®f its clients,e.g.
by remaoving or permutingmappings.If it hasaccesso otherspacesit caneven
install new mappingsy forging a matchingpair of mapandcapnodes.

However, ary of the above operationscould obviously be performedby the
clientitself. Evenin the original system,a pagerthatprovidescodesegmentsto
theclienthassimilar powers,sinceit canmodify thecodeandthusforcetheclient
to actasits proxy. Hence kpagersrequirea trustlevel similar to that of a code
pager

2Dueto thesubtreeproperty(Sectior.7.3), accesso mapor capnodesn otheraddresspaces
is notrequired
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5.2.4 Roleof

The original L4 modelincludesa trustedkernelpager , thatis intendedto
provide orthogonalpersistencé33, 48]. This pagerhasread/writeaccesdo the
KTCBs,whichit canuseto obtainconsistensnapshotsf theentiresystem.

In our system, is obsoleteas soonaswe succeedn exporting the entire
contentf the KTCB to userlevel. Its role canbetakenover by ordinarypagers,
who canimplemenirthogonapersistencéor theirown subsystemsThisscheme
is considerablymore e xible, sinceit is not centralizedandthe respectre pagers
do notneedto betrustedby thekernel.

5.3 Lessondearned

ThelL4 Version4 APl in generalandits virtual memorymodelin particulay have
turnedout to be an excellent platform on which to implementkernel memory
management.Yet, our work with the API hassparled someideasfor further
improvement.

5.3.1 Noglobalidenti ers

Ontheonehand,someresources L4 arefully virtualized.Oneexampleis mem-
ory, wheremappingcanbeusedto associat@virtualmemoryaddressvith almost
ary physicalmemoryaddress.On the otherhand,however, someresourcesre
globalto the entire system notablythreadidenti ers andpriorities. ThreadIDs,
for example,arevalid for every principalin thesystem.

In our experienceglobalidenti ers area majorobstaclevhenexportingker-
nel stateto userlevel becausehey areeasyto guessandhardto validate.

For example,a threadcaneasilyguessa higherpriority thanits own (a lower
integer number)and, by colludingwith its pager it caninstall this priority in its
own TCB. Similarly, it canguessandinstall a largertime slice (a higherinteger
number). Becausdheseattributesare not corveyed hierarchicallylike memory
accesprivileges,they cannotbevalidatedeasily Thisis thereasorwhy we were
unableto exportthefull contentof the KTCB in our experiment.

From personalcommunicationwe know that a revised namingschemefor
threadss alreadybeingdevelopedin the L4 community We hopethat,addition-
ally, theschedulingnodelwill bevirtualizedor replaced.
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5.3.2 Addressspacesas rst-class objects

In the currentversionof the API, addresspacesare,in a way, second-classiti-
zens. Sincethey have visible propertiegthe KIP andUTCB area,which canbe
readandwritten with the SpaceControl  systemcall), they clearlyconstitutea
coreabstraction.Yet, they do not have propernames;they arenamedindirectly
by thelD of anarbitrarythreadthatis executingin the designategpace.

This namingschemes awkward for userlevel applicationssincethey must
explicitly ensurethattheir namesremainvalid. Otherwise the threadwhoselD
is usedasa namemightaccidentallybe migratedout of the designatedpaceand
furthersystemcallsusingthatnamemight have unforeseeronsequences.

Moreover, exporting this kind of nameto userlevel can causeconsisteng
problems.n our systemaddresspacesreusedasprincipals,sothereis oftena
needfor naminga particularprincipal, e.g.in mapandcapnodes.However, if a
threadmigrateswhile its threadIDis usedasprincipalidenti er in someexternal
state thatstatecannotbere-importednto thekernel. Dueto validation,thisis not
asecurityproblem;however, the correspondindcernelstateis lost.

Theseproblemscaneasilybesolvedby promotingaddresspaceso rst-class
abstractionsandby giving thempropernames.

5.3.3 Symmetric API

Someof thesystemcallsin the currentAPI areasymmetridoecausehey contain
specialcasedor somethreadsor tasks:

The privilegedsystemcalls SpaceControl ~ andThreadControl  can
only beinvokedby afew speciaitaskE.

Themappingfeatureworksonly if therecipientof themappingresidesn a
differentaddresspace.

Both asymmetriedave turnedout to be major obstacledor applicationde-
signers.The mappingasymmetryfor example,hasforcedL Linux developersto
includethe infamousping-pongtask. The sole purposeof this taskis to re ect
arny mappingit receves;thisis necessaryo implementthevm_remap primitive,
which relocatesa memoryregion within anaddresspace.

However, theserestrictionsexist mainly in orderto prevent malicioustasks
from consuminglarge amountsof kernelmemorﬂ. With our schemehowever,

3The useof privilegedsystemcalls is restrictedto the initial seners,i.e. the onescreatedoy
thekernelatboottime( , andtherootsener).

4The otherreasorwhy theserestrictionsexist is thatthe global threadlDnamespacenustbe
managedy atrustedentity. If globallDs areremoved,this becomes nonproblem.
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it is possibleto accountkernelmemoryusageto individual tasks;hencethereis
no reasorary morewhy ordinarytasksshouldbe barredfrom creatingthreadsor
mappingsasthey please Theabove two asymmetrieganthusberemoved.



Chapter 6

Implementation

We have implementedhe schemedescribedn the previous two chapteran an
experimentalmicrokernel, L4/Stravberry  The following chapterdescribesde-
tails of ourimplementatiorandreportsour experiencesAlso, it containsa short
performancevaluation.

6.1 Goals

Like mary operatingsystemkernels,existing L4 implementationsmplicitly as-
sumethatkernelmetadatas availablewhenit is accessedIln our schemehow-
ever, all variable-siz&ernelmetadatas pageableandthekernelmustbeprepared
to handlea fault on virtually every metadataaccess.We believed this would re-
guirenontrivial changeso theinternaldesignof thekernel. Thereforewedecided
to validateour approactby attemptinga'real’ implementationOur objectivesfor
this experimentwerethefollowing:

Establishthat the schemeworks in a realistic setting. Our goalwasto be
ableto run alargeapplicationontop of theexperimentakernel.

Exploreimplicationson kerneldesign.Our goalwasto compareour exper
imentalkernelto existing implementationsandto identify any secondary
changeghatour schemeamightrequire.

Evaluatethe effect on performance.Our goal wasto keepthe additional
overheadon importantkernel primitives belov 5%, andto determinethe
effective costfor a simpleuserlevel allocationpolicy, e.g.Quota.

We did not investigatewhich policies are bestsuitedfor managingkernel
memory Virtual memorymanagemenis a well-understoodproblem,although
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theissuesareslightly morecomplicatedor kernelmemorybecausef theinter-
resourcedependencieand the higher preemptioncost; we considerthis future
work. We also did not demonstratehat our schemecan be usedto prevent
Denial-of-Serviceattacks,or to enforcesubsystenisolation. Relatedwork [149)]
hasshown that this is feasiblewith relatively simple policieslike Quota,which
canobviously beimplementedn our system.

6.2 L4/Strawberry

At the time we startedour experiment,an implementationof the L4 Version4
API wasalreadybeing developedin our group. Our original planwasto adapt
thiskernelto supportourmodi ed API (Sectior5.2). However, we quickly found
that this wasinfeasible. The existing kernel allocatedits metadatadrom an in-
kernelmemorypool, andit wasassumedhroughoutthe codethatthis metadata
couldbe accesseat ary time, andwithout pagefaults. To changethis behaior,
we would have hadto identify all of theseassumptionsindreimplemenimostof
the correspondingode. Sincemicrokernelsaregenerallysmall, we decidedthat
it would probablybe easietto startfrom scratch.

Ournew kernelis caIIedL4/StraNberr)ﬁ. It implementghebasicL4 Version4
API for thelntel IA-32 architecturendis binarycompatiblewith the existingim-
plementation.Thus, we were ableto reusemostof the framewvork (bootloader
IDL compiler initial seners)andrun existing applicationswith only smallmodi-

cations. Advancedeaturesike SMPor SmallAddressSpacesrenotsupported.

Thekernelconsistof 5.860linesof C code,37 linesof IA-32 assemblecode,
andanother2.233linesof C codefor anoptionalkerneldelugger It is stableand
completeenoughto run L Linux [2Z], a variantof Linux 2.4 thatrunsasa user
level applicationon top of L4 microkernels.Sincethe original L Linux doesnot
supportresourceaults,we hadto modify its internalpagerqa 119 lines patch).
Afterwards,we wereableto boota standardebiandistribution.

Thekernelsourcehave beenreleasedinderthe GNU GeneraPublicLicense;
they areavailablefor downloadat http://www.l4ka.org/

1L4 implementationsare traditionally namedafter nuts. Many peoplehave asked why we
did not usethis schemefor our kernel. In fact, however, the red fruit grown by the cultivated
stravberry (fragaria  ananassais technicallyan enlagedpulpy receptaclethe actualfruit are
thetiny acheneseachof whichhouses singleseed Hence stravberriesarenutsandnotberries—
atleastin thebotanicalsense.
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6.3 Kerneldesign

In orderto supporipageabl&ernelmetadataywe hadto make somedesignchoices
thatdiffer substantiallyfrom the classicL4 designasdescribedn [|34].

6.3.1 Continuations

Theprobablymoststriking differencebetweerour kernelandexistingimplemen-
tationslies in the executionmodel, i.e. in the way blocking and preemptionare
handled. Therehave beentwo contrastingapproachego this problem: Many
monolithickernelssuchasBSD, Linux, andWindows NT implementthe process
mode] whereeachthreadhasits own kernelstack;whenthethreads notrunning,
mostof its stateis implicitly encodedn this stack.In theinterrupt mode] which
hasbeenusede.g.in V [i€], QNX [21], andFluke [16], the kernelusesonly one
kernelstackperprocessarThreadsarerequiredto recordtheir statein anexplicit
kernelobject,a continuation beforeblocking.

Traditionally, L4 implementation®iave usedtheprocessnodel,i.e. perthread
kernelstacks.However, asdescribedn Sectiord. 7.5 the contentsof this kernel
stackaredif cult to exportto userlevel. Thereforewe decidedto usecontinua-
tions,andto build aninterrupt-stylekernel.

For the kernel designer the interrupt model hastwo major disadwantages.
First, it requiresmore programmingeffort becausan contrastto the process
model, a context switchis not equialentto a simple stackswitch; instead,ex-
plicit codeis requiredto transferstateto andfrom the continuation. Second,t
imposesconstrainton whena kernel-level threadcanblock. For example,care
mustbe taken that threadscannotbe preemptedy unexpectedevents,e.g.by a
hardwareinterruptor by takinga pagefault while in thekernel.

However, we weresurprisedo nd thattheinterruptmodelalsohasconsider
ableadwantages:

It requireslesskernel memory, sincethe continuationsaremuchsmaller
thankernelstacks.Process-style4 kernelsfor thelA-32 typically uselkB
TCBs,while our kernelonly needsl76 bytes.

It reducesthe stack-related cacheand TLB working setof the kernel.
This is especiallyimportantsincestackcontentis frequentlymodi ed and
mustbe written backto main memoryafterwards,even thoughit may al-
readybe obsolete. Also, the single perprocessoistackis more likely to
remainin the cachebetweersubsequeriternelinvocations.

It simpli es thread management sinceall of thethreads stateis explicit.
Thereis no needto examineits stack,whoselayout may changebetween
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platforms,compilerversions pr evendifferentkernelcon gurations.

It enablesfurther optimization, sinceathreadcan,by inspectinghecon-
tinuation,easily nd outwhatanotherthreadwill dowhenactivated.Thus,
it is possiblein mary casego avoid usingthe continuationaltogether

Our ndings aresimilarto theonesreportedoy Dravesetal. [13]. By changing
theexecutionmodelin Mach3.0from process-styl¢o a hybrid model,they were
ableto speedup cross-domairRPChby 14% andto reducethe kernel spaceper
threadby 85%. Certainoperationsvenran60%faster

6.3.2 Referencechecking

Becauseour kernelis purely interrupt-style,we must avoid pagefaultsin the
kernel. Fortunately the L4 APl doesnot requirethe kernelto touchary user
bacled objectE exceptduring IPC, and even then only while copying strings.
Thus, pagefaultscanonly happena) during IPC andb) when rst accessin@n
instanceof kernelmetadata.

Our kernelavoidsthe rst type of pagefault— duringIPC stringtransfer— by
eagerlycheckinghow muchof thestringandthecorrespondindpuffer is currently
mapped.This partis thensafeto copy; afterwards,a pagefault messagés syn-
thesizedf necessaryAlthough this requiresthe kernelto parsethe pagetables,
theperformancegenaltyis smallbecaus¢hephysicaladdressesecomeavailable
asasideeffect. Thekernelcanusetheseaddresse® bypasghetraditionalCopy
Window techniqudi32] andcopy thestringdirectly usingphysicaladdresses.

Thesecondypeof pagefault canbe preventedby checkingreferencedefore
usingthem. Referencego non-eistentor preemptedesourcehave a special
valuethatcanbeeasilydetectedWhenthisvalueis encounteredhekernelleaves
the fastpath, savesa continuation,and synthesizes resourcefault on behalfof
thecorrespondingprincipal.

The performancepenalty incurred by referencecheckingis usually small.
However, it canbe considerablavherea short,frequentoperationrequiresmary
of thosechecks We optimizetheseoperationgor thecommoncase(all resources
available)by addinga hazad eld tothe TCB. This eld containsonebit for ev-
eryresourcewhichis setwhentheresources not available.Onthefastpath,the
kernelchecksthe hazard eld for the expectedvalue (zero)andbranchego the
slow pathif thecheckfails. With this optimization,only onesimplecheckneeds
to beaddedo the IPC fastpath.

2AlthoughUTCBsarefully accessiblérom userspacethey areactuallykernelobjects.
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6.3.3 Preemptionpoints

Theinterruptmodelalsocomplicateghe handlingof hardwareinterrupts. If an
interruptionoccursat a point whereno consistentstateis available, the kernel
mustperformrecovery, e.g.by rolling the threadbackor forwardto the nearest
continuation.

We avoid this problemby disablinginterruptsin kernelmode.Insteadwe add
preemptiorpointsto potentiallylong-runningoperationsuchasUnmapandIPC.
At eachpreemptiompoint, thekernelcheckswhetheraninterrupthasoccurred;f
necessaryit writesa continuationandis thenreadyto performa cleanswitchto
theinterrupthandler

This methodobviously increasesnterruptlatengy. However, the lateng is
boundedby the maximumdistancebetweenadjacenfpreemptionpointsandcan
thusbereducedoy placingthe preemptiorpointsdenselyanduniformly.

6.3.4 Physicalmapping

In orderto storemetadatan memoryframessuppliedfrom userlevel, the kernel
musthave the framesmappedsomavherein its virtual addresspace.However,
if thesemappingsareestablishedeparatelyor each4kB frame,thekernelneeds
additionalpagetables. Thesemeta-page-tablesonstituteyet anotherkernelre-
sourcethatmustbe managedndallocatedrom the userlevel resourcananager

Ourexperimentakernelavoidsthis problemby accessindcernelresource®y
their physicaladdressFor this purposejt keepsaninternallinearmappingof all
physicalmemory Thus, all memoryframesthat can potentially be suppliedas
kernelresourcesireaccessible priori.

This approachhastwo adwantages:First, the internal mappingcanbe com-
posedof 4MB superpageandthusavoids separatel LB entriesfor eachkernel
resourceandsecondthe mappingis alsousefulduring IPC string transfer(see
Sectiont.3.2). Thedisadwantagds thatit limits theamountof physicalmemory
thatcanbe used(1GB in our experimentakernel)becausehe physicalmapping
mustt entirelyinto thevirtual addresspace Obviously, this problemdisappears
in 64bitsystems.

6.4 Performance

In this section,we presenta short performanceevaluationof our experimental
microkernel. Speci cally, we examinekernelmemoryusagethe overheadfor

a simpleuserlevel allocationpolicy, andthe impactour schemehason the IPC

path,a critical fastpathwithin thekernel.
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For our benchmarkswe useda dual Pentiumll/400 systemwith 192 MB of
mainmemoryanda currentversionof L4/Stravberry, For all timing benchmarks,
the kerneldehuggerandall runtime checkswere disabled. Note that the exper
imentalmicrokerneldoesnot have multiprocessosupport,and thusthe second
CPUremainedunused.

In additionto ourown benchmarkingpplicationsye usedadevelopmenwer-
sionof L Linux 2.4.20,which we hadto modify slightly in orderto addresource
faulthandling.No othermodi cationsweremade.

6.4.1 Kernel memory usage

In orderto determinethe amountof kernelmemoryusedby typical applications,
we booteda Debiandistribution on top of L Linux. After openingan emacs
sessiorandstartinga compilejob, we enteredhe L4/Stravberrykerneldehugger
to obtaina snapshoof the currentmemoryusagegseeFiguree.).

For every addresspacen the systemwe determinedhe numberof threads
it contains,the amountof usermemorymappedto it, andthe size of the corre-
spondingmetadata.Sincethe metadatds allocatedwith frame granularity the
tableshowns the numberof 4kB framesfor eachmetadatdype (pagetables,node
tablesnodesn themappingdatabaseandUTCBS). For comparisonit alsogives
thetotal sizeof theallocationin kilobytes.

We found that a typical applicationconsumespproximately48kB of kernel
memory which is nonngligible whencomparedo typical residentsetsizesof
around100kB. Surprisingly however, the numbersdo not vary much between
smallandlarge applications.This suggesta high degreeof internalfragmenta-
tion, anda closerinspections warranted.

Theminimumkernelmemoryconsumptiorof anL Linux taskis asfollows:

1. Onepagedirectory(P) andthe correspondingnodedirectory(N)

2. Four pagetables(P), oneeachfor coderegion, library region, UTCB area
andKIP areaandanequalamountof nodetables(N)

3. Onepagefor mapandcapnodeg M)

4. Onepagefor userTCBs (V)

The pageandnodetablesaresparselypopulated For aresidentsetof 100kB,
only 25 of the 4,096 entries(0.6%) are used,and thus the residentset can be
increaseddrastically without a needfor additionaltables. Similarly, a UTCB
frame can accommodateight threads,and one framein the mappingdatabase
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Space| Application | Threads| Resident] #P | #N | #M | #U | Metadata
30.1 1 131.080k| 3 | 1| 8 | 1 52k
32.1| L Linux 19 129.804k| 5 | 5 | 8 | 3 84k
214.2| pingpong 2 20k| 4 | 4 | 1 1 40k
216.2| init 2 76k| 5] 5] 1|1 48k
218.2| bash 2 52k| 5| 5| 2 | 1 52k
2l1a.2| bash 2 392k 5|1 5| 2 |1 52k
21c.2| getty 2 80k| 5| 5 1 1 48k
21e.2| syslogd 2 152k| 5 | 5 1 1 48k
220.2| portmap 2 %k| 5|5 1|1 48k
222.2| klogd 2 108k| 5| 5| 1 |1 48k
224.2| rpc.statd 2 108k| 5| 5| 1|1 48k
226.2| gpm 2 %k| 5| 5| 1|1 48k
228.2| inetd 2 100k| 5| 5] 1|1 48k
22a.2| Ipd 2 112k 5| 5| 1 | 1 48k
22c.2| smbd 2 260k 5| 5| 1 |1 48k
22e.2| rpc.nfsd 2 272k 5 | 5| 1 | 1 48k
230.2| rpc.mountd 2 284k| 5 | 5 1 1 48k
232.2| cron 2 140k| 5 | 5 1 1 48k
234.2| getty 2 80k| 5|5 1|1 48k
236.2| getty 2 80k| 5| 5| 1|1 48k
238.2| getty 2 80k| 5| 5| 1|1 48k
23a.2| cc 2 164k| 5| 5| 1 | 1 48k
23e.2| emacs 2 2700k| 5| 5| 4 |1 60k

Figure6.1: KernelmemoryconsumptiorunderL Linux. Tableshavsresidentset
size,numberof pagesusedfor pagetables(P), nodetables(N), mappingdatabase
(M), userTCBs(U), andtotal kernelmemoryusage.
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canhold up to 256 mapor capnodeswhichis sufcient to mapa 1MB resident
set.

However, little of this fragmentatioris actuallycausedy our memoryman-
agemenscheme.In the caseof pageandnodetables,the layoutis x ed by the
IA-32 hardware, andthe fragmentationn the UTCB pagesis inherentbecause
the API doesnot allow UTCBsto be visible in otheraddresspaces.Thus,the
effective overheadof our schemeamountso only 1.5 frames(6kB) per address
space.Oneframeis neededor the nodedirectory andhalf a frameis typically
wastedbecausenapandcapnodesarestoredin privatememoryratherthanin a
centralpool.

We concludethata) thereis enoughpertaskmetadatdo justify the effort of
controllingits allocation,andthatb) the spatialoverheadnducedby our scheme
is sufciently low.

6.4.2 Policy overhead

In orderto determinethe temporaloverheadfor a simple userlevel allocation
policy, we rst measuredhetime requiredto handlearesourcdault. To thisend,
we modi ed our kernelto supportanoptionalin-kernelmemorypool. Whenthis
poolisin use,thekernelactslike a conventionalL4 kernelanddoesnot generate
ary resourcdaults.

Thenwe rana simpletestapplicationthatcauseca pagefaultin a previously
untouchedmemoryregion. This memoryregion was chosenso that the corre-
spondingpageandnodetable could not be presentandhadto be requestedrom
the managerwhich implementeda simple Quotapolicy. Thus, with resource
faultsenabledthefollowing happened:

1. Thetaskrequestec new nodetable
2. Thetaskrequestedhe 4kB pagethatwastouched
3. Thetaskrequeste@ new pagetable

With thein-kernelmemorypool, only the secondault wasgeneratedhecause
thetranslationtableswereallocatednternally.

In-kernelallocator | 1fault | 18,091cycles( 100)
Userlevel allocator| 3faults | 21,454cycles( 100)

Figure6.2: Cyclesrequiredto handleatriple resourcdault.

We thenusedthe performancecountersof the Pentiumll to measurehe cy-
clesrequiredin both caseqFigure6.d). The differenceof approximately3,363
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Pentiumll/400 Pentiumlll/800
Pistachio | Stravberry| Pistachio | Stravberry
Intraaddresspace | 184cycles| 148cycles| 181lcycles| 145cycles
Crossaddresspace| 426cycles| 328cycles| 363cycles| 328cycles

Figure6.3: IPC coston two differentmachines.

cyclesis explainedby the additionaloverheador generatingwo fault IPCs, ex-
ecutingthe userlevel fault handlertwice, andcrossingthe userkernelboundary
four times. Thisindicatesan effective overheadf 1,700cyclesperresourcdault
onthismachine.

In theprevioussectionwe demonstratethatatypical L Linux taskconsumes
around48kB of metadata. This is equivalentto 12 frames. We estimatethat
requestingheseframesfrom a userlevel managercausesanadditionalone-time
overheadof cyclesor  s,whichwe consideracceptable,
especiallygiventhatour microkernelis completelyunoptimized.

6.4.3 Fastpath overhead

The useof our schemecausesiontrivial changesn the kernel. Speci cally, ad-
ditional checksmay have to be addedto ensurethat metadatas available, and
importantdatastructuresnay have to be changed.Thesechangesomeat a cer
tain costin termsof performanceparticularlyif they affect a fastpathinsidethe
kernel. Thus,oneimportantgoalof ourimplementatioreffort wasto demonstrate
thatthis costis reasonable.

The mostimportantfast pathin an L4 microkernelis the IPC systemcall,
which hastraditionally beenusedas a performancemetric in the L4 commu-
nity 122,132, 38). Hence we decidedo usethis systemcall in our evaluation.

For measurementye usedthe canonicalpingpong benchmarkwhich has
beenusedwith mostof the recentL4 implementations.The benchmarkcreates
two threadsthat continuouslysendtiny IPC messagebackandforth, usingthe
simplestpossibleset of parameters.With the CPU cycle counter the time for
a seriesof eightroundtrips is measuredthe resultis usedto estimatethe time
requiredfor asinglelPC.

We hadto make small modi cations to the benchmarkapplicationin order
to addsupportfor resourcédaults; noneof themaffectedthe actualmeasurement
processAfterwards,we ranidenticalbinarieson both L4/Stravberry (our exper
imental kernel) and L4/Pistachio,a previous implementatiorof the L4 Version
4 API. To precludehardware effects, we usedtwo differentmachines:The dual
Pentiumll/400 mentionedabore anda dual Pentiumil/800.
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Figurele.3 shaws the results. Surprisingly L4/Stravberry performedabout
20%betterthanL4/Pistachian mostcases.

While theseresultsare certainly encouragingthey mustbe interpretedwith
care. They obviously do not indicatethat kernelswith resourcemanagemerdre
generallyfasterthan thosewithout, since our experimentalkernelundoubtedly
containsadditionalcheckghatexist for the solepurposenf resourcananagement.
We suspecthatthedifferencds dueto structuraldifferencedetweerthetwo ker-
nels,especiallywith respecto theexecutionmodel;thiswouldcon rm theresults
in [13], but contradict ndings in [32]. Thisissueneeddurtherinvestigation.

However, theseresultsdo indicatethatthe overheadcausedy resourcanan-
agementannotbe dramatic. A more exact, quantitatve analysiscould be done
with amicrokernelthathasresourcananagemerdsacon gurationoption; how-
ever, building sucha kernelis not a goal of this work andis certainlybeyondits
scope.



Chapter 7

Conclusionsand Futur e Work

The objective of this thesisis to addresdimitations and de cienciesin existing
schemesor kernelmemorymanagement lhethesisarguesthatthesdimitations
canbe overcomeby implementingthe managemenpolicy outsideof the kernel.
For this purpose|t introducesa kernelmechanisnthat securelyexportscontrol
over kernelmemoryresourceso userlevel.

7.1 Limitations in existingschemes

Previous schemegor kernelmemorymanagemerguffer from atleastoneof the
following four weaknesses:

They do not offer predictablecontrolover all variable-sizekernelstate,

They do not fully isolate subsystemsnd thus cannotbe usedto prevent
Denial-of-Serviceattacks,

They do not allow an allocationof kernelmemoryto be decreased@race-
fully andwithoutdamaginghe principal,or

They do not permit untrustedsubsystems$o pro t from their own custom
managemeryolicy.

7.2 Contrib utions of this thesis

This thesisintroducesa kernelmechanisnthataddresseall of the above limita-
tions. By applyingtheconcepbf pagedvirtual memoryto thekernel,we obtaina
schemean which userlevel applicationscanpagetheir own metadataThe meta-
datais logically part of the applications addresspaceand can be bacled with
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ordinarymemory All of this memorycanbe preemptecht ary time; the corre-
spondingmetadatas exportedto userlevel in a saferepresentatioandcanlater
bere-importedby thekernel.

7.3 FutureWork

The work describedn this thesiscansene asa startingpoint from which nev
managemenpoliciesfor kernelmemorycanbe explored. We believe thatmary
existing virtual memorymanagemenpolicies,suchasLRU or Working Set,can
easily be adaptedto kernel memory althoughthe higher preemptioncost and
the inter-resourcedependenciemust be consideredcarefully and may require
changesn somecases.

Our schemegives userlevel applicationsan unprecedentetkvel of control
over kernelmemory which could be exploited in mary ways. For example, it
allows applicationsto control the physicalplacemeniof kernel metadata. This
could be usedto implementcachecoloring [28] andthusincreasepredictability
in real-timeapplicationspr to improve locality in SMP systems.

In our systemmanagerfiave accesso theentirestateof the subsystemghey
control,including kernelmetadata.This could be usedto implementpersistence
atuserlevel. Sincemanagersio nothave to betrustedby the kernel,theresulting
systemwould be very e xible, allowing differentpersistencgoliciesto co-exist
andnew policiesto beintroduceddynamically

Finally, thefactthatour schemallows kernelmetadatdo be editedfrom user
level couldbeusedto simplify andoptimizethe kernelAPI. For example,system
callsthatonly seneto manipulatekernelstatecould be omittedentirely; comple
operationssuchasloadinga new application,might be performedat userlevel
andwithoutinvoking ary kernelprimitives.This couldincreasesystemef ciency
andfurtherdecreas¢éhe compleity of thekernel.
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