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Abstract

In orderto implementabstractionslike threadsor addressspaces,operatingsys-
temkernelsneedtomaintainthecorrespondingmetadata.Thismetadatais usually
storedin kernelmemory, i.e. in a region of physicalmemorythat is reservedfor
kerneluse. As the amountof availablekernelmemoryis limited, its allocation
mustbe controlledcarefully; otherwise,applicationscanrun a denial-of-service
attackagainstthekernelby consumingall of its resources.

Someoperatingsystemkernelshave addressedthis problemby providing
powerful managementpolicies. However, with a singleglobal policy, it is dif-
�cult to accommodatemultiple domainswith differentrequirementsat thesame
time. Also, existing solutionsallow only limited control over kernel memory;
for example,it is oftennot possibleto reduceanallocation,exceptby killing the
taskthat currentlyholds it. This makesit dif�cult to respondto changingload
situationsor suspecteddenial-of-serviceattacks.

In this thesis,we presenta new schemewhich usespagedvirtual memoryto
controlkernelmemoryresourcesfrom userlevel. Memorycanbepreemptedfrom
the kerneland restoredlater; any kernelmetadataaffectedby this is converted
into anexternalrepresentation,whichcanbesafelyexported.To demonstrateour
approach,we apply it to anexisting kernel,theL4 microkernel. We alsopresent
anexperimentalimplementation.
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Chapter 1

Intr oduction

Resourcemanagementis oneof thecoreresponsibilitiesof any operatingsystem.
Directly after systemstartup,the operatingsystemhasfull control over all the
resourcesofferedby thehardware,suchasprocessingpower, storagespace,en-
ergy, or bandwidth. It mustthendistribute theseresourcesto applicationsin an
appropriatefashion,i.e. in away thatmaximizesuserutility.

Today, mostoperatingsystemssupportprotection,i.e. they canpreventappli-
cationsfrom accessingtheresourcesof anotherapplicationunlessthey havebeen
explicitly authorizedto doso.This is obviouslybene�cial for amulti-usersystem
whereusersmay want to hide sensitive informationfrom otherusers,but it can
alsobeusedto enhancetherobustnessof thesystemby isolatingsubsystemsthat
areuntrustedor potentiallyfaulty.

Therestrictionsrequiredto implementprotectionareusuallyenforcedbyhard-
warethatcandistinguishmultiple privilegelevels.Only onepartof theoperating
system– the kernel – is allowed to run at the highestprivilege level; it usesthe
resourcesto implementa numberof core abstractions, suchasthreadsor address
spaces,which it providesto applications.

Most of thesecoreabstractionsareassociatedwith metadata.For example,
eachthreadrequiresa threadcontrol block to storeits context andits state,and
eachaddressspaceneedsa pagetable,which containsthe translationfrom ad-
dressesto memoryresources.If applicationswereallowedto accessthismetadata
directly, they couldeasilychangetheresourceallocationandthuscircumventpro-
tection.Therefore,thekernelmustprotectthemetadataaswell.

However, in order to storethe metadata,the kernelmustusesomememory
resourcesfor itself. Thiskernelmemoryis a resourcein its own right andmustbe
managedcarefully, like any otherresource.In particular, theamountof available
kernelmemoryis limited, e.g.by theamountof physicalmemoryin thesystem.
If it becomesexhausted,thekernelmustdeny furtherrequests,which rendersthe
systemeffectively unusable.
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Therefore,the useof a simplistic allocationpolicy like FCFSleadsto many
potentialproblems,suchas:

� Denial of service: An attacker canrun a denial-of-serviceattackagainst
the kernelby executingan applicationthat consumesall availablekernel
memory. This canbedonein many ways,e.g.by creatinga largenumber
of threads,whichusuallydoesnot requireany specialprivileges.

� No isolation: The kernelmemoryconsumptionof onesubsystemaffects
all othersubsystems.The resultingcrosstalk makesit impossibleto give
quality-of-serviceguaranteesfor aparticularsubsystem.

� Nopredictability: Underhighload,kernelmemorymaybecomeexhausted.
From the application's point of view, this might happenat any time, and
thereforeany systemcall canpotentiallyfail. This makesit impossibleto
offer guaranteedresponsetime,e.g.for a real-timeclient.

Severaloperatingsystemshaveavoidedtheseproblemsby enhancingtheker-
nel with a powerful policy for metadatamanagement.In the Scoutsystem,it is
possibleto limit theamountof kernelresourcesusedby aparticularI/O path[40],
which hasbeendemonstratedto beaneffective defenseagainstdenial-of-service
attacks[49]. TheResourceContainerabstractionprovidessystemswith amethod
to accountkernelresourcestowardsindividualactivities,andto imposelimits on
their resourceusage[3].

Otheroperatingsystemshaveprovidedmeansto dynamicallycustomizeor re-
placethemanagementpolicy. SPINusesa two-level allocationschemein which
a system-wideallocatordistributesresourcesto multiple userallocators;codefor
theuserallocatorscanbeuploadedto thekernelat runtime[4]. TheCacheKernel
doesnot manageits metadataitself; instead,it actsasa cachefor systemobjects
thatareprovidedby user-modeapplicationkernels[9]. Thekernelcanevict ob-
jectsfrom thiscachewhenit needsmorememory.

1.1 Problemstatement

All of theseapproacheshave in commonthat theultimatepolicy usedto manage
kernelmemoryis globalto theentiresystem.Webelievethis is overly restrictive.
Suchapolicy is alwaysdesignedwith aparticularfocusandthereforeworkswell
for someapplications,but not so well for others;therefore,it is unsuitablefor
a generalkernelwhich mustbe ableto accommodatesubsystemswith different
requirementsat the sametime. For example,usersmay want to run real-time
tasksconcurrentlywith best-effort applications,andserviceprovidersmayneed
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to providedifferentQoSlevelsto theircustomers.This is dif�cult to achievewith
asingleglobalpolicy.

Furthermore,mostof theexisting solutionsprovide only very limited control
over kernelmemoryresources.For example,it is usuallynot possibleto reduce
anallocationonceit hasbeengranted,exceptby killing thecurrentowner. This
makesit dif�cult to respondto changingload situationsor suspecteddenial-of-
serviceattacksbecausekilling tasksis usuallynotanoption.

Finally, relatedworkhasshownthatapplicationscanbene�t signi�cantly from
managingtheirmemoryresourcesaccordingto theirown policy [15, 19, 20]. This
is possiblebecausetheapplicationhasspeci�c knowledgeandcanthereforegive
far moreaccuratepredictionson futureresourceusagethanthekernel.Although
this argumenthasmostly beenusedfor ordinary memoryresources,it can be
appliedto kernelmemoryaswell.

1.2 Approach

In this paper, we presenta new schemefor kernelmemorymanagementwhich
is basedon pagedvirtual memory. Virtual memoryhasbecomeubiquitousin
modernsystemsasit providesa well understood,�e xible, andef�cient mecha-
nism to managephysicalmemoryresources.It hasproven suf�cient to control
the memoryusageof competingclients, provide recoverableand transactional
memory[10, 45], provide morepredictableor improvedcachebehavior via page
coloring [28], enablepredictableaccesstiming via pinning,andevenenablese-
cureapplication-controlledvirtual memoryby safelyexporting control of basic
virtual memorymechanisms[15, 35, 42]. Weshow thatthispowerful mechanism
canalsobeusedfor kernelmemory, andwedemonstratethatsimilar bene�tscan
beobtained.

Clearly, if the kernel is to be pagedby user-level applications,caremustbe
takennot to compromiseprotection,e.g.by allowing applicationsto see– or even
modify – internalmetadataof thekernel. In our system,this is achievedby con-
verting the metadatainto an external representationbeforeexporting it to user
level. It hasalreadybeenshown thatthiscanbedonesafely, i.e.withoutenabling
applicationsto increasetheir privileges[53]. Whentheexternalrepresentationis
returnedto thekernel,theoriginalmetadatacanbefully reconstructed.

We demonstratethe feasibility of our schemeby applying it to an existing
kernel,theL4 microkernel.PreviousL4 implementationshavemostlyused�x ed-
sizekernelmemorypoolswith FCFSallocation.By makingsomeminorchanges
to theAPI andtheinternalstructureof thekernel,wearriveatakernelthatis fully
pageable,i.e.all of its internalmemoryresourcescanbemanagedfrom userlevel.
Wealsopresentanexperimentalimplementation,L4/Strawberry, whichweuseto
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analyzetheperformanceimpactof this scheme.
The restof this thesisis structuredasfollows: In Section2, we summarize

relatedwork,andSection3 describestheapproachin moredetail. In thefollowing
threesections,we discusshow we appliedour schemeto L4. Section4 contains
a detaileddescriptionof the changeswe hadto make to the original L4 model,
Section5 analyzesthe consequences,e.g. for performanceandprotection,and
Section6 presentsandevaluatesourexperimentalkernel,L4/Strawberry. Finally,
in Section7, wesummarizeandpresentourconclusions.



Chapter 2

RelatedWork

In thischapter, wediscusspreviouswork onkernelmetadatamanagement.Webe-
gin by describingvariousapproachesto controllingtheallocationof kernelmem-
ory, then we presentan overview of work that hasbeendoneto safely export
kernelmetadatato userlevel.

2.1 Kernel memory management

Similar to a user-level application,thekernelmanagesits memoryresourcesac-
cordingto a certainsetof policies. For example,an allocationpolicy is usedto
decidewhetheror not a speci�c requestfor kernelmemoryshouldbe granted,
anda placementpolicy is appliedto chooseoneout of multiple freememoryre-
gions.Most of thedifferencesbetweenexisting approachesarerelatedto certain
aspectsof thesepolicies,i.e.wherethey areimplemented,how powerful they are,
andhow muchin�uenceapplicationscanexerton them.Thefollowing four basic
approachesexist:

� Static in-kernel policy: A �x edmanagementpolicy is built into thekernel
atcompiletime. Thepolicy canbecustomizedat runtime,e.g.by changing
certainparameters,but it cannotbereplacedwith a fundamentallydifferent
policy.

� Extensiblekernel: Thekernelallowsnew functionalityto beaddedat run-
time,e.g.by uploadingsmallpiecesof code.Thus,themanagementpolicy
canbechangedor replacedentirely.

� Statecaching: Kernelobjectsaremaintainedby user-level applicationker-
nels,whoalsocontrolthecorrespondingmanagementpolicies.Thesystem
kernelreadstheseobjectsinto aninternalcachebeforeit usesthem;when
theobjectsareevictedfrom thiscache,they arewrittenbackto userlevel.
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� User-level managers: Thekernelonly providesa mechanismfor memory
management;theactualpolicy is implementedby user-level applications.

In thefollowing sections,we discusseachof theseapproachesin moredetail,
andwe describeandcite relatedwork.

2.1.1 Static in-kernel policy

The L4 microkernel [34] allocatesmetadatafrom an in-kernel memory pool,
whichis createdduringstartupandhasa�x edsize.As longasthereis enoughfree
spaceavailable,new requestsarealwaysgranted.Whenthepool is exhausted,no
new metadatacanbeallocated,andtherespective systemcall fails with anerror
code.In this case,therequestorcantry to freeup somememory, e.g.by deleting
threadsor addressspaces.

The Linux 2.4 memorymanager[44] dynamicallyassignsphysicalmemory
framesto oneof multiplepoolsor caches. Thesecachesincludethebuffer cache,
the inodecache,a cachefor processmappedvirtual memoryand a slab cache
for kernelmetadata.Most of the cachescangrow andshrink on demand;thus,
the kernel can free up additionalmemoryfor kernelmetadataby reducinge.g.
the sizeof the buffer cache. However, the kernel canstill experiencememory
pressurewhenall physicalmemoryis in use. In this case,an emergency recov-
ery function (the Out-of-Memorykiller) is invoked, which freesup memoryby
randomlyterminatingtasks.

TheK42kernel[26] segregateskernelmemoryinto pinnedmemoryandpaged
memory. Kernelpinnedmemorycontainsall codeanddatanecessaryto dopaging
I/O, while therestis subjectedto thenormalpagingschemeandcanbepagedout
to backingstore.Thus,thesizeof themetadatausedby thekernelcanexceedthe
amountof physicalmemory.

Severalotherapproachesintroducea new abstractionfor resourceprincipals.
TheScoutoperatingsystem[40, 49] supportsa specialpathabstractionthatrep-
resentsa streamof data�o wing throughseveral subsystems,e.g. packets of a
certainTCPconnection.ResourceContainers[3] canbeusedto accountresource
consumptiontowardsindividualactivities; for example,a singlethreadcanserve
requestswith differentprioritiesby dynamicallybindingto therespectivecontain-
ers.TheSolarisResourceManager[51] introduceslimit nodes,or lnodes, which
supportuser- or group-basedresourcecontrol.Virtual Services[43] support�ne-
grain accountingin the presenceof sharedservices;the mechanismintercepts
systemcalls andusesa classi�cation mechanismto infer the currentprincipal.
All of theseapproachessupportresourcelimits per principal. If the limit is ex-
ceeded,the systemcantake action; for example,the principal may be noti�ed,
blocked,or transferredto abest-effort serviceclass.
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Analysis

All of theaboveapproachesrely on a single,system-globalallocationpolicy. We
considerthis overly restrictive becausethis policy is alwaysa compromisebe-
tweenperformanceandgenerality;relatedwork hasshown thatapplicationsare
oftenill-servedby thedefault operatingsystempolicy [1, 50] andcanbene�t sig-
ni�cantly from managingtheir own memoryresources[15, 19, 20, 27, 29, 39].
Also, while the allocationpolicy canbe con�gured in someof the approaches,
otherpolicies,e.g.for placementor replacement,cannotbein�uencedatall.

Furthermore,the effectivity of this approachdependsstronglyon the policy
that is beingused.FCFS,which is implementedin L4 andLinux, cannotprevent
applicationsfrom monopolizingkernelmemoryor runninga Denial-of-Service
attackagainstthe kernel. Most of the other schemesusesomevariant of the
Quotapolicy, which caneitherprovide predictability(with reservations)or good
utilization (with overcommitment),but notboth.

Finally, previouswork hasconsistentlyfailedto addresstheissueof preemp-
tionandrevocation.In mostcases,onceanallocationof kernelmemoryisgranted,
it canonly be freedindirectly by thecorrespondingprincipal if it choosesto re-
leasethe metadataobject that is storedin it; sometimeskilling the principal is
offeredasanalternative. However, this is unacceptablein mostcases.

2.1.2 Extensiblekernels

The SPIN operatingsystem[4, 5] allows applicationsto customizethe services
offeredby thekernel. This is doneby installing a so-calledspindle, which con-
tainsapplication-speci�ccodethat is written in Modula-3,a type-safelanguage.
Althoughspindlesareexecutedwith kernelprivileges,they cannotinterferewith
therestof thesystem;thekernelreliesonacombinationof compile-timeandrun-
time checksto preventunauthorizedaccess.New functionality canbe basedon
coreservices, whicharepartof a framework for managingmemoryandprocessor
resourcesthatis implementedby thekernelitself.

TheVINO kernel[14] usesa similar approach.Applicationsmaycustomize
the implementationof kernelresourcesby grafting an extensioninto the kernel.
However, modulesneednotbewritten in atype-safelanguage;instead,they must
be createdwith a trustedcompilerthat insertsbase-and-boundschecksor sand-
boxinginstructionsandthenmarkstheresultingcodewith a digital signature.

Anotherapproach,which is widely usedin currentoperatingsystems,is to
insertkernelextensionsdirectly andwithout any additionalchecks.In this case,
installingnew extensionsis a privilegedoperationthatcanonly beperformedby
thesupervisoror by userswith similarauthority.
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Analysis

For our discussion,we distinguishtwo differenttypesof kernelextensions:Un-
trustedextensionsareexecutedin kernelmode,but not with full privileges;they
are subjectedto an in-kernel protectionmechanismwhich preventsthem from
invokingcertainoperations.Trustedextensionsarenot restrictedin any way.

Untrustedextensionssolve only partof theproblem. Sincethey do not have
full privileges,they can only modify or extend, but not entirely replacekernel
functionality. Forexample,untrustedextensionsareusuallybarredfromaccessing
the MMU, so they cannotreplacethe virtual memorysubsystem;instead,they
must rely on somekind of basicserviceprovided by the original kernel. For
securityreasons,memoryusedby this basicservicecannotbe managedby an
untrustedextension.

Trustedextensionscan only be installedby trustedapplications;thus, un-
trustedapplicationscannotbene�t from a custompolicy.

2.1.3 Statecaching

TheV++ CacheKernel[9] doesnot fully implementall thefunctionalityassoci-
atedwith its coreabstractions,namelythreadsandaddressspaces;it merelyacts
asa cachefor theseobjects. The managementfunctionsareprovided by user-
level applicationkernels, whoarealsoresponsiblefor loadingtheobjectsinto the
cachewhenthey areneeded.Whenthecacheis full, thekernelevictsobjectsfrom
its cacheandwrites thembackto userlevel. In this system,userdataandkernel
metadataneednot bestrictly separated;they arebothstoredin ordinarymemory
andcanbemaintainedentirelyatuserlevel.

TheEROSkernel[46, 47] implementsanabstractvirtual machinethatis based
on type-safecapabilities.Classicalkernelmetadata,suchasprocessandaddress
spacedescriptors,is constructedfrom capabilitiesandmaintainedat userlevel.
In orderto avoid parsingandvalidatingthesedatastructureson everyaccess,the
kernelkeepsseveralcachesandauxiliary datastructures,e.g.a context cachefor
recentlyusedprocesscontexts. Whennecessary, informationis evictedfrom the
cachesandwrittenbackto theoriginaldatastructures.

Analysis

In thisapproach,kernelmetadatais maintainedatuserlevel andstoredin ordinary
memory, whereit can be subjectedto standardmemorymanagementpolicies.
Hence,no separatepolicy is requiredto managekernelmetadata.

However, applicationsmust competefor spacein the kernel cacheinstead,
which is alsoa limited resource.A malicioustaskcaneasily�ood this cacheand
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thusdegradetheperformanceof othertasks.Therefore,thecachingapproachby
itself isnotsuf�cient to isolatesubsystemsor topreventDenial-of-Serviceattacks;
it mustbecombinedwith a managementpolicy for thekernelcache.It is likely
thatapplicationscanbene�t from customizingthispolicy aswell, e.g.by evicting
lessimportantobjects�rst. Theresultingproblemis similar to theonediscussed
in this thesis.

2.1.4 User-level managers

Liedtkeetal. [36] proposedanextensionto thememorypoolmodelthatwasused
in the original L4 microkernel[34]. In their approach,the kernelstill allocates
metadatafrom anin-kernelmemorypool andfails systemcallswhenthis pool is
exhausted.However, applicationscanresolve this situationby donatingsomeof
their own memoryto the kernel. User-level memorymanagersmustensurethat
the memorybeingdonatedis removedfrom all useraddressspaces;afterwards,
thekernelcanusetheadditionalmemoryto allocatemetadatafor thedonator.

TheCalypsotranslationlayer[52], avirtual memorysubsystemfor theL4 mi-
crokernel,implementsa similar mechanismthatdiffers from thedonationmodel
in two importantpoints:It usesper-taskmemorypoolsinsteadof asinglecentral
pool,andit doesnot fail systemcallswhenadditionalmemoryis needed.Instead,
therequestoris suspendedandapagefault is sentto its pager. Thepagercanthen
resolve thefault by allocatingadditionalmemory.

In bothapproaches,thekernelensuresthatthememoryit usesfor metadatais
not mappedto any otheraddressspace.This effectively preventsuseraccessto
kernelmetadata,but complicatestheprocessof reclaimingkernelmemorythatis
no longerused.In anearlierapproachproposedby theauthor[18], this problem
is solvedby allowing thepagersto retaincontroloverthememorythey allocateto
thekernel.However, thekernelmuststill protectandlock pagesthatcontainlive
metadata.Sincethis would allow maliciousapplicationsto hijack memoryfrom
their pagers,a specialpermissionbit is introducedfor memorythatmaybegiven
to thekernel.

Analysis

By exporting an interfacefor controlling kernel memoryallocation,the kernel
enablesapplicationsto usetheirown managementpolicies;also,differentpolicies
canco-exist in thesamesystem.

However, theabovemechanismsareunnecessarilyrestrictivebecausethey do
not allow managersto decreaseor revoke anallocationof kernelmemory, except
by killing the principal. Thus,only very simplepolicies like FCFSandQuota
canbe implemented,andit is dif�cult for the systemto respondto suddenload
changesor suspectedDenial-of-Serviceattacks.
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2.2 Exporting kernel stateto user level

Severalexisting kernelsareableto export their internalstateto userlevel. How-
ever, this featurehasbeenusedmainly to implementprocessmigrationandor-
thogonallypersistentoperatingsystems,and not to make kernel memorypre-
emptible.

The Fluke microkernel [16, 53] makesevery exportedoperationfully inter-
ruptible andrestartable.Thus,the completestateof a threadcanalwaysbe ex-
posedto userlevel, evenwhenit is involvedin a systemcall. All kernelstateis
kept in user-visible kernelobjects,so-called�obs, andcanbe cleanlyexported
andimportedat any time. This is exploitedby a user-level checkpointer, which
periodicallypicklesthekernelstate,i.e. convertsit into anexternalizedform, and
writesit to stablestorage.

L3 [33] andits successor, L4 [7, 48], exportkernelmetadatato asingletrusted
entity, the checkpoint server. Although this server runswith userprivileges,it
logically ownspartof kernelmemoryandcanaccessthispartdirectlyusingmap-
pingsin its addressspace.Thecheckpointserver is alsoallowedto revokecertain
privilegesfrom thekernel,e.g.to implementcopy-on-writefor kernelmetadata.

The Charmmicrokernel [12], which is derived from the Grasshoppersys-
tem [11], exposesits metadatato userlevel in order to supportapplicationsin
implementingtheirown persistencepolicy. However, applicationsarenotallowed
to createor modify metadata;security-relatedmetadatais notexposed.

2.3 Summary

In short,previousapproachesto kernelmemorymanagementsuffer from at least
oneof thefollowing de�ciencies:

� They donot allow untrustedapplicationsto bene�t from a custommanage-
mentpolicy,

� They cannotbeusedto enforcesubsystemisolation,or to preventDenial-
of-Serviceattacks,

� They areonly applicableto partof thevariable-sizekernelstate,but not to
all of it, or

� They supportonly avery limited rangeof managementpolicies

Exportingkernelstateto userlevel is notanew feature,but to ourknowledge,
it hasneverbeenusedto pagekernelmemory.



Chapter 3

Paging the Kernel

In this section,we �rst discussrequirementsfor kernelmemorymanagementat
a generallevel, andwe de�ne a setof propertieswe considernecessaryfor any
suchmanagementscheme.Thenwe presentour proposedsolution,which is an
applicationof pagedvirtual memoryto kernelmetadata.Finally, we show that
this solutionmeetsall of our requirements.

3.1 Requirements

We begin by de�ning a setof genericrequirementsthat shouldapply to any re-
sourcemanagementscheme:

1. Limits: Managersshouldbeableto limit theamountof resourcesusedby
individual principals. The principalsshouldnot be allowed to exceedthis
limit withoutagreementof themanager.

2. No reallocation: Resourcesthathave beenallocatedto a particularprinci-
palshouldalwaysbeavailableto it; they shouldnotbetransparentlyreallo-
catedto otherprincipals.

3. Revocation: A managerthathasallocatedsomeor all of its resourcesto a
principalshouldbeableto revoke thisallocationatany time.

Theaboveis suf�cient tomanageordinaryresources;however, kernelmemory
is specialbecauseit is usedto storemetadatafor all kernel-level resources,includ-
ing itself. If themetadatafor kernelmemorywereexcludedfrom thescheme,the
questionwould immediatelyarisehow this meta-metadatashouldbe managed,
i.e. theproblemwouldreappearonanotherlevel. Therefore,weaddthefollowing
requirement:
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4. Full scope:It shouldbepossibletoapplythemechanismtoall variable-size
kernelmetadata

This excludeskernelcodeand �x ed-sizemetadatasuchasglobal variables,
whichcanbepreallocatedduringstartup.

Kernelmemoryis alsospecialin the sensethat it is not explicitly requested
by a principal; instead,it is implicitly allocatedwhenanapplicationusesa core
abstraction.Therefore,an appropriateprincipalmustbe identi�ed a priori . Al-
thoughotherchoicesarepossible,we decidefor the principal thatusesthecore
abstraction,which leadsto thefollowing requirement:

5. Accounting: Whena resourceis usedto provide a servicefor a particular
principal,it shouldbepossibleto accounttheresourcetowardsthatprinci-
pal.

Metadatathat is storedin kernelmemoryis directly relevant for protection.
Hence,caremustbetakennot to give toomuchauthorityto managers;otherwise,
they would have to bepartof the trustedcomputingbase,andanuntrustedsub-
systemcouldnot easilybene�t from a domain-speci�cpolicy. Therefore,we add
anotherrequirement:

6. No trust: Resourcemanagersshouldnot have to be trusted. They must
not have power to circumventprotection,nor shouldthey beableto affect
principalsotherthantheirown clients.

Finally, we addsomedesirablefeaturesthatarenot strictly necessary, but are
requiredto implementmany powerful policies:

7. Preemption: It shouldbe possibleto revoke a resourcetemporarilyand
save its statein orderto restoreit later.

8. Noti�cation: Managersshouldbenoti�ed whenoneof their clientsneeds
additionalresources.

9. Virtualization: It shouldbe possiblefor managersto handout virtual re-
sources,andto backthemwith physicalresourceswhennecessary.

10. Delegation: Managersshouldbeallowedto delegatecontrolover someor
all of their resourcesto othermanagers
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3.2 Proposedscheme

Our approachto kernelmetadatamanagementis to constructthe kernelvirtual
addressspaceusing the samemodel that is usedto constructuser-level virtual
addressspaces,i.e. with pagedvirtual memory. Theproposedmodelconsistsof
four basicparts: A schemefor assigningvirtual addressesto kernel objects,a
noti�cation mechanism,meansfor allocatingandrevoking kernelmemory, and
anexternalrepresentationfor exportingkernelmetadatasafelyto userlevel. We
now describeeachof thosepartsin moredetail.

3.2.1 Resourcespace

Kernelobjectsareplacedin resource space, a specialmemoryregion1 which is
part of every virtual addressspace. When the kernel interactswith user-level
resourcemanagers,it usesvirtual addressesin resourcespaceto requestmem-
ory for a speci�c kernelobject,or to reclaimanobjectthathasbeenpreempted.
User-level managerscanbackpartof resourcespacewith their physicalmemory
resources.

Becausevirtual addressesare usedto identify kernel objects,they must be
uniquethroughoutthe lifetime of the respective object, i.e. objectsmustnot be
relocated.Also, user-level managersmustnot be able to deduceany protected
informationmerelyfrom thelocationof akernelobject.

3.2.2 Noti�cation

Whenthekerneldetectsthataprincipallacksthenecessarymetadatato complete
an operation,it determinesthe resourcemanagerwhich is responsiblefor that
principalandnoti�es thismanager. Thenoti�cation containsat leastanidenti�er
for theprincipalandthe virtual addressof themissingkernelobjectin resource
space.The faultingoperationis suspendeduntil the resourceis providedby the
manager, i.e. thecorrespondingregion in resourcespaceis backedwith physical
memory.

This operationcorrespondsto a pagefault in theclassicalpagingscheme;in
fact, if pagefaultsare exportedto userlevel, they canbe useddirectly. How-
ever, a pagefault usuallyblocksa singlethread,whereasin this case,thefaulting
operationcaninvolvemultiple threadswhich mustall beblocked.

1It is notstrictly necessaryto separateresourcespacefrom userspace;they canoverlapor even
beidentical.However, con�icts betweenuserandkernelobjectsmaythenbehardto avoid.



24 CHAPTER3. PAGING THE KERNEL

3.2.3 Allocation and deallocation

Resourcemanagerscanallocatesomeor all of their memoryresourcesto back
the resourcespacesof their clients,andthey canrevoke theseallocationsat any
time. Every allocationis boundto a principal anda speci�c region in resource
space;the kernelguaranteesthat the resourcewill only be usedfor metadatain
thatregion,andonly for thatspeci�c principal.

This correspondsto the mapandunmapprimitivestypically found in user-
level memorymanagementschemes.Of course,thekernelmustensurethat live
metadatacannotbeaccessedfrom userlevel, e.g.by temporarilyrevokingaccess
to thecorrespondingresources.

3.2.4 External representation

Whena memoryresourcecontaininglivemetadatais preempted,themetadata�

is convertedinto anexternalrepresentation���

�
	

��� . Theconversionfunction
�

musthave thefollowing properties:

1. Reversible: The inversefunction
��


�

must exist, and
��


�

	��
	

������� �

musthold for all valid metadatainstances� .

2. Safe: Givenmetadata���

�
	

��� in externalform, it mustbeimpossibleor
at leastcomputationallyhardto �nd an ��� suchthat �����

��


�

	

����� is a valid
metadatainstancethatconveysmoreprivilegesthan � .

3. Monotonous: Therepresentationof
�
	

��� mustnot be largerthantherep-
resentationof � itself.

This operationdoesnot have an equivalent in the classicalpagingscheme.
Thereasonis thatby modifyingmemorycontents,apagercanonly affect its own
clients,whereasa managerfor kernelmemorycouldpotentiallyaffect theentire
systemif it wasgivenaccessto kernelmetadatain its original form.

3.3 Analysis

By de�nition, ourschemeful�lls requirements2 (noreallocation),3 (revocation),
7 (preemption)and8 (noti�cation). Also,becausetheresourcemanageris noti�ed
wheneveradditionalresourcesareneeded,it caneasilyenforcelimits andaccount
for resourceconsumption,which correspondsto requirements1 (limits) and 5
(accounting).Furthermore,it is freeto usedifferentphysicalresourcesover time
to backthesamekernelobject,aslong asit copiestheexternalrepresentationof
thecontentsevery time;hence,requirement9 (virtualization)is alsomet.
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Assumingthat theexternalrepresentationis safe,the resourcemanagercan-
not useit to compromiseprotection;anything it coulddo, i.e. delete,modify or
forgemetadata,canonly affect its own clients,who have to have implicit trust in
it anyway. Therefore,it is safeto have subsystemsmanagedby untrustedman-
agersbecausethe restof thesystemcannotbecompromised,andrequirement6
(isolation)is satis�ed.

Requirement10 (delegation)is not explicitly addressed;however, delegation
of memoryresourcesis awell-understoodproblem,andwedonotseeany speci�c
issuesthatwouldpreventtheapplicationof anexistingscheme.As thetypeof the
metadatawasnot restricted,requirement4 (full scope)is satis�edaswell.

3.4 Techniquesfor exporting metadata

Obviously, the main challengein implementingthe above schemeis to �nd an
appropriateexternalrepresentationfor all kerneldatastructures.To seethatthis is
possiblein principle,considerasimplecryptographicschemewherethemetadata
is encrypteduponpreemptionandexportedasciphertext. However, therearemore
ef�cient techniques;thissectionpresentssomeof them.

3.4.1 Localization

Somekernelmetadatacontainsreferencesto non-localresources.For example,
Unix �le controlblockscontaininodenumbers,whichareglobalto a �le system,
andmemorydescriptorscontainphysicalframenumbers,which areglobalin the
entiresystem.If thesereferenceswereexportedunmodi�ed,principalscouldeas-
ily forgereferencesto resourcesthey couldnotaccessotherwise,e.g.by guessing,
andthuscompromiseprotection.

Thisproblemcanbesolvedby translatingthereferencesto alocalnamespace.
In theexample,theinodenumbercanberepresentedby a �le nameunderwhich
theinodeis known to theprincipal,andthephysicalframenumbercanbetrans-
latedto a virtual address.Local referencescanbesafelyexportedbecausetheset
of objectsthey canreferto is now limited by thenamespace,andthereis no way
of forginga referenceto anythingoutsidethatnamespace.

Of course,the local namespacecan still containobjectsthe principal must
not access,e.g.namesof protected�les; in this case,thekernelcanvalidatethe
referencesby applyingpermissionchecks.Also, theprincipalcanstill replaceone
localreferencewith anotherone;however, thesameeffectcanusuallybeachieved
with standardkernelprimitives,e.g.by closingone�le andthenopeninganother.
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3.4.2 Partial preemption

Most kernelscontaincompositedatastructuressuchaslists or trees.Thesedata
structuresconsistof multiple parts that are connectedby references.Because
sucha structurecan grow very large, preemptingit in onepiececan be rather
expensive.Ontheotherhand,theindividualpiecesarehardtoexportbecausethey
containreferencesto objectsin kernelspace.If thesewereexportedunmodi�ed,
a maliciousprincipal could changethem and thus causeinconsistenciesin the
kernelstate;if it is ableto guesstheaddressof a privilegedobject,it couldeven
compromiseprotection.

This problemcanbesolvedwith pointerswizzling, a standardtechniqueused
in persistentobjectstores[41]. Whenpart of a compositeobject is preempted,
all referencesto andfrom thispartarereplacedwith virtual addressesin resource
space,which is local to theprincipal. Theseaddressescanthenbeusedto locate
thereferencedobjectswhenthepartis restored.

Obviously, a maliciousprincipal canstill modify the local references.How-
ever, it cannotincreaseits privilegesby doing so becauseit canonly forge ref-
erencesto objectsin its local resourcespace,i.e. to objectsit alreadyowns. It
couldalsotry to establishacircularreferenceor createpointersto invalid objects;
however, this caneasilybedetectedby thekernelwhentheobjectsarerestored.

3.4.3 Splitting

Somemetadatacannotbe localizedto a singleprincipal becauseit describesa
relationshipbetweenmultiple principals,e.g.betweena parentandits children,
a server andits clients,or betweenpartnersin a communication.Unlessthereis
mutualtrustamongtheprincipals,this metadatacannotbeexportedto only one
of them.

This problemcanbesolvedby splitting themetadatainto multiple parts,and
by exporting at leastonepart to eachprincipal. The metadatacanthenonly be
fully restoredby agreementof all principals.Forgeryis impossiblebecauseeach
partcanbecross-checkedwith all theotherparts.

Obviously, onepart mustbe suf�cient to locatethe otherparts. Therefore,
eachpartmustcontaina referenceto at leastoneotherpart,e.g.an identi�er for
theprincipalandavirtual addressin theresourcespaceof thatprincipal.Because
unidirectionalreferenceswouldstill permitforgeryby guessing,it is advisableto
usebidirectionalreferences.If link andbacklink do not match,the part canbe
consideredforgedandsubsequentlydiscarded.
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3.4.4 Export unmodi�ed

Whenacoreabstractionis ownedexclusively by oneprincipal,mostof its stateis
likely to beundercontrolof thatprincipalanyway. Examplesincludethegeneral-
purposeregistersof a thread,the �le pointersof an open�le, or the datain a
messagebuffer. This statecanbemodi�ed freely by its ownerusingsystemcalls
and/orhardwareinstructions;thereforeit doesnot make senseto protectit. In-
stead,it canbeexportedunmodi�ed.

However, it may be necessaryto validatethe statewhen it is restored. For
example,the �ags register is usually consideredpart of the threadcontext and
canbe exporteddirectly; however, on somesystems,it alsocontainsthecurrent
privilege level, which mustnot be modi�ed by applicationsandshouldthusbe
checkedbeforetheregisteris restored.

3.4.5 Discard and retrieve

Sometimesthe kernelmuststorethe sameinformation in differentplaces. For
example,somedatastructuresmay be supplementedby cachesto improve ef-
�ciency. The statein sucha cacheis derivedfrom the original datastructure.
Giventhatdatastructure,thestateof thecachecanbefully reconstructed.

Dependingon the amountof work necessaryfor reconstruction,it may be
moreef�cient not to export derivedstate;instead,it canbe discardeduponpre-
emptionandreconstructed– perhapslazily – whenit is neededagain. This has
theadditionalbene�t that,asonly oneinstanceof thestateis exported,inconsis-
tenciesarepreventedby design,andthecorrespondingcheckscanbeomitted.

3.4.6 Cryptographic sealing

Sometimeskernelmetadatamaynot beexportableby oneof theabove methods,
e.g. becauseof protectionissues. In thesecases,it may be possibleto simply
encryptit andexport it asciphertext. Cryptographicsignaturesmay be usedto
protectthemetadataagainsttampering.

Of course,without additionalmeansto validatethemetadata,this methodis
only assafeasthecryptographicschemeit relieson; if anapplicationsomehow
managesto breaktheencryption,it hasunrestrictedaccessto kernelmetadata.An
attacker canusestandardtechniquessuchasreplayattacks,dictionaryattacksor
known-plaintext attacks;dictionaryattacksareparticularlydangerousfor small
datastructuresbecauseonly a smalldictionaryis required.

Additionally, dependingon the encryptionscheme,this methodmaybe pro-
hibitivelyslow. Yet,in spiteof all thosedisadvantages,it maybeusefulif preemp-
tionsoccurrarely, or for metadatathatcannotbeexportedby any othermethod.
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Chapter 4

Application to L4

To validateour approach,we decidedto apply it to an existing kernel. For this
experiment,we chosethe L4 microkernel becauseit provides only a small set
of coreabstractionsand thereforedoesnot have to maintaina lot of metadata.
Comparedto a monolithic kernel suchas Linux, this considerablyreducesthe
implementationeffort. Also, the virtual memorysystemin L4 alreadyful�lls
many of our requirementsandcanthusbeeasilyadaptedto ourscheme.

4.1 The L4 microkernel

The original L4 microkernel was developedby JochenLiedtke at the German
NationalResearchCenterfor InformationTechnology[32]. Sincethen,many ex-
tendedandrevisedversionshave beendesigned;for our work, we decidedto use
theVersion4 API [30]. In thisversion,thekernelprovidesonly two basicabstrac-
tions,threadsandaddressspaces,whicharecomplementedby asynchronousIPC
primitive for inter-threadcommunication.All otherfunctionality is providedby
user-level components.

L4 implementstherecursive virtual addressspacemodel[34], which permits
virtual memorymanagementto be performedentirely at userlevel. Initially, all
physicalmemoryis mappedto theroot addressspace��� ; new addressspacescan
thenbe constructedrecursively by mappingregionsof virtual memory. In L4,
this is donesynchronouslyby sendinga descriptoraspart of an IPC message,
which ensurestheagreementof bothsenderandreceiver. Theactualmappingis
establishedby thekernelduringmessagetransfer.

Memory objectscan either be mappedor granted. In the former case,the
senderretainsownershipof theobjectandcanlateruseanotherprimitive,unmap,
to reclaimtheobjectandrevokethemapping,includingany derivedmappings.In
the lattercase,ownershipis transferredto thereceiver, andtheobjectdisappears
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Figure4.1: Virtual memoryprimitivesin L4.

from the sender's addressspace.Unmappingis performedasynchronouslyand
doesnot requireconsentof thereceiver.

Page faults are virtualized by the kernel. Every threadis associatedwith
anotherthread,its pager, which is responsiblefor managingits addressspace.
Whenever the threadtakesa pagefault, the kernelcatchesthe fault, blocksthe
threadandsynthesizesa page fault message on its behalf,which is sentto the
pagervia IPC.Thepagercanthenrespondwith a mappingandthusunblockthe
threadagain.

Furthermore,the kernelhasa built-in threaddispatcherwhich implementsa
�x ed-priorityscheme.Thethreadnamespaceis managedby aspecialtask,which
hastheauthorityto createanddeletethreadsthroughaprivilegedsystemcall.

4.2 Overview

The L4 virtual memorymodelalreadyful�lls many of our requirements:It can
beperformedentirelyatuserlevel, supportsdelegation,hasanoti�cation scheme
(pagefaultmessages)andprimitivesfor allocationandrevocation(mapandunmap).
Therefore,wedecidednotto introduceaseparatemechanismfor managingkernel
memory, but ratherto extendtheexistingscheme.

This approachhastheadvantagethatuserandkernelmemorycanbehandled
uniformly, i.e.with thesameprimitivesandby thesamemanager;thus,managers
canbe simplerandmorereusable.Also, a singleresourcepool canbe usedfor
bothuserandkernelmemory;hence,unusedkernelmemorycanbereallocatedas
usermemoryandviceversa,whichshouldresultin betterutilization.

Thedisadvantageis thatsomespecialpropertiesof kernelmemorycannotbe
exploited, the most importantbeing its �ner granularity. Many kernelobjects,
e.g.threadcontrol blocksor addressspacedescriptors,areconsiderablysmaller
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thana pageframe;yet, if VM primitivesareto be used,they mustbe allocated
at pageframegranularity, which inevitably leadsto fragmentation.Nevertheless,
we believe that this doesnot justify thecostof addinganothermechanismto the
kernel.

Similarly, we did not introducea separateaddressspacefor kernelmemory
resources.Instead,wedecidedto useapreviouslyunusedvirtual memoryregion,
the kernelarea,which is part of eachaddressspace.This areacontainskernel
mappingsandcannotbe usedby applications;no valid pagefaultscanhappen
there,andno memorycanbe mappedto it, so addressesin this areacannever
con�ict with valid memoryaddresses.Also, theregion is virtual andcanthusbe
managedindependentlyin eachaddressspace.

Theabovedecisionsresultin thefollowing mappingof our schemeto L4:

Generalscheme Applicationto L4
Resourcespace Kernelareain virtual addressspace
Noti�cations Pagefaultmessages
Allocationprimitive IPC with mapelement
Revocationprimitive Unmap
Delegation Mappingbetweenresourcemanagers

Additionally, wechoseanexternalrepresentationfor all exportablekerneldata
structures.This representationwill bediscussedin Section4.7.

4.3 Data structur es

The L4 Version4 API hasbeenimplementedfor many architectures,including
IA-32, IA64, PowerPC,MIPS andAlpha; for someof them,evenmultiple com-
petingkernelsexist. A comprehensivediscussionwould exceedthescopeof this
thesis;therefore,weconcentrateononespeci�c architecture,Intel'sIA-32. Of the
many featuresof this architecture,only threearerelevant for this discussion:Its
32-bit addressspace,its two-level, hardware-walkedpagetablesandits smallest
framesize,which is 4kB.

MostL4 kernelsfor theIA-32 maintainvariationsof thefollowing datastruc-
tures:

� Onepage tableperaddressspace,which consistsof oneroot frameandup
to 1,024second-level framesof 4kB each.

� Onemapnodeandonecapnodefor every memorymapping.Thesenodes
consistof four 32-bit wordseachandarealwayspaired,re�ecting the fact
thatmappingsarealwaysestablishedbetweentwo addressspaces.Themap
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nodedescribesthe recipient's view, e.g. the sizeandlocationof the map-
ping in virtual addressspace,while the cap nodedescribesthe sender's
view, suchasthememoryregion from which themappingis derived,or the
privilegesit conveys.

� One nodetable per addressspace,which links pagetable entriesto the
correspondingmap nodes. It hasexactly the samestructureas the page
table.

� Onekernelthreadcontrol block (KTCB)for everyactivethread.TheKTCB
storestheprotectedpartof thethreadcontext, suchasstate,priority or reg-
ister contents.Its sizedependson the implementationandusuallyranges
between170bytesand2kB1.

� Oneuserthreadcontrol block (UTCB)for everyactive thread,which holds
the user-visible part of the threadcontext. EachUTCB is 512 byteslong
andincludesamessagebuffer of 64words,which is usedfor IPC [38].

Additionally, the kernelusesseveral global variables,suchasa timer anda
pointerto thecurrentthread.However, theamountof memoryoccupiedby these
variablesis smallanddoesnever change;therefore,thecorrespondingresources
canbepreallocatedduringstartupanddo not have to bepartof themanagement
scheme.

4.3.1 The mapping database

Together, mapnodesandcapnodesform themappingdatabase, a tree-like data
structurethat is usedto keeptrack of all memorymappingsin the system(see
Figure 4.2). The main reasonfor having a mappingdatabaseis the recursive
natureof theunmap primitive,which is de�ned to revoke not only themapping
to which it is applied,but all transitively derivedmappingsaswell. Themapping
databasenot only providesanef�cient way to �nd all of thosemappings,it also
storesthehierarchyandtheconveyedprivileges.

An entryin themappingdatabaseis essentiallya tuple
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with thefollowing components:

1Someimplementationsdo not have per-threadkernel stacks;also, the FPU/MMX register
stateis sometimeskeptin a differentstructure,which is allocatedondemand.
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the effective privilegesare obviously limited by the privilegesavailable in the
sourceaddressspace.Bothmapnodeandcapnodecontaina length;theeffective
lengthis determinedby takingtheminimumof thetwo.

As mapnodesandcapnodesarealwayspaired,someimplementationshave
chosento co-locatethem in a single nodetype. This nodecan then be much
smallerbecauseit doesnot have to containmutual references,a sourcespace
identi�er andasecondlength;however, it is dif�cult to �nd asafeexternalrepre-
sentationfor suchanode.Moredetailswill bediscussedin Section4.7.

4.3.2 The nodetable

Thenodetableis a 'shadow' datastructureto thepagetableandhasexactly the
samestructure. For every entry in the pagetable, it containsa referenceto the
mapnodefrom which it wasestablished.During unmap, this referenceis used
to quickly locatetheaffectedsubtreesin themappingdatabase.In principle,the
kernelcouldalso�nd thesesubtreeswithoutanodetable,for examplebyscanning
the entire database.However, this operationwould be very expensive; also, it
would beimpossibleto guaranteeisolationsinceall nodesin thedatabasewould
have to beexamined,andnot just theonesbelongingto therespectivesubsystem.
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Becauseof the similarity betweenpageandnodetables,someimplementa-
tions have chosento co-locatethem,e.g.by keepingthemin adjacentphysical
frames.In sucha scheme,bothtablescansharea singleroot frame,which saves
one4kB frameperaddressspace.However, this is notpossiblein ourschemebe-
causethenodetableservesa dualpurpose(it alsostoresthevirtual addressesof
preemptedmapnodes);therefore,we maintainthenodetableasan independent
datastructure.

4.4 Accounting

Whenthekernelrequestsmemoryresources,it doessoon behalfof a particular
resourceprincipal. Therefore,having identi�ed all kernelmemoryresources,we
mustnow associateeachof themwith anappropriateresourceprincipal.

4.4.1 Principals

Thechoiceof principalaffectstheresultingsystemin thefollowing threeways:

1. Granularity: Sinceevery resourcerequestcontainsan identi�er for the
faulting principal, it is to be expectedthat user-level managerswill base
theiraccountingschemeonthis information.Therefore,if a too largeentity
is usedasprincipal,theresultingaccountingschemewill beunnecessarily
coarse.

2. Utilization: Sinceresourcesallocatedto a principalmustalwaysbeavail-
able to it, unusedpartscannotbe reallocatedtransparentlyto otherprin-
cipalsandmust remainempty. Hence,if a too small entity is chosenas
principal,kernelmemorymaybeunderutilizedasa result.

3. Protection: In orderto supportpreemption,anexternalrepresentationmust
be chosenfor all kernelmetadata.However, if the principalsarenot cho-
sencarefully, e.g.if they canspanmultiple protectiondomains,it may be
dif�cult or impossibleto �nd a saferepresentation.

The only principalsin the original L4 API arethreadsandtasks,i.e. groups
of threadssharingthe sameaddressspace.Therefore,resourcesmusteitherbe
associatedwith threadsor tasks,or a new abstraction,suchasthreadgroupsor
resourcecontainers,mustbeintroduced.

Pageandnodetablesareusedto implementaddressspaces,whicharealready
associatedwith tasks.Therefore,it seemednaturalto usetasksasresourceprinci-
palsfor thesetwo datastructures.Sinceaddressspacesaresharedby all threadsin
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a task,amore�ne-grain schemedoesnot makesense;also,thereis no protection
betweenthreadsin thesametask,andthereforeprotectionis notanissue.

Both KTCBs and UTCBs are associatedwith individual threads;however,
they are much smaller than the smallestpossibleallocationof kernel memory
(onepageframe),andthereforeusingindividual threadsasprincipalswould lead
to badutilization. Usinggroupsof threadsis possiblebut requiresanadditional
coreabstraction.Thereforewe decidedto follow the protectionargumentfrom
aboveandusetasksasprincipalsfor bothtypesof TCBs.

Similar to pagetables,map and cap nodesare usedto implementaddress
spacesandthereforeshouldbeaccountedto tasks.However, mappingsareusually
establishedbetweendifferent tasks,which leadsto the questionwhethersender,
receiver, or bothof themshouldbecharged.

As it is the receiver who getsthe largestbene�t from the mapping,it would
benaturalto accounttheentirenodepair to thereceiver. Theoppositeapproach
is alsofeasible- thesenderpaysandthenchargesits client for theresourcecon-
sumption- but hasthedisadvantagethatmetadatafrom differentclientssharethe
sameresourcesandis thusmoredif�cult to separate;for example,it is unclear
whoshouldpayfor fragmentation.

It is for securityreasonsthatwe decidedto usethethird approach,i.e. to ac-
countthecapnodeto thesenderof themappingandthemapnodeto thereceiver.
This re�ects thefact thatmappingscanonly beestablishedby mutualagreement
of senderandreceiverduringsynchronousIPC.If oneof themweregivencontrol
over bothnodes,it would bemucheasierto taint with mappings,e.g.by forging
nodes.SeeSection5.1for adetaileddiscussion.

4.4.2 Sharing

Theexampleof themappingdatabaseshows that it is not alwayseasyto usean
existingresourceprincipalfor accounting,e.g.whenmetadatais usedby multiple
entities.In thiscase,it maybenecessaryto introduceanew coreabstraction,e.g.
resourcecontainers[3]. If thereis a�x edrelationshipbetweentheprincipals,such
assenderandreceiverof a mapping,it mayalsobepossibleto solve theproblem
by splitting thedatastructureandaccountingfor theindividualpieces.

Somekernelsmaintaindatastructuressuchaspacket buffersor a globalpage
cache,which are sharedacrossthe entire system. This would requirea more
sophisticatedaccountingscheme,e.g. one that distinguishesbetween'owners'
and'sharers'of a resource.In L4, however, the problemneednot be solved at
kernellevel becausethecorrespondingfunctionalityis implementedby user-level
applications.
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4.5 Placement

In order to make kernelmetadatapageable,it mustbe part of a virtual address
space;therefore,we placeall kerneldatastructuresin a specialmemoryregion,
theresourcearea. Thismemoryregioncanbebackedby resourcemanagerswith
physicalmemoryframes,just likeordinaryvirtual memory.

In this section,we discusspossibleplacementschemes,i.e. ways to assign
virtual addressesto kernelobjects.

4.5.1 Scope

Whenthe kernelcommunicateswith user-level managers,virtual addressesare
usedto identify thekernelobjectsthatarebeingrequested,allocatedor revoked.
Like all identi�ers, theseaddressesare associatedwith a scope, i.e. an areain
which they can be usedwithout further quali�cation. This scopeneednot be
identicalwith theaddressspaceof thecorrespondingprincipal;it couldspanmul-
tiple or even all addressspacesin the system. If the scopeconsistsof multiple
addressspaces,the kernelmustensurethat non-overlappingaddressrangesare
assignedto all kernelobjectsin thesespaces.

Theuseof asystem-globalscopewouldsimplify theassignmentof identi�ers
considerably. For example,it wouldbepossibleto directlyusethevirtual address
wherethe object is storedinside the kernel. In this case,identi�ers obviously
cannotoverlap.However, they couldeasilybeusedby applicationsto circumvent
protection. For example,a covert channelcould be establishedby periodically
creatinga kernelobjectat a well-known location. Otheraddressspacescanthen
continuallycheckfor its existence,andinformationcanbetransmittedby modu-
lating thecreationfrequency.

The only otherscopethat is natively supportedby L4 is the addressspace;
therefore,choosingany other scopewould requirean extra kernel abstraction.
However, a typical resourcemanageris expectedto be responsiblefor multiple
principalswith differentaddressspaces,sospace-localidenti�ers by themselves
are not suf�cient to identify resources.Fortunately, in all situationswherethe
identi�ers will beactuallyused(during request,allocationandrevocation),they
arefurtherquali�ed by theID of theprincipal,sothesmallerscopeis nota prob-
lem.

For our experiment,we decidedto usespace-localplacementbecausethis
seemeda goodcompromisebetweensecurityandimplementationeffort.



4.5. PLACEMENT 37

4.5.2 Transparency

Therearetwo fundamentallydifferentwaysto assignvirtual addressesto objects.
Oneis to useanopaqueplacementschemein whichany objectcanpotentiallybe
placedanywhere;hence,it is impossibleto learnanything aboutan objectfrom
its addressalone.Anotherpossibilityis to usea transparentplacementschemein
which certainobjectsarerestrictedto certainregions;for example,someregions
couldbereservedfor objectsof aspeci�c type.

The main disadvantageof using transparentplacementfor kernelobjectsis
thatit inevitably leakssomeinformationabouttheinternalstructureof thekernel
to user-level managers;for example,it may be possibleto infer the sizeor pur-
poseof certainkernelobjects.Also, eventhemerepresenceor absenceof kernel
objectsataparticularaddressmayconvey information.

On theotherhand,theuseof transparentplacementhasconsiderableadvan-
tagesbecauseit enablesresourcemanagersto make betterpolicy decisions.For
example,if theaddressallowsadistinctionbetweenimportantobjectsandlessim-
portantones,themanagerscanrespondto memorypressureby revoking frames
with lessimportantobjects�rst. If theaddressconveysadependency betweenob-
jects,managersmaychooseto revoke entiresubgroupsof objects,which results
in betterutilizationbecausethedependentobjectsareuselesswithout theirparent
objectsanyway.

Of course,if a managerbasesits policy on that kind of information,it is no
longerportableacrossdifferentplatformsor evendifferentkernelversionson the
sameplatform. However, if portability is an issue,the managercan still treat
transparentaddressesasopaque.

For our experiment,we decidedto usetransparentplacement.This givesus
the opportunityto explore policies that make useof the additionalinformation.
Also, this doesnot causeany securityissuesin L4 becausefrom thekerneldata
structures,managerscannotlearnanythingaboutapplicationsotherthantheirown
clients,whomusthave implicit trustin themanyway.

4.5.3 Binding

The binding betweenkernel objectsand their addressescan either be static or
dynamic:

� Static binding: Thekernelde�nes a function
'

which, for every potential
kernelobject D , computesanaddressrange

'�	

DE� whereit is to beplaced.In
orderto avoid con�icts,

'�	

DE��F

'�	

D&�G�H�JI musthold for all pairsof objects
	

D/$,D&��� thatcanexist at thesametime.
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� Dynamicbinding: WheneverakernelobjectD is created,thekernelchooses
avirtual addressrange

'.K

for it andstoresthebinding
	

D#$

'�K

� throughoutthe
lifetime of theobject.In orderto avoid con�icts, theaddressrangemustnot
overlapwith existingobjects.

Thestaticschemehastheobviousadvantagethatnoadditionalmetadatais re-
quiredto storebindings.Also, it avoidstheproblemof having to manageresource
spaceexplicitly, e.g.by keepinga list of freeaddressrangesandaplacementpol-
icy to chooseoneof them.

On theotherhand,dynamicbinding is oftenmoreef�cient whentheobjects
areallocatedwith a�ner granularitythanthememoryusedto backthem.Thedif-
ferenceis mostevidentfor sparselypopulateddatastructures,wherestaticbinding
canleadto high internalfragmentation.

In our experiment,fragmentationparticularlyaffects the mappingdatabase.
Considerthecasewhereeveryframein aparticularaddressspacehasbeenmapped
to every otheraddressspace.This would require 2�LNM

	

2PORQTS&� capnodes,where
2�L is the numberof framesand 2�O the numberof addressspacesin the system.
Hence,astaticaddressrangefor capnodesmustbelargeenoughto accommodate
thatmany nodes.However, in arealisticsystem,only veryfew of thosenodeswill
bein useat any onetime, andthey areunlikely to have contiguousaddresses.In
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the worst case,every frame-sizepart of resourcespacewill containat mostone
node,andkernelmemoryutilizationwill dropto anunacceptableU(V W

U

�YXYZ\[^]`_ba%c .
Therefore,wedecidedto usestaticbindingonly for thepageandnodetables.

Becauseof the hardware-dictatedpagetableformat on IA-32, thesedatastruc-
turesmustbe allocatedwith framegranularityanyway, so fragmentationcannot
beprevented.For themappingdatabase,however, we useddynamicbindingand
asimpleslaballocatorto distributenew nodesto existing frames.

Like in any dynamicbindingscheme,wealsohadto decidewhereto storethe
bindingsbetweenexisting nodesandtheir addresses.In orderto avoid the need
for additionalmetadata,weusepointerswizzling,i.e.wereplaceall referencesto
a preemptednodewith its address.Thus,the addressof a preemptedmapnode
canbefoundby looking it up in thenodetable.

UTCBs alreadyhave addressesin the original system. Theseaddressesare
locatedin a specialregion of virtual addressspace,the UTCB area,which is
consideredto be partof resourcespace.KTCBs arenot subjectedto the paging
schemeat this time (seeSection4.7.5); instead,theirallocationis controlledwith
theThreadControl systemcall.

4.6 Requestand allocation

Whenthekerneldetectsthataprincipalneedsadditionalkernelmetadatato com-
pletean operation,it must requestthe necessarymemoryfrom a user-level re-
sourcemanager. In L4, this is accomplishedby raisingapagefault in theresource
areaof the faulting task,which is thenhandledby thecorrespondingpager. The
faultingthreadexecutesthefollowing algorithm:

suspend faulting operation
determine fault address
find responsible pager
repeat

send page fault message to pager
wait for reply
check supplied mappings

until mapping acceptable
import kernel objects from mapping
resume faulting operation

In this section,we describethe individual stepsof this algorithmin moredetail.
We also discusssecurityand safety issues,and how theseare resolved in our
system.



40 CHAPTER4. APPLICATION TO L4

4.6.1 Sendingthe request

In orderto requestamissingmetadataobject� , thekernelmust�rst determinethe
virtual address

!?d

at which to raisethefault, i.e. theaddresswhere � is located
in the resourcearea. If staticplacementis used,this canbe achievedsimply by
usingtheplacementfunction

'

to compute
!#d

�

'�	

��� . In thecaseof dynamic
placement,theaddressmaybestoredin anothermetadataobject2. If thisobjectis
notpresent,it mustberequested�rst.

Oncetheaddresshasbeenestablished,thekernelmustchooseapagerto han-
dle therequest.Therearemany possiblechoices,for example:

� A globalpagerthatprovideskernelmemoryto all principals

� Thestandardpagerof thefaultingprincipal

� A specialk-pager thatprovideskernelmemoryto thefaultingprincipal

Usinga singleglobalpageris thesimplestsolution;however, we believe that
thiswould only bea small improvementoverhaving a built-in kernelpolicy. The
secondschemeis morerestrictive thanthe third becauseit doesnot offer a sim-
ple way to manageuserandkernelmemoryin separatetasks.Nevertheless,we
decidedto usethe secondschemebecausewe wantedto demonstratethat it is
suf�cient; the third schemeis an obviousextensionandcanbe addedwherethe
additional�e xibility is required.

After thekernelhasidenti�ed thepager, it suspendsthefaultingoperationand
synthesizesa pagefault messageon behalfof the faulting thread.This message
is sentvia synchronousIPC, so the faulting threadmay have to wait until the
managerbecomesreadyto receive. After the messagehasbeendelivered,the
threadwaitsuntil themanagerrespondsby mappingtherequestedresource.

4.6.2 Checking the allocation

Oncethe requesthasbeensentto the pager, the faulting threadwaits for a re-
sourceallocation,i.e. for a reply messagecontainingoneor multiple map ele-
ments. However, not all resourcescanbe acceptedin this state. Obviously, the
faulting threadshouldaccepta memoryframeif all of the following conditions
hold:

1. Theframeis suppliedby its currentpager

2. It backstheregion in which thefault occurred

2The addressis only storedif the objectexists but hasbeenpreempted;however, unlessthe
kernelknowsthattheobjectdoesnotexist, it mustchecktheaddressanyway.
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3. Thepagergrantsreadandwrite privilegeson theframe

Forsecurityreasons,thethreadshouldneveracceptkernelmemoryfromthird-
partythreadsbecausethey couldlaterpreempttheresourcesandaccessthemeta-
datathat is exportedin them. If the third conditionwould be omitted,memory
could be mappedread-onlyto the kernel,e.g.to implementcopy-on-write shar-
ing; however, thekernelwould thenhave to enforcethe write protection,which
complicatesthe implementationandexceedsthe scopeof our experiment. We
considerthis futurework.

If thesecondconditionis notmandatory, pagerscanuseprefetchingto supply
resourcesthatarelikely to beneededin thefuture;however, principalsmustthen
have completetrust in their managersbecausethey are free to prefetchcritical
metadata,e.g.TCBs. Theequivalentproblemfor usermemorycanbesolvedby
usingaregionmapper, apagerthreadwhichactsasaproxyfor pagefaults[2, 17];
however, this approachdoesnot work very well for kernelmemorybecausethe
region mapperwould dependon thesameresourcesasits clients. Therefore,we
decidedto keepthesecondcondition.

In a systemthat supportsmemory-mappedI/O, thekernelshouldalsocheck
whetherthesuppliedframeis partof mainmemory. Otherwise,anattacker could
usedevicememoryto circumventaccessrestrictionson kernelmetadata.

4.6.3 Acceptinga resource

Whenthe kerneldecidesto accepta certainframefor useaskernelmemory, it
must�rst ensurethattheframecannotbeaccessedfrom userlevel,e.g.by remov-
ing it from all pagetablesand invalidatingall relevant translationsin the TLB.
This is necessaryto maintainprotection,but it is alsoa preconditionfor the fol-
lowing stepsbecauseit preventsraceconditions.On anSMPsystem,theserace
conditionscouldleadto aTime-of-Check,Time-of-Use(TOCTOU) vulnerability.

Oncethekernelhasexclusive accessto the frame,it mustcheckits contents
for exportedkernelobjectsandre-importthemwherenecessary. This importmay
fail for variousreasons,e.g.wheninconsistenciesaredetectedor aninvalid object
is found. In this case,thekernelhasmultipleoptions:

� It candiscardtheframeandraiseanerror,

� It candiscardtheframeandre-sendthepagefault,

� It canpostponetheimport andproceedwith thenext object,or

� It cansilentlydiscardthefaulty objectandproceed
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In caseswheretheproblemclearlyresultsfrom tampering,thekernelis prob-
ably underattackandshouldchooseoneof the �rst two options. If theobjectis
notessential(i.e.not thecauseof theoriginal fault)andtheproblemis likely to be
causedby missingmetadata,thethird optionis applicable.In all othercases,the
kernelshouldactin dubiopro reoandassumethattheproblemis dueto changes
in kernelstatewhile theobjectwasunavailable;thus,it shouldchoosethefourth
option.

Additionally, thekernelmuststoreboththefact thattheframeis allocatedfor
kernelmetadataandits virtual addressin theresourcearea.Theformeris neces-
saryto preventtheframefrom beingallocatedtwice,andto triggertheexport of
themetadatawhenit is reclaimed,whereasthe latter is neededfor localization3.
Wherestaticbindingis used,thevirtual addresscanalsoserveasatypeidenti�er,
e.g.to distinguishpagetablesfrom nodetables.

In ourexperiment,weusedaframetablefor thispurpose.Theframetablehas
oneentry for eachphysicalpageframein thesystem.It holdsvirtual addresses;
framescurrentlyallocatedto userlevel arelabeledwith aninvalid address.Since
thesizeof theframetabledoesnotchangeatruntime,it canbepreallocatedduring
startupandneednotbesubjectedto thepagingscheme.

4.6.4 Deadlockavoidance

In theoriginalL4 API, many operationswereexplicitly or implicitly de�nednotto
causepagefaults;for example,threadswitchesor messagetransferswith untyped
elementswereguaranteedto succeed.This is different in our system,wherea
threadmaylack almostany metadata,e.g. a pagetableor evenoneof its TCBs.
Sincepagefaults always block one or multiple threads,caremust be taken to
avoid deadlocksandto resolve themwherethey do occur.

Fortunately, it is possibleto avoid many deadlocksby arrangingthepagersin
a hierarchy. In sucha system,pagefaultsarealwaysescalatedto thenext level,
anda circular wait situationinvolving multiple pagerscannotoccur. However,
deadlockis still possibleif a pagefault is raisedwhile a pageris blockedby one
of its clients,e.g.duringIPC (seeFigure4.4). This cannotbeavoidedby design
becausethe pagermust useIPC to receive pagefault messages,and to senda
response.

It is possibleto designthekernelin away thatallowsat leasttherequestto be
sentwithout additionalresources,i.e. with theKTCB only4. However, theclient

3The threadIDof the owner neednot be storedbecauseit can either be inferred from the
contentsof the page– for example,the owner of a mapnodecanbe determinedfrom the node
tablelink – or is irrelevantbecausethemetadata,e.g.a pagetable,is discardedanyway.

4Clearly, thethreadmusthave causedthefault somehow; therefore,it mustalreadybeknown
to thekernel,i.e. its KTCB mustbepresent.
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Figure4.4: Deadlockcausedby a resourcefault (a) anddifferentresolutiontech-
niques:Buffering (b), multi-threadedpager(c), abortandretry (d).

mayrequireresourcesto receive thereply; for example,a pagetablecanonly be
acceptedif thepagedirectoryis alreadypresent.If anotherpagefault is raisedin
this situation,deadlockoccursimmediately.

In oursystem,weusefault orderingto avoid thisproblemwheneverpossible.
If thekerneldetectsthat it needsmultiple resources
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with lnmpo . Suchanorderalwaysexists in our systembecausetheresources
form ahierarchyandthereforenocirculardependenciescanexist. Thekernelthen
requeststheresourcesin thatorder. Thus,deadlockcanbeavoided.

4.6.5 Deadlockresolution

Evenwhenfault orderingis used,deadlockcanoccurdueto third-partyactions.
Considerthe examplein Figure 4.4, whereclient q requestsa new pagetable
from its pager, r . While therequestis beinghandledby r , a higher-level pager

s

revokes q 'spagedirectory. r cannotknow thisbecausewhenthemessagewas
delivered,thepagedirectorywasstill available.Thereforeit triesto supplyapage
tableto q asrequested,which leadsto adeadlocksituation.

Avoiding this problemby systemdesignwould requirea disproportionateef-
fort; basically, kernelmemorywould have to bepinnedfor theentirelifetime of
its owner. Therefore,the situationmusteitherbe preventedor resolved whenit
occurs.Thereareseveralpossibleapproaches,for example:

1. Buffering: Thekernelacceptstheuselessresourceon behalfof theclient
andkeepsit in aninternalbuffer while thesecondfault is handled.

2. Multi-thr eadedpager: Thepagerusesdifferentthreadsfor receiving faults
andsendingresponses;hence,its receiver threadneverblocks.
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3. Abort and retry: The deadlockis detectedandresolved by abortingthe
IPC and delivering an error codeto the pager. The client retries, i.e. it
restartsthe pagefault handler. Fault orderingis usedto avoid a second
deadlock.

Thebufferingapproachrequiresadditionalmetadatato storewaitingresources
andintroducesvariousspecialcasesinto thekernel.Multi-threadedpagersrequire
anadditionalIPC5 to dothehand-off; also,eventhetop-levelpager��� wouldhave
to bemulti-threaded,andit is not easyto determinehow many threadsit would
need.

Aborting the IPC seemsdangerousbecausethereis a possibility for starva-
tion. However, the pagercandetectthis situationfrom the error codeandthen
takeadequatemeasures,e.g.resolve thesecondfault immediately. Therefore,we
decidedto usethethird approach.

4.6.6 Faults during systemcalls

The main responsibilityof the L4 microkernel is to maintainprotection,i.e. to
control the interactionbetweentasks. For this purpose,it offers several system
callsthatcanbeusedby suf�ciently privilegedtasksto interactwith oneanother.
This interactionalwaysinvolvesresources;therefore,thekernelmustbe ableto
dealwith a situationwhereeither the caller or oneof the affectedtaskslacksa
necessaryresource.

This situationis different from an ordinarypagefault in that it can involve
multiple principals. If the standardpagefault algorithmis applied,all of these
principalsmust be suspendeduntil the fault is resolved. Thus, if a malicious
taskcolludeswith its pagerandpreventsit from handlingthe fault, it canblock
theothertasksinde�nitely. Therefore,all systemcalls mustbe checked for this
vulnerability, andmeasuresmustbetakento remove it whereit occurs.

TheL4 Version4API de�nestwelvesystemcalls.Fourof thesecalls,Kernel-
Interface , SystemClock , ProcessorControl andMemoryControl ,
involveonly globalmetadata,which canbepreallocatedduringstartup.Two oth-
ers,ExchangeRegisters andLipc , canonly beusedon threadsin thesame
task,which cannotbeprotectedfrom eachotheranyway. Theremainingsix sys-
temcallscaninvolvemultiple tasksandthusrequirecloserinspection.

The ThreadSwitch call canbe usedto yield the CPU,or to switch6 to a

5Unfortunately, usingalazy threadswitch[38] doesnothelpmuchbecausetheworker threads
never reply to thereceiver thread

6A similar argumentcan be appliedto ordinary context switches,which occur e.g.when a
higher-priority threadis unblocked,or whenthecurrenttime sliceexpires.Theseswitchescanbe
thoughtof asimplicit callsto ThreadSwitch .
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speci�c thread5 . This cancausepagefaultsif 5 lacksessentialresourcessuchas
its addressspace,which is requiredfor execution.However, aslong as 5 's KTCB
is present,thepagefaultscanberaisedin thetargetcontext, andthecaller is not
blocked. SinceKTCBs arenot pagedin our experiment,this is alwayspossible,
andtheproblemcannotoccur.

The Unmapcall is usedto revoke memorymappings.In orderto �nd tran-
sitively derivedmappings,thekernelmayneedto traversea subtreeof themap-
pingdatabase,which in principlecouldleadto pagefaultswhenpreemptednodes
areencountered.In our system,this problemis preventedby eagerlydisabling
mappingswhentheir mapnodeis preemptedor disconnectedfrom themaintree;
therefore,preemptednodescanbesafelyskippedduringUnmap(seealsoSection
4.7.3).

The IPC call alreadycontainsa timeoutmechanismto handlepreemptedre-
sources.In theoriginal API, this is neededwhena pagefault occursduringmes-
sagetransfer;bothsenderandreceivercande�ne atransfertimeoutto specifyhow
long they arewilling to wait for the pagefault to be resolved. This mechanism
caneasilybeextendedto resourcefaults.

For the remainingthreesystemcalls,ThreadControl , SpaceControl
and Schedule , timeoutscannotbe usedbecausethesecalls must never fail.
ThreadControl , for example, is usedto deletethreads;if a malicioustask
couldreliably de�ect this call, therewould beno way to remove it from thesys-
tem. Furthermore,the�rst two callscanonly beexecutedby a privilegedsystem
task;if thecallswereallowedto block, this taskwould bevulnerableto Denial-
of-Serviceattacks.

In our system,we avoid this problemby moving all relevantmetadatato the
KTCB, which is not paged;therefore,thethreecallscannever raisea pagefault.
Wearefully awareof thefactthatthiscanonly beatemporarysolution.However,
we believe that theproblemis dueto structuralissuesin theAPI, andthat it can
only bethoroughlysolvedby removing thoseissues.Section4.7.5discussesthis
problemin moredetail.

4.6.7 Nestedfaults

A nestedfault is apagefault thatoccurswhile anotherpagefault is beinghandled.
Therearetwo waysto handlea nestedfault: Oneis to handleit insteadof the
original fault, the other is to stack it on top, i.e. to suspendthe original fault
while thenestedfault is beinghandled.Whenfaultsarestacked,it is importantto
determinethemaximumnestingdepthandto allocatesuf�cient space(e.g.on the
kernelstack)to storethecorrespondingcontexts.

In our system,faultsarenever stacked,andeachthreadis allowedto request
only onememoryresource(useror kernelmemory)at a time. If a nestedfault
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occurs,the handlingof the original fault is aborted. This may seemdangerous
becauseinformationabouttheoriginal fault is lost; however, if its causepersists,
the fault will reappearoncethe faulting operationis resumed. Still, the work
performedto handlethe original fault is lost; yet, we believe that this situation
occursinfrequentlywhenfault ordering(Section4.6.4) is used.

Therefore,thekernelonly needsto beableto storetwo contexts: Onefor the
faulting operationandonefor the pagefault handler. If the pagefault handling
codeis short, it canbe executednon-preemptively, andthusthe secondcontext
canbeverysmall;basically, only theaddressof therequestedresourceis needed.
If separatek-pagersareused(Section4.6.1), resourcefaultscanbestackedonto
userpagefaults,andthemaximumnestinglevel risesto three.

Specialcaremustbetakento prevent in�nite nesting,which canoccurwhen
circular dependenciesexist betweenresources.A principal that requestsoneof
thoseresourceswould perpetuallycauseresourcefaults and could never make
any progress.Hence,circulardependenciesmustbeavoided.

In oursystem,mapis theonly primitivewheresuchadependency couldexist.
Speci�cally, if mappingmemoryto thekernelwould requirea mapnode,a fault
that is causedby a lack of mapnodescouldnever behandled.Fortunately, since
the kernelonly acceptsphysicalmemory, the correspondinginformationcanbe
storedin theframetable,andamapnodeis not required.

4.7 External Representation

In orderto allow for preemptionof kernelmemory, it mustbepossibleto safely
export kernelmetadatato userlevel. In our scheme,this is doneby converting
the metadatainto an external representation.The resultingstatecan be safely
re-importedinto thekerneloncethememoryis restored.

In Section3.2.4, we alreadyde�ned requirementsfor suchanexternalrepre-
sentation,andSection3.4 presentedvariousconversiontechniques.In this sec-
tion, weapplythesetechniquesto eachkerneldatastructurein L4.

4.7.1 Pagetables

Pagetablesde�ne thetranslationfrom virtual tophysicaladdresses.OnIA-32, the
architecturewe chosefor our experiment,the CPU usesa hard-wiredalgorithm
to parsepagetables;therefore,it is mandatoryto usetheformatthatis de�ned by
thehardware.

IA-32 pagetableshave two levels. The �rst level consistsof a singlepage
frame,thepage directory, which contains1,024word-sizeentries.Eachof these
entriescorrespondsdirectly to a4MB region in the4GBvirtual addressspaceand
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caneitherdirectlyspecifyatranslation(aso-calledsuperpage) or point to another
frame, a page table. Similarly, a pagetable has1,024entries,eachof which
speci�esa translationfor a 4kB region in virtual addressspace.Translationsmay
be invalid; in this case,an attemptto accessthe correspondingregion causesa
pagefault.

In additionto theactualtranslation,i.e. themappingfrom virtual to physical
address,a pagetableentry alsocontainsvariouscontrol bits, e.g. for privileges
andcachebehavior, andtwo statusbits: Oneto indicatethat the pagehasbeen
accessed,theotherto indicatethatthecontenthasbeenmodi�ed. Thestatusbits
areupdatedby thehardware.

External representation

With theexceptionof thestatusbits,pagetablescontainonly redundantinforma-
tion; their entirestateis alsostoredin the mappingdatabase.For example,the
physicaladdressof a pagecanbefoundby locatingthecorrespondingmapnode
andtracingits parentsbackto ��� , whichhasadirectvirtual-to-physicalmapping.
Hence,pagetablesarederiveddatastructures,whichmakesthemidealcandidates
for thediscardandretrieve technique(Section3.4.5).

In order to successfullyapply this technique,we must be able to storethe
information in the statusbits elsewhere. However, only two bits per entry are
required,andtheseareeasilystoredin the correspondingmapnode,which can
be locatedusingthenodedirectory. Of course,both themapnodeandthenode
directorymustbepresentto do this; however, wheneitherof themis preempted,
thepagetableentrymustbeinvalidatedanyway, whichcausesthebitsto besaved.

Therefore,we choseto discardthe contentsof preemptedpagetables,and
to retrieve thecorrespondingstatefrom themappingdatabasewhenit is needed
again. Thus,the externalrepresentationof a pagetableentry is a constant,e.g.
zero.

Ef�ciency

BecausetheDiscardandRetrievetechniquethrowsawaykernelstate,it is impor-
tantto show thatnot too muchwork is wasted,i.e. thatreconstructingthestateis
notprohibitively expensive.

In orderto retrieveamissingtranslation,weusethenodedirectoryto look up
themapnodefor thecorrespondingregion. We thenfollow theparentlink in the
mapnodeto tracethemappingbackto ��� , or to anaddressspacethatalreadyhas
thetranslation– whichever comes�rst. If ��� is reached,thephysicalandvirtual
addressof the last mapnodeareequal,andthe correcttranslationcaneasilybe
derived;otherwise,thetranslationis simplycopiedfrom theotheraddressspace.
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To further reducethenecessaryeffort, we uselazy evaluation. Whena page
tableis restored,it is �lled with invalid translations;thesearethenreplacedwith
thecorrectvalueswhena pagefault occurs.Thus,theabove algorithmneednot
beexecutedfor all valid entries,but only for thecurrentworkingset.

Safety

As theexternalrepresentationis constant,anattackercannotgainany information
from it. Also, sincetheexternalrepresentationis overwrittenwhenit is restored,
modifying it doesnothaveany effect.

4.7.2 Nodetables

Nodetablesde�ne a mappingfrom virtual memoryregionsto mapnodes. For
every virtual address,they canbe usedto either locatethe mapnodethat backs
this address,or to establishthatsucha nodedoesnot exist. If thenodeexistsbut
hasbeenpreempted,thenodetablecontainsits addressin resourcespaceinstead
of adirectreference.This informationis necessaryfor sendingaresourcefault; it
cannotbedeterminedotherwisebecausedynamicbindingis usedfor mapnodes
(seealsoSection4.5.3).

Sincenodetablesare'shadow' datastructuresto pagetables,they alsoshare
thesametwo-level structure.The�rst level consistsof asinglememoryframe,the
nodedirectory, which cancontainlinks to second-level nodetables. Eachframe
consistsof 1,024entriesthatarein oneof thefollowing states:

� Nodereference:Theentrycontainsadirectreferenceto amapnode,which
is locatedin kernelmemory.

� Nodeaddress:Theentrycontainsanaddressin resourcespace,which can
beusedto senda resourcefault for thenode.

� Link: Theentrycontainsa directreferenceto a nodetable(nodedirectory
only)

� Invalid: Theentrycontainsa well-known valueto indicatethat it doesnot
holdany of theabove.

The resourceaddressesare obtainedby pointer swizzling when the corre-
spondingmapnodeis preempted.Oncethe mapnodeis restored,they areea-
gerly replacedwith direct referencesagain.Therefore,it thekernelencountersa
resourceaddressduringa lookup,therearetwo possiblecases:
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1. If the region in the resourceareathat containsthe addressis currentlynot
backed with kernelmemory, the kernelraisesa resourcefault in that area
andretriesafterthecorrespondingpagehasbeenrestored.

2. If theregionisalreadybackedwith kernelmemory, thekernelcheckswhether
it containsthecorrectmapnodeatthespeci�edaddress.Thismapnodemay
still be in externalrepresentationandmayhave to be imported�rst. If the
nodehasa mappingfor thecorrectmemoryregion, theresourceaddressis
replacedwith a direct reference;otherwise,the addressis invalid, andthe
entryis resetto theInvalid state.

External representation

Togetherwith the mappingdatabase,nodetablesform a large compositedata
structurewhich is connectedby references.As it is entirely infeasibleto export
this datastructureasa whole, we apply the Partial Preemptiontechnique(Sec-
tion 3.4.2) andusepointerswizzlingto localizeall references.

Node tableentriescan be exporteddirectly if they are either in the Invalid
stateor containa resourceaddress.Pointerswizzling is appliedto direct node
references;theresultis aresourceaddresswhichis local to theprincipal'saddress
spacecanbeexportedwithoutfurthermodi�cation. Becausestaticbindingis used
for nodetables,entriesin theLink stateneednot beexportedandcanberesetto
theInvalid state.

Therefore,a nodetable in external representationconsistsonly of resource
addressesandinvalid entries.If theentiredatastructureis preempted,theresult
is a treein thelocal resourcearea(seeFigure4.5).

Ef�ciency

In orderto exportanodetable,eachentrymustbechecked;links mustbereplaced
with thewell-known valuefor invalid entries,andnodereferencesmustbecon-
vertedto resourceaddresses.Thelatterrequiresonly a lookupin theframetable
(to determinethevirtual addressof thepage)andamask-and-setoperation.

Importing nodetablesalso requiresinspectionof eachentry; however, the
kernelonly needstoensurethatall entriesareeitherinvalidorpointto theresource
areaand are properly aligned. Link entriesin the nodedirectory are restored
automaticallywhen the kernel imports the correspondingnodetables;resource
addressesare convertedto direct referenceswhen they are accessed,using the
abovealgorithm.
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User space Resource space Kernel space

Figure4.5: Nodetableandreferencedmapnodesin thekernel(a), partially pre-
empted(b), andfully preempted(c).

Safety

The external representationis safebecauseall valuesare fully localizedto the
resourceareaof theprincipal. No kerneladdressesareexported.Therefore,only
thefollowing attacksneedto beconsidered:

� Forging referencesto non-existentmapnodes.This will bedetectedwhen
thekernelattemptsto dereferencethem,andthey will bereplacedwith In-
valid entries.

� Re-targetingreferencesto differentmapnodes.Thisequalsto intra-address
spacegranting,which is irrelevantfor protection.Principalswith morethan
onethreadcanperformthisoperationanyway.

� Replacingreferenceswith invalid entries.This equalsto a Flushoperation
(i.e. anunmap in the local addressspace),which theprincipalcouldhave
doneanyway.

� Insertingmisalignedreferences,or referencesoutsidethe resourcearea.
Thesecanbedetectedduringimport andreplacedwith invalid entries.

� Insertingreferencesto other datastructuresin the resourcearea,e.g. to
TCBs. This can be detectedif part of the resourceareais dedicatedto
mapnodes;referencesoutsidethisareacanthenbediscarded.

� Establishinga circular reference.This is impossiblebecauseLink entries
areneitherexportednor imported.
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Figure4.6: Map node

4.7.3 Mapping database

Themappingdatabaseis a tree-like datastructurethatkeepstrackof all memory
mappingsin the system. It is necessarybecausein L4, memorymappingsare
recursively derived from othermemorymappings;therefore,whena mappingis
revoked,all derivedmappingsmustbefoundandrevokedaswell.

A mappingalwaysexists betweentwo regions,a source region anda target
region. This fact is re�ected in thestructureof themappingdatabase,wherethe
two regionsare representedby differentnodetypes,capnodesandmapnodes
(seealso Section4.3.1). As every mappingis derived from exactly one other
mapping,every mapnodehasexactly oneparentcapnode. However, different
mappingsmaysharethesameparentmapping,andthusa singlemapnodemay
havemultiplechild capnodes(seeFigure4.2).

Themapnodeweusedin ourexperiment(seeFigure4.6) containsthefollow-
ing �elds:

� An uplink to theparentcapnode,i.e. thecapnodethatdescribesthesource
regionof themapping,

� A downlinkto the�rst child capnode,if it exists. Sucha nodedescribesa
mappingthatis directlyderivedfrom theparentmapping,

� Thebaseandsizeof thetargetregion in thevirtual addressspace,

� An accessbit cache, which is usedto storeaccessinformationfrom pre-
emptedpagetables(seeSection4.7.1),

� A pointerto thenodedirectoryof theaddressspacewhich holdsthemap-
ping,and

� Severalcontrol bits, whichareusedinternallyby thekernel.

Thecorrespondingcapnode(seeFigure4.7) hasthefollowing �elds:

� An uplink to theparentmapnode,i.e. thenodethatrepresentsthemapping
from which thismappingis derived,
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Figure4.7: Capnode

� A downlinkto thechild mapnode,whichdescribesthetargetregion,

� Thebaseandsizeof thesourceregionrelativeto theparentmapping,which
canbeusedto derivesmallermappingsfrom largerones;

� Themaximumprivilegesconveyedby themapping(theeffectiveprivileges
alsodependon thecurrentprivilegesof theparent),

� A siblingpointerto thenext capnodederivedfrom thesamemapnode,and

� A control bit which is usedinternallyby thekernel.

In this implementation,every map nodeis associatedwith exactly one cap
node.Hence,it is notpossibleto constructa largemappingfrom multiplesmaller
ones;if sucha mappingis attemptedby the user, multiple mapnodesmustbe
used. This restrictionappliesto every L4 implementationknown to the author;
sinceit is not relevantfor ourexperiment,wedo notaddressit here.

The subtreeproperty

Themappingdatabaseis a largecompositedatastructure;exportingit asawhole
wouldbecostlyandineffective. Therefore,it is advisableto useamore�ne-grain
schemesuchasPartialPreemption(Section3.4.2), whichallowspagersto operate
onsmallsubsetsof thedatabase,down to individualmapnodes.However, thefact
thatthemappingdatabaseis usedfor revocationmakesit dangerousto applythis
schemedirectly.

Considerthe following scenario:Pager ��� hasmappeda pageframe to B,
whomapsit onto asubsystemthatconsistsof C, D andE (Figure4.8). AssumeC
colludeswith its pagerB, whopreemptstheregionof kernelmemorythatcontains
theassociationbetweenB andC. As aresult,thesubtreebelow C is disconnected
from thedatabaseandcannotbe reachedfrom B any more. Therefore,when ���

decidesto revoke thepageframe,thekernelcanonly locatethe mappingin A's
andB's addressspaces;theothermappingswill remainunaffected.
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Figure4.8: Detachedsubtreein themappingdatabase.In the�rst step,B preempts
the mappingto C. If now �.� attemptsto revoke permissionson X, the kernel
cannotreachthesubsystembelow C any more.

Clearly, a schemethat allows subsystemsto 'hijack' memoryframeswould
compromiseprotection.Therefore,thekernelmustmakesurethatit canreachall
effectivemappingsin thesystem,i.e. thefollowing subtreepropertymustholdfor
themappingdatabase:

While the root nodeof a subtree in the mappingdatabaseis pre-
empted,themappingsin that subtreemustnot convey anyprivileges.

If this propertyholds,thekernelcansafelyskip preemptednodesin themap-
ping databasewhenit encountersthemduringunmap becauseeven if a discon-
nectedsubtreeexistedbelow oneof thesenodes,it cannotconvey privilegesany
more,andthereis nothingto revoke.

Cascadingunmap; pagefault storms

Onepossibleway to enforcethe subtreepropertyis to simply revoke mappings
whenthey arepreempted.Becauseunmap is recursive, the correspondingsub-
treesin themappingdatabasedisappearentirely, andthesubtreepropertyholds.
Although this operationdiscardsa lot of state,it is safein L4 becausepagers
mustalwaysconsiderthepossibilitythatahigher-level pagerrevokesoneof their
mappings;therefore,they mustbe preparedto handlepagefaultseven on map-
pings they did not revoke themselves. Thus,a subtreethat is destroyed during
preemptioncanalwaysbereestablishedwith pagefaults.

However, asmapnodesarerelatively small,a singleframeof kernelmemory
cancontainmany of them(up to 1,024in theworstcase).If sucha frameis pre-
empted,all of the correspondingsubtreeswould have to be destroyed; later, an
equivalentnumberof pagefaultswould be necessaryto restorethem. Because
pagersandtheir clientsusuallyresidein differentaddressspaces,this would re-
quiremany expensivecontext switches.
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Moreover, someof the affectedmappingscouldbackotherframesof kernel
memory, whichmighte.g.containothermapnodes.For thereasonsstatedabove,
thesemappingswould have to be revoked also, resultingin a cascadethat can
affect thousandsof mappings,possiblythe entiresystem;the subsequent'page
fault storm' can then be very expensive. For a pager, thereis usually no way
to tell a priori whetherthis will happenfor a particularpageof kernelmemory;
therefore,it is dif�cult to �nd asensiblepolicy.

Persistentmappings

Becauseof the subtreeproperty, thereis no easyway to avoid revoking all the
mappingsin a preemptedsubtree.However, the subsequentpagefault stormis
muchmoreexpensive(dueto themany context switches),andtherearetwosimple
andeffective techniquesto reducethiscost:

1. Exporting map nodes: If mapnodesareexportedratherthandiscarded,it
is possibleto restoremany of themwith asingleresourcefault.

2. Keepingdisconnectedsubtrees: Although they do not convey any privi-
leges,thesesubtreescontainmany 'dormant'mappingsthat caneasilybe
restoredoncetherootnodeis reconnected.

With thesetwo techniquesin place,it is possibleto restoreapreemptedpageof
mapnodeswith asingleresourcefault. Ideally, theresourcefaultis handledbefore
thepreemptedsubtreescancauseany userpagefaults; in this case,thenodesin
the pageare re-importedandreconnectedto their dormantsubtrees– resulting
in exactly the samesituationasbeforethe preemption.In a morerealisticcase,
somemappingswill be restoredbeforethe reconnectionand must be replaced
afterwards;however, thisshouldstill befar lessexpensivethanraisingpagefaults
for eachof theremainingmappings.

The disadvantageof this solution is that it is inconsistentwith the existing
L4 mappingsemantics.Considerthe scenarioin Figure4.9 wheretwo memory
frames,X andY, have beenmappedto several tasks.If B removesthemapping
to C, X will alsodisappearfrom thevirtual addressspacesof D andE. Assume
C now takesa pagefault that causesB to establisha mappingto Y in the same
location.In thecurrentL4 model,D andE donothaveaccessto thismappingand
mustsendpagefaultsto C; with our proposedchanges,Y will appearin all three
addressspacesat thesametime,andno furtherpagefaultswill happen.

Onepossiblesolutionis to treattheclassicalunmap primitivedifferentlyfrom
thepreemptionof mapandcapnodes.Hence,if B removedthemappingwith the
unmap primitive,themappingsD-E andD-F would berevokedaswell, whereas
if B simply preempteda mapnode,the mappingswould remain'dormant' and
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Figure4.9: Dif ferencebetweenrecursiveunmap (above)andpersistentmapping
(below). In both cases,B �rst unmapsframeX andthenmapsframeY to the
samelocation.

couldbereestablished.Bothcaseswould look thesameto D, yet they wouldhave
to behandleddifferently, whichwouldrequireanextraprotocolbetweenB andD.

However, wethink thatsuchadistinctionis unnecessaryandthatthemodi�ed
semanticscanbe appliedto unmap aswell. We arguethat the behavior of the
overall systemis not changed,becausemostof the 'dormant' mappingswould
havebeenreestablishedin thecurrentmodelanyway.

Considera pager�.t that implementsa policy u on thememoryit provides.
This policy will be consultedonly at certainpoints in time, the decisionpoints.
For example,if �.t implementsLRU, it will needto performpageagingat regular
intervals; if it implementsquotas,it will have to checkthemwhenever a client
requestsadditionalresources.

However, the decisionpoints of different pagersdo not normally coincide.
When,for example, �.t is pagedby anotherpager ��v which implementspaged
virtual memory, ��v may chooseto revoke andswap out a pageat any point in
time. Now, if oneof �.t 's clientsneedsthat page,��t will seea pagefault on a
pageit hasalreadyallocated.We do not seeany reasonwhy �Pt shouldconsult
its policy at this point; instead,it will probablyremapthesamepageagain.With
persistentmappings,theresultwould have beenthesame,exceptthat �Pt would
nothavebeeninvolved.

For this reason,andbecauseit reducestheside-effectsof mapnodepreemp-
tion, we decidedto implementpersistentmappingsin our experimentalsystem.
This leadsto thefollowing changein thesemanticsof mapandunmap:
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Old semantics New semantics

map

Transfers a memory re-
gion. Thereceiver is given
accessto all resourcesthat
are presentin the source
region when the mapping
is received

Links two memory re-
gions. The receiver is
given access to all re-
sourcesthat arepresentin
thesourceregionwhile the
mappingexists

unmap

Removes all directly de-
rived mappings from a
memory region. All in-
directly derived mappings
arerevoked

Removes all directly de-
rived mappings from a
memory region. All in-
directly derived mappings
aredeactivated

In the mappingdatabase,unmappinga mapnode � doesno longerremove
theentiresubtreebelow � , but only thecapnodesthataredirectchildrenof � .
Themapnode� itself is only removedwhenthemappingis �ushed, i.e. removed
from theprincipal'saddressspaceaswell.

External representation

In orderto export thecontentsof themappingdatabase,we applya combination
of multiple techniques.As themappingdatabaseis sharedby all principalsin the
system,it inevitably containssomeinter-domainconnections,namelybetween
capnodesandtheir associatedmapnodes.Becausesucha connectioncanexist
betweenprincipalsthathave only limited trust in eachother, we usetheSplitting
techniqueto exportonehalf of theconnectionto eachof them.

TheSplitting techniquerequiresprincipal identi�ers to implementthecross-
domainreferences.In the currentL4 Version4 API, however, the principalsin
question(addressspaces)do not have explicit identi�ers; they arenamedimplic-
itly by the ID of a threadthey contain. Although this is not unproblematic(see
Section5.3.2), we adoptthis schemefor our experiment.Whenanaddressspace
identi�er is needed,thekernelrandomlychoosestheID of athreadin thataddress
space.

Theremainingconnections(betweena mapnodeandits �rst child capnode,
or betweena capnodeandits next sibling) areintra-domainandcanthereforebe
exportedwith Partial Preemption.Most of theactualcontentsin bothnodescan
eitherbeexportedunmodi�ed or simplydiscarded.

More speci�cally, theindividual �elds of a mapnodeareexportedin thefol-
lowing way:
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� Theuplink to theparentcapnodemaycrossa domainboundary;therefore
it is representedby thethreadIDof thecorrespondingprincipalandavirtual
addressin theresourceareaof thatprincipal.

� Thedownlinkto the�rst child capnodeis alwayslocal; thus,it is suf�cient
to convert it into avirtual addressin theresourcearea.

� Both baseand sizeare local to the principal's addressspaceand can be
exportedunmodi�ed.

� Theaccessbit cacheis exportedunmodi�ed becauseit is irrelevantfor pro-
tection.

� Thenodedirectoryreferencealwayspointsto thenodedirectoryof theprin-
cipal to which thenodeis exported;therefore,it canbediscardedandlater
restored.

� The control bits canbe regeneratedby the kernel; thus, they canbe dis-
carded.

Note that, althoughthe external representationhasan additional �eld (the
threadIDof theprincipal thatowns theparentnode),theMonotony requirement
is not violatedbecausethediscardedandunusedpartsyield enoughfreespace.

Thecontentsof acapnodeareexportedin thefollowing way:

� Theuplink to theparentmapnodeandthesiblingpointerarelocal andcan
beconvertedto virtual addresses.

� Thedownlinkcouldactuallybediscardedbecausedueto thesubtreeprop-
erty, this link is never traverseddownwardswhile the nodeis preempted.
However, thethreadIDof thecorrespondingprincipal is neededfor valida-
tion.

� Both baseandsizearelocal to the sourceregion andcanbe exportedun-
modi�ed.

� Themaximumprivilegesareexportedunmodi�ed becausetheprincipalcan
gainnothingby raisingthemaximumbeyondits own privileges.

� Thecontrol bits canberegeneratedandarediscarded.

It maybe surprisingthat thevirtual addresspart of thedownlink cansimply
bediscarded.However, considerthatthedownlink is only neededduringunmap.
If it is virtual, this meansthat the correspondingsubtreeis eitherpreemptedor
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hasbeenfreshly imported;in eithercase,thesubtreepropertyguaranteesthat it
doesnotconvey any privileges,andunmap cansimplyskip it. As soonasthe�rst
dormantmappingis touched,thepagefault handlerusestheuplinks to walk the
treein thereversedirection,restoringall downlinks to directreferencesalongthe
way.

Ef�ciency

In orderto exportapageof mapandcapnodes,eachlivenodemustbemodi�ed.
Discarded�elds must be invalidated,e.g. by overwriting them with a constant
value,andreferencesmustbe localized,i.e. physicaladdressesmustbereplaced
with addressesin the resourcearea. For mapnodeuplinks, the threadIDof the
otherprincipal mustalsobe determinedandstored. Additionally, the backlink
thatis associatedwith eachreferencemustbelocalizedin asimilar fashion.

Converting a physicalforward link to a virtual addressrequiresa lookup in
the frametable; for backlinks,the virtual addressis easilydeterminedfrom the
addressof thepagethatis beingexported.In orderto �nd thethreadIDfor amap
nodeuplink, thekernelfollows thelink to theparentcapnodeandthenproceeds
to thenext mapnode.This nodecontainsa referenceto a nodedirectory, which
in turnhasa referenceto aKTCB in thecorrespondingaddressspace.Theglobal
threadIDin thisTCB is used7.

Importing a pageof mapand/orcapnodesdoesnot requireany immediate
work; instead,the nodescan be imported lazily when they are �rst used. To
import anindividualnode,thekernelmustconvert thevirtual referencebackinto
aphysicalpointer, which requiresanodetablelookup;it mustalsoregeneratethe
controlbits and,if amapnodeis beingimported,inserta referenceto thecurrent
nodedirectory. If any of the previous stepsfails, the kernelmust invalidatethe
node. Sanity checksfor the exportedvalues(base,size, and privilegesof the
mapping)arenot requiredbecausethey arerelativeto thecorrespondingvaluesin
theparentnode.

Safety

Thebase�eld in amapnodespeci�estheoffsetwherethemappingappearsin the
recipient'saddressspace.It is safeto export thisvalueto therecipientbecausehe
caneasilymodify it by grantingthemappingto anotherthreadin thesameaddress
space.Invalid values(e.g.offsetsoutsideof theuseraddressspace)caneasilybe
detectedduringtheimport.

7If thethreadwhoseID is chosenhereis migratedlater, all mapnodescontainingthis ID are
brokenandcannotbere-imported(seeSection5.3.2).
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Thesize�eld in amapnodespeci�esthesizeof themappingin therecipient's
addressspace. This valuecan be safelyexportedto the recipientbecauseit is
limited by thesizeof themappingon thesenderside,i.e. the recipientcangain
nothingby increasingit beyondthat limit. By decreasingthis value,hecanonly
reducehis privilegesbecausehelosesaccessto partof themapping.

The accessbit cache �eld is safeto export becausethe recipientcancontrol
it anyway (by accessingthemapping).Theoretically, a maliciousprincipalcould
try to hide the fact that it hasaccesseda pageby resettingthis value. If this is a
problem,thebitscanbetransferredto theparentmappinguponpreemption.

Thebaseandsize�eld in acapnodespecifywhichpartof thesender'saddress
spaceis accessibleto therecipientof themapping.By modifyingthebaseaddress,
thesendercanchangethe locationof this part. For therecipient,this meansthat
thecontentsof themappedregion cansuddenlychange;however, thesendercan
achieve the samesimply by writing to the region. By decreasingthe size, the
sendercanmake part of the mappingdisappearin the recipient's addressspace;
however, it canalsodo thisby invoking theunmap primitive. Increasingthesize
doesnot haveany effect becausethesize�eld is replicatedin therecipient's map
node,andtheeffective sizeof themappingis determinedby theminimumof the
two.

The maximumprivileges�eld in a capnodeis safeto export becauseit only
speci�esanupperlimit; thus,thesendercannotelevateits privilegesby increasing
this value. Decreasingit effectively revokesprivilegesfrom the recipientof the
mapping,whichcanalsobeachievedwith theunmap primitive.

Thecross-domainreferencesin mapandcapnodesaresafeto exportbecause
they arealwayspaired,andthetwo partsarealwayscontrolledby differentprin-
cipals(except for intra-domainmappings,which arenot relevant for protection
anyway). An individualprincipalcangainnothingby modifyingsuchareference
becausethemappingis noteffectiveunlessthetwo partsmatch.

4.7.4 User thr eadcontrol blocks

Theuserthreadcontrolblock (UTCB) storestheuser-accessiblepartof a thread
context, includingamessagebuffer andvariousThreadControlRegisters(TCRs),
which areconsidereda logical extensionof thethread's registerset.SomeTCRs
areusedby thekernel,e.g.to deliver errorcodes,while othersarecontrolledby
thethreaditself, e.g.to specifytimeouts.

Unlike theotherdatastructuresdiscussedin this section,UTCBsdo not con-
tain protectedkernelstate;in fact, the API speci�es that they canbe freely ac-
cessedfrom userlevel, just like ordinary registers. Hence,it is unnecessaryto
takeany specialactionduringexportbecauseeachthreadcanseethefull contents
of its UTCB anyway;also,thevaluesneednotbecheckedduringimport because
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thethreadscanwrite themat any time,andthereforethekernelmustcheckthem
oneveryuse.

4.7.5 Kernel thr eadcontrol blocks

Kernel threadcontrol blocks (KTCBs) are usedto hold the protectedpart of a
threadcontext, suchasschedulinginformation,thecurrentstatusof thethread,or
its presenceandpositionin variousinternalqueues.

In our experiment,we did not attemptto pageKTCBs becausethis would
have requiredsigni�cant changesto the L4 API, which is beyond the scopeof
this work8. For example,thekernelis currentlyspeci�ed to containan internal,
priority-basedscheduler, andthereforethe KTCB containsscheduler-relatedin-
formation. If this informationwerepreempted,thekernelwould loseknowledge
of the very existenceof the correspondingthread,and thuswould not generate
pagefaultsunlesssomesystemcall wasinvokedonthatthread.Also, thethread's
associationwith its pageris currentlykeptin theKTCB; without this information,
thekernelcannotevendeterminewhereto sendthepagefault.

As theL4 Version4 API hasbeendesignedwithout a particularfocuson ker-
nel memorymanagement,it is not surprisingthattheseproblemsexist. However,
webelievethatsomechangesto theAPI, e.g.with respectto theschedulingmodel
andthethreadnamingscheme,aresuf�cient to solvethem.Ourgroupis currently
working on thesechanges,andwe arecon�dent thatwe caneventuallypagethe
entirekernelstate,includingKTCBs.

In the remainderof this section,we analyzethe contentsof the KTCB and
providesuggestionshow eachitemcouldbeexported.

Registercontents

On IA-32, thebasicregistercontext of a threadconsistsof theinstructionpointer
(EIP), thestackpointer(ESP),sevengeneralpurposeregisters(EAX-EDX, ESI,
EDI, EBP)andastatusword(EFLAGS).TheFPUandSSEunitsarebothequipped
with additionalregisters,but theseneedonly be saved whenthe threadactually
usesthoseunits.

As the entireregistercontext is freely accessibleto the thread,it canbe ex-
portedunmodi�ed. With the exceptionof somebits in the EFLAGS register9,

8Evenwith this restriction,it is possibleto implementa comprehensiveresourcemanagement
schemebecauseKTCBs areonly allocatedduringThreadControl , which is a privilegedsys-
temcall thatcanonly beinvokedby specialtasksin thetrustedcomputingbase

9In addition to the usualstatusbits, the EFLAGS registeralsoholds the I/O privilege level
(IOPL) andseveralsystem�ags, whichmustnotbewrittenby applicationprograms.SeeSection
3.4.4of theIA-32 Manual[23] for furtherdetails.
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validationis not requiredeither. However, sincethe FPU andSSEcontexts are
ratherlarge, we suggestthat thesebe allocatedon �rst use,ratherthan during
threadcreation. They canthenbe pagedseparately, althoughthis meansthat a
threadcantakea resourcefault just from accessinganFPUregister.

Threadstatus

Thestatusof apreemptedthreadindicatestheoperationthethreadwasexecuting
whenit waspreempted(e.g.runningin userlevel or performingasystemcall), as
well asthestatusof thatoperation(e.g.blockedby anotherthread).

All previous L4 implementationsknown to the authorusea per-threadker-
nel stackin eachKTCB, alongwith somededicated�elds, to storethis informa-
tion. Theresultingprogrammingmodelis convenientbecauseeachkernelstack
containsactivationframesfrom all kernelfunctionsthecorrespondingthreadhas
called; thus,a kernel-level threadswitch is essentiallya stackswitch. However,
thestackcontentis verysensitivebecauseit is interspersedwith returnaddresses
andlocalvariables;therefore,it mustnot beexporteddirectly.

Fortunately, in many kernels,thenumberof preemptionpointsisquitesmall;it
is thereforesuf�cient to exportacontinuation, i.e.abrief summaryof therespec-
tive situation,to userlevel. The continuationneednot containconstantvalues,
suchasreturnaddresses,or valuesthat canbeobtainedelsewhere. If necessary,
theexactcontentsof thekernelstackcanlaterberestoredfrom thecontinuation.

Schedulinginformation

Accordingto theVersion4 API, thekernelmustcontainan internalround-robin
schedulerwith a �x edpriority scheme.Therefore,theKTCB containsthecurrent
priority of the thread,the lengthof its currentandremainingtimeslice,and its
total timequantum.

This informationis dif�cult to export becauseit cannotbevalidated.Unlike
memorymappings,whicharealwaysrelativeto theparentmapping,prioritiesand
timeperiodsareabsoluteandcaneasilybeforged.

Onepossibilitywouldbeto useCryptographicSealing;however, astherange
of these�elds is quite small, the kernelmight becomevulnerableto dictionary
attacks.Anothersolutionis to move to a hierarchicalschedulingmodelin which
a datastructuresimilar to the mappingdatabasewould be usedto convey time
andpriority. Finally, it might be possibleto move the entireschedulerto user
level, and to replaceit with a simple dispatchingmechanism;in this scenario,
schedulingmetadatacouldbe restoredby user-level schedulers(e.g.using' time
faults').
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Addressspaceaf�liation

KernelTCBscontainareferenceto theaddressspacein whichthethreadcurrently
executes.In principle,thisreferenceshouldbediscardablebecausewechosetasks
asprincipals;KTCBsshouldbeimplicitly associatedwith theaddressspaceof the
taskthatrequeststhem.However, tasksarenot �rst-classobjectsin L4, andthus
pagefault messagesmust actually be sentby threads;therefore,this reference
mustbeexportedanyway.

This problemis complicatedby the fact that addressspaces,beingsecond-
classobjects,cannotbe nameddirectly; in space-relatedsystemcalls suchas
SpaceControl , they arereferencedby theID of athreadthatexecutesin them.
Thereforeit is impossibleto simplyexportaname,evenif thekernelcouldsome-
how validateit to preventforgery.

Webelievethatthisproblemshouldbesolvedby promotingaddressspacesto
�rst-classobjects(seeSection5.3.2).

Global ThreadIDs

In additionto theglobalID thatis partof eachthread'scontext, KTCBsalsocon-
tainthreadIDsasreferencesto otherthreads,e.g.to identify theirpager, exception
handler, or partnerin anIPC.BecausetheseIDs haveasystem-globalscope,they
caneasilybeforgedby guessing.

We believe that this canbeaccomplishedby replacingglobal threadIDswith
a local namingscheme.Sucha schemeis currentlybeingdiscussedby the L4
community.

Timeouts

TheIPC systemcall allows varioustimeoutsto bespeci�ed by theuser;for ex-
ample,threadscanspecifyhow long they arewilling to wait for their partnerto
becomeready, or for themessagetransferto complete.Eachthreadcanhave at
mostoneactive timeoutatany point in time; this informationis alsostoredin the
KTCB.

Exportingtimeoutsis not dif�cult (they canbefully controlledby therespec-
tive threadanyway), but it is not obvious what the semanticsshouldbe whena
preemptedtimeoutexpires.If animmediateeffect is desired,thenthekernelmust
eitherretainenoughinformationto detectit, which obviously requiressomeker-
nel memory, or notify someuser-level entity, for examplethethread's scheduler.
Thisentity canthenensurethatthetimeoutis re-importedbeforeit expires.

We believe, however, that it is suf�cient to make the timeouteffective when
the respective KTCB is re-imported.The only casewherethis actuallymakesa
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differenceis whenthethreadusesthetimeoutto enforcesomeguaranteedtiming
behavior, e.g.in a real-timeapplication.In this case,thethreadmustnegotiatea
pinningcontract[37] with its pageranyway, andit shouldbeeasyto extendthis
contractto theKTCB.

Run queueaf�liation

All runnableKTCBs arepartof an internalqueue,the run queue, which is con-
sultedby thedispatcherwhenatimesliceexpiresandacontext switchto thenext
threadmustbeperformed.This af�liation is importantfor two reasons:First, the
fact thatthethreadexistsandis runningmustbepreserved,becauseotherwisethe
threadwill never bechosenby thedispatcherandcanrun only if anotherthread
switchesto it. Second,thepositionof thethreadin thequeuemustbepreserved
to maintainfairness10; if multiple threadsarerunnableat thesamepriority, each
of themshouldbedispatchedwith thesamefrequency.

With ahierarchicalschedulingmodel,the�rst aspect(presence)caneasilybe
exported. Thesecondaspect(position)couldbe representedeitherby the ID of
the 'next' threador by thepoint in time whenthethreadwaslastexecuted;both
valueswould have to beprotectedagainsttamperingbecausethey aredif�cult to
validate.

Anotheroptionwould beto usea central,trustedpagerfor therun queue,but
thiswouldcompromisethedistributeddesignof ourpagingscheme;for example,
pagerswouldno longerbeableto obtainacomplete'snapshot'of thesubsystems
they manage.

Finally, therun queuecouldbemanagedcompletelyby user-level schedulers
thatrely on thekernelonly for performingcontext switches.It remainsto beseen
whethersuchaschemecanbeimplementedwith acceptableperformance.

Sendqueueaf�liation

Sincethe IPC mechanismin L4 is synchronous,a threadthat is trying to send
a messageto anotherthreadmay be blocked if the other threadis not readyto
receive. In this case,its KTCB is placedin the sendqueueof the target thread.
Whenevera threadperformsareceiveoperation,thekernelchecksits sendqueue
for waiting threadsand,if applicable,wakesthe�rst one.

Again, both the fact that a KTCB is part of a sendqueueandits positionin
that queuemustbe preserved; the latter is necessaryto prevent starvation. The
�rst aspectcanberepresentedby theID of theownerof thequeue,which is safe

10Apart from mentioningtime slicesandpriorities, thecurrentL4 speci�cationdoesnot give
any detailsonschedulingbehavior. Thus,fairnessis notexplicitly required;however, weconsider
this animportantfeature.
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Structure Field Techniqueused
PageTables PhysicalAddress Discarded,retrievedfrom mappingDB

Controlbits Discarded,regenerated
Statusbits Savedto mapnode

NodeTables References Localizedwith pointerswizzling
MapNode Uplink Convertedto threadID,virtual address

Downlink Localizedwith pointerswizzling
Base+ Size Not modi�ed
AccessCache Not modi�ed
NodeDir Ref Discarded,regenerated
Controlbits Discarded,regenerated

CapNode Uplink Localizedwith pointerswizzling
SiblingPointer Localizedwith pointerswizzling
Downlink Convertedto threadID
Base+ Size Not modi�ed
Max Privileges Not modi�ed
Controlbits Discarded,regenerated

UserTCB All �elds Not modi�ed
KernelTCB All �elds Not pageable

Table4.1: Techniquesusedto exportL4 kerneldatastructures

to exportbecausethethreadpossessedit whenit invokedthesendoperation.The
secondaspectcan,again,be exportedasa 'next' pointeror asthe point in time
wherethesendoperationwasinvoked. Note that theorderingof thesendqueue
may also dependon the priorities of the waiting threads,and that the position
informationmayonly berelevantwithin aparticularpriority level.

Caremustbe taken that the presenceof preemptedKTCBs in a sendqueue
doesnot block other threads,becauseotherwisea maliciousclient could run a
denial-of-serviceattackagainsta server by sendingto it andthenhaving its own
KTCB preempted.To avoid this, we suggestthatpreemptedKTCBs beskipped;
however, the resourcefault shouldbe triggeredanyway to ensurethat the pre-
emptedthreadgetsachanceto completeits sendoperation.

4.7.6 Summary

Table4.1onceagainsummarizestheL4 kerneldatastructuresandthetechniques
weusedto export theindividual �elds.
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4.8 Preemptionand revalidation

In oursystem,it is possibleto gracefullydecreasetheallocationof kernelmemory
of any principal; this is doneby preemptingpagesthathave beenallocatedto the
kernel.Onceapreemptionis triggered,thekernelperformsthefollowing steps:

1. It determinesthetypeof metadatathatis storedin thepage,e.g.by consult-
ing theframetable,

2. It convertsthemetadatato externalrepresentation,and

3. It restoresuser-level accessto thepage

Theprocessof �nding theexternalrepresentationhasalreadybeendescribed
in theprevioussection;here,wediscussotherrelatedissues,e.g.by whichevents
preemptioncanbetriggered,andwhich resourcesareaffected.

4.8.1 Trigger events

Obviously, preemptionmustoccurwhenthekpager– or any higher-level pager–
invokesunmap ona framethathasbeenpreviouslyallocatedto thekernel.How-
ever, for securityreasons,thekernelmustalsoconsidera pagepreemptedwhen
thepageis merelyaccessedfrom userlevel.

Considerasystemwhereapager�w� backsanotherpager, �

e

, who in turnpro-
videsread/writememoryregionsto its clients. In anordinaryL4 system,�

e

can
rely on thefactthatnothingits clientscoulddowill everaffect its own privileges.
Therefore,it needonly bepreparedto handlepagefaultsthatarecausedby ��� ; if
it hasnegotiateda pinningcontractwith �w� , it canbecertainthatno pagefaults
will happen.

In our system,however, a client canusepartof its region askernelmemory,
which makesthecorrespondingframesdisappearfrom all otheraddressspaces,
including �

e

. Of course,�

e

canstill avoid unexpectedpagefaultsby unmapping
eachpagebeforeaccessingit, andby remappingit afterwards;however, this is
slow, cumbersomeandalsocompletelysuper�uous,sincelogically, �

e

still has
readandwrite privilegeson its pages.Instead,we choseto preserve theoriginal
semanticsby transparentlypreemptingkernelmemorythatis beingaccessedfrom
userlevel.

Notethatpagerscanusethis schemeto performsimplesystemcallson their
clients;for example,a loadercouldwrite to theTCB of anew taskto initialize its
instructionpointer.
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4.8.2 Inter -resourcedependencies

The sumof all kernelmetadatacanessentiallybe thoughtof asa hugedirected
graph,which is connectedby referencesin individual metadatainstances.Care
mustbe taken that preemptionsdo not partition this graph;otherwisepartsof it
may becomeorphaned,andthe kernelmusttake countermeasures,e.g.perform
garbagecollection.

For thisreason,therearesomeintrinsicdependenciesbetweendifferentkernel
resources,whicharesummarizedin thefollowing table:

Resource Dependson
Pagedirectory Nodedirectory
Pagetable Pagedirectory
Pagetableentry Pagetable,Map node
Nodedirectory —
Nodetable Nodedirectory
Nodetableentry Nodetable,Mapnode
KTCB Nodedirectory
UTCB KTCB
Map node Nodetableentry
Capnode Mapnode

Thedependency relationis transitive. Sincetaskswerechosenasprincipals,
all resourceshave a direct or indirect dependency on the nodedirectory, which
ultimatelyrepresentsa taskin oursystem.

Obviously, pageandnodetablesdependon therespectivedirectoriesbecause
they cannotbelocatedwithout it. Mapnodesdo notdependonnodetableentries
conceptually;however, withoutthisrestriction,re-importingnodetableswouldbe
dif�cult becausethe referencedmapnodescouldstill be in thekernel,but there
wouldbenoway to locatethem,exceptby scanningtheentiremappingdatabase.

4.8.3 Cyclic dependencies

Becauseof theinter-resourcedependencies,asinglepreemptioneventmayleadto
multiple pagesactuallybeingexported.Hence,if thedependency graphcontains
acycle, thekernelmightbedeadlockedor caughtin anin�nite loop.

With theexceptionof themappingdatabase,all kernelmetadatahasa strictly
hierarchicalstructurewhich doesnot allow for cycles. However, mapnodescan
indirectly backotherpartsof the mappingdatabaseand thusothermapnodes,
andthereforea cycle is possible.Sucha cycle cannotbeformedwith mapalone
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becausethereis a strict temporalordering(a pagemustbe mappedto the ker-
nel before it canbackothermappings);however, cyclescanoccurif thegrant
primitive is used.

Considera systemin which a page
'

is mappedfrom a task
s

to another
task r , who choosesto mapit askernelmemoryto q , for usein the mapping
database.Assume

s

now grants
'

to q . If q now revokesthenew mapping,the
derivedmappingin r mustalsoberevoked,which in turn revokesit from q , and
soon.

Onepossiblesolutionto this problemis to conceptuallyreduce
'

to ordinary
memorybefore startingto export its contents.Hence,thekernelwill not attempt
anotherexportwhenit encounters

'

again.

4.8.4 Pageswith mixed content

Somemetadatahasa �ner granularitythanmemoryframes;in Section4.5.3, we
alreadymentionedthatwe collectseveral instancesin eachframeusinga simple
slaballocator[6]. However, in orderto export this metadatacorrectly, thekernel
mustbe able to detectwhethereachslab is in useor not, and to determinethe
correctdatatype.

The�rst problemis easilysolvedby markingemptyslabswith a well-known
patternthat is differentfrom all valid metadatainstances11 (e.g.all zeroes).The
secondproblemcanbeavoidedif a)thekernelneverco-locatesobjectsof different
typesin thesamepageandb) theonetypecanbedeterminedby othermeans,e.g.
from theoffsetof thepagein theresourcearea.

In our system,this solutionis applicablefor all kernelobjectsexceptfor the
mapandcapnodes,whichareco-locatedto reducefragmentation.Hence,asingle
pageof kernelmemorycancontainbothnodetypes.To allow thekernelto distin-
guishbetweenthetwo, bothnodescontaina specialbit at a �x edoffset,which is
alwayssetin amapnodeandalwaysclearin acapnode.Emptynodescaneasily
beidenti�ed becauseall of theirbitsarezero.

11Obviously, sucha patterndoesnot exist if all possiblevaluescorrespondto a valid instance.
In practice,however, asuitablepatterncanusuallybefound,e.g.by breakinganalignmentrestric-
tion.
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Chapter 5

Analysis

In the previous section,we describedthe detailsof an experimentalsystemin
which our schemefor managingkernel memorywas appliedto the L4 micro-
kernel. Now we discussthis systemat a moregenerallevel, e.g.with respectto
protectionandsecurity. We alsoanalyzethedifferencesbetweenour systemand
the original L4 model,andwe make varioussuggestionsfor future revisionsof
theL4 API.

5.1 Protectionand security

Oneimportantgoalof thiswork is to show thatkernelmemorycanbemanagedat
userlevel withoutweakeningprotection.Unfortunately, weareunableto provide
aformalproof; to ourknowledge,suchaproofhasneverbeenattempted,noteven
for microkernels.Instead,we examinea numberof typical attacksandshow that
they cannotbesuccessfulin oursystem.

Whenconsideringpotentialattacks,weusethesystemshown in Figure5.1as
a reference.In this �gure, threadsarerepresentedascircles,andaddressspace
boundariesaredenotedby rectangles.Thearrows indicatepager-client relation-
ships.For example,thethreadsB, C andD residein oneaddressspace;B pages
its clientsC andD andis itself pagedby A.

We assumethat the root pager ��� is part of the trustedcomputingbaseand
cannotbecompromised.However, anattackermaybeableto controlseveralsub-
systems(theshadedregions,i.e. thethreadsB-D andG), includingtherespective
pagers(B andG). Someof themaliciouspagersmaycolludewith their clients(B
with C andD) or othermaliciouspagers(B with G), while othersmaybeableto
gaincontroloverother, well-behaving subsystems(G overH).

In orderto maintainprotection,thekernelmustensurethefollowing:
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Figure 5.1: Referencemodel. The arrows indicatepager/clientrelationships;
shadedpartsarecontrolledby theattacker.

� Malicious clientsmustnot be able to affect their pagers;for example,A
mustbeprotectedfrom B.

� Malicioussubsystemsmustnotbeableto affectother, independentsubsys-
tems;for example,E andF mustbeprotectedfrom G.

� Maliciousserversmustnot beableto affect their clients,exceptby denial
of service.For example,if E usesa serviceprovidedby B, thenB mustnot
beableto exertany controloverE beyondthatservice.

However, the kernel cannotprotectsubsystemsthat obtain kernel memory
from a maliciouspager. In existing L4 systems,this restrictionalreadyappliesto
programcode,sincea pagerthat cancontrol the codeexecutedby its client can
effectively doanything thatclientcoulddo itself. Hence,theL4 protectionmodel
is not signi�cantly weakened;clientscanensuretheir safetyby obtainingtheir
kernelmemoryfrom a trustedpager.

In the following, we distinguishbetweentwo classesof attacks:metadata-
basedattacksrely onthepager'sability toaccessthekernelmetadataof its clients,
while page-fault-basedattacks exploit the fact that a pagercan raiseresource
faultsby unmappingpagesof kernelmemory.

5.1.1 Metadata-basedattacks

A pagerthatprovideskernelmemoryto a client can,by preemptingthatmemory
from thekernel,gainaccessto thecontentsin theirexternalrepresentation.It can
thenfreely examine,modify, forge,copy, permute,invalidateor destroy thedata
in suchapage.Afterwards,whenthecorrespondingresourcefault is raised,it can
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return the pageto the kernel,wherethe contentsareconvertedbackto internal
state.

Examining metadata

By examiningapagethatis exportedvacant,i.e.apagedirectoryor pagetable,the
pagercannotgainanything. UTCBsaresafebecausethey canbefreely accessed
by theclient andthereforethepagercouldalsoexaminethemby modifying the
client'scode.Theremainingstate,nodetablesandthemappingdatabase,convey
information aboutthe layout of the client's addressspace,including mappings
providedby otherpagers.

Most of this state,i.e. size and position of the mapping,refersonly to the
client andis thereforereadily availableto the pager. For mappingsprovidedby
anotherpager, someinformationcanbegathered,namelythethreadIDof theother
pagerandthepositionof acapnodein its addressspace.Similarly, for mappings
providedto clients,thethreadIDof therecipientcanbedetermined.However, this
informationis mostlyuseless.

Modifying metadata

By modifyingor forging metadata,neitherthe pagernor its clients can obtain
elevatedprivilegesbecausethe external representationis safe(seeSection4.7).
For example,neitherB nor D can,by editing the exportedpart of the mapping
database,changethe privilegesor the sourceareaof existing mappingsfrom A
becausethey canonly affect themapnode;this is checkedby thekernelagainst
thecorrespondingcapnode,which is controlledby A. For similar reasons,they
cannotobtain new mappingseither, e.g. from E, becausethe forged map node
would have to containa referenceto a matchingcapnodein E's addressspace.
Guessingareferenceto anexistingcapnode,e.g.from amappingE hasprovided
to F, doesnothelpbecausethatcapnodewouldcontainF's threadID.

However, twomalicioussubsystems(e.g.B andG)couldforgeamatchingpair
of mapandcapnodesif they know eachother's threadID,andtherebyestablish
a mappingwithoutusingIPC. This is not directly relevantfor protectionbecause
thenew mappingcanbederivedonly from resourcesalreadypresentin eitherB's
or G's addressspace;however, it canbe usedto circumvent IPC-basedcontrol
mechanismssuchasClansandChiefs[31] or IPC redirection[24] whenthey are
usedto monitoror to restrictcommunication[25].

This problemcould be solved by handlingre-importedmappingsas if they
wereestablishedusingIPC,i.e.by submittingthemto themonitorfor inspection.
Anotheroptionwouldbeto replacethesystem-globalthreadIDswith alocalnam-
ing scheme.In suchascheme,two principalsthatarenotallowedto communicate
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directly would not evenhave a namefor eachother;thus,therewould beno way
they couldforgeavalid referencepair.

Copying metadata

In anotherpotentialattack,thepagercopiesavalid pieceof kernelmetadatato its
own addressspacefor lateruse;for example,if D hasobtainedamappingfrom E,
B couldtry to savethecorrespondingmapnodeto recapturethemappingwhenE
revokesit. This is calleda replayattack andis a classicalthreatto cryptographic
schemes.In contrastto forging,theattacker is presumedto alreadyhaveaccessto
a valid, albeit staleinstanceof metadata,which canbea considerableadvantage
e.g.if theschemeis protectedby sparsity.

In oursystem,validationis usedto detectstalereferences.Therefore,copying
metadatais nomoredangerousthanforgingor modifying.

Permuting metadata

Sincepagersusuallyprovidemorethanonepageof kernelmemoryto theirclients,
they canpreemptmultiple pagesandremapthemin a differentpermutation.A
maliciouspagercanswappagesfrom differentclients,pagescontainingdifferent
datatypes,different instancesof the samedatatype, and even datastructures
within thesamepage.

This attackis verysimilar to themodi�cation attack.If a pagerpreemptstwo
pages} and ~ , it can,insteadof mapping} in placeof ~ , simplycopy thecontents
from } to ~ andviceversa.Neitherthepagernortheclientscanusethisto increase
theirprivilegesbecausekernelmetadatais alwaysinterpretedin thecontext of the
client on whosebehalfit is imported;hence,if theclient did not have accessto a
resourcebefore,it cannotgainit by importingthemetadataof anotherclient.

Considerthe following example: A mapsa memoryobjectto C, andB pre-
emptsthepagethatholdsthecorrespondingmapnode.Theexternalform of the
mapnodewill thencontainA'sthreadIDandthevirtual addressof thecorrespond-
ing capnodein A's addressspace.Now B attemptsto remapthemapnodeto D.
During import, thekernelusesthereferencein themapnodeto look up thecap
nodeandchecksif the two nodesmatch. However, sincethe capnodecontains
C's threadID,this is not thecaseandthekerneldiscardsthemapping.

Protectioncanneitherbecompromisedbyswappingkernelobjectsof different
types,e.g.by mappinga pageof capnodesinsteadof a nodetable. Sincethe
kernelraisesresourcefaultsfor aspeci�c type,it assumesmetadataof this typeis
suppliedin return1. Therefore,metadataof a differenttypewill beconsideredan

1This is safeto assumeevenif thepagerhasno conceptof kerneldatatypes,sincethekernel
identi�es therequestedmetadataby thevirtual addressof thepagefault.



5.1. PROTECTION AND SECURITY 73

invalid instanceof theexpectedtypeandis subsequentlydiscarded.
By swappingdatastructuresof thesametype, theattacker canexchangethe

user-visible stateof two threads(by swappingUTCBs)or changethevirtual ad-
dressesof mappingsin its addressspace(by swappingnodetablesor mapnodes).
However, theseoperationscanalsobecarriedoutusingstandardkernelprimitives;
thereforethisdoesnotconstitutea securityproblem.

If metadatais permutedin external form, the physicaladdressof individual
instancesof kernelmetadatachanges.This is not a securityproblemif thekernel
doesnot retainany physicalpointersto themetadataafter it is exported(thereis
no reasonto).

Invalidating or destroying metadata

If the attacker hasaccessto the externalform of a kernelobject,it candamage
it or remove it entirely. In both cases,theobjectcannotbe re-imported,andthe
kernelmustdiscontinueany servicesfor which thisobjectwasrequired.

Obviously, this is not a securityproblemif the servicesin questionarepro-
videdto theattacker, or to oneof its clients. This is truefor all themetadatawe
exportedin our experiment,exceptfor capnodes.By destroying a capnode,the
pagercaneffectively revokethemappingthatis conveyedby thatnode.However,
if thatmappingwasalsoprovidedby thepager, it canachieve thesameeffect by
invokingtheunmap primitive; if themappingwasprovidedby anotherpagerand
only forwardedby theclient, thepagercaneasilyforce theclient to performthe
unmap for him, e.g.by replacingoneof its codepages.

Inferring kernel internals

By inspectionof exportedkernel metadata,an attacker might be able to draw
certainconclusionsabouttheprotectedinternal stateof thekernel.For example,
assumeUTCBs areallocatedwith a global placementscheme,i.e. two different
UTCBs arenever placedat the samelocation in the resourcearea,even if they
residein differentaddressspaces.In thiscase,theattackermaybeableto estimate
the total numberof threadsin thesystemby creatinga threadandobservingthe
locationof its UTCB. In ourexperiment,this is notpossiblebecausetheresource
areasin differentaddressspacesarecompletelyindependentfrom eachother.

Also, anattacker can,by observingmetadataandits developmentover time,
infer someof thepoliciesusedby thekernel.For example,by checkingthemap-
pingdatabaseperiodically, theattackermaybeableto determinethestrategy used
to allocatenew mapor capnodes.This informationmightbehelpful in anattack.
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5.1.2 Page-fault-basedattacks

A kpagerreceivesresourcefaultsfrom its clients. It canrespondto thesefaults
by sendinga mapping,or it canchoosenot to respond. A kpagerthat already
providesmemoryto the kernel canalso induceresourcefaults in its clientsby
unmappingthatmemoryatany time.

Pagehijacking

Sincethekernelrunsin supervisormode,it hasfull accessto all physicalmemory;
in particular, it canwrite pagesthataremappedread-onlyin userlevel. Therefore,
akpagercouldtry to circumventaccessrestrictionsby mappingits memoryto the
kernel.

Considerthe following scenario:A mapsa codepageread-onlyto both B
andE. Now B provokesa resourcefault in oneof its clients,e.g.in D, andmaps
thecodepagein response.If thekernelpermitsthis, it will protectthepageand
attemptto convertthecontentsinto kernelmetadata;subsequentaccessesin E will
thenpreemptthepageandcausethemetadatato beexportedagain.

Sincetheoriginal content– apageof code– is extremelyunlikely to coincide
with avalid instanceof metadata,thekernelmust,in mostcases,partiallydiscard
it; also, the metadatamight changewhile in the kernel. Thus, the re-exported
contentwill differ from the original, andB haseffectively modi�ed a read-only
page.

However, this attackis not possiblein our systembecausein responseto a
resourcefault,thekernelonly acceptsmappingsthatconvey atleastreadandwrite
privileges.In thiscase,giving thepageto thekernelis unproblematicbecausethe
attackercandestroy thecontentof thepagealsoby overwriting it directly.

Withholding metadata

By design,the kernel doesnot imposeany deadlinesfor handlingkernel page
faults;hence,a kpagermaydelayits answerinde�nitely or evennot reply at all,
e.g.becausethe client hasexceededits allocation. While this inevitably blocks
the client requestingthe metadata,other, independentsubsystemsmust remain
unaffected.

An attackbasedon withholdingmetadatacanonly beeffective for metadata
whosein-kernelrepresentationcontainsreferencesto resourcesheldby otherprin-
cipals.Therefore,pageandnodetablesneednotbeconsideredsincethey arelocal
datastructuresusedexclusively by therespectiveprincipal.

UTCBs containtwo threadIDswhich designatethe pagerandthe exception
handlerof the thread.Whenthe threadtakesa pagefault or anexception,these
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threadIDsareusedto sendamessageto therespectivehandler. In thosesituations,
however, the faulting threaddependson the handlerthreadto resolve the fault;
evenif thereferenceis valid, thehandlercaneasilyblockthethreadbynotsending
a response.

The mappingdatabasecontainsmany cross-principalreferences;an attacker
can revoke part of it, which causessomereferencesto be disconnected.This
couldbea problemduringunmap,whenthekernelmusttraversea subtreeof the
mappingdatabasein orderto �nd all transitively derivedmappings,startingfrom
themappingthat is beingrevoked. However, thesubtreeproperty(Section4.7.3)
guaranteesthatactivemappingscanonly exist in thepartof themappingdatabase
thatis connectedto theoriginalmappingin ��� ; therefore,thekernelneednotraise
any pagefaultsduringunmap,andtherequestoris neverblocked.

Notethatwithholdingmetadatawill beafarmoreimportantproblemin future
systemswherequeues,e.g. the sendand readyqueues,are exportedfrom the
KTCB. In sucha system,caremustbe taken to allow the kernel to parsethese
queuesevenif someof its membersarepreempted;seeSection4.7.5for further
discussion.

Flooding

A malicious client can perform a classicaldenial-of-serviceattack againstits
pagerby continuouslypreemptingsomeof its kernelmemoryandthus�ooding
thepagerwith a largenumberof resourcefaults.

This attackis similar to a �ooding attackbasedon ordinarymemoryandcan
be handledin the sameway, e.g.by countingpagefaultsand throttling clients
thatcauseanexcessive amount.However, resourcefaultsareconsiderablymore
expensive thanordinarypagefaultssincethekernelmustre-importthemetadata
in thepage.Therefore,it is importantto internallyaccountthis operationto the
faultingprincipal,e.g.by usingits timesliceratherthanthatof thepager.

5.2 Differ encesto L4

By introducingour schemefor kernel memorymanagementinto L4, we have
changedseveralaspectsof theoriginalL4 model[30]. Mostof theseaspectshave
alreadybeenbrie�y mentionedin previoussections.In thefollowing section,we
explain thechangesin moredetailanddescribetheir consequences.
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5.2.1 Resourcefaults

In theoriginalL4 model,pagefaultscanonly occurin userspace,i.e. in theuser-
accessiblepartof virtual addressspace,asaresultof athread'sreading,writing or
executingthecontentsof apage,or duringIPC.Furthermore,theUTCB areaand
theKernelInterfacePage(KIP) areexemptfrom pagefaultssincetheseobjects
areprovidedby thekernelandarebackedwith kernelmemory.

In our system,the �rst exceptiondoesnot hold any more,sinceUTCBs are
now providedby user-level pagers.Additionally, pagefaultsmaynow alsooccur
in theresourcearea,wherepagetables,nodetablesandthemappingdatabaseare
located.

Reading,writing andexecutingcanstill trigger pagefaults,but they areno
longer limited to non-existentmappings;pagefaults may now also be usedto
requestmissingpagetables,nodetablesor mapnodes.

All pagefaults that could happenduring IPC in the original systemarestill
possible;however, someadditionalfaultscannow occur. TheL4 API [30] classi-
�es thesefaultsin threecategories:

� Pre-sendpage faults happenin the sender's context before the message
transferhasstarted,without involving thereceiver thread;

� Post-receivepage faultshappenin thereceiver's context after themessage
hasbeentransferred,without involving thesenderthread;

� Transferpage faults happenwhile a messageis beingtransferredand in-
volvebothsenderandreceiver.

Theadditionalfaultsarecausedby accessesto resourcesthateitherthesender
or thereceiver requiresto completeIPCbut doesnotcurrentlyhold:

Sender Receiver
UTCB Pre-send Xfer
Pagedirectory – –
Pagetable – –
Nodedirectory Xfer Xfer
Nodetable Xfer Xfer
Mapnode – Xfer
Capnode Xfer –

Faultsin thereceiver cancausea deadlock,which is resolvedby abortingthe
IPC (seeSection4.6.5). Sincethepagermustbeableto detectthis, a new error
codeis required.
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Furthermore,resourcefaultscannow occurduring certainsystemcalls that
werepreviouslyde�nednotto raiseany faults,namelytheExchangeRegisters
andUnmapprimitives.ExchangeRegisters needsaccessto theUTCBof the
destinationthread,whichmaynotbeavailable;Unmapneedsto updateor remove
themapandcapnodesof themappingsthatarebeingrevoked2.

5.2.2 Persistentmappings

In theoriginal system,theunmap primitive recursively revokesall derivedmap-
pings; this involveserasingthe correspondingsubtreein the mappingdatabase.
Weavoid thisbehavior in oursystembecauseit canleadto acascadingeffect(see
Section4.7.3). Instead,only directly derivedmappingsarerevoked; theremain-
ing, transitively derived mappingsaredeactivatedandremaindormantuntil the
respectivesubtreein themappingdatabaseis reconnectedto themaintree.

This substantiallychangesthe semanticsof the map primitive. Previously,
map conveyed privilegesonly on mappingsthat existedat the time whenmap
wasinvoked.With theabovechange,however, mapeffectively ' links' two regions
in thesender's andreceiver's virtual addressspaces;thereforeit canalsoconvey
privilegeson mappingsthe senderacquiresafter the mappingwasestablished.
Moreover, this doesnot only affect the direct receiver of the mapping,but all
transitively derivedmappingsaswell. SeeSection4.7.3for furtherdetails.

5.2.3 Extendedpager pri vileges

In theoriginalsystem,thein�uenceapagercanexertonits clientsis limited to the
memoryregionsit provides.It canmodify thecontentsof thoseregionsor unmap
them;however, it cannotdirectly in�uence regionsprovidedby otherpagers.

In our system,thekpagerhasaccessto mapandcapnodes,UTCBs,andthe
nodetable.Therefore,it canfreelyedit theentireaddressspacesof its clients,e.g.
by removing or permutingmappings.If it hasaccessto otherspaces,it caneven
install new mappingsby forgingamatchingpair of mapandcapnodes.

However, any of the above operationscould obviously be performedby the
client itself. Evenin theoriginal system,a pagerthatprovidescodesegmentsto
theclienthassimilarpowers,sinceit canmodify thecodeandthusforcetheclient
to act asits proxy. Hence,kpagersrequirea trust level similar to that of a code
pager.

2Dueto thesubtreeproperty(Section4.7.3), accessto mapor capnodesin otheraddressspaces
is not required
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5.2.4 Role of ••€

The original L4 model includesa trustedkernel pager, ��� , that is intendedto
provide orthogonalpersistence[33, 48]. This pagerhasread/writeaccessto the
KTCBs,which it canuseto obtainconsistentsnapshotsof theentiresystem.

In our system,�P� is obsoleteassoonaswe succeedin exporting the entire
contentsof theKTCB to userlevel. Its rolecanbetakenoverby ordinarypagers,
whocanimplementorthogonalpersistencefor theirownsubsystems.Thisscheme
is considerablymore�e xible, sinceit is not centralizedandtherespective pagers
donotneedto betrustedby thekernel.

5.3 Lessonslearned

TheL4 Version4 API in general,andits virtual memorymodelin particular, have
turnedout to be an excellent platform on which to implementkernel memory
management.Yet, our work with the API hassparked someideasfor further
improvement.

5.3.1 No global identi�ers

Ontheonehand,someresourcesin L4 arefully virtualized.Oneexampleis mem-
ory, wheremappingcanbeusedtoassociateavirtual memoryaddresswith almost
any physicalmemoryaddress.On the otherhand,however, someresourcesare
global to the entiresystem,notablythreadidenti�ers andpriorities. ThreadIDs,
for example,arevalid for everyprincipalin thesystem.

In our experience,global identi�ers area majorobstaclewhenexportingker-
nelstateto userlevel becausethey areeasyto guessandhardto validate.

For example,a threadcaneasilyguessa higherpriority thanits own (a lower
integernumber)and,by colludingwith its pager, it caninstall this priority in its
own TCB. Similarly, it canguessandinstall a larger time slice (a higherinteger
number). Becausetheseattributesarenot conveyed hierarchicallylike memory
accessprivileges,they cannotbevalidatedeasily. This is thereasonwhy wewere
unableto export thefull contentof theKTCB in ourexperiment.

From personalcommunication,we know that a revisednamingschemefor
threadsis alreadybeingdevelopedin theL4 community. We hopethat,addition-
ally, theschedulingmodelwill bevirtualizedor replaced.
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5.3.2 Addressspacesas�rst-class objects

In thecurrentversionof theAPI, addressspacesare,in a way, second-classciti-
zens.Sincethey have visible properties(theKIP andUTCB area,which canbe
readandwrittenwith theSpaceControl systemcall), they clearlyconstitutea
coreabstraction.Yet, they do not have propernames;they arenamedindirectly
by theID of anarbitrarythreadthatis executingin thedesignatedspace.

This namingschemeis awkward for user-level applicationssincethey must
explicitly ensurethat their namesremainvalid. Otherwise,the threadwhoseID
is usedasanamemightaccidentallybemigratedoutof thedesignatedspace,and
furthersystemcallsusingthatnamemighthaveunforeseenconsequences.

Moreover, exporting this kind of nameto user level can causeconsistency
problems.In oursystem,addressspacesareusedasprincipals,sothereis oftena
needfor naminga particularprincipal,e.g.in mapandcapnodes.However, if a
threadmigrateswhile its threadIDis usedasprincipal identi�er in someexternal
state,thatstatecannotbere-importedinto thekernel.Dueto validation,this is not
asecurityproblem;however, thecorrespondingkernelstateis lost.

Theseproblemscaneasilybesolvedby promotingaddressspacesto �rst-class
abstractions,andby giving thempropernames.

5.3.3 Symmetric API

Someof thesystemcalls in thecurrentAPI areasymmetricbecausethey contain
specialcasesfor somethreadsor tasks:

� TheprivilegedsystemcallsSpaceControl andThreadControl can
only beinvokedby a few specialtasks3.

� Themappingfeatureworksonly if therecipientof themappingresidesin a
differentaddressspace.

Both asymmetrieshave turnedout to be major obstaclesfor applicationde-
signers.Themappingasymmetry, for example,hasforcedL

U

Linux developersto
includethe infamousping-pongtask. The solepurposeof this task is to re�ect
any mappingit receives;this is necessaryto implementthevm_remap primitive,
which relocatesa memoryregionwithin anaddressspace.

However, theserestrictionsexist mainly in order to prevent malicioustasks
from consuminglarge amountsof kernelmemory4. With our scheme,however,

3The useof privilegedsystemcalls is restrictedto the initial servers,i.e. theonescreatedby
thekernelatboottime( ‚9ƒ , ‚E„ andtheroot server).

4Theotherreasonwhy theserestrictionsexist is that theglobal threadIDnamespacemustbe
managedby a trustedentity. If globalIDs areremoved,this becomesa nonproblem.
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it is possibleto accountkernelmemoryusageto individual tasks;hencethereis
no reasonany morewhy ordinarytasksshouldbebarredfrom creatingthreadsor
mappingsasthey please.Theabovetwo asymmetriescanthusberemoved.



Chapter 6

Implementation

We have implementedthe schemedescribedin the previous two chaptersin an
experimentalmicrokernel,L4/Strawberry. The following chapterdescribesde-
tails of our implementationandreportsour experiences.Also, it containsa short
performanceevaluation.

6.1 Goals

Like many operatingsystemkernels,existing L4 implementationsimplicitly as-
sumethatkernelmetadatais availablewhenit is accessed.In our scheme,how-
ever, all variable-sizekernelmetadatais pageable,andthekernelmustbeprepared
to handlea fault on virtually every metadataaccess.We believedthis would re-
quirenontrivial changesto theinternaldesignof thekernel.Therefore,wedecided
to validateourapproachby attemptinga'real' implementation.Ourobjectivesfor
thisexperimentwerethefollowing:

� Establishthat the schemeworks in a realisticsetting. Our goal wasto be
ableto runa largeapplicationon top of theexperimentalkernel.

� Exploreimplicationsonkerneldesign.Ourgoalwasto compareourexper-
imentalkernelto existing implementations,andto identify any secondary
changesthatour schememight require.

� Evaluatethe effect on performance.Our goal was to keepthe additional
overheadon importantkernelprimitivesbelow 5%, and to determinethe
effectivecostfor asimpleuser-level allocationpolicy, e.g.Quota.

We did not investigatewhich policies are best suited for managingkernel
memory. Virtual memorymanagementis a well-understoodproblem,although
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theissuesareslightly morecomplicatedfor kernelmemorybecauseof the inter-
resourcedependenciesand the higherpreemptioncost; we considerthis future
work. We also did not demonstratethat our schemecan be usedto prevent
Denial-of-Serviceattacks,or to enforcesubsystemisolation. Relatedwork [49]
hasshown that this is feasiblewith relatively simplepolicieslike Quota,which
canobviouslybeimplementedin oursystem.

6.2 L4/Strawberry

At the time we startedour experiment,an implementationof the L4 Version4
API wasalreadybeingdevelopedin our group. Our original plan wasto adapt
thiskernelto supportourmodi�ed API (Section5.2). However, wequickly found
that this was infeasible. The existing kernelallocatedits metadatafrom an in-
kernelmemorypool, andit wasassumedthroughoutthecodethat this metadata
couldbeaccessedat any time, andwithout pagefaults. To changethis behavior,
we would have hadto identify all of theseassumptionsandreimplementmostof
thecorrespondingcode.Sincemicrokernelsaregenerallysmall,we decidedthat
it wouldprobablybeeasierto startfrom scratch.

Ournew kernelis calledL4/Strawberry1. It implementsthebasicL4 Version4
API for theIntel IA-32 architectureandis binarycompatiblewith theexistingim-
plementation.Thus,we wereableto reusemostof the framework (bootloader,
IDL compiler, initial servers)andrunexistingapplicationswith only smallmodi-
�cations. AdvancedfeatureslikeSMPor SmallAddressSpacesarenotsupported.

Thekernelconsistsof 5.860linesof C code,37linesof IA-32 assemblercode,
andanother2.233linesof C codefor anoptionalkerneldebugger. It is stableand
completeenoughto run L

U

Linux [22], a variantof Linux 2.4 that runsasa user-
level applicationon top of L4 microkernels.Sincetheoriginal L

U

Linux doesnot
supportresourcefaults,we hadto modify its internalpagers(a 119 linespatch).
Afterwards,wewereableto bootastandardDebiandistribution.

ThekernelsourceshavebeenreleasedundertheGNUGeneralPublicLicense;
they areavailablefor downloadathttp://www.l4ka.org/ .

1L4 implementationsare traditionally namedafter nuts. Many peoplehave asked why we
did not usethis schemefor our kernel. In fact, however, the red fruit grown by the cultivated
strawberry(fragaria … ananassa) is technicallyanenlargedpulpy receptacle;theactualfruit are
thetiny achenes, eachof whichhousesasingleseed.Hence,strawberriesarenutsandnotberries–
at leastin thebotanicalsense.
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6.3 Kernel design

In orderto supportpageablekernelmetadata,wehadtomakesomedesignchoices
thatdiffer substantiallyfrom theclassicL4 designasdescribedin [34].

6.3.1 Continuations

Theprobablymoststrikingdifferencebetweenourkernelandexisting implemen-
tationslies in the executionmodel, i.e. in the way blocking andpreemptionare
handled. Therehave beentwo contrastingapproachesto this problem: Many
monolithickernelssuchasBSD,Linux, andWindowsNT implementtheprocess
model, whereeachthreadhasits own kernelstack;whenthethreadis notrunning,
mostof its stateis implicitly encodedin this stack.In theinterrupt model, which
hasbeenusede.g.in V [8], QNX [21], andFluke [16], thekernelusesonly one
kernelstackperprocessor. Threadsarerequiredto recordtheirstatein anexplicit
kernelobject,acontinuation, beforeblocking.

Traditionally, L4 implementationshaveusedtheprocessmodel,i.e.per-thread
kernelstacks.However, asdescribedin Section4.7.5, thecontentsof this kernel
stackaredif�cult to export to userlevel. Thereforewe decidedto usecontinua-
tions,andto build aninterrupt-stylekernel.

For the kernel designer, the interrupt model has two major disadvantages.
First, it requiresmore programmingeffort becausein contrastto the process
model,a context switch is not equivalentto a simplestackswitch; instead,ex-
plicit codeis requiredto transferstateto andfrom the continuation.Second,it
imposesconstraintson whena kernel-level threadcanblock. For example,care
mustbe taken that threadscannotbe preemptedby unexpectedevents,e.g.by a
hardwareinterruptor by takingapagefault while in thekernel.

However, weweresurprisedto �nd thattheinterruptmodelalsohasconsider-
ableadvantages:

� It requireslesskernel memory, sincethecontinuationsaremuchsmaller
thankernelstacks.Process-styleL4 kernelsfor theIA-32 typically use1kB
TCBs,while ourkernelonly needs176bytes.

� It reducesthe stack-related cacheand TLB working set of the kernel.
This is especiallyimportantsincestackcontentis frequentlymodi�ed and
mustbe written backto main memoryafterwards,even thoughit may al-
readybe obsolete. Also, the singleper-processorstackis more likely to
remainin thecachebetweensubsequentkernelinvocations.

� It simpli�es threadmanagement, sinceall of thethread's stateis explicit.
Thereis no needto examineits stack,whoselayout may changebetween
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platforms,compilerversions,or evendifferentkernelcon�gurations.

� It enablesfurther optimization, sincea threadcan,by inspectingthecon-
tinuation,easily�nd out whatanotherthreadwill do whenactivated.Thus,
it is possiblein many casesto avoid usingthecontinuationaltogether.

Our�ndings aresimilarto theonesreportedbyDravesetal. [13]. By changing
theexecutionmodelin Mach3.0from process-styleto ahybridmodel,they were
ableto speedup cross-domainRPCby 14% andto reducethe kernelspaceper
threadby 85%.Certainoperationsevenran60%faster.

6.3.2 Referencechecking

Becauseour kernel is purely interrupt-style,we must avoid pagefaults in the
kernel. Fortunately, the L4 API doesnot requirethe kernel to touchany user-
backed objects2 except during IPC, and even then only while copying strings.
Thus,pagefaultscanonly happena) during IPC andb) when�rst accessingan
instanceof kernelmetadata.

Our kernelavoidsthe�rst typeof pagefault – duringIPC stringtransfer– by
eagerlycheckinghow muchof thestringandthecorrespondingbuffer is currently
mapped.This part is thensafeto copy; afterwards,a pagefault messageis syn-
thesizedif necessary. Although this requiresthekernelto parsethepagetables,
theperformancepenaltyis smallbecausethephysicaladdressesbecomeavailable
asasideeffect. Thekernelcanusetheseaddressesto bypassthetraditionalCopy
Window technique[32] andcopy thestringdirectly usingphysicaladdresses.

Thesecondtypeof pagefault canbepreventedby checkingreferencesbefore
using them. Referencesto non-existentor preemptedresourceshave a special
valuethatcanbeeasilydetected.Whenthisvalueis encountered,thekernelleaves
the fastpath,savesa continuation,andsynthesizesa resourcefault on behalfof
thecorrespondingprincipal.

The performancepenalty incurred by referencecheckingis usually small.
However, it canbeconsiderablewherea short,frequentoperationrequiresmany
of thosechecks.Weoptimizetheseoperationsfor thecommoncase(all resources
available)by addinga hazard �eld to theTCB. This �eld containsonebit for ev-
ery resource,which is setwhentheresourceis notavailable.On thefastpath,the
kernelchecksthe hazard�eld for the expectedvalue(zero)andbranchesto the
slow pathif thecheckfails. With this optimization,only onesimplecheckneeds
to beaddedto theIPC fastpath.

2AlthoughUTCBsarefully accessiblefrom userspace,they areactuallykernelobjects.
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6.3.3 Preemptionpoints

The interruptmodelalsocomplicatesthe handlingof hardwareinterrupts. If an
interruptionoccursat a point whereno consistentstateis available, the kernel
mustperformrecovery, e.g.by rolling the threadbackor forward to the nearest
continuation.

Weavoid thisproblemby disablinginterruptsin kernelmode.Instead,weadd
preemptionpointstopotentiallylong-runningoperationssuchasUnmapandIPC .
At eachpreemptionpoint, thekernelcheckswhetheraninterrupthasoccurred;if
necessary, it writesa continuationandis thenreadyto performa cleanswitchto
theinterrupthandler.

This methodobviously increasesinterrupt latency. However, the latency is
boundedby themaximumdistancebetweenadjacentpreemptionpointsandcan
thusbereducedby placingthepreemptionpointsdenselyanduniformly.

6.3.4 Physical mapping

In orderto storemetadatain memoryframessuppliedfrom userlevel, thekernel
musthave the framesmappedsomewherein its virtual addressspace.However,
if thesemappingsareestablishedseparatelyfor each4kB frame,thekernelneeds
additionalpagetables. Thesemeta-page-tablesconstituteyet anotherkernelre-
sourcethatmustbemanagedandallocatedfrom theuser-level resourcemanager.

Ourexperimentalkernelavoidsthisproblemby accessingkernelresourcesby
their physicaladdress.For thispurpose,it keepsaninternallinearmappingof all
physicalmemory. Thus,all memoryframesthat canpotentiallybe suppliedas
kernelresourcesareaccessiblea priori .

This approachhastwo advantages:First, the internalmappingcanbe com-
posedof 4MB superpagesandthusavoids separateTLB entriesfor eachkernel
resource,andsecond,the mappingis alsousefulduring IPC string transfer(see
Section6.3.2). Thedisadvantageis that it limits theamountof physicalmemory
thatcanbeused(1GB in our experimentalkernel)becausethephysicalmapping
must�t entirelyinto thevirtual addressspace.Obviously, thisproblemdisappears
in 64bit systems.

6.4 Performance

In this section,we presenta short performanceevaluationof our experimental
microkernel. Speci�cally, we examinekernel memoryusage,the overheadfor
a simpleuser-level allocationpolicy, andthe impactour schemehason the IPC
path,a critical fastpathwithin thekernel.
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For our benchmarks,we useda dualPentiumII/400 systemwith 192MB of
mainmemoryandacurrentversionof L4/Strawberry. For all timing benchmarks,
the kerneldebuggerandall runtimechecksweredisabled.Note that the exper-
imentalmicrokerneldoesnot have multiprocessorsupport,andthusthe second
CPUremainedunused.

In additiontoourownbenchmarkingapplications,weusedadevelopmentver-
sionof L

U

Linux 2.4.20,which we hadto modify slightly in orderto addresource
fault handling.No othermodi�cationsweremade.

6.4.1 Kernel memory usage

In orderto determinetheamountof kernelmemoryusedby typical applications,
we booteda Debiandistribution on top of L

U

Linux. After openingan emacs
sessionandstartingacompilejob, weenteredtheL4/Strawberrykerneldebugger
to obtainasnapshotof thecurrentmemoryusage(seeFigure6.1).

For every addressspacein thesystem,we determinedthenumberof threads
it contains,the amountof usermemorymappedto it, andthe sizeof the corre-
spondingmetadata.Sincethe metadatais allocatedwith framegranularity, the
tableshows thenumberof 4kB framesfor eachmetadatatype(pagetables,node
tables,nodesin themappingdatabase,andUTCBs).For comparison,it alsogives
thetotal sizeof theallocationin kilobytes.

We found thata typical applicationconsumesapproximately48kB of kernel
memory, which is nonnegligible whencomparedto typical residentsetsizesof
around100kB. Surprisingly, however, the numbersdo not vary much between
small andlarge applications.This suggestsa high degreeof internalfragmenta-
tion, andacloserinspectionis warranted.

Theminimumkernelmemoryconsumptionof anL
U

Linux taskis asfollows:

1. Onepagedirectory(P) andthecorrespondingnodedirectory(N)

2. Four pagetables(P), oneeachfor coderegion, library region, UTCB area
andKIP area,andanequalamountof nodetables(N)

3. Onepagefor mapandcapnodes(M)

4. Onepagefor userTCBs(U)

Thepageandnodetablesaresparselypopulated.For a residentsetof 100kB,
only 25 of the 4,096entries(0.6%) are used,and thus the residentset can be
increaseddrasticallywithout a needfor additional tables. Similarly, a UTCB
framecanaccommodateeight threads,andone frame in the mappingdatabase
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Space Application Threads Resident #P #N #M #U Metadata
30.1 �)� 1 131.080k 3 1 8 1 52k
32.1 L

U

Linux 19 129.804k 5 5 8 3 84k
214.2 pingpong 2 20k 4 4 1 1 40k
216.2 init 2 76k 5 5 1 1 48k
218.2 bash 2 52k 5 5 2 1 52k
21a.2 bash 2 392k 5 5 2 1 52k
21c.2 getty 2 80k 5 5 1 1 48k
21e.2 syslogd 2 152k 5 5 1 1 48k
220.2 portmap 2 96k 5 5 1 1 48k
222.2 klogd 2 108k 5 5 1 1 48k
224.2 rpc.statd 2 108k 5 5 1 1 48k
226.2 gpm 2 96k 5 5 1 1 48k
228.2 inetd 2 100k 5 5 1 1 48k
22a.2 lpd 2 112k 5 5 1 1 48k
22c.2 smbd 2 260k 5 5 1 1 48k
22e.2 rpc.nfsd 2 272k 5 5 1 1 48k
230.2 rpc.mountd 2 284k 5 5 1 1 48k
232.2 cron 2 140k 5 5 1 1 48k
234.2 getty 2 80k 5 5 1 1 48k
236.2 getty 2 80k 5 5 1 1 48k
238.2 getty 2 80k 5 5 1 1 48k
23a.2 cc 2 164k 5 5 1 1 48k
23e.2 emacs 2 2.700k 5 5 4 1 60k

Figure6.1: KernelmemoryconsumptionunderL
U

Linux. Tableshowsresidentset
size,numberof pagesusedfor pagetables(P),nodetables(N), mappingdatabase
(M), userTCBs(U), andtotal kernelmemoryusage.
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canhold up to 256mapor capnodes,which is suf�cient to mapa 1MB resident
set.

However, little of this fragmentationis actuallycausedby our memoryman-
agementscheme.In the caseof pageandnodetables,the layout is �x ed by the
IA-32 hardware,and the fragmentationin the UTCB pagesis inherentbecause
the API doesnot allow UTCBs to be visible in otheraddressspaces.Thus,the
effective overheadof our schemeamountsto only 1.5 frames(6kB) per address
space.Oneframeis neededfor thenodedirectory, andhalf a frameis typically
wastedbecausemapandcapnodesarestoredin privatememoryratherthanin a
centralpool.

We concludethata) thereis enoughper-taskmetadatato justify theeffort of
controllingits allocation,andthatb) thespatialoverheadinducedby our scheme
is suf�ciently low.

6.4.2 Policy overhead

In order to determinethe temporaloverheadfor a simple user-level allocation
policy, we �rst measuredthetimerequiredto handlearesourcefault. To thisend,
we modi�ed our kernelto supportanoptionalin-kernelmemorypool. Whenthis
pool is in use,thekernelactslikeaconventionalL4 kernelanddoesnot generate
any resourcefaults.

Thenwe rana simpletestapplicationthatcauseda pagefault in a previously
untouchedmemoryregion. This memoryregion waschosenso that the corre-
spondingpageandnodetablecouldnot bepresentandhadto berequestedfrom
the manager, which implementeda simple Quotapolicy. Thus, with resource
faultsenabled,thefollowing happened:

1. Thetaskrequesteda new nodetable

2. Thetaskrequestedthe4kB pagethatwastouched

3. Thetaskrequesteda new pagetable

With thein-kernelmemorypool,only thesecondfaultwasgeneratedbecause
thetranslationtableswereallocatedinternally.

In-kernelallocator 1 fault 18,091cycles( † 100)
User-level allocator 3 faults 21,454cycles( † 100)

Figure6.2: Cyclesrequiredto handlea triple resourcefault.

We thenusedtheperformancecountersof thePentiumII to measurethecy-
clesrequiredin both cases(Figure6.2). The differenceof approximately3,363
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PentiumII/400 PentiumIII/800
Pistachio Strawberry Pistachio Strawberry

Intraaddressspace 184cycles 148cycles 181cycles 145cycles
Crossaddressspace 426cycles 328cycles 363cycles 328cycles

Figure6.3: IPCcoston two differentmachines.

cyclesis explainedby theadditionaloverheadfor generatingtwo fault IPCs,ex-
ecutingtheuser-level fault handlertwice, andcrossingtheuser-kernelboundary
four times.This indicatesaneffectiveoverheadof 1,700cyclesperresourcefault
on thismachine.

In theprevioussection,wedemonstratedthata typicalL
U

Linux taskconsumes
around48kB of metadata. This is equivalent to 12 frames. We estimatethat
requestingtheseframesfrom a user-level managercausesanadditionalone-time
overheadof S&‡ˆM#S%$"‰

]%]

�Š‡

]

$(‹

]%] cyclesor Œ#S3• s, which we consideracceptable,
especiallygiventhatourmicrokernelis completelyunoptimized.

6.4.3 Fastpath overhead

Theuseof our schemecausesnontrivial changesin thekernel. Speci�cally, ad-
ditional checksmay have to be addedto ensurethat metadatais available,and
importantdatastructuresmayhave to bechanged.Thesechangescomeat a cer-
tain costin termsof performance,particularlyif they affect a fastpathinsidethe
kernel.Thus,oneimportantgoalof our implementationeffort wasto demonstrate
thatthis costis reasonable.

The most importantfast path in an L4 microkernel is the IPC systemcall,
which has traditionally beenusedas a performancemetric in the L4 commu-
nity [22, 32, 38]. Hence,wedecidedto usethis systemcall in ourevaluation.

For measurement,we usedthecanonicalpingpong benchmark,which has
beenusedwith mostof the recentL4 implementations.The benchmarkcreates
two threadsthat continuouslysendtiny IPC messagesbackandforth, usingthe
simplestpossibleset of parameters.With the CPU cycle counter, the time for
a seriesof eight roundtrips is measured;the result is usedto estimatethe time
requiredfor asingleIPC.

We hadto make small modi�cations to the benchmarkapplicationin order
to addsupportfor resourcefaults;noneof themaffectedtheactualmeasurement
process.Afterwards,we ranidenticalbinarieson bothL4/Strawberry(our exper-
imentalkernel)andL4/Pistachio,a previous implementationof the L4 Version
4 API. To precludehardwareeffects,we usedtwo differentmachines:Thedual
PentiumII/400 mentionedaboveandadualPentiumIII/800.
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Figure 6.3 shows the results. Surprisingly, L4/Strawberry performedabout
20%betterthanL4/Pistachioin mostcases.

While theseresultsarecertainlyencouraging,they mustbe interpretedwith
care.They obviously do not indicatethatkernelswith resourcemanagementare
generallyfasterthan thosewithout, sinceour experimentalkernelundoubtedly
containsadditionalchecksthatexist for thesolepurposeof resourcemanagement.
Wesuspectthatthedifferenceis dueto structuraldifferencesbetweenthetwo ker-
nels,especiallywith respectto theexecutionmodel;thiswouldcon�rm theresults
in [13], but contradict�ndings in [32]. This issueneedsfurtherinvestigation.

However, theseresultsdo indicatethattheoverheadcausedby resourceman-
agementcannotbe dramatic.A moreexact,quantitative analysiscouldbe done
with amicrokernelthathasresourcemanagementasacon�gurationoption;how-
ever, building sucha kernelis not a goalof this work andis certainlybeyondits
scope.



Chapter 7

Conclusionsand Futur eWork

The objective of this thesisis to addresslimitations andde�cienciesin existing
schemesfor kernelmemorymanagement.Thethesisarguesthattheselimitations
canbeovercomeby implementingthemanagementpolicy outsideof thekernel.
For this purpose,it introducesa kernelmechanismthat securelyexportscontrol
overkernelmemoryresourcesto userlevel.

7.1 Limitations in existingschemes

Previousschemesfor kernelmemorymanagementsuffer from at leastoneof the
following four weaknesses:

� They do notoffer predictablecontroloverall variable-sizekernelstate,

� They do not fully isolatesubsystemsand thus cannotbe usedto prevent
Denial-of-Serviceattacks,

� They do not allow an allocationof kernelmemoryto be decreasedgrace-
fully andwithoutdamagingtheprincipal,or

� They do not permit untrustedsubsystemsto pro�t from their own custom
managementpolicy.

7.2 Contrib utions of this thesis

This thesisintroducesa kernelmechanismthataddressesall of theabove limita-
tions.By applyingtheconceptof pagedvirtual memoryto thekernel,weobtaina
schemein which user-level applicationscanpagetheir own metadata.Themeta-
datais logically part of the application's addressspaceandcanbe backed with
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ordinarymemory. All of this memorycanbe preemptedat any time; the corre-
spondingmetadatais exportedto userlevel in a saferepresentationandcanlater
bere-importedby thekernel.

7.3 Futur eWork

The work describedin this thesiscanserve asa startingpoint from which new
managementpoliciesfor kernelmemorycanbeexplored. We believe thatmany
existing virtual memorymanagementpolicies,suchasLRU or Working Set,can
easily be adaptedto kernel memory, althoughthe higher preemptioncost and
the inter-resourcedependenciesmust be consideredcarefully and may require
changesin somecases.

Our schemegivesuser-level applicationsan unprecedentedlevel of control
over kernelmemory, which could be exploited in many ways. For example,it
allows applicationsto control the physicalplacementof kernelmetadata.This
couldbe usedto implementcachecoloring [28] andthusincreasepredictability
in real-timeapplications,or to improve locality in SMPsystems.

In oursystem,managershaveaccessto theentirestateof thesubsystemsthey
control, includingkernelmetadata.This couldbeusedto implementpersistence
atuserlevel. Sincemanagersdonothave to betrustedby thekernel,theresulting
systemwould bevery �e xible, allowing differentpersistencepoliciesto co-exist
andnew policiesto beintroduceddynamically.

Finally, thefactthatourschemeallowskernelmetadatato beeditedfrom user
level couldbeusedto simplify andoptimizethekernelAPI. For example,system
callsthatonly serveto manipulatekernelstatecouldbeomittedentirely;complex
operations,suchasloadinga new application,might be performedat userlevel
andwithout invokingany kernelprimitives.Thiscouldincreasesystemef�ciency
andfurtherdecreasethecomplexity of thekernel.
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