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There are some important technology indicators of some substantial changes in the use of information and communication technologies for the delivery of health care, consider for example:
1. The evolution of low cost sensor webs. Several generations of so-called Berkeley motes have been fabricated and made available to literally tens of thousands of user world wide with open source hardware and software designs.

2. The ability to layer heterogeneous and differentiated services on top of untethered computing and communications: referred to frequently as the advent of ubiquitous computing and communications.

3. The evolution of new modalities of mobility for sensor webs: the most successful in recent years has been the emergence of rotorcraft unmanned aerial vehicles which can maneuver and plan paths through complicated urban environments while taking advantage of the vital “third dimension” to leap frog over obstacles and to assess the situation from the stand point of an eye in the sky.  Similar mobile sensor webs involving wheeled robots, locomotory robots and underwater robots are also emerging.
When these technology evolution directions are put together with equally impressive advances in software and algorithms, of which I list a few below, the implications are staggering. First some key advances in software and algorithms:

1. The maturation of novel statistical and learning methods for the identification of complex nonlinear systems to enable their asymptotically optimal control. Included here are some key new advances (with proofs of convergence and optimality) of reinforcement learning methods and graphical methods for the propagation of uncertainty.

2. The development of a new class of algorithms in model predictive control (or receding horizon control) for controlling autonomous systems in complex changing environment. These methods are on-line hard real time algorithms for approximate solutions of Hamilton Jacobi Bellman or Hamilton Jacobi Isaacs equations with a receding horizon. They have a very interesting counterpart in human planning and action, but come with guarantees of near optimality.
3. The introduction of new classes of unsupervised learning algorithms for efficiently segmenting hybrid (mixed) models of data of very large dimension. These methods called Generalized Principal Component Analysis (GPCA) methods provide a way of identifying the membership of on-line data on to different models and then identifying the models themselves using complex multi-modal data.

In this talk, I will talk about a new frontier of research, combining all of these elements which I refer to as embedded intelligence: the ability to embed sensors in the environment (both fixed and mobile, low and high bandwidth sensors) and to be able to use them to extract information about the environment for use by a human working in the environment. It is important to note that the information queries are not accompanied by specific sensor tasking, flying of unmanned aerial vehicles, driving of unmanned ground vehicles, or specifying which sensors are the appropriate ones for extracting the information. Of course, in conceiving such systems many other new technology and algorithm challenges emerge showing us (once again) that we cannot rest on the laurels of the tremendous progress of the last five years. 

As an exemplar, consider the use of new information and communication technologies for the delivery of health care in the home and in other care facilities. While telemedicine has been in the conscience for some time now, it has not truly taken advantages of untethered computing and communications or sensor webs. This is especially important in emergency rooms, for chronically ill patients or for the care of an elderly population. I will describe our system for delivering health care using autonomous sensor webs. Another exemplar is the situation awareness for emergency response operations in urban environments, I will discuss how our technologies can be used to provide enhanced situational awareness for groups of responders seeking to obtain vital information for groups of patients that are otherwise likely to swamp an emergency room or a first response aid station.
In addition to describing the system, I will discuss some of the high confidence issues in the deployment of such new embedded intelligence systems:

1. Security. The problems of security of sensor webs. There is possibility of compromise of the sensor webs at the hardware level, at the physical layer, or network layer or systems layer. Power and energy constrained cryptography and key distribution are suggested solutions along with constant challenge authentication and even possibly tamper proof hardware. A different approach is the use of statistical methods of detecting outliers offers the possibility of discarding spoofed information. I will discuss some particularly promising approaches in a class of unsupervised learning algorithms called “Generalized Principal Component Analysis” to this problem.
2. Privacy. There are three generic issues in privacy: selective revelation, auditing the auditors and encrypted searches. Each one of these issues is in its technological infancy and I will only hint at some possible solutions that have been proposed. A more substantive issue are social and legal implications for privacy of data gathered by distributed sensing especially in the scenarios discussed above with intelligence embedded in the ambient. I will present some work in the Cyber Law Clinic at Berkeley aimed at developing reasonable standards for privacy in this regard.

3. Usability. A key feature of this brave new world of embedded intelligence is the usability of the embedded intelligence. We contend that this is far more than a human computer interface issue, since it involves an augmentation of cognitive capabilities of a human decision maker and new sets of issues and problems.

Additional issues to be considered but may not be  discussed include compliance with HIPPA and  new models for insurance to enable the uptake of new technologies for the delivery of health care.

