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Abstract:

Many security vulnerabilities and memory corruption bugs stem from a design flaw in the
C programming language: its lack of memory bounds checking. Although modern
languages such as Java avoid such problems by enforcing memory safety, most low-level
systems code that exists today is written in C or C++. In this talk I will describe both the
significant obstacles to efficiently retrofitting legacy C code with complete bounds
checking and the solutions my group has been developing to meet these challenges.
Specifically, we have proposed a hardware-assisted approach (HardBound) and a
software-only compiler-based implementation (SoftBound), both of which use disjoint
storage of pointer metadata to provide efficient and highly compatible bounds checking
for legacy C source code.
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