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1 Type
Qualifier:

Types:

Size of Type:

q:

tab ::=

asize(a)

psize(p) ::

ssize(s)

int
p*q

id

void

s;id:a
id — option s

= safe| seq| tame Qualifier

atomic types
mi
pointer type

pointer types
atomic type
anonymous struct type
named struct type
void

struct types
nil struct
cons struct

named struct look-up table

where
1 a = int
1 a=pxq
where
asize(a) p=a
ssize(s) p=s
ssize(s) p =n tabn = some s
1 p =void
where
0 5§ ="
ssize(s') + asize(a) s=¢";id:a

Figure 1: Type.



(E-Int)

int =, int

P1 =p D2 g1 = q2

P =aparqy  (ETointer)

% (E-Atomic)
% (E-AStruct)
tab n; = some s tab ny = some s9 S$1 =4 S2
n =p N2
=, (E-EqName)
(E-Void)

void =, void

—— (E-Ni])

51 =5 52 a1 =q a2 (E—Cons)
813 idi:a1 =5 8o 3 ido:as

Figure 2: Type Equivalence.

(E-NStruct)



int = int (C—Int)

m (C—Ptr—lnt)

q # safe

m (C-IDt—PtI‘)

b1 Ep D2
p1 * safe = py x safe

(C-SafePtr)

P1 =p P2
p1 * safe = py * seq

(C-SafeSeqPtr)

P1 =p P2
p1 * seq = po * safe

(C-SeqSafePtr)

P1 Ep D2
p1 * seq = P2 * seq

(C-SeqPtr)

p1 * tame = po * tame (C-TamePtr)

Figure 3: Type Conversion.



————  (TC-Int)

|_Zame* int

tamex
Hp P

|_Za7ne* P * tame

(TC-Ptr)

[ _tamex ]
H P

tamex
}_a

a (TC-Atomic)

}_zame* a

tamex
}_S

® (TC-AStruct)
S

tamex*
FP

tab n = some s

'_Lame* n

|_7;ame* s

(TC-NStruct)

(TC-Void)

ht,ame* void

——— (TC-Nil)

tamex
F .

Fgame* a Fgame* S

|_1;ame* s id:a (TC-COHS)

Figure 4: Tame Pointer Closure.



o (WFT-Int)

F tame oid
p P qT_ e p7 vol (WFT-NonTamePtr)

tamex
o P

————— (WFT-TamePtr)
Fo p*tame

Fa
}_P

S

(WFT-Atomic)

IS

Fs s

E— (WFT-AStruct)

tab n = some s Fs s (WEFT-NStruct)
Fp n

m (WFT—VOld)

(WFt-Nil)

Fs -

Fo a Fs s

R (WFT-Cons)

Figure 5: Well-formed Type.



2 Env

2.1 primitives

Table 1: primitives

Name Function

baseAddr N lowest user-accessible addr
maxAddr N max user-accessible addr
TOP N stack top addr

Stack v — option (d*a) stack

Mem I dp,e) memory
Typelnfo l—a type information

Env (Stack, Mem, Typelnfo) environment

Value N Value of Memory
Base N MetaData, Base of Memory
End N MetaData, Bound of Memory
Loc N Location of Memory
readMem Mem — Loc — option Value read data
readMemMeta Mem — Loc — option Value(pase, End) read data with meta
writeMem Mem — Loc — Value — option Mem write data
writeMemMeta | Mem — Loc — Value pase,na) — option Mem write data with meta
malloc Env — N — option (Env x Loc) memory allocation
updateTl Typelnfo — Loc — PtrType — N — Typelnfo updating type information

e readMem M [: read data from the location [ if it is accessible

e recadMemMeta M [ : read data with meta from the location [ if it is accessible

e writeMem M [ d: write data to the location [ if it is accessible

o writeMemMeta M [ d, ) : write data with meta to the location [ if it is accessible

e malloc : memory allocation

e updateT] : updating type information

defined functions

readMemBlock M [ size

readMemMetaBlock M [ size

writeMemBlock M [ d* size

writeMemMetaBlock M [ d* size

copyMemBlock M [ d* size

copyMemMetaBlock M [ d* size

validMem M [ £ 3d.readMem M [ = some d A Vd. 3M’.writeMem M Id = some M’
validMemBlock M [ size



2.3 axioms
axiom 2.1 (validAddressRange) 0 < baseAddr < mazAddr

axiom 2.2 (valid memory)

1. Y(M,1). (3d.readMem M | = some d) < (Vd. IM' .writeMem M 1d).
2. V(M,1). (3dy,e).readMemMeta M | = some dy ) < (Vd (o). IM' writeMemMeta M ld, ).
3. V(M, 1). (3d.readMem M | = some d) < (3d(p.).readMemMeta M | = some d ).

V(M

1), (Yd. IM writeMem M 1d) < (Vdp,ey. AM' writeMemMeta M ld ).

axiom 2.3 (unique result)

1. (M, ).
2. ( )

dipey =
5 v >
4. V(M,1).

axiom 2.4 (updateTypelnfo inversion)

(V(d,d"). readMem M | = some d A readMem M | = some d’' = d = d').

(Y(dbe), d (b, , ) readMemMeta M | = some d(y ) A readMemMeta M | = some dzb,7€,) =
d b, )

(V(d,d"). IM" .writeMem M ld < IM' . writeMem M 1d').

(V(d be),d’b/ ,)) IM' .writeMemMeta M ld, ¢y < IM' writeMemMeta M ld(b, ,)).

1. If b4 pxgq, g # tame, psize(p) > 0 and updateTypelnfo T1 | p size = TI', then V(I' € [I,1 +
size)). TT'(I') = p[(I' — 1) mod psize(p)]s and V(' <1V > 1+ size)). TI(I') =TI'(I').

2. Ifk, px*tame, psize(p) > 0 and updateTypeInfo T1 1 p size =TT', then V(' € [I,1+size)). TT'(I') =
void x tame and V(I' <1V 1 > 1+ size)). TI(I') =TI'(I').

axiom 2.5 (malloc inversion) If malloc E size = some ((M',S’,TI'),1), then
1. 3M,TI.E = (M, ', TI)

2. baseAddr <INl + size < mazAddr N size > 0

3. V(readMemMeta M I = some d(, ). readMemMeta M' " = some d, )

4. V(U <1Vl > 1+ size). readMemMeta M I’ = none = readMemMeta M’ I’ = none

5

6. V(I <IVvIlU >1+size). TI')=TI'(')

7.

v(
V(I < 1" <1+ size). readMemMeta M 1" = none A readMemMeta M’ I" = some 0(g o)
(
v

<IVU >1+size). TI'(I') = int

axiom 2.6 (writeMem Inversion) 1. If writeMemMeta M ld, .y = some M’, then

(a) readMemMeta M' | = some d )
(b) IfV(" #1). readMemMeta M 1" = d, then readMemMeta M’ | = d
(c) IfVU'. readMemMeta M I = none, then readMemMeta M’ | = none

2. If writeMem M ld = some M’, then

(a) If readMemMeta M | = some d’(b ¢y then readMemMeta M' | = some dpc)
(b) IfV(' #£1). readMemMeta M ' = d, then readMemMeta M’ | = d
(c) IfVU'. readMemMeta M ' = none, then readMemMeta M’ | = none

2.4 well-formed environment



M: TIFg S\

baseAddr < TOP < mazAddr

Y(v,l,a). (v

(TOP <

V(v,l,a). (v

V',

(I + asize(a))) V

(l,a)) € S =
) A
(l,a)) e S =
a). (v — (U,
U

((I + asize(a)) < mazAddr)

a))esS=
(I > (" + asize(a)))

M;TI Fp dpe :a ‘

M;TI Fp d(b,e) :int
M ;TI Fp dpe : axsafe

M;TI Fp dpe @ s*safe

M ;TI Fp dpe :n*safe

M ;TI Fp dp,e : void * safe
M ;TI l_D d(b,e) . p*seq

M;TI }_D d(b,e)

. p*x tame

l_IMM; TI

V(l,d,b,e). readMemMeta M | = d, ) = M ;TI Fp dg,e): TI(1)

> |l>

[I>

> [l

>

M TIFs S (WF-Stack)

true
0)v
(baseAddr < d) A

(d=

( (d+1 < maxAddr)A
(validMem M d) A
(d=

(

o (TI(d) = a))

(ssize(s) > 0)A

(baseAddr < d) A (d + ssize(s) < mazAddr)A

(V(i € [0, ssize(s))).
(validMem M d+i A (T1(d+ 1) = s[i])))
(d = 0)V
(3s. tab n = some sA
(ssize(s) > 0)A

(baseAddr < d) A (d + ssize(s) < mazAddr)A

(V(i € [0, ssize(s))).
(validMem M d +i A (T1(d+ 1) = s[i])))
false
(b=0)Vv
(b 0)
(baseAddr < b < e < mazAddr)A
(V(i € [b,e)).
(validMem M ¢ A (TI(4)
(b=0)V
(b # 0)
(baseAddr < b < e < mazxAddr)A\
(V(i € [b,e)).
(validMem M i A 3¢.T1(i) = g * tame))

by ELM 3 ETI

Far M T1

EM: ETIFg E.S

= pl(i — d) mod psize(p)])))

(WF-MemTT)

Y(v,l,a). (v

(l,a)) € E.S = validMem E.M IANE.TI(l) =

Fg E

Figure 6: Well-formed Environment.

(WF-Env)

(WFD-Int)
(WFD-ASafe)

(WFD-SSafe)

(WFD-NSafe)

(WFD-VSafe)
(WFD-Seq)

(WFD-Tame)



3 Syntax

Syntax:

lhs ::

rhs :

v

xlhs

lhs —, id
lhs —,, id

]

lhs

(a* q)&lhs
rhs + rhs
(a)rhs
(sizeof)a

(a x q¢)malloc rhs

skip
c;c

lhs = rhs

lhs expressions
variable
dereference
struct pos
name pos

rhs expressions
int constant
lhs expression
reference
addition
cast
size
alloc

commands
skip
sequence
assignment

Figure 7: Syntax.
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(vi—(l,a)) €S Fo. a

SFoa (WFL-Var)
Stilhs:axq
St xlhs:a (WFL-Def)

Stilhs:sxq slid] = a
Stk lhs —5id:a

(WFL-StructPos)

Sty lhs:nxq tab n = some s slid] =a
Sty lhs —, id:a

(WFL-NamePos)

S I—;t“me lhs:a

(v—(l,a)) €S Fo a
Sk v:a

(WFLNT-Var)

Stemelhs:sxq  q7#tame  s[id] = a
S |—;mme lhs —, id:a

(WFLNT-StructPos)

Sktame |hsinxq  q+#tame  tabn = some s slid] = a
S Fitame |hs —,, id:a

(WFLNT-NamePos)

S Htame [hs:a

(v (I,void * tame)) € S

S Hame y:void x tame

(WFLT-Var)

S Hiame [hs: s « tame s[id] = void x tame

S l_fam.e lhs —, id:void * tame

(WFLT-StructPos)

S Heme [hs:n « tame tab n = some s s[id] = void * tame

S Ff“me lhs —,, id:void * tame

(WFLT-NamePos)

Figure 8: Well-formed LHS.
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m (WFR—COHSt)

Sty lhs:a

S, lhs-a (WFR-Lbs)

S Hmme lhs:a ., ax*safe

St (axsafe)&lhs:a * safe

(WFR-RefSafe)

S Fitame |hs:q Fo a*seq
St (axseq)&lhs:a* seq

(WFR-RefSeq)

S Hame |hs:a Fo a*tame

Sk, (a+tame)&lhs:a * tame

(WFR-RefTame)

Sk, rhsy:int Sk, rhsy:int
Sk, rhsy +rhsy:int

(WFR-Add)

St,.rhsi:pxq q # safe St rhsy:int
St rhsy +rhse:pxq

(WFR-AddPtr)

Sk, rhs:a a=a
St (a’)rhs:a’

(WFR-Cast)

Fo a
St sizeof(a):int

(WFR-Size)

Sk, rhs:int Fo pxq psize(p) > 0

WFR-Al
Sk, (p* q)malloc rhs:p x q ( oc)

Figure 9: Well-formed RHS.

Sk.c

Sl—ccl Sl_cCQ
Steers e

(WFC-Seq)

Sk lhs:q; Sk, rhs:a, ar = q
St.lhs = rhs

(WFC-Assign)

Figure 10: Well-formed CMD.

12



4 Semantics

Annotation USAGE
dp,e) d with meta (b, e)
dzg 0 d with meta (b, e), id is the name of d’ sub field
slid]ogf the offset s’ sub field id
slid], the type s’ sub field id
Result:
roa= results
ok Suce
l location
(d@p,e), a) data with meta
Abort Abort
OutO fMem OutOfMem
err = errors
Abort Abort
OutO fMem OutOfMem
Figure 11: Result.
dataCast:
from  to assertion
(dpe),p*q) (dp,e),int)
(d(b,e), int) (0(g,0), p * safe) d=0
(dv,e)»int)  (d(0,0),p * seq)

(d(b,e)ap * seq
(d(p,e), p * safe

)

)

)

(d(b,e) s int)
)

)

(d(b,e)7 *)

d(p,e), p * safe)

d(d d+psize(p)), P * Seq) (’U =

(
(
(
Ed(o ,0), D * tame)
(
(

0)V(h£0Ab<d<=

(e — psize(p)))

Assertion:
assert d(j ) a * safe

assert d(p ) a * seq
assert d(j ) a * tame
assert d’éz o) $ * safe
assert d%g,e) 5% seq
assert df‘g ¢) §* tame

> 11> 1> 1> >

Figure 12: Data Cast.

d#0

b#£0Ab<dAd+asize(a) <=e
b#A0Ab<dAd+asize(a) <=e

d#0

b#O0Ab < d+ slid)osy + asize(sid];) <=e
b#O0AND < d+ sfid]ofs + asize(s[id]y) <=e

Figure 13: Assertion.
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Etr/lhs=r1:a

(v— (l,a)) € E.S
ErHiv=1l:a

(Ev-Var)

Erlhs=l:axq readMem E.M [ = some l(b,’e,) assert lzb,’e,) ax*q
EF; xlhs =1":a

(Ev-Def)

Et;lhs=e:a
EF; xlhs = e:ad

(Ev-Def-ErrorProp)

Ebjlhs=l:axq readMem E.M | = some lEb',e') —assert [, ) axq
E by xlhs = Abort:a

(Ev-Def-Abort)

Ebrjlhs = l:s%q readMem E.M | = some [, ., assert l&ﬂl’e,) 5% q
Etlhs —gid = U+ s[id]opy:sid]e

(Ev-StructPos)

Et;lhs=e:a
E;lhs —4id = e:ad

(Ev-StructPos-ErrorProp)

Etrylhs=1:s%q readMem E.M | = some ZZb’,e’) —assert lg)‘f’e,) s*q
E by lhs —4id = Abort:s[id]:

Er/lhs=1l:nxq tab n = some s
readMem E.M [ = some lEb, e assert l@‘f oy S*4

E by lhs —, id = |+ s[id], s : s[id],

(Ev-NamePos)

Et;lhs=e:a
Etr;lhs —, id = e:a

(Ev-NamePos-ErrorProp)

Etrjlhs=1l:nxq tab n = some s
readMem E.M | = some [, ) —assert 122776,) 5% q

EF lhs —,, id = Abort:s[id);

(Ev-NamePos-Abort)

Figure 14: Evaluation LHS.
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Er.rhs=rat, FE

Ev-Const
Et,i= (i), int):int b, B (Ev-Const)

Erilhs=1:a readMemMeta E.M | = some d; )
Et,. lhs = d(b)e),E.TI(l):a, F. E

(Ev-Lhs)

Etr;lhs=e:a
Er,.lhs=>e:d -, E

(Ev-Lhs-ErrorProp)

bo axsafe FE.SH!™ hs:a Etlhs=l:a
E &, (a*safe)&lhs = (l,0),a * safe):a x safe -, E/

(Ev-RefSafe)

F, axsafe FE.S Hmme lhs:a Et;lhs=1:a
EF, (a*seq)&lhs = (1, 1+asize(a)), @ * 5€q):a * seq b E

(Ev-RefSeq)

bo axsafe E.SH""¢[hs:a Et;lhs=l:a
E &, (a*tame)&lhs = (l(1,1+asize(a)), @ * tame):a * tame -, F

(Ev-RefTame)

Et;lhs=e:a
Et,. &lhs = e:d' +,. FE

(Ev-Ref-ErrorProp)

Et,.rhs; = (dl(bl,el),al):int F £ £’ F, rhsy = (d2(b2,eg)a ag):int [ E"
E '\, rhsy +rhsy = (di + da(g,0), int) :int . E”

(Ev-Add)

Et,rhs; = ealt, E'
E &, rhsy +r1hsy = e:ad' -, E’

(Ev-Add-ErrorPropl)

E b, rhs; = (dl(bl,el)a al):int F £’ B F,.rhsy = e:at, E"
Et,. rhs) +rhsy = e:a’ . E"

(Ev-Add-ErrorProp2)

Etprhsy = (di(py e,),01):0%q - B E' = rhsy = (dap,,e,), a2) :int . E”

Ev-AddPt
E by rhsy +rhsy = (di + dy x psize(p) g, o), P * Q) :pxq - E” (Bv )

Etr,.rhs; = e:abt, E
E '+, rhs) +rhsy = e:a’ -, B’

(Ev-AddPtr-ErrorPropl)

Et, rhsy = (digp,,e,),01):p* q b B E' bk, rhsy = e:abt, E"
Et,. rhsy +rhsy = e:e' b, E"

(Ev-AddPtr-ErrorProp2)

Figure 15: Evaluation RHS.
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Etr,.rhs=r:at, FE ‘

Ety rhs = (dgpey, a0):a - E' dataCast d,c) a a' = djy, .\
EF, (a')rhs = (d/(b’,e’)7 ag):a’ . E'

(Ev-Cast)

Ebr,rhs=c:at, E
Et,. (d)rhs = e:a" . E

(Ev-Cast-ErrorProp)

E bt rhs = (dpe),a0):a b E' —~dataCast d ) a o’ = d’(b,,e,)
Et, (a/)rhs = Abort:a" . E'

(Ev-Cast-Abort)

Ev-Si
EF, sizeof(a) = (asize(a) 0. int)rime -, B 07

E 't rhs = (dp,e),a):int =, B d > psize(p) malloc E' d = some (E”,1)

Ev-AllocSaf
E &, (p * safe)malloc rhs = (L), p * safe):p x safe -, (E".M, E".S,updateTypelnfo E”.T1 | p d) (Bv-AllocSafe)

E bt rhs = (dg,e),a):int -, £ malloc E' d = some (E",1)

Ev-AllocS
E k. (px seq)malloc rhs = (I(11+4),p * seq):p * seq b, (E”.M, E".S, updateTypelnfo E".TI [ p d) (Ev-AllocSeq)

E . rhs = (dp.e),a):int =, B malloc E' d = some (E”,1)

Ev-AllocT
E &, (p * tame)malloc rhs = (1 14.q), p * tame):p * tame -, (E”.M, E".S,updateTypelnfo E”.T1 1 p d) (Ev-AllocTame)

Etr.rhs=e:ab,. F
Et, (p*q)mallocrhs = e:a’ . F’

(Ev-Alloc-ErrorProp)

B }_T rhs = (d(bve)’ a) int |_T’ E’ malloc £/ d = none
E &, (p* q@)malloc rhs = Outof Mem:a' I, (E'

(Ev-Alloc-OutofMem)

E 't rhs = (dp,e),a):int =, B d < psize(p)
E . (p x safe)malloc rhs = Abort:a’' -, (E')

(Ev-AllocSafe-Abort)

Figure 16: Evaluation RHS - Con.
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Etr.c=>rk. FE

EF, skip = ok, E (Ev-Skip)

Er.ci =0k, E E'F.co = ok, E"
E'F.c1 5 co = ok b, B

(Ev-Seq)

EF661:>6FCE/
E'tcci;co=eb, B

(Ev-Seq-ErrorPropl)

Et.ci = okt E E'tr.co=eb.B"
E'roci;c0=>eb.E"”

(Ev-Seq-ErrorProp2)

Eb;lhs=1l:pxgq Et.rhs = (dp,e),-):ar Fr B
dataCast dg.e) p * q ar writeMemMeta E'.M ldg, .y = some M"

Et.lhs = rhs = okt. (M",E'.S,E'".TI)

(Ev-Assign-Ptr)

Et;lhs = l:int Etprhs = (dp,e),-):ar Fr B
dataCast d(; ) int a, writeMem E’.M Id = some M"

Et.lhs = rhs = okt. (M",E'.S,E'.TI)

(Ev-Assign-NPtr)

Et;lhs=c:a
Et.lhs = rhs=et. FE

(Ev-Assign-ErrorPropl)

EFlhs=1:a El,rhs=c:a, - E'
Etr,lhs = rhs= ekt . E

(Ev-Assign-ErrorProp2)

Ebjlhs=1:pxq E by rhs = (dp,e),-):ar Fr B —~dataCast d; ey p * q a,
Etr.lhs = rhs = Abortt. E’

(Ev-Assign-Ptr-Abort)

Figure 17: Evaluation CMD.
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5 Properties

Lemma 5.1 (stack invariance)

1. Iftg E, E.St, rhs:a and E+,.rhs = r:at, E', then E.S=FE'.S.
2. Iftgp B, ESt.cand Et+.c=rt.E' then E.S=E'.S.

Proof: Part 1 is by induction on E . rhs = r:a -, E’, part 2 is by induction on E . c=rt. F'.
O

Lemma 5.2 (lhs inversion) Iftg E and E +; lhs = [:a, then validMem E.M | andl # 0OA1l >
base Addr N1 + asize(a) < mazxAddr.

Proof: By induction on E t; lhs = [:a. O

Lemma 5.3 (lhs ptr inversion) Iftg E and E - lhs = [:a, then
1. If a = p x safe, then E.TI(l) = p « safe
2. If a = p=xseq, then E-TI(l) =pxseq

3. If a = px tame, then 3p' . E.TI(l) = p' « tame

Lemma 5.4 (rhs ptr inversion) Ift-g E and E &=, rhs = (d.e),a’):a - E’, then
1. Ifa=px*seqand o’ = int, thenb=e=0o0rd=0=0

If a = px safe, then a’ #int orad’ =int Ad=b=0

If a =pxtame, a’ =p' *xq¢ and ¢’ # tame, thenb=¢e¢=0

If a = px*tame, a’ = int, thenb=e =0

Ifa=pxsafe, ' =p' +xseq, thend=00orb#0Ab<d < e—psize(p)

If a = px safe, a’ = p’ *x tame, then d = 0.

If a =pxseq, a =p *tame, thend=0 orb=e=0.

ST S A T S R

Ifa=pxsafe, ' =p' *seq, thend=b=e=0 ord=>bAe=>b+ psize(p).
Lemma 5.5 (rhs inversion) If Fg E and E &, rhs = (dpe),a’):a = E', then E'.M ;E"TI Fp
dpey - a'.

Proof: By lhs ptr inversion 5.3, rhs ptr inversion 5.4. O

Theorem 5.1 (rhs well-formed environment invariance) Iftp E, E.St+, rhs:a and EtF,. rhs = r:a b, F’,
then g E'.

Proof: By induction on E b, rhs = r:at, E’, other cases are trivial except Ev-AllocSafe, Ev-
AllocSeq and Ev-AllocTame.

1. Ev-AllocSafe: E b rhs = (dg,e),a):int -, £’ and malloc £’ d = some (E",1).
t.s. WFEnv(E".M, E".S, updateTypelnfo E”.TI | p d). It is sufficient to show

(a) E”.M ; updateTypelnfo E”.TIlpdtgs E”.S: By malloc inversion 2.5 and updateTypelnfo
inversion 2.4.
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(b) bar E”.M ; updateTypelnfo E”.T1 [ p d: By definition, it is to show
v(',d b, e). readMemMeta E”.M I' = déb,’e,) = E".M ;updateTypelnfo E”".TIlpd +p
d' (v ery : (updateTypelnfo E”.TT 1 p d)(I').

i. ! > I+dVvl’ < I: By updateTypelnfo inversion 2.4, E”.TI(I') = (updateTypelnfo E”.TI I p d)(I').
By destruct E”.TI(l'), each case is by malloc inversion 2.5 and updateTypelnfo inversion
2.4.

ii. I <1’ <1+ d: By malloc inversion 2.5 and updateTypelnfo inversion 2.4.

2. Ev-AllocSeq,Ev-AllocTame: similar to Ev-AllocSafe.

O

Theorem 5.2 (cmd well-formed environment invariance) Ift-g E, E.St.cand Et.c=rbk. F,
then g E'.

Proof: By induction on Et.c=rt. E,
1. Ev-Assign-Ptr: By rhs inversion 5.5.

2. others: immediate.

O

Theorem 5.3 (lhs progress) If tg E and E.S +; lhs:a, then 3.E F; lhs = l:a or E - lhs =
Abort:a .

Proof: By induction on E.S I lhs:a,
1. WFL-Var: Immediate.

2. WFL-Def: E.S ; lhsg:ag *x g with lhs = xlhsy and a = aq.
t.s. E.St; xlhsg:ag.
By IH,

a 1 lhsg = 1 ap : s inversion 5.2, we have readMemMeta F. = some l/,, ,y. The
EFlh l By lhs i ion 5.2 h dMemMeta E.M 1 Uy ey Th
result follows by that assert ZZb’ ¢y @0 * ¢ is decidable.

(b) EFylhsg = Abort:ap : Immediate by Ev-Def-ErrorProp.
3. WFL-StructPos and WFL-NamePos: similar to Case WFL-Def.

O

Theorem 5.4 (rhs progress) Iftp E and E.S &, rhs:a, then 3(dg ), a’), E'.E & rhs = (dg.e),a’):
at, E' orAE',a' .Et, rhs = OutofMem:ad' . E' or 3E,d’ .E &, rhs = Abort:a’ -, E'.

Proof: By induction on E.S I, rhs:a,
1. WFR-Const: Immediate.
2. WFR-Lhs: E.S t; lhs:a with rhs = lhs and a = a. By lhs progress 5.3,

(a) E by lhs = l:a : By lhs inversion 5.2, we have readMemMeta E.M | = some lzb, ¢y The
result follows by Ev-Lhs.

(b) E 'ty lhs = Abort:a : Immediate by Ev-Lhs-ErrorProp.

3. WFR-Ref-Safe: E F!%"¢ [hs:a’ with rhs = &lhs and a = a’ * safe. We have E I, lhs:a’ because
Ejteme [hs:a’ = E + lhs:a’. By lhs progress 5.3.

4. WFR-Ref-Seq: similar to Ev-Ref-Safe.
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5. WFR-Ref-Tame: similar to Ev-Ref-Safe, but by E H“™¢ [hs:a’ = E - lhs:d'.

6. WFR-Add: Sk, rhs;:int and S k. rhso :int with rhs = rhs; + rhsy and a = int. By IH of
rhsy,

(a) Bty rhsy = (dp,e),a’):a -, E': By rhs well-formed environment invariance 5.1, - E’. By
stack invariance 5.1, E.S = E’.S. The desired result is by ITH of rhss.
(b) else: By Ev-Add-ErrorPropl.

7. WFR-AddPtr: similar to Case WFR-Add.
8. WFR-Cast: St rhs’:a’ with rhs = (a)rhs’ and a = a. By IH,
(a) Ebprhs’ = (dpe),a”):a’ b, E': If dataCast d; ) a’ a holds, then the result is by Ev-Cast,
else it is by Ev-Cast-Abort.
(b) else: By Ev-Cast-ErrorProp.

9. WFR-Size: Immediate.
10. WFR-Alloc:S F,. rhs’:int with rhs = (p * ¢)malloc rhs’ and a = p x q. By IH,

(a) Etprhs’ = (dp,e),a):int . E":

i. malloc E' d = some (E",l): If ¢ # safe, then the result is by Ev-Alloc-Seq and Ev-
Alloc-Tame. Otherwise, if d > psize(p), the result is by Ev-Alloc-Safe, else by Ev-Alloc-
SafeAbort.

ii. malloc E’ d = none:By Ev-Alloc-OutofMem.
(b) else: By Ev-Alloc-ErrorProp.

O

Theorem 5.5 (cmd progress) Iftgp E and E.S . ¢, then AE'.E+.c= ok, E' or AE'.Et.c =
OutofMem . E' or 3E.E . ¢ = Abort . E'.

Proof: By induction on E.S k. ¢,
1. WFC-Skip: Immediate.
2. WFC-Seq: St c; and S+, co with ¢ =¢1 ; ¢o. By IH of ¢y,
(a) Etec1 = ok . E': By cnd well-formed environment invariance 5.2, WFEnvE’. By stack

invariance 5.1, £.S = E’.S. The desired result is by IH of cs.
(b) else: By Ev-Seq-ErrorPropl.

3. WFC-Assign: Sty lhs:a;, S+, rhs:a, and a, = a; where ¢ =lhs = rhs. By lhs progress 5.3,

(a) EF;lhs = l:a;: By rhs progress 5.4,
i. Ebyrhs = (dp,e,a)):a-E"

A. a = int : By lhs inversion 5.2, writeMem E’.M Id = some M". In case, dataCast d(; ) int a,
holds. The result is by Ev-Assign-NPtr.

B. a = p*q : By lhs inversion 5.2, writeMemMeta F’.M [d(b,e) = some M". In case,
the result is by the decidability of dataCast d(y ) p * q ar

ii. else: By Ev-Assign-ErrorProp2.
(b) else: By Ev-Assign-ErrorPropl.
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A Notational Conventions

TEXT USAGE

a atomic type

b base

C command

d value

e end

err error

E Environment

i int constant

id identity

1 location

lhs left hand side expression
rhs right hand side expression
M Memory

n named struct

P pointer type

q qualifier

r result

S anonymous struct
S Stack

t type

TI Type Information
v variable
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