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Motivation

° ProoF~carr3i ng, code (“Syntactic approach”}

s P \

Machine code
with sa{:etg Proomc

safe(M, SP)




Sgntactic APProach: HES .

o Three Pieces
VP, 7,M. (F P: 7 and P = M) — safe(M, SP)

VilRe Ty VB (B P imand Pe=s- )
— (A7, M. |+ step(P) : 7’ and step(P) = M")

Py : 70 and Py = M,



| Need for Soundness Proot

VB e (B ok and YEEE T 18
— (37", M'. |+ step(P) : 7’ and step(P) = M’)

* Given P, need to know that step(P)
exists, and that step(P) : 7’

(Stanciarcl ‘Progress’ and ‘Preservation’

lemmas O]C SOUI’ICZIHCSS PFOOF)



TgPecl AssemHg Language _

» Noterm level variables
* Several Prototgpes:
* Recursive types
- Simple Polgmorpl’)ism
) F’olgmorplﬁism with regjons,

capabmﬂes



TAL Example

(types) FR=: = b o - LT | 8.0
(code types) Ot =tndiaicl o (registers) R e T | e e
ReGister jiletypeleLe = {T0RG g ot (ints, addresses) i, f:=0]|1|2]...
(type context) Va8 Ty o T [ e (word values) v u=1i| f | v[7]
(type list) e (register file) R :={0—uvy,...,r7—uv7}
instructions peradder sy i Faddinr et subs g by, e S UB e e

nstructi dd ddi | sub bi '

| mov rg,rs | movi rg,i | movf ry, f | bgti rs, i, f[7] | tapp rq[7]

(instr sequences) I == ;1 |jd f[T] | jmp r
(code values) ¢ = codeo. ]

N {fO'_)C()v"'akack‘}

(code heap) &
(program) PN C e



What didrn’t work
* In Coq, of course, full HOAS

> lmPreclicati\/c inductive definition
(cleﬁnitions g0 through, but can’t reason on it)

Inductive €2 : Kind :=snat : Nat— (2

sbool : Bool — (2

— 1 NQ—=0-=Q

tup :Nat— (Nat—Q)—Q
Vkind : 1k :Kind. (k— Q) —
Fking : [k :Kind. (k— Q) —Q

Shao, etal. Tgpc System for Certified Binaries

o Didr’t want any axioms, so no weak HOAS

= Ee =t - e —;



SRR e

° Lazg hack...
) ‘Loca”gmamek:ss’ first order encoding
o Closed terms use de Bruijn encoding

‘& Free variables => metalevel variables

D Néat SUbStitUtiOﬂ ClC‘ﬁﬂitiOﬂ (thanks to Valerg Trifonov)



Results

& No variable contexts, ‘var’ terms
& No reasoningon substitution itself

o For either tHPC sounclncss, or any
e Procncs

* Working with Procncs, generating terms

messg



Example

Ti= e TR VAT

» Encode with two inductive definitions

® One rePresenting terms with free

variables as de Bruijn indices

o One with no exl:)licit variables



Example: Sgﬂtax Encoding

Inductive type : Set :=
| top : type
| arrow : type -> type -> type
| bind : ttype 1 -> type.

7= al|T|m—mn|VYar

Inductive ttype : nat -> Set :=
' | tvar : forall 1, ttype (S 1)
| t1lift : forall 1, ttype 1 -> ttype (S 1)

| ttop : ttype 0
| tarrow : forall 1, ttype 1 -> ttype 1 -> ttype 1
| tbind : forall 1, ttype (S 1) -> ttype 1.



Substitution

Fixpoint subst_aux (i:nat) (t:ttype 1) {struct t}
: forall j, 1=(S j) -> ttype j -> ttype j :=
match t in (ttype 1)
return (forall j, 1=S j -> ttype j -> ttype j) with
| tvar n => fun j _ e => e
Eatlifton’ the=> FUun e BES n=S )
=> eq_rec n _ t' j (myeqaddS n j D)
| ttop =>hun S EERE0ESE )<y = 0SS Eeet = opeP
| tarrow n t1l t2 => fun j (D:n=S j) e
=> tarrow j (subst_aux n t1 j D e)
(subst_aux n t2 j D e)
| tbind n t' => fun j (D:n=S j) e
=> tbind j (subst_aux (S n) t' (S j) (eq_S _ _ D)
(tlift j e))
end.



Notes on Substitution

« Substitution onlg defined for outermost

variable... it’s all we needed in Practic:e

° Depenclent Parameter tracks number of

free variables

) Magbe not useful other than as an

exercise

* Would Complica’te any reasoning



Between Representations

Fixpoint unlift_aux 1 (t:ttype 1) {struct t} : 0=1 -> type :=
match t in (ttype 1) return (0=1 -> type) with

| tvar n => fun D == 0_S_set _ nD
tlift n _ = fun D => 0_S_set _ n D
ttop == SERtinSss . => top

I
I
| tarrow n t1 t2 => fun D => arrow (unlift_aux n t1 D) (unlift_aux n t:
| tbind n t' => fun D => bind (eqg_rec n (fun n => ttype (S n)) t' 0 (s
end.
Definition unlift : ttype 0 -> type
:= fun t => unlift_aux 0 t (refl_equal 0).

Fixpoint 1ift (t:type) : ttype 0 :=
match t with
| top => ttop
| arrow t1 t2 => tarrow @ (lift t1) (lift t2)
Fibind £ '=> tbind@ t'
end.



TOP~|C\/€| Substitution

Definition subst : ttype 1 -> type -> type :=
fun t e => unlift (subst_aux _ t _ (refl_equal 1) (lift e)).



Tgping Rules

Noaids e wn
A F all a.e: Va.r

A F all a.e: Va.r

Av e Callfexets s miE Lo



Encoding Tgping Rules

Inductive typeof : exp -> type -> Prop :=

| wf_all : forall (e:exp) (t:ttype 1),
(forall a, typeof e (subst t a)) ->
typeof (all e) (bind t)

R

| wf_tapp : forall (e:exp) (t':type) (t:ttype 1),
typeof (all e) (bind t) ->
typeof (tapp (all e) t') (subst t t')

1n evaluation rules:
tapp (all e) t' ==> e

77€stog@ihergbrF%eserwaﬁonlennnan.



Notes: Typing Rules

) Loca”gmamclcss does not eliminate

environments from encoding, N general

* In TAL, because there are no term level

_variables, there is no‘clﬁing in the rules

ike: N
* More complex tgpe level would not be as

clean? (e.g. substitution under binders)



More Complex TAL

(kinds) k = Type|Rgn | Cap

(constructors) G e g A
(types) T u=a|int|ghandle | (r, x 7,) at g| V[A](A,T) | pa.7
(regions) i a0
(capabilities) A :=c|0|{g'}|{gt}| A DA |A

(con. contexts) Av:— A e ] A e<CA

(reqister file types) I' == {r0:7,...,r7:7}

(region types) [P T B

(memory types) VI e R B e s VD B



RgnTAL Term Level

(
(
(
(
(
(
(

(i

(
(
(
(

user registers)

word values)

data heap values)
heap region)

data memory)

instructions)

instr. sequences)

code heap values)

code memory)

program)

iyt | R e

e =0 el B WS T

v u==1i|vl| f|handle (v)|v|[d |foldvasT
R :={r0— vg,...,r7 — v7}

T R

H :={lg— hg,...,l,— h,}

D a=dvp trHy, o vty —rHa)

- nladdir s ataddir s SUb e et e e b e
| mov 74,7 | movirg,i | movfry, f|Idrg rs(i)
| stra(i), rs | bgtrs, 7o, f| bgtirs, i, f| tapp r[c]
| fold r[7] | unfold r

=i T |jd f|jmp

::= code [A](A,T).1 | stub [A](A,T).0

Rl |—>EO,...,fnl—>ﬁn}
= Va2 [

o G ey



Inductive type :

. type
thandle :

Caveat

¢ No reasoning needed about substitution for

Proo?s, but actua”g Proclucing tgping

derivation requires ec]ualitg reasoning

* Can’tmix encocling stgles

tint

tpair
tabsr
tabst

Set :=

rgn -> type

. type -> type -> rgn -> type
: (rgn -> type) -> type
: (ttype 1) -> type

(*
(*
(*
(*
(*

int *)

p handle *)

s 2 atp s
\/ p:Rgn. t *)
\/ t:Type. t' *)



Conclusion

* Loca”gmameless (inclepenclentlg
cliscoverecb Provicles ‘non~-intrusive’

treatment of bincling constructs
. Muclq boilerplatc code

o Parameterized definition of de Bruijn
terms fun but complicate reasoning it it

WEI'C ﬂCCClCCl

T



Thank 9ou!

nadeem@acm.org



