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Abstract

Strategic network formation arises in settings where agents receive some benefit from their
connectedness to other agents, but also incur costs for forming these links. We consider a new
network formation game that incorporates an adversarial attack, as well as immunization or
protection against the attack. An agent’s network benefit is the expected size of her connected
component post-attack, and agents may also choose to immunize themselves from attack at some
additional cost. Our framework can be viewed as a stylized model of settings where reachability
rather than centrality is the primary interest (as in many technological networks such as the
Internet), and vertices may be vulnerable to attacks (such as viruses), but may also reduce risk
via potentially costly measures (such as an anti-virus software).

The reachability network benefit model has been studied in the setting without attack or
immunization [4], where it is known that the set of equilibrium networks is the empty graph as
well as any tree. We show that the introduction of attack and immunization changes the game
in dramatic ways; in particular, many new equilibrium topologies emerge, some more sparse and
some more dense than trees. Our interests include the characterization of equilibrium graphs,
and the social welfare costs of attack and immunization.

Our main theoretical contributions include a strong bound on the edge density at equilibrium.
In particular, we show that under a very mild assumption on the adversary’s attack model, every
equilibrium network contains at most only 2n — 4 edges for n > 4, where n denotes the number
of agents and this upper bound is tight. This demonstrates that despite permitting topologies
denser than trees, the amount of “over-building” introduced by attack and immunization is
sharply limited. We also show that social welfare does not significantly erode: every non-trivial
equilibrium in our model with respect to several adversarial attack models asymptotically has
social welfare at least as that of any equilibrium in the original attack-free model.

We complement our sharp theoretical results with simulations demonstrating fast conver-
gence of a bounded rationality dynamic, swapstable best response, which generalizes linkstable
best response but is considerably more powerful in our model. The simulations further elucidate
the wide variety of asymmetric equilibria possible and demonstrate topological consequences of
the dynamics, including heavy-tailed degree distributions arising from immunization. Finally,
we report on a behavioral experiment on our game with over 100 participants, where despite
the complexity of the game, the resulting network was surprisingly close to equilibrium.

1 Introduction

In network formation games, distributed and strategic agents receive some benefit from their
connectedness to others, but also incur some cost for forming these links. Much research in this
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area [41[6] 9] studies the structure of equilibrium networks formed as the result of various choices
for the network benefit function, as well as the social welfare in equilibria. In many network
formation games, the costs incurred from forming links are direct: each edge costs Cg > 0 for
an agent to purchase. Recently, motivated by scenarios as diverse as financial crises, terrorism
and technological vulnerability, games with indirect connectivity costs have been considered: an
agent’s connections expose her to negative, contagious shocks the network might endure.

We begin with the simple and well-studied reachability network formation game [4], in which
players purchase links to each other, and enjoy a network benefit equal to the size of their con-
nected component in the collectively formed graph. We modify this model by introducing an
adversary who is allowed to examine the network, and choose a single vertex or player to attack.
This attack then spreads throughout the entire connected component of the originally attacked
vertex, destroying all of these vertices. Crucially however, players also have the option of pur-
chasing immaunization against attack. Thus the attack spreads only to those non-immunized (or
vulnerable) vertices reachable from the originally attacked vertex. We examine several natural
adversarial attacks such as an adversary that seeks to maximize destruction, an adversary that
randomly selects a vertex for the start of infection and an adversary that seeks to minimize the
social welfare of the network post-attack to name a few. A player’s overall payoff is thus the
expected size of her post-attack component, minus her edge and immunization expendituresﬂ

Our game can be viewed as a stylized model for settings where reachability rather than
centrality is the primary interest in joining a network vulnerable to adversarial attack. Exam-
ples include technological networks such as the Internet, where packet transmission times are
sufficiently low that being “central” [9] or a “hub” [6] is less of a concern, but in the presence
of attacks such as viruses or DDoS, mere reachability may be compromised. Parties may reduce
risks via costly measures such as anti-virus. In a financial setting, vertices might represent banks
and edges credit/debt agreements. The introduction of an attractive but extremely risky asset
is a threat or attack on the network that naturally seeks its largest accessible market, but can
be mitigated by individual institutions adopting balance sheet requirements or leverage restric-
tions. In a biological setting, vertices could represent humans, and edges physical proximity
or contact. The attack could be an actual biological virus that randomly infects an individual
and spreads by physical contact through the network; again, individuals may have the option of
immunization. While our simplified model is obviously not directly applicable to any of these
examples in detail, we do believe our results provide some high-level insights about the strategic
tensions in such scenarios. See Section [§] for discussion of some variants of our model.

Immunization against attack has recently been studied in games played on a network where
risk of contagious shocks are present [7] but only in the setting in which the network is first
designed by a centralized party, after which agents make individual immunization decisions. We
endogenize both these aspects, which leads to a model incomparable to this earlier work.

The original reachability game [4] permitted a sharp and simple characterization of all equi-
librium networks: any tree as well as the empty graph. We demonstrate that once attack and
immunization are introduced, the set of possible equilibria becomes considerably more complex,
including networks that contain multiple cycles, as well as others which are disconnected but
nonempty. This diversity of equilibrium topologies leads to our primary questions of interest:
How dense can equilibria become? In particular, does the presence of the attacker encourage
the creation of massive redundancy of connectivity? Moreover, does the introduction of attack
and immunization result in dramatically lower social welfare compared to the original game?

Our Results and Techniques The main theoretical contributions of this work are to show
that our game still exhibits edge sparsity at equilibrium, and has high social welfare properties
despite the presence of attacks. First we show that under a very mild assumption on the
adversary’s attack model, the equilibrium networks with n > 4 players have at most 2n — 4

!The spread of the initial attack to reachable non-immunized vertices is deterministic in our model, and the
protection of immunized vertices is absolute. It is also natural to consider relaxations such as probabilistic attack
spreading and imperfect immunization, as well as generalizations such as multiple initial attack vertices. See Section
for a discussion. However, as we shall see, even the basic model we study here exhibits substantial complexity.



edges, fewer than twice as many edges as any nonempty equilibria of the original reachability
game without attack. We prove this by introducing an abstract representation of the network
and use tools from extremal graph theory to upper bound the resources globally invested by the
players to mitigate connectivity disruptions due to any attack, obtaining our sparsity result.

We then show that with respect to several adversarial attack models, in any equilibrium with
at least one edge and one immunized vertex, the resulting network is connected. These results
imply that any new equilibrium network (i.e. one which was not an equilibrium of the original
reachability game) is either a sparse but connected graph, or is a forest of unimmunized vertices.
The latter occurs only in the rather unnatural case where the cost of immunization or edges
grows with the population size, and in the former case we further show the social welfare is at
least n? — O(ns/ 3), which is asymptotically the maximum possible with a polynomial rate of
convergence. These results provide us with a complete picture of social welfare in our model. We
show the welfare lower bound by first proving any equilibrium network with both immunization
and an edge is connected, then showing that there cannot be many targeted vertices who are
critical for global connectivity, where critical is defined formally in terms of both the vertex’s
probability of attack and the size of the components remaining after the attack. Thus players
myopically optimizing their own utility create highly resilient networks in presence of attack.

We complement our theory with simulations demonstrating fast and general convergence
of swapstable best response, a type of limited best response which generalizes linkstable best
response but is much more powerful in our game. The simulations provide a dynamic counterpart
to our static equilibrium characterizations and illustrate a number of interesting further features
of equilibria, such as heavy-tailed degree distributions.

We conclude by reporting on a behavioral experiment on our network formation game with
over 100 participants, where despite the complexity of the game, the resulting network was
surprisingly close to equilibrium and echoes many of the theoretical and simulation analyses.

Organization We formally present our model and review some related work in Section [
In Section |3| we briefly describe some interesting topologies that arise as equilibria in our model
illustrating the richness of the solution space. We present our sparsity result and lower bound on
welfare in Sections[and[5] respectively. Sections[6land[7]describe our simulations and behavioral
experiment, respectively. We conclude with some directions for future work in Section [§]

2 Model

We assume the n vertices of a graph (network) correspond to individual players. Each player
has the choice to purchase edges to other players at a cost of Cg > 0 per edge. Each player
additionally decides whether to immunize herself at a cost of C; > 0 or remain vulnerable.

A (pure) strategy for player i (denoted by s;) is a pair consisting of the subset of players
1 purchased an edge to and her immunization choice. Formally, we denote the subset of edges
which ¢ buys an edge to as x; C {1,...,n}, and the binary variable y; € {0,1} as her immu-
nization choice (y; = 1 when ¢ immunizes). Then s; = (z;,y;). We assume that edge purchases
are unilateral i.e. players do not need approval or reciprocation in order to purchase an edge to
another but that the connectivity benefits and risks are bilateral. We restrict our attention to
pure strategy equilibria and our results show they exist and are structurally diverse.

Let s = (s1,...,8,) denote the strategy profile for all the players. Fixing s, the set of edges
purchased by all the players induces an undirected graph and the set of immunization decisions
forms a bipartition of the vertices. We denote a game state as a pair (G,Z), where G = (V, E)
is the undirected graph induced by the edges purchased by the players and Z C V is the set
of players who decide to immunize. We use the notation & = V' \ Z to denote the vulnerable
vertices i.e. the players who decide not to immunize. We refer to a subset of vertices of U
as a vulnerable region if they form a maximally connected component. We denote the set of
vulnerable regions by V = {Vy,...,Vi} where each V; is a vulnerable region.

Fixing a game state (G, Z), the adversary inspects the formed network and the immunization
pattern and chooses to attack some vertex. If the adversary attacks a vulnerable vertex v € U,



then the attack starts at v and spreads, killing v and any other vulnerable vertices reachable
from v. Immunized vertices act as “firewalls” through which the attack cannot spread. We point
out that in this work we restrict the adversary to only pick one seed to start the attack.

More precisely, the adversary is specified by a function that defines a probability distribution
over vulnerable regions. We refer to a vulnerable region with non-zero probability of attack as
a targeted region and the vulnerable vertices inside of a targeted region as targeted vertices. We
denote the targeted regions by T = {71, ..., Ty} where each 7' € T denotes a targeted regionﬂ

T = () corresponds to the adversary making no attack, so player i’s utility (or payoff) is equal
to the size of her connected component minus her expenses (edge purchases and immunization).
When |T] > 0, then player’s i expected utility (fixing a game state) is equal to the expected
size of her connected componentﬂ less her expenditures, where the expectation is taken over the
adversary’s choice of attack (a distribution on 7). Formally, let Pr[7”’] denote the probability of
attack to targeted region 7’ and CC;(T") the size of the connected component of player ¢ post-
attack to 7’. Then the expected utility of 4 in strategy profile s denoted by u;(s) is precisely

wi(s) = (Pr [T'] CC; (T/)) ~ |2:|Cx — yiCr.
TeT
We refer to the sum of expected utilities of all the players playing s as the (social) welfare of s.
Examples of Adversaries We highlight several natural adversaries that fit into our framework.
We begin with a natural adversary whose goal is to maximize the number of agents killed.

Definition 1. The maximum carnage adversary attacks the vulnerable region of mazimum size.
If there are multiple such regions, the adversary picks one of them uniformly at random. Once
a targeted region is selected for the attack, the adversary selects a vertex inside of that region
uniformly at random to start the attack.

Then a targeted region with respect to a maximum carnage adversary is a vulnerable region of
maximum size and the adversary defines a uniform distribution over such regions (see Figure|l)).
We now introduce another natural but less sophisticated adversary which starts an attack by
picking a vulnerable vertex at random.

Figure 1: Blue and red vertices denote Z and U, respectively. The

Vi v Vs probability of attack to the vulnerable regions denoted by Vi, Vs and
’ V3 (in that order) for each adversary are as follows. maximum carnage:
0.5, 0, 0.5; random attack: 0.4, 0.2, 0.4; maximum disruption: 0, 1, 0.

Definition 2. The random attack adversary attacks a vulnerable vertex uniformly at random.

So every vulnerable vertex is targeted with respect to the random attack adversary and the
adversary induces a distribution over targeted regions such that the probability of attack to
a targeted region is proportional to its size (see Figure . Lastly, we define another natural
adversary whose goal is to minimize the post-attack social welfare.

Definition 3. The maximum disruption adversary attacks the vulnerable region which mini-
mizes the post-attack social welfare. If there are multiple such regions, the adversary picks one
of them uniformly at random. Once a targeted region is selected for the attack, the adversary
selects a vertex inside of that region uniformly at random to start the attack.

This adversary only attacks those vulnerable regions which minimize the post-attack welfare
and the adversary defines a uniform distribution over such regions (again see Figure [1)).
Equilibrium Concepts We analyze the networks formed in our game under two types of
equilibria. We model each of the n players as strategic agents who choose deterministically
which edges to purchase and whether or not to immunize, knowing the exogenous behavior of
the adversary defined as above. We say a strategy profile s is a pure-strategy Nash equilibrium

2Since every targeted region is vulnerable, the index k' < k in the definition of T (see k in the definition of V).
3The size of the connected component of a vertex is defined to be zero in the event she is killed.



(Nash equilibrium for short) if, for any player 7, fixing the behavior of the other players to be
s_;, the expected utility for ¢ cannot strictly increase playing any action s over s;.

In addition to Nash, we study another equilibrium concept that is closely related to linkstable
equilibrium (see e.g. [5]), a bounded-rationality generalization of Nash. We refer to this concept
as swapstable equilibriumﬂ A strategy profile is a swapstable equilibrium if no individual agent’s
expected utility (fixing other agent’s strategies) can strictly improve under any of the following
swap deviations: (1) Dropping any single purchased edge, (2) Purchasing any single unpurchased
edge, (3) Dropping any single purchased edge and purchasing any single unpurchased edge, (4)
Making any one of the deviations above, and also changing the immunization status.

The first two deviations correspond to the standard linkstability. The third permits the more
powerful swapping of one purchased edge for another. The last additionally allows reversing
immunization status. Our interest in swapstable networks derives from the fact that while
they only consider “simple” or “local” deviation rules, they share several properties with Nash
networks that linkstable networks do not. In that sense, swapstability is a bounded rationality
concept that moves us closer to full Nash. Intuitively, in our game (and in many of our proofs),
we exploit the fact that if a player is connected to some other set of vertices via an edge
to a targeted vertex, and that set also contains an immune vertex, the player would prefer
to connect to the immune vertex instead. This deviation involves a swap not just a single
addition or deletion. It is worth mentioning explicitly that by definition every Nash equilibrium
is a swapstable equilibrium and every swapstable equilibrium is a linkstable equilibrium. The
reverse of none of these statements are true in our game. See Appendix [A] for more details.
We also point out that the set of equilibrium networks with respect to adversaries defined in
Definitions and [3] are disjoint. See Appendix [B] for more details.

2.1 Related Work

Our paper is a contribution to the study of strategic network design and defense. This prob-
lem has been extensively studied in economics, electrical engineering, and computer science
(see e.g. [1l 2| M1l 23]). Most of the existing work takes the network as given and examines
optimal security choices (see e.g. [3], [8 13l [I7, 20]). To the best of our knowledge, our paper
offers the first model in which both links and defense (immunization) are chosen by the players.
Combining linking and immunization within a common framework yields new insights. We
start with a discussion of the network formation literature. In a setting with no attack, our
model reduces to the original model of one-sided reachability network formation of Bala and
Goyal [4]. They showed that a Nash equilibrium network is either a tree or an empty network. By
contrast, we show that in the presence of a security threat, Nash networks exhibit very different
properties: both networks containing cycles and partially connected networks can emerge in
equilibrium. Moreover, we show that while networks may contain cycles, they are sparse (we
provide a tight upper bound on the number of links in any equilibrium network of our game).
Regarding security, a recent paper by Cerdeiro et al. [7] studies optimal design of networks
in a setting where players make immunization choices against a maximum carnage adversary
but the network design is given. They show that an optimal network is either a hub-spoke or a
network containing k-critical VerticesE| or a partially connected network (observe that a k-critical
vertex can secure n — k vertices by immunization). Our analysis extends this work by showing
that there is a pressure toward the emergence of k-critical vertices even when linking is decen-
tralized. We also contribute to the study of welfare costs of decentralization. Cerdeiro et al.
[7] show that the Price of Anarchy (PoA) is bounded, when the network is centrally designed
while immunization is decentralized (their welfare measure includes the edge expenditures of
the planner). By contrast, we show that the PoA is unbounded when both decisions are decen-
tralized. Although we also show that non-trivial equilibrium networks with respect to various
adversaries have a PoA very near 1. This highlights the key role of linking and resonates with

4 This equilibrium concept was first introduced by Lenzner [21] under the name greedy equilibrium.
SVertex v is k-critical in a connected network if the size of the largest connected component after removing v is k.



the original results on the PoA in the context of pure network formation games (see e.g. [10]).

Recently Blume et al. [6] study network formation where new links generate direct (but not
reachability) benefits, infection can flow through paths of connections and immunization is not a
choice. They demonstrate a fundamental tension between socially optimal and stable networks:
the former lie just below a linking threshold that keeps contagion under check, while the latter
admit linking just above this threshold, leading to extensive contagion and very low payoffs.

Furthermore, Kliemann [I9] introduced a reachability network formation game with attacks
but without defense. In their model, the attack also happens after the network is formed
and the adversary destroys exactly one link in the network (with no spread) according to a
probability distribution over links that can depend on the structure of the network. They show
equilibrium networks in their model are chord-free and hence sparse. We also show an abstract
representation of equilibrium networks in our model corresponds to chord-free graphs and then
use this observation to prove sparsity. While both models lead to chord-free graphs in equilibria,
the analysis of why these graphs are chord-free is quite different. In their model, the deletion
of a single link destroys at most one path between any pair of vertices. So if there were two
edge-disjoint paths between any pairs of vertices, they will certainly remain connected after any
attack. In our model the adversary attacks a vertex and the attack can spread and delete many
links. This leads to a more delicate analysis. The welfare analysis is also quite different, since
the deletion of an edge can cause a network to have at most two connected components, while
the deletion of (one or more) vertices might lead to many connected components.

Finally, very recently, Thde et al. [T4] studied the complexity of computing Nash best response
for our game with respect to the maximum carnage and random attack adversaries.

3 Diversity of Equilibrium Networks

In contrast to the original reachability network formation game [4], our game exhibits equilibrium
networks which contain cycles, as well as non-empty graphs which are not connectedﬁ Figure
gives several examples of specific Nash equilibrium networks with respect to the maximum
carnage adversary for small populations, each of which is representative of a broad family of
equilibria for large populations and a range of values for Cg and C7 as formalized in Appendix@”ﬂ
These examples show that the tight characterization of the reachability game, where equilibrium
networks are either empty graph or trees, fails to hold for our more general gameﬂ However, in
the following sections, we show that an approximate version of this characterization continues
to hold for several adversaries.

S

Figure 2: Examples of equilibria with respect to the maximum carnage adversary: Forest equilib-
rium, Cg = 1 and C1 = 9; (2b) cycle equilibrium, Cg = 1.5 and C| = 3; 4-petal flower equilibrium,
Cg = 0.1 and C1 = 3, (2d) Complete bipartite equilibrium, Cg = 0.1 and Ct = 4.

On the one hand, examples in Figure [2]show that equilibrium networks can be denser in our
game compared to the non-attack reachability game. It is thus natural to ask just how dense they

5See Appendix |C| for more details on the original reachability network formation game.

"Throughout we represent immunized and vulnerable vertices as blue and red, respectively. Although we treat
the networks as undirected graphs (since the connectivity benefits and risks are bilateral), we use directed edges in
some figures to denote which player purchased the edge e.g. ¢ — j means that ¢ has purchased an edge to j. Finally,
we use the maximum carnage adversary in many of our illustrations throughout because both the adversary’s choice
of attack and verifying certain properties are the easiest in this model compared to other natural models of Section

8The empty graph and trees can also form at equilibrium in our game.



can be. In Section |4} we prove that (under a mild assumption on the adversary) the equilibria
of our game cannot contain more than 2n — 4 edges when n > 4. So while these networks can be
denser than trees, they remain quite sparse, and thus the threat of attack does not result in too
much “over-building” or redundancy of connectivity at equilibrium. Our density upper bound
is tight, as the generalized complete bipartite graph in Figure 2d] has exactly 2n — 4 edges.

On the other hand, the examples also show that equilibrium networks can be disconnected
(even before the attack) and this might raise concerns regarding the welfare compared to the
reachability game. In Section [5] we show that for several adversarial attacks, all equilibria in our
game which contain at least one edge and at least one immunized vertex (and are thus non-trivial
in the sense that are different than any equilibrium of the reachability game without attack) are
connected and have immunization patterns such that even after the attack the network remains
highly connected. This allows us to prove that such equilibria in fact enjoy very good welfare.

4 Sparsity

We show that despite the existence of equilibria containing cycles as shown in Section [3] under a
very mild restriction on the adversary, any (Nash, swapstable or linkstable) equilibrium network
of our game has at most 2n — 4 edges and is thus quite sparse. Moreover, this upper bound is
tight as the generalized complete bipartite graph in Figure [2d] has exactly 2n — 4 edges.

The rest of this section is organized as follows. We start by defining a natural restriction on
the adversary. We then propose an abstract view of the networks in our game and proceed to
show that the abstract network is chord-free in equilibria with respect to the restricted adversary.
We finally derive the edge density of the original network by connecting its edge density to the
density of the abstract network. We start by defining equivalence classes for networks.

Definition 4. Let G = (V, Ey) and Gy = (V, E3) be two networks. G1 and G2 are equivalent
if for all vertices v € V', the connected component of v is the same in both G1 and G2 for every
possible choice of initial attack vertex in V.

Based on equivalence, we make the following natural restriction on the adversary.

Assumption 1. An adversary is well-behaved if on any pair of equivalent networks G; =
(V,E1) and G2 = (V, E), the probability that a vertex v € V is chosen for attack, is the same.

We point out that the adversaries in Definitions[I} 2] and 3 are all well-behaved. We proceed to
abstract the network formed by the agents and argue about the edge density in this abstraction.

Let G = (V, E) be any network, Z C V the immunized vertices in G and Vy,...,V; the
vulnerable regions in G. In the abstract network every vulnerable region in G is contracted
to a single vertex. More formally, let G’ = (V' E’) be the abstract network. Define V' =
Z U {uy,...ug} where each u; represents a contracted vulnerable region of G. Moreover, E’ is
constructed from FE as follows. For any edge (vi,v2) € F such that v1,vy € Z there is an edge
(v1,v2) € E'. For any edge (vi,v2) € E such that v; € V; for some i and vy € 7 there is an
edge (u;,v2) € E' where u; denotes the contracted vulnerable region of G that v; belongs to.
For any edge (v1,v2) such that vy, ve € V; for some i there is no edge in G’ (see Figure [3)).

Figure 3: Example of original and

Vi Vs abstract network. Blue: immu-
v PAPNPNrary nized vertices in both networks.
M Red: the vulnerable vertices and
(b) abstract network regions in the original and ab-
(a) original network stract network, respectively.

We next show that if G is an equilibrium network then G’ is a chord-free graph.

Lemma 1. Let G = (V, E) be a Nash, swapstable or linkstable equilibrium network and G’ =
(V',E") the abstraction of G. Then G’ is a chord-free graph if the adversary is well-behaved.



Proof. We first show that G’ is a graph and not a multi-graph. By construction, we only need
to show that no two vertices in any of the vulnerable regions of G are connected to the same
immunized vertex.

Suppose by contradiction that there exist an immunized vertex v € Z and vulnerable vertices
v1,v2 € V; (for some vulnerable region V; of G) such that (v1,v) and (vg,v) are both in E. Given
any attack, v; and vy would either both survive or die. In the former, one of the edges (v1,v)
or (ve,v) can be dropped while maintaining the same connectivity benefit for all the survived
vertices post-attack because the adversary is well-behaved. In the latter, neither (v;,v) nor
(vg,v) provide any connectivity benefit for any of the vertices in {v,v1,v2} post-attack and
dropping one of this edges would strictly increase the utility of the player who purchased that
edge (again note that the distribution of attack remains unchanged because the adversary is well-
behaved). Therefore, (v1,v) and (ve,v) cannot both be in E when G is an equilibrium network;
a contradiction.

We next show that G’ is chord-free. Suppose by contradiction that G’ has a chord. Then
there exists a cycle of size at least 4 in G’ that has a chord. Consider any such cycle. By definition
there exist vertices u, v,y and z € V' such that (i) there are at least two vertex disjoint paths
between u and v, (i) y is on the path from w to v, z is on the other path, and (iii) (y,2) € E'.
We show that dropping the edge between y and z would be a linkstable deviation (and hence a
swapstable and Nash deviation) that increases the expected payoff of the vertex that purchased
this edge. This would contradict our assumption that G is an equilibrium network.

First observe that dropping the edge (y, z) would result in an equivalent network to G. Since
the adversary is well-behaved, the distribution of attack in G before and after the deviation is
the same. Second, by construction of the abstract graph, at most one of y or z dies in any
attack. If they both survive, at least one of the vertex disjoint paths between them survives
because at most one vertex in G’ would die after any attack. So the edge (y, z) is redundant.
If one of them say y dies then z would be still connected to to the entirety of this cycle and its
neighborhood. So the edge (y, z) is redundant in this case too. O

As the next step we bound the edge density of chord-free networks in Theorem [2] using
Theorem [I| from the graph theory literature.

Theorem 1 (Mader [22]). Let G = (V, E) be an undirected graph with minimum degree d. Then
there is an edge (u,v) € E such that there are d vertez-disjoint paths from u to v.

Theorem 2. Let G = (V, E) be a chord-free graph on n > 4 vertices. Then |E| < 2n — 4. H

Proof. While G contains a vertex of degree at most 2, we remove this vertex from G and repeat
this process until either the number of remaining vertices falls to 4 or the minimum degree in
the residual graph is at least 3. Let G(V, E‘) be the resulting graph upon termination of this
process, and let 7 > 4 denote the number of vertices in G.

If 7 = 4, then the assertion of the theorem follows from the following two observations: (i)
we removed at most 2(n — 4) edges in the process, and (ii) any chord-free graph on 4 vertices
contains at most 4 edges. Combining these observations together, we can conclude that the
total number of edges in G is at most 2(n — 4) +4 = 2n — 4.

Otherwise, Gisa graph with minimum degree of at least 3. Moreover G is chord-free (since
G is chord-free and vertex deletion maintains the chord-free property). Now by Theorem G
contains an edge (u,v) such that there are at least 3 vertex-disjoint paths connecting v and v.
This implies that there are at least two vertex disjoint paths connecting u and v, other than
the edge (u,v). So there exists some cycle that contains v and v (but not the edge (u,v)) with
length at least 4. However, the edge between u and v would be a chord for such a cycle. This
is a contradiction since G is chord-free. So, G must be a graph with 4 vertices, and hence there
must be at most 2n — 4 edges in G. O

9Kliemann [19] proved Theorem [2] with a different technique for a density bound of 2n — 1 for all n.



Theorem [2]implies the edge density of the abstract network G’ = (V’, E’) is at most 2|V'|—4.
To derive the edge density of the original network, we first show that any vulnerable region in
G (contracted vertices in G’) is a tree when G is an equilibrium network.

Lemma 2. Let G = (V, E) be a Nash, swapstable or linkstable equilibrium network. Then all
the vulnerable regions in G are trees if the adversary is well-behaved.

Proof. Suppose by contradiction that there exists a vulnerable region V' in G with a cycle.
After any attack, the vertices in V' would either all survive or die. In both cases, any edge
beyond a tree is redundant since (1) it provides no connectivity benefit and only increases the
expenditure (2) the distribution of the attack would be the same with or without such edge
because the adversary is well-behaved. So V' can’t have any cycles and hence is a tree when G
is an equilibrium network. O

We use Lemmas and Theorem 2| to prove a density bound on the equilibrium networks.

Theorem 3. Let G = (V, E) be a Nash, swapstable or linkstable equilibrium network on n > 4
vertices. Then |E| < 2n — 4 for any well-behaved adversary.

Proof. Let G' = (V', E’) be the abstract graph composed from G on n’ vertices. We consider
two cases based on the number of vertices n’ in G': (1) n/ > 4 or (2) n’ < 3. Observe that
each vertex v’ € V' actually represents a tree in G because each vertex is either a singleton
immunized vertex which is a tree by definition or a contracted vertex which is tree in G by
Lemma [2] since the adversary is well-behavedand G is an equilibrium network.

In case (1), since the adversary is well-behaved and G’ is a chord-free graph by Lemma
Theorem [2 implies G’ has at most |E’| < 2n’ — 4 edges (since n’ > 4). For every v’ € V', if v/
represents k., vertices in G, this implies that n’ = n — X/cys(ky — 1). Thus, G can have at
most

|El=2n"—44 > (ky —1) 2<n—Z(k~v,—1>—4+Z w—1)<2n—4

v’ ev’ v ev’ v’ ev’

edges, as desired.
In case (2), |E'| < n' since n’ < 3. Again for every v’ € V'  if v/ represents k,, vertices in G,
this implies that n’ =n — X, ¢y (k, — 1). Hence,

Bl <|E'|+ Y (kb —1) <0’ + Spevi(by —1) =
v'ev’

which is at most 2n — 4 when n > 4. O

5 Connectivity and Social Welfare in Equilibria

The results of Section [4] show that despite the potential presence of cycles at equilibrium, there
are still sharp limits on collective expenditure on edges in our game. However, they do not
directly lower bound the welfare, due to connectivity concerns: if the graph could become highly
fragmented after the attack, or is sufficiently fragmented prior to the attack, the reachability
benefits to players could be sharply lower than in the attack-free reachability game. In this
section we show that when Ct and Cg > 1 are both constants with respect to nH none of these
concerns are realized in any “interesting” equilibrium network, described precisely below.

In the original reachability game [4], the mazimum welfare achievable in any equilibrium is
n? — O(n). Here we will show that the welfare achievable in any “non-trivial” equilibrium is

n? — O(n®/3). Obviously with no restrictions on the adversary and the parameters this cannot

10WWe view this condition as the most interesting regime of our model, since in natural circumstances we do not
expect the cost of edge formation or immunization to grow with the population size.



be true. Just as in the original game, for Cg > 1, the empty graph remains an equilibrium
in our game with respect to all the natural adversaries in Section The empty graph has a
social welfare of only O(n) (each vertex has an expected payoff of 1 —1/n). We thus assume the
equilibrium network contains at least one edge and at least one immunized vertex. We refer
to all equilibrium networks that satisfy the above assumption as non-trivial equilibria. They
capture the equilibria that are new to our game compared to the original attack-free setting —
the network is not empty, and at least one player has chosen immunization.

Limiting attention to non-trivial equilibria is necessary if we hope to guarantee that the
welfare at equilibrium is Q(n?) when Cg > 1. As already noted, without the edge assumption,
the empty graph is an equilibrium with respect to several natural adversaries. Furthermore,
without the immunization assumption, n/3 disjoint components where each component consists
of 3 vulnerable vertices is an equilibrium (for carefully chosen Cg and Cp) with respect to e.g.
the maximum carnage adversary. In both cases, the social welfare is only O(n).

Similar to the sparsity section, to get any meaningful results for the welfare we need to
restrict the adversary’s power. To simplify presentation, for the most of this section we state
and analyze our results for the maximum carnage adversary. At the end of this section, we show
how these results (or their slight modifications) can be extended to several other adversaries.

Consider any connected component that contains an immunized vertex and an edge in a
non-trivial equilibrium network with respect to the maximum carnage adversary. We first show
that any targeted region in such component (if exists) has size one when Cg > 1.

Lemma 3. Let G be a non-trivial Nash or swapstable equilibrium network with respect to the
mazximum carnage adversary. Then in any component of G with at least one immunized vertex
and at least one edge, the targeted regions (if they exist) are singletons when Cg > 1.

Proof. Suppose by contradiction there exist a component G with at least one immunized vertex
and at least one edge and a targeted region 7 with size strictly bigger than 1 in G. Note that
T is a vulnerable region of maximum size in this case. By Lemma [2| T is a tree. Since |T| > 1,
then this tree must have at least two leaves x,y € 7. We claim that there is some vertex in 7
who would strictly prefer to swap her edge to some immunized vertex in G rather than an edge
which connects her to the remainder of 7.

Consider two cases: (1) one of  or y buys her edge in the tree or (2) neither « nor y buys
her edge in the tree.

In case (1), suppose without loss of generality that 2 has bought an edge in the tree. Since
G is connected, there exists an immunized vertex z which is connected to some vertex in 7. If
x is not connected to z, then x would strictly prefer to buy an edge to z over buying her tree
edge. By this deviation, the probability of attack to z is strictly decreased. Furthermore, in
any other attack outside of T, x would at least get the same connectivity benefit. Finally, if the
attack happens to the part of 7 that got disconnected from x after the deviation, she would get
a non-zero benefit whereas before the deviation such attacks would have killed x as well.

So suppose x is connected to z. Then if y also bought her tree edge, she would also strictly
prefer an edge to z. So suppose y did not buy her tree edge. Observe that y cannot be
connected to z because one of the edges (x, z) or (y, z) would be redundant. Now consider the
edge that connects y to the tree 7. Then y’s parent in the tree must have bought this edge;
since Cg > 1, this implies y must be connected to some immunized vertex 2’ (or it would not
be worth connecting to y); Also observe that y’s parent can be connected to z because either
the edge between x and z or y’s parent and z is redundant. However, y’s parent would strictly
prefer to buy an edge to 2z’ over an edge to y. Thus, z cannot have bought her tree edge; either
y or her parent would like to re-wire if this were the case.

In case (2), since Cg > 1, both z and y must have immunized neighbors or their edges being
purchased by z’s parent and y’s parent would not be best responses by those vertices. Let z
and 2’ denote the immunized vertices connected to x and y, respectively. Note that z # 2’
otherwise one of the edges (z,z) or (2,y) would be redundant. But then, both 2’s parent and
y’s parent in the tree 7 would strictly prefer to buy an edge to z and 2’ rather than to z and
1y, respectively. O
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We then show that non-trivial equilibrium networks with respect to the maximum car-
nage adversary are connected when Cg > 1. We defer the omitted proofs of this section to

Appendix [E]

Theorem 4. Let G be a non-trivial Nash, swapstable or linkstable equilibrium network with
respect to the mazimum carnage adversary. Then, G is a connected graph when Cg > 1.

Together, Lemma |3| and Theorem [4| imply that any non-trivial equilibrium network with
respect to maximum carnage adversary is a connected network with targeted regions of size 1.
Finally, we state our main result regarding the welfare in such non-trivial equilibria.

Theorem 5. Let G be a non-trivial Nash or swapstable equilibrium network on n vertices with
respect to the mazimum carnage adversary. If Cg and C are constants (independent of n) and
Cg > 1 then the welfare of G is n> — O(n®/3).

Block-Cut Tree Decomposition: Before proving Theorem we describe the notion of
block-cut tree decomposition of a graph. The block-cut tree decomposition (see e.g. [25]) of an
undirected graph G = (V, E), denoted by T'= (BUC, E’), is defined as follows. A vertex b € B
(called a block) corresponds to some subset V4 of V' which is a maximal two-connected component
in G. A vertex v € C (called a cut vertex) corresponds to some vertex v € V, the removal of
which would increase the number of connected components in G; an edge e = (b,v) € E' means
that v € V3, and that the removal of v from G would disconnect V;, \ {v} from some other part
of G. In contrast to the standard convention, we assume throughout that cut vertices are not
part of the blocks their removal would disconnect. This is simply to avoid over-counting. Also,
note that all the leaves in T' must be blocks since any cut vertex has degree at least 2. The
decomposition of any undirected graph G can be efficiently computed in O(|E| 4 |V]) time.

We define the size of a block b (denoted by |b|) to be number of vertices in V4, (which is [V3]).

Also we define the size of a subtree T}, rooted at v € BUC (denoted by |T,|) to be the number
of vertices contained in the union of all blocks and cut vertices in 7T,. We now sketch the proof
of Theorem [f] and defer the full proof, which is rather involved, to Appendix [E]
Proof Sketch for Theorem [5, Theorem [ implies that G is connected. Also, Lemma [3] implies
that all the targeted regions of G (if there are any) are singletons. Furthermore, since there are
at most 2n — 4 edges in G by Theorem [3] and the number of immunized vertices is at most n,
the collective expenditure of vertices in G is at most Cyax := (2n — 4)Cg + nC.

Let T = (B UC, E’) be the block-cut tree decomposition of G. An attack to a targeted
non-cut vertex in any block leaves G with a single connected component after attack. However,
an attack to a targeted cut vertex can disconnect G. So to analyze welfare, we only consider the
targeted cut vertices in T'. Moreover we only focus on targeted cut vertices of T' that an attack
on such vertices sufficiently reduces the size of the largest connected component post-attack. Let
e = 2¢/Cg/n'/3. A targeted cut vertex v is heavy if after an attack to v, the size of the largest
connected component in G\ {v} is strictly less than (1 —e¢)n. If G is a non-trivial equilibrium, we
show that the total probability of attack to heavy cut vertices is small. So with high probability
the network retains a large connected component after attack thus the welfare is high.

Root T arbitrarily on some targeted cut vertex r € C'. If there is no such cut vertex, then
the size of largest connected component in G after any attack is at least n — 1. So the social
welfare is at least (n — 1)2 — Cpnax and we are done. So assume r exists and consider the set of
cut vertices H,. C C such that for all v € H,. (a) v is targeted, (b) |T,| > en, and (c) no targeted
cut vertex v’ € T, \ {v} has the property that |T,/| > en i.e. v is the deepest targeted cut vertex
in T, satisfying (b). Each v € H, is a heavy cut vertex (but there might be other heavy cut
vertices in T'). Consider two cases based on the size of H,: (1) |H,| =1 and (2) |H,| > 1.

In case (1) where |H,| =1, let H, = {v}. Consider the following two cases: 1(a) v = r and
1(b) v # r where r is the root of the tree.

In 1(a), let p be the probability of attack to v. We show that p is small or else v would im-
munize. Also if any vertex other than v is attacked, the size of the largest connected component
post-attack is at least (1 — €)n (see Figure[d). These imply the claimed welfare.
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Figure Case 1(a); v is the only heavy cut
vertex and is the root of T'. The triangles denote
the subtrees rooted at the child blocks of v.
Figure Case 1(b2); v # r and either 7 or a
vertex in b has a beneficial deviation. The
triangle denotes the subtree rooted at v.

1)

Figure 4

Figure 5

For 1(b), observe that the targeted cut vertices on the path from v to r (the root) are the only
possible heavy cut vertices (counting both v and r). Let p, denote the probability that some
heavy cut vertex on this path is attacked. Consider two cases: 1(bl) p, < v/Cgn~'/3, and 1(b2)
Py > /Cgn~1/3. In 1(b1) the welfare is as claimed because the probability of attack to heavy cut
vertices is small. Moreover, 1(b2) cannot happen at equilibrium because an immunized vertex
in a child block of  which is not on the path to v has a profitable deviation (see Figure |5)).

In case (2), let ' be a cut vertex that is the lowest common ancestor of vertices in H,. If
r’ # r, we root the tree on r’ and repeat the process of finding heavy cut vertices. Note that
H, C H,» since we might add some additional heavy cut vertices to H,  (see Figures |§| and .

An example of re-rooting in case 2. Heavy cut vertices
in H are in red. The small rectangles and circles de-
note blocks and cut vertices, respectively. The trian-
. ) gles denote the subtrees rooted at critical cut vertices.
Figure 6 Figure 7 Fig. @ is before and Fig. m is after re-rooting.

Note that the vertices in H,» and the targeted cut vertices on the path from a v € H,  to
r’ (new root) are the only possible heavy cut vertices. Let p, denote the probability that some
targeted cut vertex on the path from v to r’ is attacked. Consider two cases: 2(a) Xyep,,Pv <
n~1/3, and 2(b) Yoen, Po > n~1/3. In 2(a) the welfare is as claimed because the probability
of attack to heavy cut vertices is small. Finally 2(b) cannot happen at equilibrium because an
immunized vertex in a child block of one of vertices in H,, has a profitable deviation. O

Lastly, although non-trivial linkstable equilibrium networks with respect to the maximum
carnage adversary are connected when Cg > 1, the size of targeted regions in such networks can
be bigger than 1. So our proof techniques for Theorem [5| might not extend to such networks.
Remarks We proved our sparsity result with a rather mild restriction on the adversary. How-
ever, we presented our welfare results with respect to a very specific adversary — the maximum
carnage adversary. The reader might have noticed that our proofs in this section essentially re-
lied only on the following two properties of the maximum carnage adversary: (1) Adding an edge
between any 2 vertices (at least 1 of which is immunized) does not change the distribution of the
attack and (2) Breaking a link inside of a targeted region does not increase the probability of
attack to the targeted region while at the same time does not decrease the probability of attack
to any other vulnerable regions. These same properties hold for the random attack adversary
and other adversaries that set the probability of attack to a vulnerable region directly propor-
tional to an increasing function of the size of the vulnerable region. Thus our welfare results
extend to random attack adversary and other such adversaries without any modifications.

However, other natural adversaries might not satisfy these properties (e.g. the maximum
disruption adversary does not satisfy the first property). While the techniques in the welfare
proofs are not directly applicable to such adversaries, it is still possible to reason about the
welfare with respect to such adversaries using different techniques e.g. we can show that in any
non-trivial and connected equilibrium with respect to the maximum disruption adversary, when
Cg and Cf are constants (independent of n) and Cg > 1, then the welfare is n? — O(n®/3). See
Appendix [F] for more details. Note that this is slightly weaker than the statement with respect
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to the maximum carnage adversary, because we cannot show any non-trivial Nash equilibrium
network with respect to the maximum disruption adversary is connected when Cg > 1H We
leave the question of whether arguing about welfare is possible using unified techniques for a
wide class of adversaries as future work.

6 Simulations

We complement our theory with simulations investigating various properties of swapstable best
response dynamics. Again we focused on the maximum carnage adversary and implemented a
simulation allowing the specification of the following parameters: number of players n; edge cost
Cg; immunization cost Cr; and initial edge density. The first three of these parameters are as
discussed before but the last is new and specific to the simulations. Note that for any Cg > 1,
empty graph is a Nash equilibrium. Thus to sensibly study any type of best response dynamics,
it is necessary to “seed” the process with at least some initial connectivity. As for motivation,
one could view the initial edge purchases as occurred prior to the introduction of attack and
immunization. We examine simulations starting both from very sparse initial connectivity and
rather dense initial connectivity, for varying combinations of the other parameters. In all cases
the initial connectivity was chosen randomly via the Erd6s-Renyi model.

Our simulations proceed in rounds, where each round consists of a swapstable best response
update for all n players in some fixed order. More precisely, in the update for player i we fix the
edge and immunization purchases of all other players, and compute the expected payoff of i if
she were to alter her current action according to swap deviations stated in Section[2} Swapstable
dynamics is a rich but “local” best response process, and thus more realistic than full Nash best
response dynamicﬁ from a bounded rationality perspective. We also note that the phenomena
we report on here appear to be qualitatively robust to a variety of natural modifications of the
dynamics, such as restriction to linkstable best response instead of swapstable, changes to the
ordering of updates, and so on. Recall that all of our formal results hold for swapstable as well
as Nash equilibria, so the theory remains relevant for the simulations.

The first question that arises in the consideration of any
kind of best response dynamic is whether and how quickly
it will converge to the corresponding equilibrium notion.
Interestingly, empirically it appears that swapstable best
response dynamics always converges rather rapidly. In Fig-
ure[8|we show the average number of rounds to convergence
over many trials, starting from dense initial connectivity
(average degree 5), for varying values of n. The growth in
T S rounds appears to be strongly sublinear in n (recall that

" each round updates all n players, so the overall amount of

Figure 8: Average number of computation is still superlinear in n). Thus we conjecture
rounds for swapstable convergence the general and fast convergence of swapstable dynamics.
vs. m, for O = Cp = 2. See Appendix [G] for more details.

In Section [3] we gave a number of formal examples of Nash and swapstable equilibria with
respect to the maximum carnage adversary. These examples tended to exhibit a large amount
of symmetry, especially those containing cycles, due to the large number of cases that need to be

11p fact, this last statement does not hold when we restrict our attention to non-trivial swapstable equilibrium
networks with respect to the maximum disruption adversary even when Cg > 1.

12The computational complexity of Nash best response was unknown to us at the time of preparing this docu-
ment. Very recently, this question has been studied by Ihde et al. [14] for our game with respect to the maximum
carnage and random attack adversaries.
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considered in the proofs. Figure [J] shows a sampling of “typical” equilibria found via simulation
for n = 50, |E| which exhibit interesting asymmetries and illustrate the effects of the parameters.

o = 50,1220,

sl olee
L e

Figure 9: Sample equilibria reached by swapstable best response dynamics for n = 50. Left: Cg = 0.5,
C1 = 2. Middle: Cg =2, C1 = 2. Right: Cg = 0.5, C1 = 20.

In the left panel of Figure [0 Cg = 0.5 and C; = 2. Thus players have an incentive to buy
edges even to isolated vertices as long as they do not increase their vulnerability to the attack.
In this regime, despite the initial disconnectedness of the graph, we often see equilibria with a
long cycle (as shown), with various tree-like structures attached. In the middle panel we left
C1 = 2 but increased Cg to 2. In this regime cycles are less common due to the higher Cg. The
equilibrium illustrated is a tree formed by a connected “backbone” of immunized players, each
with varying numbers of vulnerable children. Finally, in the right panel we return to inexpensive
edges (Cg = 0.5), but greatly increased Cy to 20. In this regime, we see fragmented equilibria
with no immunizations. We note that unlike the right example which is trivial, the examples in
the left and middle are non-trivial equilibria with high social welfare as predicted by theory.

Figure 10: Number of edges (left panel), number of immunizations (middle panel), and average welfare
(right panel) vs. number of rounds, for N = 50 and varying values for Cy and Cg. See text for discussion.

Figure [9] provides snapshots only at the conclusion of swapstable dynamics while Figure [I0]
examines entire paths, again at n = 50. We started from denser initial graphs (average degree
5), and each panel visualizes a different quantity per number of rounds, for 3 cost regimes:
inexpensive cost Cg = C1 = 2 (blue); moderate cost Cg = C; = 6 (red); and expensive cost
Cg = C1 = 10 (green). In each panel there are 10 simulations for each cost regime.

In the left panel, we show the evolution of the total number of edges (y axis) in the graph over
successive rounds (x axis). In all regimes, there is initially a precipitous decline in connectivity,
as the overly dense initial graph cannot be supported at equilibrium. So in the early rounds all
players are dropping edges. The ultimate connectivity, however, depends on the cost regime. In
the inexpensive regime, connectivity falls monotonically until it levels out very near the threshold
for global connectivity at n — 1 (horizontal black line), resulting in trees or perhaps just one
cycle. In the moderate regime, we see a bifurcation; in some trials, connectivity fall all the way
to the empty graph at equilibrium, while in others fall well below the n — 1 tree threshold, but
then “recover” back to that threshold (which we discuss shortly). In the expensive regime, all
trials again result in a monotonic fall of connectivity all the way to the empty graph.

For the same cost regimes and trials, the middle panel shows the number of immunizations
purchased over successive rounds. In the inexpensive regime, immunizations, sometimes many,

131n these simulations the initial edge density was only 1/(2n), so the initial graph was very sparse and fragmented.
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are purchased in early rounds. These act as a “safety net” that prevents connectivity from
falling below the tree threshold. Typically immunizations grow initially and then decline. In
the moderate regime, we see that the explanation for the connectivity bifurcation discussed above
can be traced to immunization decisions. In the trials where connectivity is recovered, some
players eventually choose to immunize and thus provide the focal points for edge repurchasing. In
many trials resulted in the empty graph, immunizations never occurred (these remain at y = 0).
In the expensive regime, no trials are visible because immunizations are never purchased.
Finally, the right panel shows the evolution of the average social welfare per player over
successive rounds. In the inexpensive regime, welfare increase slowly and modestly from nega-
tive values in the initial graph, then increase dramatically as the benefits of immunization are
realized. In the moderate regime, we see a bifurcation of welfare corresponding directly to the
bifurcation of connectivity. In the expensive regime, all trials converge from below to the mini-
mum (1-1/n) welfare of the empty graph. Again as theory suggested, the relationship between
Cg, C1 and n is determining whether convergence is to a non-trivial equilibrium and thus high
social welfare, or to a highly fragmented network with no immunizations and low social welfare.
We conclude by noting that for many parameters, the dynamics above result in heavy-tailed
degree distributions — a property commonly observed in large-scale social networks that is easy
to capture in stochastic generative models (such as preferential attachment), but more rare in
strategic network formation. Across 200 simulations for n = 100, Cg = 0.5 and C| = 2, we
computed the ratio of the maximum to the average degree in each equilibrium found. The lowest,
average and maximum ratio observed were 6, 15.8, and 41, respectively (so the highest degree is
consistently an order of magnitude greater than the average or more). Moreover, in all 200 trials
the highest-degree vertex chose immunization, despite the average rate of immunization of 23%
across the population. Thus an amplification process seems to be at work, where vertices that
immunize early become the recipients of many edge purchases, since they provide other vertices
connectivity benefits that are relatively secure against attack without the cost of immunization.

7 A Behavioral Experiment

To complement our theory and simulations, we conducted a behavioral experiment on our game
with 118 participants. The participants were students in an undergraduate survey course on
network science at the University of Pennsylvania. As training, participants were given a detailed
document and lecture on the game, with simple examples of payoffs for players on small graphs
under various edge purchase and immunization decisions. (See http://www.cis.upenn.edu/
~mkearns/teaching/NetworkedLife/NetworkFormationExperiment2015.pdf| for the training
document provided to participants.) Participation was a course requirement, and students were
instructed that their grade on the assignment would be exactly equal to their payoffs according
to the rules of the game. Students thus had strong motivation to think carefully about the
game. There was a 2-day gap between the training lecture and the experiment, so subjects had
time to contemplate strategies; they were instructed not to discuss the experiment with each
other during this period, and that doing so would be considered cheating on the assignment.

We again focused on the maximum carnage adversary in this section. Also costs of Cg =5
and C1 = 20 were used for the following twofold reasons. First, with n = 118 participants (so
a maximum connectivity benefit of 118 points), it felt that these values made edge purchases
and immunization significant expenses and thus worth careful deliberation. Second, running
swapstable best response simulations using these values generally resulted in non-trivial equi-
libria with high welfare, whereas raising Cg and C7 significantly generally resulted in empty or
fragmented graphs with low welfare.

In a game of such complexity, with so many participants, it is unreasonable and uninteresting
to formulate the experiment as a one-shot simultaneous move game. Rather, some form of
communication must be allowed. We chose to conduct the experiment in an open courtyard
with the single ground rule that all conversations be quiet and local i.e. in order to hear what
a participant was saying to others, one should have to stand next to them. The goal was to
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Figure 11: Experiment participants gathered quickly in small groups that reformed fre-
quently during the experiment.

permit communication amongst small groups of participants but to prevent global coordination
via broadcasting. The “quiet rule” was enforced by several proctors for the experiment.

Other than the quiet rule, participants were told there were no restrictions on the nature of
conversations. In particular, they were free to enter agreements, make promises or threats and
move freely in the courtyard. However, it was also made clear to them that any agreements
or bargains struck would mot be enforced by the rules of the experiment and thus were non-
binding. Each subject was given a handout that simply required them to indicate which other
subjects they chose to purchase edges to (if any), and whether or not they chose to purchase
immunization. The handout contained a list of subject names, along with a unique identification
number for each subject that was used to indicate edge purchases. Thus subjects knew the actual
names of the others as well as their assigned ID numbers. An entire class session was devoted to
the experiment, but subjects were free to (irrevocably) turn in their handout at any time and
leave the experiment. Thus subjects committed to their actions and exited sequentially, and
the entire duration was approximately 30 minutes. During the experiment, subjects tended to
gather quickly in small discussion groups that reformed frequently, with subjects moving freely
from group to group. (See Figure . It is clear from the outcome that despite adherence to
the quiet rule, the subjects engaged in widespread coordination via this rapid mixing of small
groups.

In the left panel of Figure [[2] we show the final undirected network formed by the edge
purchases and immunization decisions. The graph is clearly anchored by two main immunized
hub vertices, each with many spokes who purchased their single edge to the respective hub.
These two large hubs are both directly connected, as well as by a longer “bridge” of three
vulnerable vertices. There is also a smaller hub with just a handful of spokes, again connected
to one of the larger hubs via a chain of two vulnerable vertices.

In terms of the payoffs, inspection of the behavioral network reveals that there are two groups
of three vertices that are the largest vulnerable connected components, and thus are the targets
of the attack. These 6 players are each killed with probability 1/2 for an expected payoff that is
only half that of the wealthiest players (the vulnerable spokes of degree 1). In between are the
players who purchased immunization including the three hubs as well as two immunized spokes.
The immunized spoke of the upper hub is unnecessarily so, while the immunized spoke in the
lower hub is in fact best responding — had they not purchased immunization, they would have
formed a unique largest vulnerable component of size 4 and thus been killed with certainty.

Figure 12: Left: the final undirected network
formed by the edge purchases and immuniza-
tion decisions (blue for immunized, red for vul-
nerable). Right: a “nearby” Nash network.

8N

It is striking how many properties the behavioral network shares with the theory in Sections[]
and [f] and the simulations in Section [} multiple hub-spoke structures with sparse connecting
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bridges, resulting in high welfare and a heavy-tailed degree distribution; a couple of cycles;
and multiple targeted components. We can quantify how far the behavioral network is from
equilibrium by using it as the starting point for swapstable best response dynamics and running
until convergence. In the right panel of Figure [[2] we show the resulting Nash network reached
from the behavioral network in only 4 rounds of swapstable dynamics, and with only 15 of 118
vertices updating their choices. The dynamics simply “clean up” some suboptimal behavioral
decisions — the vulnerable bridges between hubs are replaced by direct edges, the other targeted
group of three spokes drops theirs fatal edges, and immunizing spokes no longer do so.

Participants were also required to complete an email survey shortly after the experiment, in
which they were asked to comment on any strategies they contemplated prior to the experiment;
whether and how those strategies changed during the experiment; and what strategies or behav-
iors they observed in other participants. The responses to these surveys are quite illuminating
regarding both individual and collective behavior. We point out some of these responses in the
rest of this section.

Many subjects reported entering the experiment with not just a strategy for their own
behavior, but in fact some kind of “master plan” they hoped to convince others to join. One
frequently reported master plan involved variations on simple cycles:

e (Going into the experiment my goal was to have everyone connect with one another and
take the immunity in a circle.

o [ tried to create a cycle to start. Then I wanted to convince everyone to join our cycle.
I figured this would work well because if any of us got immunity it would decrease the
probability of being infected.

Interestingly, little thought seems to have been given to how to actually quickly coordinate a
global ordering of the participants in a cycle via only quiet conversation in small groups.
Another frequently cited plan involved the hub and spoke structure that was largely realized:

o [ thought about the possibility of everybody in the class connecting to one person and that
person getting immunized.

e [ thought of the hub and spoke model with a hub being immunized. If everyone agreed to
this plan then one individual would take a 20 point hit, and every other player would take a
5 +(z-1)/x*number of vertices in component hit. This would mazimize everyone’s points.
Thankfully we had some volunteers to make use of this method. I believe if everyone did
as they should, then we will all have our mazximum scores.

The strategies above are largely based on mathematical abstractions, but others reported
planning to use real-world social relationships in their strategies:

e Beforehand, I planned to connect to other students that I knew personally, to have around
3-4 connections. As well, I was going to make one long-distance “random edge” to increase
the size/diversity of my component.

o [ thought of trying to connect with the decently large group of friends who sat in front
as well as one or two other random people and then giving myself immunity in order to
ensure that I would be safe if the large component I was connected to got compromised by
the virus.

e Before the experiment my strategy was to create a cycle with my friends in the class and
then connect with one person that has immunity [who] could potentially connect me with
another component.

e Being a freshman, and knowing that the freshman class of NETS is pretty tight-knit I
thought that it would be a good idea to choose someone from that freshman group, because
I thought that the component would be of a decent size, but not the giant component itself.

Of course, of particular interest are the surveys of the two large hubs, one of whom was male
(who we shall thus refer to as Hub M, and had ID number 128) and the other female (Hub F,
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ID number 127). Hub F reports:

The idea was that there would be one hub, with immunity, that everyone would connect to. This
seemed like the best idea, because any other idea would pit communities against each other, and
the highest payoff that could be expected from any fight between communities would be 49%. I
was willing to be the hub with a lower score of n-20 so everyone else could get a score of (n-
1/n)(n-5) rather than have everyone fight... I went to my friends and told them to spread the
word for no one to buy immunity and for everyone to put down 127 as the only person to whom
they’d connect, and explained to my friends my reasoning so they could explain to everyone else.
A few minutes in, I realized someone else had had the same idea as me (conveniently, number
128) and so I had to adapt my plan because so many people had already put down 128... We
decided to team up and connect with each other, and both opt for immunity, because that would
give us the same results as we’d both originally intended. Technically, only one had to connected
to the other, and originally, 128 connected with me, but I decided for diplomatic reasons to con-
nect back, so that it would be somewhat more fair to both sides... A few people who approached
me and 128 ended up switching from 128 to me because, apparently, “girls are more trustworthy”.

Hub F thus seems to report an altruistic motivation for purchasing immunization, hoping to
maximize social welfare. In contrast, Hub M displays a more Machiavellian attitude:

I planned to form a radial network with one person being at the center and all other people will
connect to this person and this person only. And this person at the central position will buy
vaccine and no edges... However, the catch of this strategy is that the person at the center will
score at least 15 points lower than all other nodes that surround him or her. Assuming that the
end result is curved, I theorized that if we partition all the NETS students into two groups, those
who are inside this radial network (Group A) and those who are not (Group B). The person at
the center will still be better off... the person at the center of the radial network will not end up
being the last person in the class and will achieve a decent score by absolute value (thus there
will be less of a disincentive for him to be at the center).

Thus Hub M was willing to immunize in the hopes of actually creating three distinct groups
of participants: the “winners” who would connect to Hub M; Hub M himself, with slightly lower
payoff; and then a large group of “losers” who would be deliberately left out of the immunized
hub and spoke structure.

It is clear from the surveys that word quickly spread during the experiment to connect to
Hubs F and M, and that many participants joined this strategy — though not without some
reported mistrust, hesitation and manipulation:

e Some bought in immediately, some are skeptical. Nature of the conversation is usually
about: is the person in the middle going to keep the his promise? What if he screws
everyone else?

e During the experiment I tried to convince as many people as possible to connect with me.
I lied about how many people I was actually connected with.

o Something I found interesting with this erperiment was how people found ways to create
artificial trust in others. Something that I myself did and something that others did as
well, was to put trust in number 127 by saying that since she marked her paper in pen,
circling the option to buy immunity we could trust her. She very easily could have crossed
that option off later, the fact that she used pen doesn’t mean she for sure was trustworthy,
but it is comforting to find a way to trust someone and that was one of the strategies that
people, including myself, used. Other ways I overheard others create artificial trust was by
saying, lets mark 127 or 128 based on their gender. Some girls marked 127 because she
was a girl and some guys marked 128 because he was a guy.

Finally, perhaps the most poignant remarks came from the participant who was responsible
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for creating one of the two targeted components, only realizing so in hindsight:

I missed the collaboration part of the erperiment where the entire class came up with a plan
so I pretty much used a similar strateqy to what I had previously thought up. I wrote down the
name of the girl in my main group (that would have created a chain) and then wrote down two
other people that would be my “random” connections. However, I didn’t get immunity because I
assumed that one of the three people I had connected to bought immunity... Upon speaking with
someone else about my strategy, I saw how flawed it was. They explained to me what the class
had done... there is a high chance that I may have killed myself and the three people I connected
to. If the three people I connected to die, it is because I did not buy immunity. If they die, it
will be my fault — not theirs. I regret implementing my strategy.

8 Discussion and Future Work

We mention some areas for further study. Within our model, the question of whether swapstable
best response provably converges (as seen empirically) is open. The benefit function considered
here is one of many possible natural choices. It would be interesting to consider other functions.
Another extension includes imperfect immunization which fails with some probability e.g. as a
function of the amount of investment.

We mention two natural variants. The first is the combination of our original model with a
standard diffusion model for the spread of attack. For example, combining with the independent
cascade model [I8], when a targeted vertex is attacked, the infection spreads with probability p
along the edges from the attacked point for which both endpoints are unimmunized. This spread
then continues until we reach immunized vertices which again act as firewalls. Again different
adversaries can have different objectives e.g. the maximum carnage adversary will pick an attack
point which maximizes the expected spread. Wang et al. [24] showed that computing the spread
in the independent cascade model is #P-complete. This suggests that even before considering
the complexity of analysis, agents’ reasoning about the choice of attack by the adversary can
become quite complicated. Furthermore, due to the probabilistic nature of the spread, it is
nontrivial to establish any sparsity properties of the equilibria, because additional overbuilding
might occur to hedge against uncertainty of how the infection will spread. Welfare is yet more
difficult to analyze; unlike the deterministic spread, it is no longer obvious that a vertex likely
to end up in a small component post-attack has a single fixed edge purchase that would greatly
improve her utility, since different spread patterns can disconnect her from different regions.

The second variant is identical to our current model except that it requires edge purchases
to be bilateral. In this variant, the concept of equilibrium might be replaced by the notion of
pairwise stability (see e.g. [15]). As a majority of our results hinge upon the analysis of unilateral
deviations, our current analysis cannot be easily modified to accommodate this change. As a
first step towards this goal, the game we study could be modified by adding a blocking action
with 0 cost while maintaining the unilateral edge formation. Namely for any edge purchased
from player 7 to j, player j can block the edge with no cost. The blocking action removes both
the potential connectivity benefit or risk of contagion from edge (i, j) for both i and j. The first
observation is that there are equilibrium networks in our game which are not equilibria in this
new game with blocking. Moreover, we can show that in any equilibrium of the new game, no
player blocks any of edges purchased to her. Finally we can show that all the properties of our
game (sparsity, connectivity and social welfare) hold in the new game with blocking as well.
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APPENDIX

A Difference Between Solution Concepts

As we mentioned in Section [2] linkstable equilibria and swapstable equilibria are both gener-
alizations of Nash equilibria. In particular, this implies that any Nash equilibrium is also a
swapstable and linkstable equilibrium. Furthermore, since linkstable equilibria is also a general-
ization of swapstable equilibria, then any swapstable equilibrium is also a linkstable equilibrium.

In this section we show that these solutions concepts are in fact different in our game. To
do so, we focus on the maximum carnage adversary. We first show an example of a swapstable
equilibrium with respect to the maximum carnage adversary which is not a Nash equilibrium
(Example . We then show an example of a linkstable equilibrium maximum carnage adversary
which is neither a swapstable equilibrium nor a Nash equilibrium (Example .

First, we state the following useful Lemma.

Lemma 4. Let G = (V, E) be a Nash, swapstable or linkstable equilibrium network with respect
to the mazimum carnage adversary. The number of targeted regions cannot be one when |V| > 1.

Proof. Suppose by contradiction that there exists only one targeted region 7. Then 7 must
be a singleton vertex; otherwise, some player in 7 must have purchased an edge and the utility
of this player is negative as the attack uniquely targets 7 (killing it with probability 1). Let
u denote the singleton vertex in 7. Then the expected utility of w is 0, and neither « nor any
other vertex will purchase an edge incident to w.

Now since the number of vertices is strictly bigger than 1, there exists some other vertex
v € V; this other vertex (and any other vertices besides u) must be immunized since 7 (which
is a singleton) is the unique targeted region. First suppose that G is the empty graph (i.e.,
E = (), then for v’s behavior to be a best response, it must be that C; < 1/2, since she could
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drop her immunization for expected payoff 1/2 rather than her current expected payoff of 1 —Cf.
Then, u’s expected payoff after immunizing would be 1 — Ct > 1/2 > 0, higher than her current
expected payoff; a contradiction to G being an equilibrium. Now suppose G is not an empty
graph. So there is some immunized vertex v € V' \ {u} who purchases an edge to some other
v' € V\ {u,v}. Let B denote the connected component in G that contains v,v’. Since v is best
responding, it must be that |B| — C; — Cg > 1/2, since v could have chosen to not buy and edge
to v’ and not to immunize for an expected utility of at least 1/2. This implies that u cannot
be best responding in this case, since buying an edge to v and immunizing would give u an
expected utility of (|B|+1) —C1—Cg > 3/2 > 0, a contradiction to G being an equilibrium. [

We then show that the set of swapstable equilibria is indeed larger than the set of Nash
equilibria in our game (see Figure [13).

Figure 13: An example
of swapstable equilibrium
-0 with respect to the max-

imum carnage adversary
which is not a Nash equilib-
‘4 rium. Cg = 1 and C} = 4.

Example 1. Let n = 3k and consider k disjoint trees of size 3. In each tree, there exists a
root vertez that both other vertices purchase an edge to the root. When ¢ € (0,3/2), C; € [4, 6]
and k > 9, the mentioned network is a swapstable equilibrium with respect to the mazimum
carnage adversary but is not a Nash equilibrium.

Proof. Due to the symmetry in this network, we only need to consider the deviations for two
types of vertices: the root vertex, and the vertex that purchases an edge to the root.

Let’s consider the root vertex first. Her utility is 3(1 — 1/k) and her swapstable deviations
are as follows:

1. adding one edge.
2. adding one edge and immunizing.
3. immunizing.

We show that none of these deviations are beneficial by showing that the utility before the
deviation is always (weakly) bigger than the utility after deviation.

Case 1 trivially does not happen, because if the root adds an edge to a different tree, she
would be a part of the unique targeted region which cannot happen in any equilibrium by
Lemmad] She also does not want to purchase an edge to any other vertex in her tree, since she
is connected to all the other vertices already.

In case 2, she will survive with probability 1 after immunization. As far as the edge pur-
chasing decision, she would get the maximum utility if she purchases an edge to a different
tree.

Ci>4andCg>0 = Ci1+Cg>4and k>9 —

3(1—” > <3+3(1—]€11))—CE—01.

In case 3, she will survive with probability one but she has to pay for immunization.
1
Ci>4and k>9 = 3(1—%)23—01.

Next, consider a vertex that purchased an edge. Such vertex has a utility of 3(1—1/k) — Cg
and her swapstable deviations are as follows:
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. dropping her purchased edge.
. dropping her purchased edge and immunizing.

. adding one more edge.

. immunizing.

1
2
3
4. adding one more edge and immunizing.
5
6. swapping her edge.

7

. swapping her edge and immunizing.

We again show that none of these deviations are beneficial.
In case 1, she would survive with probability 1 after dropping her edge but the size of her
connected component will also decrease.

1
cEe(o,g)andkzg — 31— 1)~ Cp> 1

In case 2, once she drops her purchased edge, she is no longer a targeted vertex. So immu-
nization has no benefits in this case and as long as case 1 is not beneficial, case 2 cannot be
beneficial either.

The analysis of Case 3 is exactly the same as the analysis of case 1 of the root vertex.

In case 4, she will survive with probability 1 after immunization. As far as the edge pur-
chasing decision, she would get the maximum utility if she purchases an edge to a different
tree.

Ci>4andCg>0 = Ci1+Cg>4and k>9

1 1
=31--)-Cg>(3431—-—) ]| —-2-Cg—CI.
k k—1
In case 5, she will survive with probability one but she has to pay for immunization which
is costly.

Ci>4and k>9 — 3(1*%)*0}323*0}3*0}.

In case 6, swapping her purchased edge to a vertex in another tree will cause her to be a
part of the unique targeted region which cannot happen in any equilibrium by Lemma [4] Also,
obviously, swapping to another vertex in her tree will leave her utility unchanged.

In case 7, swapping her purchased edge to a vertex in the same tree and immunizing is not
beneficial as long case 5 is not beneficial (she has the same expenditure and benefit as in case
5). So we only need to consider the case when she swaps her edge to a vertex in a different tree
and immunizes.

Gi>4— 3(1—,1)2(1%(1—;))—01.

Finally, it is easy to come up with a strictly beneficial Nash deviation which implies that
the above network is not a Nash equilibrium with respect to the maximum carnage adversary.
Consider any vertex that did not purchase an edge. She has a utility of 3(1 — 1/k). Consider
her utility when she buys one edge to all the other trees and immunizes herself.

C1§5andk29;deE§g<2 —
Bk—-3)-Cr-(k—1)—-C1>3Bk—-3)—2(k—-1)—-5=k—6>3.

So her utility strictly increases by this deviation, implying that such network cannot be a Nash
equilibrium. O

Finally, we show that the set of linkstable equilibria is indeed larger than the set of swapstable
equilibria (which itself is larger than the set of Nash equilibria). See Figure
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Figure 14: An example of linkstable
equilibrium with respect to the maxi-
mum carnage adversary which is not a
swapstable equilibrium. Cg = 2 and
Cr =4.

Example 2. Consider a cycle consisting of n = 3k vertices. If (i) every player buys the edge
in her counter clockwise direction on the cycle, (ii) every third vertezx in the cycle immunizes (so
there are k immunized vertices in the cycle) and (ii) Cg € (0,n/2 —5),Cr € (3,n/2 4+ 3) and
k > 7, then the cycle is a linkstable equilibrium with respect to the maximum carnage adversary
but not a swapstable equilibrium.

Proof. First, consider any immunized vertex. This vertex clearly cannot change her immuniza-
tion, regardless of how she changes her edge purchases. Since she is always connected to the
vulnerable vertex to her counter clockwise direction, changing the immunization, will result in
forming the unique largest targeted region which by Lemma[d] cannot happen in any equilibrium.
So as long as the payoff of the immunized vertex is greater than zero before the deviation, she
will not change her immunization decision.

CE<g—5andC1<g+3 = Cg+Ci<n—2 = (n—2)—Cg—C;>0.

Furthermore, fixing the immunization decision, the linkstable edge purchasing deviations for
any of the immunized vertices are as follows.

1. adding one more edge.
2. dropping her purchased edge.

In each case we consider the utilities after and before the deviation and show that given the
conditions in the statement of the example, the deviation in not beneficial.

In case 1, before the deviation the immunized vertex remains connected to any vertex that
survives. So adding more edges will only increase the expenditure while the connectivity benefit
is the same. Since Cg > 0, this deviation is not beneficial.

In case 2, dropping her edge might cause the network to become disconnected after the
attack and, hence, it decreases the connectivity benefit of the vertex.

o 5™ 3 31 = n-2)—Cu—C1 > 1<1+4+...+(3k—2)) yeN
2 2 2 2 k

Now, we consider the vulnerable vertices. Any such vertex (if survives) will remain connected
to any other survived vertex. So no vulnerable vertex wants to add more edges (while keeping
her purchased edge). So the possible deviations of such vertices that we need to consider are as
follows.

1. immunizing.
2. dropping her purchased edge.
3. dropping her purchased edge and immunizing,.

Similar to the case of the immunized vertex, we compare the utilities after and before the
deviation and show that given the conditions in the statement of the example, the deviation is
not beneficial.

We divide the vulnerable vertices into two disjoint categories: (i) one that purchases an edge
to an immunized vertex (type i) and (i) one that purchases an edge to a vulnerable vertex (type
ii). For the 2nd and 3rd deviation, we need to distinguish between these two types.

In case 1, the vertex who immunizes survives. Also her vulnerable neighbor is not targeted
anymore.

6

1
CI>3$CI>3—E:3— :>(1_E)(n_2)_CE>(n_2)_CE_CI~

2
z
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In case 2, dropping her edge might cause the network to become disconnected after the
attack and, hence, it decreases the connectivity benefit of the vertex. For a type i vertex,

n n 7 6 1 1
Dosc2_l42 1— )(n—2)— - -3)).
OE<2 5<2 2+n:>( k)(n ) OE>k3+6+ + (3k —3)
For a type ii vertex, the analysis is slightly different since after dropping her purchased edge,
the vertex will not be a part of any targeted region anymore.

CE<2—5<Q—4+6

! . n:(l—i)(n—Q)—C’E><2+1<0+3+6+...+(3k—6))>.

k—1
In case 3, a type i vertex always survives if she immunizes but dropping the edge will decrease
her connectivity benefit.

6
Cp<_5and ;>3 — Cp—C < 2 —8< 2 _542
2 2 2 n

— (17%)(n72)fC’E>%(3+6+...+(3k73))701.

Note that a type ii vertex survives if she drops her edge. So immunization will only increase
her expenditure. So a type ii vertex always prefers the deviation in case 2 to the deviation in
case 3. And since we showed that the deviation in case 2 is not beneficial for a type ii vertex,
the deviation in case 3 cannot be beneficial either.

Now it is easy to see that this network cannot form in any swapstable equilibrium. Consider
two vulnerable vertices (denoted by u and v) that are connected to each other with an edge.
Suppose without loss of generality that u has purchased the edge between u and v. Now, it is
to see that u can get a strictly higher payoff by dropping the edge purchased to v and instead
buying an edge to the immunized vertex that v is connected to. This way, u is not a part of
any targeted region anymore (so she survives with probability 1 instead of 1 — 1/k) but she is
still connected to every vertex she was connected to before the deviation. Since her expenditure
is exactly the same this deviation will increase her utility and show that such network cannot
form in any swapstable equilibrium. O

B Comparison of Different Attack Models

Throughout we showed that the equilibrium networks in the three stylized models introduced
in Section [2] exhibit similar behaviors regarding sparsity and welfare. So in this section we
ask whether the equilibrium networks in these models are the same? We answer this question
negatively. In particular, in Example |3| we show that there exist (connected) Nash equilibrium
networks with respect to the maximum disruption adversary that are not equilibria with respect
to the maximum carnage adversary. We then in Example [4| show that there exist (connected)
Nash equilibrium networks with respect to the maximum carnage adversary that are not equi-
libria with respect to the maximum disruption adversary. While we can also show the set of
equilibrium networks with respect to the random attack adversary is also disjoint from the the
set of equilibrium networks with respect to the other two adversaries, we omit the details due
to similarities.

Example 3. There exists a Nash equilibrium network with respect to the mazrimum disrup-
tion adversary which is not a Nash equilibrium with respect to the mazimum carnage adversary.

Proof. Consider a complete binary tree with n = 27 +1 — 1 vertices (so the height of the tree
is n’). Suppose every player in height ¢ > 0 buys the two edges to the players in height
i — 1 and every vertex in height ¢ > 0 immunizes (see Figure . Then for C; € (2,n — 2),
Cg € (0,1 — 1/2"/) and n’ > 3 this tree is a Nash equilibrium with respect to the maximum
disruption adversary but not with respect to the maximum carnage adversary.
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Figure 15: An example of Nash equilib-
rium with respect to the maximum dis-

ruption adversary which is not a Nash
equilibrium with respect to the maxi-
mum carnage adversary. Cg = 15/16

and C1 = 33/16.

We first show that the tree in Figure is an equilibrium with respect to the maximum
disruption adversary. First, consider any immunized vertex other than the root of the tree. If
such vertex changes her immunization decision (regardless of how she changes her edge purchas-
ing decision), she would deterministically get killed by the maximum disruption adversary. So
she would not change her immunization decision as long as her utility is positive which means
(n—1) — Cy — 2Cg > 0. The same applies to the root as long as the root maintains one of
her purchased edges. It is easy to see that the deviation that she drops both of her edges and
changes her immunization is also not beneficial as long as (n — 1) — C1 — 2Cg > 1 since she
would not get attacked by the adversary in this case.

Any vertex who survives after an attack will remain connected to any other surviving vertex;
which implies no vertex would strictly prefer to add another edge. We now show that no vertex
would like to drop any of her purchased edges and leaf vertices in height 0 would prefer to
remain targeted. To show the former, note that the benefit from each edge purchase is at least
1-1/ 27" and this comes from edges purchased to the targeted leaves. So no vertex would prefer
to drop any of her edges since the benefit is strictly more than Cg. To show the latter, the
utility of a leaf in the tree is (1 —1/2")(n —1). If she immunizes her connectivity benefit would
become n — 1 but she has to pay a price of Cy which is strictly higher than (n —1)/2"". So no
leaf vertex would prefer to immunize.

To show that the tree in Figure [15]is not a Nash equilibrium with respect to the maximum
carnage adversary, we show that any vertex in height 2 can strictly increase her utility by
changing her immunization. Her utility before the deviation is (n —1) —2Cg — Ct and her utility
after the deviation is (1 —1/(2" +1))(n — 1) — 2Cg. So as long as C1 > (n —1)/(2" +1) =
27+ /(27 41) = 2 —2/(2" + 1), then this deviation is beneficial for a height 2 vertex. O

Example 4. There exists a Nash equilibrium network with respect to the maximum carnage ad-
versary which is not a Nash equilibrium network with respect to the mazximum disruption adver-
sary.

Proof. Consider two cycles of alternating immunized and vulnerable vertices of size 2k each
which are connected to each other through a vulnerable vertex outside of the cycles (so n =
4k + 1). Suppose the edges are purchased clockwise in the cycles and the outside vulnerable
vertex purchases an edge to an immunized vertex in each of the cycles (see Figure[16]). Then for
Cr € (2,n/4), Cg € [1,n/4—2) and k > 3 this configuration is a Nash equilibrium with respect
to the maximum carnage adversary but not with respect to the maximum disruption adversary.

Figure 16: An example of Nash equilibrium
network with respect to the maximum car-
nage adversary which is not a Nash equilibrium
with respect to the maximum disruption adver-
sary. Cg = 1 and Cy = 3.

We first show that the configuration in Figure [T is an equilibrium with respect to the
maximum carnage adversary. We consider three types of vertices: (1) immunized vertices (2)
the targeted vertex that connects the two cycles (henceforth the connecting vertex) and (3)
other targeted vertices.

First, consider an immunized vertex["] The utility of such vertex is (n — 1)2k/(2k + 1) +
(n—1)/(2(2k + 1)) — C1 — Cg. Her possible deviations are as follows.

Y41t suffices to only consider the immunized vertex adjacent to the connecting vertex because every deviation of

26



. dropping her purchased edge.

. keeping her purchased edge and adding new edge(s).

. swapping her purchased edge.

. swapping her purchased edge and adding new edge(s).

1

2

3

4

5. changing her immunization.
6. dropping her purchased edge and changing her immunization.

7. keeping her purchased edge, adding new edge(s) and changing her immunization.
8. swapping her purchased edge and changing her immunization.

9. swapping her purchased edge, adding new edge(s) and changing her immunization.

Comparing the utility before and after deviation shows that the deviation in case 1 is not
beneficial.

2% 1 (n-1
E>3 — B>k — 1 -
23 > <2kz+1(n )+2k+1< 2 )) ¢r—Ce

k 1 (n-1 1 " n-1
><2k+1(n_1)+2k+1< > )+2k+1<z< 2 +1+2Z_1>>>_CI'

i=1

Consider case 2. An immunized vertex might lose connectivity to some part of the surviving
network in case the connecting vertex gets attacked. But this happens with probability of only
1/(2k + 1). However, the extra connectivity benefit from purchasing one additional edge is at
most 2k (which happens when the edge is bought from an immunized vertex in one cycle to
another immunized vertex in the other cycle). Since Cg > 1, purchasing this additional edge
would never be beneficial. Similarly, purchasing more than one additional edges would not be
beneficial as well because it is easy to observe that with only one additional edge each vertex
(when survived) will remain connected to every other surviving vertex.

In case 3, swapping her purchased edge to any vertex in her cycle cannot be strictly better
than her current edge purchase because the current edge purchase guarantees that she remains
connected to every surviving vertex in her cycle after any attack. Swapping her purchased to
the other cycle will not be beneficial either because

k23:>< CLIpMI (”21>>ch

2% + 1 %+ 1
k
k+1 1 n—1
1 2 -1) )| -ci- .
><2k+1(" )+2k+1<;< y T ))) Cr=Ce

In case 4, note that two edge purchases (one in each cycle) are sufficient to connect the
immunized vertex to any other surviving vertex. So it suffices to consider the sub-case that the
immunized vertex swaps her current edge and buys one more edge. So the deviation in case 4
cannot more beneficial than the deviation in case 2 which is not beneficial itself.

Note that no immunized vertex with positive utility would change her immunization (re-
gardless of her edge purchases) because otherwise she would form the unique targeted region.
So the deviations in cases 5, 6, 7, 8 and 9 are not beneficial because

n n 2k 1 n—1

Next, consider the connecting vertex. Her utility is (n—1)2k/(2k+ 1) — 2Cg. Her deviations
are as follows.

1. dropping any of her purchased edges.

such vertex would result in at least the same utility as the same deviation for any other immunized vertex.
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keeping her purchased edges and adding new edge(s).
dropping any of her purchased edges and adding new edge(s).
swapping any of her purchased edges.

swapping her purchased edges and adding new edge(s).
immunizing.

dropping any of her purchased edges and immunizing.

keeping her purchased edges, adding new edge(s) and immunizing.

© P N o T N

dropping any of her purchased edges, adding new edge(s) and immunizing.

H
e

swapping any of her purchased edges and immunizing.
11. swapping her purchased edges, adding new edge(s) and immunizing.
In case 1, due to symmetry, we consider the deviation that the connecting vertex drops one

of her edges. This is not beneficial because

n 4k 2%k 2k n—1
Cp<o—2<— —=2 (n—1)-205 > —— -
A T Sl T Ak Rie s

Cg.

In case 2, the connecting vertex (when survived) would remain connected to other surviving
vertices. So she would not purchase any extra edges. Also Similar to her current strategy, with
two edge purchases (one to each cycle), the connecting vertex would remain connected to any
other surviving vertex. So the deviations in cases 3, 4 and 5 (which all involve buying at least
two edges) are not beneficial.

In case 6,

4k 2k
> — — — — —
CI>2_2k+1 = 2k+1(n 1) —2Cg > (n—1)—2Cg — C},

implies that changing the immunization is not beneficial.
In case 7, the deviation is not beneficial because
n—1 2k

n n n—1
Cg < 1—2 and C1 >1 = Cg—-C1 < 1—3 < 9 —— M1 (TL — 1)—2CE > T—CE—CI.

In case 8, the connecting vertex (when survived) would remain connected to other surviving
vertices. So she would not purchase any extra edges. Also as we showed in case 6 immunization
is not helpful either (with two purchased edge). Lastly, the deviations in cases 9, 10 and 11 are
all dominated by the deviation in case 8. So none of them are beneficial.

Finally, consider any other targeted vertex (that is not the connecting Vertex)E Her utility
n —1)2k/(2k + 1) — Cg. Her deviations are as follows.

—~

is
dropping her purchased edge.

keeping her purchased edge and adding new edge(s).
swapping her purchased edge.

swapping her purchased edge and adding new edge(s).
immunizing.

dropping her purchased edge and immunizing.

NSOt W=

keeping her purchased edge, adding new edge(s) and immunizing.

*

swapping her purchased edge and immunizing.

15Tt suffices to only consider the targeted vertex that the immunized vertex adjacent to the connecting vertex have
purchased an edge to. This is because every deviation of such vertex would result in at least the same utility as the
same deviation for any other targeted vertex that is not the connecting vertex.
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9. swapping her purchased edge, adding new edge(s) and immunizing.

Comparing the utility before and after deviation shows that the deviation in case 1 is not
beneficial.

> _ _
k>3>0 = <2k+1<n 1)) Cg

k 1 gy | .
><2k+1(n—1)+2k+1<;< 5 +1+22>)>.

In case 2, the targeted vertex might lose connectivity to some part of the surviving network in
case the connecting vertex gets attacked. Again this happens with probability of only 1/(2k+1).
However, the extra connectivity benefit from purchasing one additional edge is at most 2k (which
happens when the edge is bought from an immunized vertex in one cycle to another immunized
vertex in the other cycle). Since Cg > 1, purchasing this additional edge would never be
beneficial. Similarly, purchasing more than one additional edges would not be beneficial as well
because it is easy to observe that with only one additional edge each vertex (when survived)
will remain connected to every other surviving vertex.

In case 3, swapping her purchased edge to any vertex in her cycle cannot be strictly better
than her current edge purchase because the current edge purchase guarantees that she remains
connected to every surviving vertex in her cycle after any attack. Swapping her purchased to
the other cycle will not be beneficial either because

k—1
2k k+1 1 n—1 ,
> T n—1)) = =D+ [ +14+ — Cp.
k‘3:>(2k 1(n 1)) CE><2k: 1(n 1) o 1( 1( 5 1 2z>>> Cg

=

In case 4, note that two edge purchases (one in each cycle) are sufficient to connect the
targeted vertex to any other surviving vertex. So it suffices to consider the sub-case that the
targeted vertex swaps her current edge and buys one more edge. So the deviation in case 4
cannot more beneficial than the deviation in case 2 which is not beneficial itself.

Changing the immunization is not beneficial in case 5 because

4k — 1 2k —1 1 -1
Gi>22 - :>(k (n—1)+ L )—CE

T 2k+1 2k+1 2k+1 2
2k—1 1n-1
>( o (’I’L—l)‘i‘ﬁ D) )_CE_CI-

In case 6,

CE<%—2andOI>l — CE—CI<%—3

(2in1(”_1))_%> (i(”—l)Jr;k(n;l)Jr;k(i(";1+1+2z'>>> -G,

7

so the deviation is not beneficial.
In case 7, with only one additional edge (to the other cycle) she remains connected to every
surviving vertex. But this deviation is not beneficial since

Cg+Ci >3 = <2k+1

(n—l)) —Cg > (n—l)—QOE—CI.
Cases 8 and 9 are not beneficial because their analog cases 3 and 4 were not beneficial and
the cost of immunization dominates the extra connectivity benefit achieved after immunization.
Finally, it is easy to see that the configuration in Figure[16|is not an equilibrium with respect
to the maximum disruption adversary since the vertex connecting the two cycles would be the
unique targeted region; a property that does not hold in equilibria as stated in Lemma[I9] O
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C Original Reachability Network Formation Game

In this section, for completeness, we prove properties of the equilibrium networks in the original
reachability network formation game [4]. This case coincides with setting Ct equal to zero with
respect to the maximum carnage adversary in our formulation. Obviously, when C; = 0, it is
a dominant strategy for any player to immunize. Bala and Goyal [4] state that for for a wide
range of edge purchasing cost Cg, any equilibrium network is either a tree or the empty network.

Proposition 1 (Proposition 4.1 of Bala and Goyal []). When Cg € (0,n — 1), every network
that forms in an equilibrium of the original reachability game is either a tree or the empty
network.

Proof. First observe that when Cg € (1,n — 1), the empty network is an equilibrium. Next,
consider any equilibrium that is not the empty network when Cg € (0,n — 1). We claim such
network

e cannot have any cycles.
e cannot have more than one connected component.

These two properties imply that the equilibrium is indeed a tree as claimed.

So, first, suppose there is an equilibrium network that has a cycle. Pick any edge on this
cycle. Clearly, the player who purchased this edge would remain connected to any other player
that she was connected to if she drops her edge. Since Cg > 0 she would strictly increase her
utility by dropping this edge, contradicting the assumption that the network was an equilibrium.

Second, assume the equilibrium has more than one connected component. Now, note that
the size of each connected component that has an edge should be at least Cg+1. Otherwise, any
vertex that is in a component with size strictly less than Cg + 1 who purchased an edge would
strictly increase her utility by dropping all her purchased edges. Since the graph is non-empty
there exists a connected component in that network. It is easy to see that any vertex in any
other connected component (which can be a singleton vertex) would strictly increase her utility
by purchasing an edge to the mentioned connected component (since the size of the mentioned
connected component is at least Cg +1). This contradicts the assumption that the network was
an equilibrium. O

Proposition[I]implies the following about the welfare of the reachability game at equilibrium.

Corollary 1. In the original reachability game when Cg € (0,n — 1), the mazimum social
welfare achieved in any equilibrium is n?> — Cg(n — 1).

Proof. By proposition |1} there are only two types of equilibrium networks. The empty graph
equilibrium has a social welfare of n. Any tree equilibrium has a social welfare of n? — Cg(n—1)
which is straitly bigger than the social welfare of the empty graph equilibrium when Cg €
(0,n —1). O

We complement Proposition [I| by showing that, indeed for any tree, there exist a wide
range of edge purchasing cost Cg and a specific edge purchasing pattern that make that tree an
equilibrium in the original reachability game.

Proposition 2. For any tree on n vertices and ¢ € (0,n/2), there exists an edge purchasing
pattern which makes that tree an equilibrium of the original reachability game.

Proof. Given any tree, pick any vertex which satisfies the following property as the root of the
tree: no sub-tree of this root has size bigger than n/2 (see Lemma [5| for a proof that such
vertex exists). We claim that the pattern that every vertex buys an edge to its parent in this
tree is an equilibrium. First of all it is easy to see that in the construction, the root does not
purchase any edges and she is also connected to any other vertex in the network, so she does
not want to purchase any edges. Now consider any other vertex that is not the root. This
vertex purchases exactly one edge in the construction. If she drops that edge, her expenditure
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decreases by Cg. However, she loses connectivity to at least n/2 vertices. Since Cg < n/2,
this deviation will strictly decrease her payoff. Finally, it is easy to see that such vertex does
not benefit by purchasing more edges or changing her edge purchasing decision (i.e., dropping
her currently purchased edge and buying one or more edges to other vertices in the network)
because she is already connected to every other vertex in the network using a single edge. This
completes the proof. O

Note that the range of edge purchasing cost in Proposition [2]is a strict subset of the range
in Proposition This is because for higher edge purchasing costs, only specific (and not all)
trees can form in an equilibrium. We wrap up this section by presenting Lemma [5] which we
used in the proof of Proposition

Lemma 5 (Jordan [16]). Consider a graph G = (V, E) where |V| =n. If G is a tree, then there
exists a vertex v € V' such that rooting the tree on v, no sub-tree has size more than n/2.

D Diversity in Equilibrium

We showed in Section [3|that the equilibria of our network formation game can be quite diverse.
In this section we present the examples of this diversity more formally. We point out that we
focus on maximum carnage adversary throughout this section and all the results hold for Nash,
swapstable and linkstable equilibria. Also similar to Section [3| blue and red vertices denote
immunized and targeted vertices in the figures, respectively. Moreover, directed edges are used
in the figures to determine the players who purchased the edges in the network. We proceed to
present some showcases of the equilibria of our game in the remainder of this section.

D.1 Empty Graphs

We first show that, when we focus on the maximum carnage adversary, an empty graph with all
immunized vertices or an empty graph with all targeted vertices can form in equilibria of our
game. Furthermore, we show that these are the only empty equilibrium networks of our game.

Lemma 6. There exists a range of values for parameters Cg and C such that the empty
graph is a (Nash, swapstable or linkstable) equilibrium network with respect to the maximum
carnage adversary.

Proof. First, it is easy to check that the empty network with all targeted vertices is an equilib-
rium when Cg > 1 and C1 > 1/n. No player would strictly prefer to purchase an edge, immunize
or do them both. Also, when Cg > 1 and C} < 1/n, the empty network with all immunized
vertices is an equilibrium. This shows that regardless of value of C1 when Cg > 1, the empty
network is an equilibrium. O

Lemma 7. Let G be a (Nash, swapstable or linkstable) equilibrium network with respect to the
mazximum carnage adversary. If G is the empty network, then the vertices in G are either all
immunized or all targeted.

Proof. For contradiction, assume an empty equilibrium network with both targeted and immu-
nized vertices. Let k£ > 0 denote the number of players that are targeted. Since we are in an
equilibrium, any immunized player (weakly) prefers immunization to remaining targeted:

1 1
11— > (1- —— <
CI—( k+1>$01—k+1

Similarly, any targeted player (weakly) prefers to remain targeted compared to immunizing
herself:

k

which contradicts with the range of C} in the previous equation. O

<1—]1€>>1—CI == CIZE.
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D.2 Trees

As we pointed out earlier, all the nonempty equilibria of the original reachability game are tress.
In this section we show that trees can also form in the equilibria of our game when we focus on
the maximum carnage adversary. In particular, we show two specific tree constructions: one in
which all the vertices are immunized and the other in which all the leaves are targeted. Note
that there are indeed tree equilibria that fall outside of these two categories (as some of the
leaves can be targeted and some can be immunized).

We start by showing that a tree with all immunized vertices can form in equilibria.

Lemma 8. Consider any tree on n vertices. Suppose Cr € (0,n/2) and C1 € (0,n/2). Then,
there exists an edge purchasing pattern which makes that tree an equilibrium with respect to the
mazimum carnage adversary when all the vertices are immunized.

Proof. Since all the vertices are immunized and have a payoff of n—Cg—C} > 0, no player would
change her immunization decision (regardless of how she changes her edge purchases), because
if so, she would form the unique largest targeted region and will be killed by the adversary.
Now that immunization decision are fixed, it is easy to see that rooting the tree as in
Proposition[2]and the pattern of purchasing an edge towards the root will result in an equilibrium
network. O

We then show that the equilibria proposed in Lemma [§] can be used as a black-box to prove
new tree equilibria in our game.

Figure 17: An example of
tree equilibrium with re-
spect to the maximum car-
nage adversary when Cg =
2 and C1 = 1.9.

Lemma 9. Consider any tree on k < n/2 immunized vertices. Add n — k targeted leaf ver-
tices to this tree such that every immunized vertex has at least one targeted neighbor (see Fig-
ure[17). Then, for Cg € (0,k/2), C; € ((n—1)/(n—k),k/2—1) and k > 7, there ezists an
edge purchasing pattern the makes this network an equilibrium with respect to the mazimum
carnage adversary.

Proof. Root the tree of immunized vertices as described in Proposition[2] and let any immunized
vertex to purchase an edge towards the root. Also let all the targeted vertices to buy the edge
that connects them to the immunized tree.

Consider any immunized vertex. She is connected to all the surviving vertices after any
attack and she has done so with (at most) one edge purchase. She would not change her
immunization decision because she would form the unique targeted vertex. She would not add
any more edges either and it is easy to see that her current edge purchase is the best in case she
can only purchase one edge.

Consider any targeted vertex. She is connected to all the surviving vertices after any attack
and she has done so with only edge purchase. She would not change her immunization decision
either because the cost of immunization dominate the benefit she would get for surviving with
probability one. She would not add any more edge either and it is easy to see that her current
edge purchase is the best in case she can only purchase one edge. O

Hub-Spoke

We now prove that a hub-spoke network can form in the equilibria of our game when focusing
on to the maximum carnage adversary. Although a hub-spoke network is just a special case of
the tree networks described in Lemma [9] we provide a separate proof for this network which
applies to a wider range of parameters in comparison to Lemma [9}
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Hub-spoke network is an interesting equilibrium because it satisfies all of the following prop-
erties at the same: (i) it is also an equilibrium in the original reachability game, (%) the network
is very efficient because there are no more linkage than a tree (a minimum required to connect
all the players) and the number of immunized vertices is only one and (%ii) the welfare at
equilibrium is high, because all the surviving vertices remain connected after each attack.

Figure 18: An example
of hub-spoke equilibrium
with respect to the max-
imum carnage adversary

i when Cgp = 1 and C; = 1

Lemma 10. IfCg € (0,n—3] and Ct € [1,n—1] then a hub-and-spoke network is an equilibrium
with respect to the mazimum carnage adversary when the hub immunizes and the spokes buy the
edges to the hub.

Proof. First observe that the expected size of the connected component of immunized and
targeted vertices are n—1 and (1—1/(n—1))(n—1) = n— 2, respectively. Also the expenditure
of immunized and targeted vertices are C1 and Cg, respectively.

Let us first consider the hub. The hub does not want to buy another edge because she already
has an edge to any other vertex in the graph. So her only possible deviation is to change her
immunization. If she changes her immunization decision, she will be the part of the unique
targeted region. So her utility becomes zero while her expenditure becomes zero as well. So to
prefer to not change her immunization decision her utility should be at least zero in the current
strategy.

Clgn—l — (n—l)—CIZO.

Now consider any spoke vertex. Since the network is symmetric, it only suffices to consider
the possible deviations of one spoke vertex. The spoke has the following deviations which we
analyze one by one.

1. immunizing.

2. dropping her purchased edge.

3. dropping her purchased edge and immunizing.

4. dropping her purchased edge and adding new edge(s).

5. dropping her purchased edge, adding new edge(s) and immunizing.
6. adding more edges.

7. adding more edges and immunizing.

In each case we consider the utilities before and after the deviation and show that given the
conditions in the statement of Lemma the deviation in not beneficial.
In case 1, the spoke survives after immunizing but has to pay the price of immunization.

Cir>1 = (’I’L—2)—CEZ(TL—1)—CI—CE.

In case 2, the spoke becomes disconnected from the rest of the network.

1 1
Ce<n—-3<n—-3+—— = n—2)—-Cg>1— ——.
n—1 n—1

In case 3, the spoke survives after immunization but similar to case 2 she becomes discon-
nected from the rest of the network.

CESn—?)andCIzl — CE—CIS’H—4<TL—3 — (n—2)—C’E21—C1.
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In case 4, adding more edges will cause the vertex to form the unique targeted region so as
long as the her current utility before deviation is non-negative, she would not drop her edge and
add any new edges.

Ce<n—-3<n—2 = (7?,—2)—CE>O.

In case 5, the spoke definitely survives after immunizing but her payoff in case of survival is
capped at n —1 (which will happen if she purchases at least 2 edges to 2 other spokes). Suppose
she adds ¢ > 1 edges. Then,

CEEOandC’121 - (TL*Q)*CEETL*:[*?:CE*CI.

In case 6, adding more edges will only cause the vertex to form the largest targeted region
which cannot happen in any equilibrium by Lemma[d] So similar to case 4, she does not add
more edges if her current payoff is strictly greater than zero.

In case 7, after the vertex immunizes, she becomes connected to every vertex that survives.
So adding more edges strictly decrease her payoff since Cg > 0. So as long as the condition for
case 1 holds, the spoke does not deviate in case 7 either. O

D.3 Forest

Nonempty networks with multiple connected components (with no immunized vertex) can form
in the equilibria of our game when we focus on the maximum carnage adversary. We start by
showing that a forest consisting of targeted trees of equal size can form in equilibria.

Lemma 11. Let n = kF. Then k disjoint targeted trees of size F' can form in the equilibrium
with respect to the maximum carnage adversary when Cg € (0,F/4], C;r > (k- 7/4)F, k > 4
and F > 2.

Proof. Similar to the construction proposed in Proposition [2] in each tree, we can fix a root
and guarantee that each player only purchases one edge (towards the root). Hence, the possible
deviations of any player who purchased an edge are as follows:

1. dropping her purchased edge.

dropping her purchased edge and immunizing.

dropping her purchased edge and adding more edge(s).

dropping her purchased edge, adding more edge(s) and immunizing.
immunizing.

adding more edges.

N ol W

adding more edge(s) and immunizing.

By construction, the root of the tree is the only vertex that does not purchase any edge. Hence,
the deviations of the root is only limited to cases 5-7. So in the first four cases we only consider
a vertex who purchased an edge.

In case 1, dropping the edge will cause the vertex to survive but her connectivity benefit
decreases but it is at most F'/2 due to Lemma

C’ESEandkzél — (1—1)F—OEZE
4 k 2

In case 2, when the vertex drops her purchased edges, she is not part of any targeted region
anymore, so she survives with probability 1 even without immunization. So as long as the
deviation in case 1 is not beneficial, the deviation in case 2 is not beneficial either.

In case 3, if the vertex drops her purchased edge and buys any edge(s) to any other connected
component she will form the unique targeted region which cannot happen in any equilibrium
by Lemma So the only other case to consider is when she drops her edge and buys edge(s) to
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the same connected component she was a part of. Since she only requires one edge to connect
to the component, she does not have a better deviation in this case either.

In case 4, note that the payoff of a vertex who does mot purchase an edge and deviates
according to case 6 is strictly better than the deviation in this case. So showing that the
deviation in case 6 is not beneficial (as we do shortly) is sufficient to show that the deviation in
case 4 is not beneficial either.

For cases 5-7, first consider a vertex who purchased one edge. In case 5, when she immunizes,
she survives with probability one.

1
C’Iz(k—g)Fandkzél — CI>¥ — (1—E)F—CE>F—CE—CI.

In case 6, adding more edges to other components will only result in forming the unique
targeted region which cannot happen in any equilibrium by Lemma [l Also, the vertex is
already connected to the vertices in her component and any edge beyond a tree is redundant.

Finally, in case 7, when the vertex immunizes, she survives with probability of 1. Fur-
thermore, since Cg < F/4 she would benefit the most by buying an edge to any connected
component she is not connected to.

1
CE>OandCIZ(k—£)F — (1- )F ~C > (k~ )F —kCe ~ 1.

Now we consider cases 5-7 for the vertex that did not purchase any edge. It’s easy to verify
that the argument in case 6 still holds. The argument in cases 5 and 7 also hold with the only
difference that now we have to subtract a Cg from both sides of the final inequalities in both
cases, since the vertex initially has not purchased any edges. O

The forest network in Lemma [11) was symmetric (all the trees have the same size). We now
assert an example of non-symmetric forests that can form in equilibria.

Lemma 12. Let n = kF +n'. Then k disjoint targeted trees of size F along with n’ vulnerable
singleton vertices can form in the equilibrium with respect to the maximum carnage adversary
ifCpe (LLF/4),Cr>(k—-1)(F—-1),k>4, F>5 andn’ > 0.

Proof. Similar to the construction proposed in Proposition 2] for each of the trees, we can fix a
root and guarantee that each player only purchases one edge (towards the root).

First, observe that no vertex would like to add or drop an edge without changing her im-
munization decision. The singleton vertices, would not like to buy an edge to another singleton
vertex (since Cg > 1) nor buy an edge to a vertex in the trees (since they would form the unique
targeted region). Vertices in of a tree would not want to add an edge to another vertex either,
they are already connected to other vertices in their tree and would form the unique targeted
region if they buy an edge to a vertex outside of their tree. Furthermore, they would not drop
their only purchased edge because

CESEandkzél — (1—1)F—CEZE,
4 k 2

where again F'/2 is the maximum connectivity benefit they can receive according to Lemma
Now we show that no vertex in any of the trees could immunize and add more edges to
strictly increase her expected payoff. We only consider the root vertices, since they are the only
vertices who has not purchased an edge yet (so given the same deviation, the payoff of no vertex
who purchased an edge can be higher than the root). We also point out that the most beneficial
deviation is when the root buys an edge to every other tree (since she pays Cg for an edge but

gets a benefit of (1 —1/(k —1))F > Cg). So we have,

Cp>1and Gy > (k—1)(F —1) — (1—%)F2(k-—l)F—(k:—l)CE—CI.
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Similarly, a singleton vulnerable vertex would like to buy an edge to every tree after immuniza-
tion in her best deviation which is still not beneficial.

Cep>1land O > (k—1)(F —1) = 1> (k—1)F — (k—1)Cg — Ct.
O

We conclude this section by pointing out that other non-symmetric forest equilibria can form
in the equilibria of our game e.g., when there are some targeted trees along with vulnerable trees
of smaller size and singleton vertices.

D.4 Cycles

We now assert that unlike the original reachability game, cycles can form in the equilibria of our
game when we focus on the maximum carnage adversary. Indeed, we show that an alternating
cycle of immunized and targeted vertices can form in equilibria.

Lemma 13. A cycle of n = 2k alternating immunized and targeted vertices can form in equi-
libria with respect to the mazimum carnage adversary when (i) every vertex buys an edge to the
vertex in her clockwise direction in the cycle, and (ii) Cg € (1,n/2 —2), Cr € (2,n/2+ 1) and
k>4.

Proof. The proof is by case analysis for immunized and targeted vertices, respectively. First
observe that the expected size of the connected component of immunized and vulnerable vertices
are n— 1 and (1 —1/k)(n — 1), respectively. Also the expenditure of immunized and vulnerable
vertices are Cg + C1 and Cg, respectively.

Let’s start with an immunized vertex. Note that if an immunized vertex changes her im-
munization decision, she will deterministically get killed by the adversary regardless of her edge
purchasing decision because the immunized vertex is already connected to a targeted vertex.
So as long as the payoff of an immunized vertex is greater than zero, she cannot change her
immunization decision.

CE<g—2andCI<g+1 - (n—l)—CI—CE>O.

So for an immunized vertex, given that she never benefits by changing her immunization decision,
the possible deviations are as follows.

1. dropping her purchased edge and adding new edge(s).
2. dropping her purchased edge.
3. adding more edge(s).

We compare the utilities after and before any of these deviation and show that given the con-
ditions in the statement of Lemma [13] none of these deviations are beneficial.

In case 1, after purchasing i > 1 edge(s) the expected size of the connected component of
the immunized vertex is (trivially) at most n — 1. So the deviation is not beneficial because she
is currently achieving the same expected size using only edge purchase.

In case 2,

1
CE<%—2<2—1 — (n—l)—CE—CI>%(1+3+...+(2k—1)>—CI.

In case 3, no matter which new edge(s) the immunized vertex purchases, her expected connected
component has size at most n — 1. So adding more edges will only increase the expenditure.

Now consider a targeted vertex. Since the network is symmetric, it suffices to consider one
such vertex. Her deviations are as follows.

1. dropping her purchased edge and adding new edge(s).
2. dropping her purchased edge.
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adding more edge(s).
immunizing.

dropping her purchased edge, adding new edge(s) and immunizing.

o G w

dropping her purchased edge and immunizing.
7. adding more edge(s) and immunizing.

Again, we compare the utilities after and before each deviation and show that given the condi-
tions in the statement of Lemma the deviations are not beneficial.

Case 1 is similar to the analysis of case 1 for the immunized vertex with the only difference
that n — 1 should be replaced by (1 — 1/k)(n — 1).

In case 2,

n n
— —2 << — =

CE<2 5

2+g == (1—3)(n—1)—CE> 1(2—4—...—1—(2/€—2)).

n k k

Similar to the case 3 for the immunized vertex, in case 3 no matter which new edge(s) the
targeted vertex purchases, her expected connected component is at most (1 — 1/k)(n —1). So
adding more edges will only increase her expenditure.

In case 4, the vertex will survive with probability 1, but she has to pay for immunization.

CI>2>27%:%(7’L71) - (1—%)(n—1)—CE>(n—l)—CE—C’I.

In case 5, when the targeted vertex immunizes, she survives with probability one. Suppose
she adds ¢ > 1 edges, then the size of her connected component after the attack is at most n—1.

1 1
Cg>1land C1 >2 = CI+iCE>3>%(n—1) = (1—%)(n—1)—CE>(n—l)—iCE—CI.

In case 6,
n n n 1
C’E<572and01>2 e CE701<574<§—3+E
:>(171)(n71)76’ >i<2+ +(2k—2)>7C
3 B E_1 1.

In case 7, the targeted vertex survives after immunization. Suppose she adds i > 1 edges,
then the size of her connected components is at most n — 1.

1
Cg>1land C; >2 — CI+iCE>3>E(n—1)

— (1—%)(n—1)—CE>(n—l)—(i—l—l)CE—CI.

D.5 Flowers

We next show that multiple cycles can form in equilibria when we focus on the maximum
carnage adversary. The flower equilibrium in this section is an illustration of such phenomenon.

In the flower equilibrium each petal has the same pattern of immunization as the cycle in
Lemma, T3]

Lemma 14. Let n = F(2k — 1) + 1. Consider a flower network containing F petals (cycles)
of size 2k where all the cycles share exactly one vertex. Assume each petal is composed of
alternating immunized and targeted vertices, and the shared vertex is immunized. Then the
flower network can form in the equilibrium with respect to the mazximum carnage adversary
when (1) in each petal, the targeted vertices buy both of the edges to their immunized neighbors,
and (i) C; € (2,(2k —1)F), Cg € (0,min{(k —1)F =2, ((k—1)2+5) /(2kF)}), k > 2 and
F >3
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Proof. First note that the expected size of the connected component for immunized and targeted
vertices are (2k—1)F and (1—1/(kF))(2k—1)F, respectively. Also the expenditure of immunized
and targeted vertices are C] and 2CE, respectively.

First, consider any immunized vertex. Any such vertex is connected to every survived vertex
in the network after any attack. So no such vertex wants to add any edges. Furthermore, she
does not want to change her immunization decision because (regardless of her edge purchases)
she will form the unique largest targeted region. So as long as her current payoff is bigger than
zero, she would not change her action. This means

Cr< (2k—1)F = (2k—1)F — Cy > 0.

Now, consider any targeted vertex. Such vertex (when survives) is also connected to to every
survived vertex in the network after any attack. Since she managed to do so with only two edge
purchases, it suffices for us to only consider deviations such that the number of edges purchased
by the targeted vertex is at most 2. So her possible deviations are as follows.
buying two edges and immunizing.
buying one edge.

buying one edge and immunizing.

- W b=

buying no edges.
5. buying no edges and immunizing.

We compare the utilities before and after each deviation and show that given that given the
conditions in Lemma [T4] that none of the deviations are beneficial.

Remind that the current edge purchases of any targeted vertex connect her to any survived
vertex. So if an targeted vertex is buying two edges, she can do no better than her current
purchases. So in case 1, it suffices to check only the deviation in the immunization decision.

CI>2>2—% — (1—%)(21@—1)F—2CE>(2k—1)F—20E—CI.

In case 2, first observe that if a targeted vertex is going to buy a single edge, she will buy
it to the central immunized vertex if she wants to maximize her expected size of the connected
component after attaCkE Second, among all the targeted vertices in a petal, the targeted
vertex with the maximum expected size of the connected component is the vertex who is k — 1
hops away from the central immunized vertexE So it suffices to consider the deviation of such

vertex.
. (k—1)2+5 (k—1)*>+5
Crg < min{(k —1)F — 2, TG } < Sk F
1
1 1
(1—ﬁ)(Qk—l)F—ﬁ(1+3+...+(k—3)—|—1+3—|—...+(k—1))—CE.

The same argument holds for case 3, with the only difference than the vertex will survive
with probability of 1.

: (k—1)2+5, (k—1)2%+5 1
Cg < min{(k — 1)F — 2, ShF < ShF and Ct > 2 T
1
(1— —)(2k - )F — 205 >

kF
1
(2k—1)F—k—F(1+3+...+(k—3)+1+3+...+(k—1))—CE—CI.

'6She would remain connected to at least (F — 1) of the petals if she survives.

17 Fix a petal and consider a targeted vertex who purchased an edge to the central immunized vertex. If the attack
happens outside of this petal, then the size of connected is the same for all the targeted vertices in the petal. If
the attack happens in the petal and the vertex survives, her expected utility is at least half of her petal size (and
sometimes more) regardless of the attack.
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In case 4, she still survives with the same probability but her size of connected component
is only 1 anytime she survives.

, (k—1)2+5 F 3 1 1
< —F -2, L T (k- ) F—2<kF—— — S — 4 ——
Ce s min{(k - F =2, = F—) s (k-1) Sk s o T wE
1 1
1-—)2k—-—1)F -2 >(1—-—).
= (1— )2k~ 1)F —205 > (1- )
In case 5, she survives with probability 1, but the size of her connected component is 1.
. (k—1)%+5 F 1 1
< _ _9 X TV (k- _9<kF - — -4 —
Cg < min{(k — 1)F — 2, SLF }<(k-1)F—2<kF 3 2+2k and Cp > 2
1
1——)2k—-1)F -2 1-Ch.
:>( kF)( ) Cg > Ch

O

The number of edges in the flower equilibrium is n + F — 1. So to get the densest flower
equilibrium, it suffices to set I’ as large as possible or k as small as possible. Setting k£ = 2
will result in a flower equilibrium with 4n/3 — O(1) edges. We finally point out that among all
the examples of equilibrium in this section with strictly more than n edges, the flower is the
only example that remains an equilibrium with respect to the maximum carnage adversary even
when Cg > 1.

D.6 Complete Bipartite Graph

We finally show that a specific form of complete bipartite graph can form in equilibria when we
focus on the maximum carnage adversary. The equilibria presented in Lemma [15| have 2n — 4
edges which shows that our upper bound on the density of equilibria (Theorem [3)) is tight.

Lemma 15. Consider a complete bipartite graph G = (U UV, E) with |[U| =2 and |V| > 1. G
can form in the equilibrium with respect to the maximum carnage adversary if all the vertices in

U are targeted, all the vertices in V are immunized, the vertices in U purchase all the edges in
E, Crge(0,1/2] and Cr € ((n—1)/2,n —1).

Proof. The proof is by case analysis for immunized and targeted vertices, respectively. First
observe that the expected size of the connected component of immunized and targeted vertices
are n — 1 and (n — 1)/2, respectively. Also the expenditure of immunized and targeted vertices
are C and (n — 2)Cf, respectively.

Consider an immunized vertex first. If she changes her immunization decision, she will
deterministically get killed by the adversary regardless of her edge purchasing decision because
the immunized vertex is already connected to a targeted vertex and hence she will form the
unique largest targeted region. So as long as her payoff is greater than zero, she would not
change her immunization decision.

CISTL—l — (n—l)—CIZO.

Also the immunized vertex remains connected to every vertex that survives, regardless of the
attack. So she would not want to by any edges.

Now consider a targeted vertex. First, note that since Cg < 1/2, the current utility of a
targeted vertex is at least 1/2. Next, it is easy to observe that no deviation of a targeted vertex
can be beneficial if she purchases an edge to the other targeted vertex, regardless of her choice
of immunization or her other edge purchases. If she does not immunize, buying an edge to the
other targeted vertex will result in forming the largest unique targeted region which cannot
happen in any equilibrium by Lemma [4] If she immunizes, the other targeted vertex becomes
the unique largest targeted region, so she would not benefit by purchasing an edge in this case
either.

This, together with the symmetry of the network with respect to immunized vertices imply
that the deviations of a targeted vertex that we need to consider are as follows.
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1. purchasing k € {0,...,n — 3} edges to immunized vertices.
2. purchasing k € {0,...,n — 3} edges to immunized vertices and immunizing.

We compare the utilities of the targeted vertex before and after the deviation and show that
none of the above deviations are beneficial.
In case 1,

1 — k-2
kgn—3<n—2andCE§§ = (n—k—2)CE§%

-1 k+1
n —(TL—Q)CEZ%—/GCE

In case 2,

Cg <

1 —1 k+1 —k—2 k+1
_iandC&an + r _ it

> — —k — — <
- (TL k Q)CE CI < 5 D)

- 2
el - 2)C > (k4 1) — kCh — Cr

2

E Missing Proofs from Section

To prove Theorem [f] with respect to the maximum carnage adversary, first in Lemma[I6] we show
that in a non-trivial equilibrium network every immunized vertex has an adjacent edge. Then
in Lemma [17| we show that all the immunized vertices are in the same connected component of
the non-trivial equilibrium network.

Lemma 16. Let G = (V, E) be a non-trivial Nash, swapstable or linkstable equilibrium network
with respect to the mazimum carnage adversary. Then, for allu € I, there is an edge (u,v) € E.

Proof. Suppose not. Then there exists an immunized vertex w with no adjacent edge. Since
G is non-trivial, there exists an edge (z,y) € E. Without loss of generality assume that z has
purchased the edge (z,y) and let p denote the probability of attack to z in G. We know p < 1,
otherwise  would benefit by dropping her edge to y.

Since we are in an equilibrium = does not strictly prefer to drop any of her edges. Let u and
i’ denote the expected connectivity benefit of x before and after the deviation that she drops
her edge to y. Then p— Cg > p/ > 1 — p. The last inequality comes from the fact that the size
of the connected component of x after the deviation is at least 1 and the probability of attack
to x after deviation is at most p. Remind that with respect to the maximum carnage adversary
the attack is characterized by the size of the maximum vulnerable region. So if z is targeted
then the size of the targeted region she belongs to does not increase by dropping an edge. So
the probability of attack to x does not increase after the deviation.

Consider the deviation that w purchases an edge to x. Since u is immunized, this deviation
would not change the distribution of the attack. Therefore, the change in u’s expected utility
after the deviation is p — Cg > 1 —p which is strictly bigger than 0 since p < 1; a contradiction.

O

Lemma 17. Suppose G = (V, E) is a non-trivial Nash, swapstable or linkstable equilibrium
network with respect to the mazimum carnage adversary. Then all the immunized vertices of G
are in the same connected component.

Proof. Suppose not. Then the immunized vertices are in multiple connected components. Let
G1 and G5 be two such components. Pick immunized vertices u; € Gy and us € Go arbitrarily.

Consider an edge (u, uz) adjacent to us which exists due to Lemma Let v € {u, us} denote
the vertex who purchased the edge (u, us). Consider the deviation that v drops that edge and let
w and p' denote the connectivity benefit of v before and after the deviation, respectively. Since
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we are in an equilibrium, then v (weakly) prefers to maintain this edge. So u — Cg > p/. We
show that x' > 0. In the case that v = s, clearly u/ > 1 > 0 since v is immunized. In the case
that v = u, let p denote the probability of attack to v pre-deviation. In this case u’ > 1 —p since
the size of the connected component of v after the deviation is at least 1 and the probability
of attack to v would not increase after dropping an edge (see the proof of Lemma [16| for more
discussion). Finally, we know that p < 1 otherwise dropping the edge to vy would improve v’s
utility. So p/ > 1 —p > 0 in this case as well.

Finally, consider the deviation that uw; purchases an edge to uy. The expected utility of u;
after the deviation will increase by at least u — Cg > u’ > 0 since the distribution of attack
after this deviation remains unchanged; a contradiction. O

We are now ready to prove Theorem

Proof of Theorem [}l Lemma [I6] implies that all the immunized vertices are in the same con-
nected component. Let G denote this component. In the rest of the proof we show that all
the vulnerable vertices are also part of this connected component. Hence, G = G and G is
connected

By the way of the contradiction assume there exists a vulnerable vertex w outside of G. We
consider two cases: (1) w is not targeted or (2) w is targeted.

In case (1), pick any immunized vertex u € G. u has an adjacent edge (u1,u) by Lemma
Let v € {uj,u} be the vertex who purchased the edge (uj,u). Consider the deviation that
v drops that edge and let p and u' denote the connectivity benefit of v before and after the
deviation, respectively. Since we are in an equilibrium, then v (weakly) prefers to maintain
this edge. So p— Cg > p/. Also p/ > 0 with the exact same argument as in the proof of
Lemmal[I7] Now, consider the deviation that w purchases an edge to u. The expected utility of
w after deviation will increase by at least u — Cg > 1/ > 0 because the distribution of attack is
unchanged after this deviation; a contradiction.

In case (2), we consider two sub-cases: 2(a) there exists a targeted region with size strictly
bigger than 1 in G or 2(b) the size of all the targeted regions are exactly 1 in G.

In case 2(a), again consider the targeted vertex w in a connected component of size bigger
than 1 and let (w, w1 ) denote the adjacent edge to w which exists by the assumption of the case.
Let v € {w, w1} be the vertex who purchased this edge. Consider the deviation that v drops this
edge and let u and p’ denote v’s connectivity benefit before and after the deviation, respectively.
Since we are in an equilibrium v (weakly) prefers to keep this edge which implies  — Cg > p/'.
We show p/ > 0. Let p denote the probability of attack to v. Then u’ > 1 — p because the size
of connected component of v after the deviation is at least 1 and the probability of attack to
v after the deviation is at most p since dropping an edge would not increase the probability of
attack to v. Finally observe that p < 1 otherwise v would not have purchased any edge. Hence,
@ >1—p>0. Now consider an immunized vertex u in G and a deviation that u purchases an
edge to v. u’s expected utility after this deviation is increased by at least u— Cg > p/ > 0 since
the distribution of attack is unchanged after this deviation; a contradiction.

In case 2(b), observe that the adversary’s attack distribution is uniform over all the targeted
vertices. Furthermore, all the vulnerable vertices are targeted because all the targeted regions
have size 1. So let 0 < k < |V| denote the number of targeted vertices in G. Then the expected
connectivity benefit (and utility) of w which is a singleton vertex outside of G is 1—1/k. We will
show that some vertex in G has a beneficial deviation by considering the following sub-cases:

2(ba) there is no targeted vertex in G and 2(bB) there is at least one targeted vertex in G.

In case 2(ba) all the vertices in G are immunized. Furthermore, there is an edge in G by
Lemma As a result, G is a tree of immunized vertices because any edge beyond the tree
would be redundant. Pick a leaf vertex v € G. v has purchased an edge in G since Cg > 1. Then
the connectivity benefit of v is |G| which is at least Ct + Cg 4 1/2 (otherwise v would better off
dropping the edge and immunization in which case she would die with probability of at most
1/2 because w is also targeted and the adversary would attack them with equal probability).
Now consider the deviation that w immunizes and buys an edge to u. The change in w’s utility
is |G| +1—C1— Cg — (1 —1/k) > 0 since |G| > C1 + Cg +1/2 and k > 0; a contradiction.
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The analysis of case 2(bf) is more delicate. Remind that by the assumptions so far, all the
sub-cases below share the following common assumptions: there exists a vulnerable vertex w
outside of G which is targeted. Furthermore, targeted regions are all singletons and there is at
least one targeted vertex in . We consider the following exhaustive sub-cases.

(i)

All the edges in G are purchased by immunized vertices.

Since Cg > 1 no immunized vertex in G would buy an edge to a targeted vertex in G
unless that targeted vertex itself is connected to some other vertices (immunized in this
case since targeted regions are singletons in case 2(b)). At first glance, the immunized
vertex would be better off swapping the edge that connects her to this targeted vertex to
any of the immunized vertices that the targeted vertex itself is connected to. If so, even
when the targeted vertex gets attacked, the immunized vertex would remain connected to
other neighboring vertices of the targeted vertex. However, the immunized vertex might
be indifferent between her current action and swapping which means there is another
path that she has to any of the immunized vertices she would have lost connectivity to
when this particular targeted vertex is attacked. Note that every such path will also get
disconnected in some other attack (otherwise there is no need to purchase the edge to
the targeted vertex at the first place). This implies that every targeted vertex in Gisa
part of a cycle in G. Let p € {1/k,...,(k —1)/k} denote the total probability of attack
to any of the targeted vertices inside of G. Then the expected connectivity benefit of
an immunized vertex who purchased an edge in G is (1 — p)|G| + p(|G| — 1) = |G| —
|E| Consider the deviation that an immunized vertex that purchased an edge drops her
purchased edge. She decreases her expenditure by Cg and her connectivity benefit is at
least (1 — p)|G| + p after the deviation. °| Since the immunized vertex, (weakly) prefers
her current strategy then, Cg < p|G| — 2p. Finally, consider the deviation that w (which
is outside of @) purchases an edge to any immunized vertex in G. Note that the attack
distribution remains unchanged after this deviation. Hence the change in w’s expected
utility is at least p(|G|) + (1 —p—1/k)(|G|+1) — Cg — (1 —1/k) > p > 0; a contradiction.
Note that after the deviation, with probability 1 —p— 1/k the attack happens outside of G
(which now contains w) in which case the connectivity benefit is |G|+ 1. With probability
p the attack happens inside of G and does not kill w in which case the connectivity benefit
is |G|.

There exists a targeted vertex in G which purchased an edge. Define the marginal benefit
for an edge purchase by a vertex to be the difference between the expected utility of the
vertex with and without the purchased edge.

(I) There exists a targeted vertex u € G which has marginal benefit of strictly bigger
than Cg for one of her edge purchases.
Suppose (u, v) is the edge purchased by v which has a marginal benefit strictly higher
than Cg. We know v is immunized because targeted regions are singletons. So the
deviation that w also purchases an edge to v would have a marginal benefit of strictly
bigger than Cg as well because the attack distribution remains unchanged after the
deviation; a contradiction.

(II) For all the targeted vertices u € G the marginal benefit is exactly Cg for all of the
edge purchases made by w.

18Note that this probability is in the increments of 1/k because the attack distribution is uniform over k targeted
vertex. So the total probability of attack to targeted vertices in G is simply the number of targeted vertices in G
times 1/k.

9With probability 1 — p the attack happens outside of G in which case the connectivity benefit is |C'|
probability p the attack happens inside of G in which case the connectivity benefit is \G| — 1 because the attack kills
exactly one targeted vertex and that vertex is a part of a cycle in G.

29With probability 1 — p the attack happens outside of G in which case the connectivity benefit is |G’|
probability p the attack happens inside of G in which case the connectivity benefit is at least 1 since the vertex is
immunized.
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i. There is exactly one targeted vertex in G.
Let u be the sole targeted vertex in G and assume u purchased ¢ > 0 edges.
All the edge purchases of u are to immunized vertices. Furthermore, each of
these immunized vertices are themselves connected to other immunized vertices
otherwise u would not have bought an edge to any of such vertices (remind that
Cg > 1). So we can think of an edge purchased by u as an edge that connects u to
a fully immunized component. Finally, note that any such immunized component
is a tree because no vertex in that component can get attacked so any edge beyond
a tree is redundant in that component.
Remind that & denote the total number of targeted vertices in G. If k > 2,
w can buy an edge to any vertex in one of these immunized components and
get a marginal benefit of strictly bigger than Cg. E So suppose u and w are
the only targeted vertices in the network and therefore k = 2. Consider one
immunized component that u has purchased an edge to and let X denote the size
of this immunized component. Since the marginal utility of v from this purchase
is exactly Cg then (1 —1/k)X = Cg or X = (k)Cg/(k — 1). Replacing k = 2
we get X = 2CE. And this equation should hold for each of the immunized
components that u has purchased an edge to because u’s marginal benefit for
each edge purchase is Cg based on the assumption of this case. Furthermore, u
gets attacked with probability 1/2 so for her to not immunize C; > (iX +1)/2.
As we mentioned before, all of the immunized components that « has purchased
an edge to are trees. Finally, consider a leaf in one such tree and the deviation
that the leaf drops her edge and becomes targeted. Her change in the utility is
2/3 - ((iX+1)/24+ X/2—C1 — Cg) > 2/3 because the adversary now attacks
each of the three targeted vertices with probability of 1/3; a contradiction.

ii. There are strictly more than one targeted vertex in G.
Suppose (u,v) is the edge purchased by a targeted vertex u € G. v is immunized
since targeted regions are singletons. Consider the deviation that w purchases
an edge to v. The marginal benefit of this purchase is strictly bigger than Cg
because (1) w would get strictly higher benefit when any other targeted vertex
besides w and u is attacked and such vertex exists by the assumption of this case
(since we assumed there are more than one targeted vertex in () and (2) the
distribution of attack will not change after the deviation.

O

Proof of Theorem[5 First, Theorem [ implies that G is connected. Furthermore, the applica-
tion of Lemma [3] implies that all the targeted regions of G (if there are any) are singletons.
Finally the number of immunized vertices is (trivially) at most n and by Theorem [3| there
are at most 2n — 4 edges in G. So the collective expenditure of vertices in G is at most
Ciax := (2n — 4)Cg + nC.

Let T = (BUC, E') be the block-cut tree decomposition of G. An attack to targeted non-cut
vertices in any block of T' leaves G with a single connected component after attack. However,
an attack to targeted cut vertices of T can disconnect G. So to analyze the welfare, we only
consider the targeted cut vertices in T" and in particular we only focus on targeted cut vertices of
T with the property that the attack on such a vertex sufficiently reduces the size of the largest
connected component in the resulting graph. More precisely, let € = 2/Cg/ n'/3. We refer to a
targeted cut vertex v as a heavy cut vertex if after an attack to v, the size of the largest connected
component in G \ {v} is strictly less than (1 — e¢)n. We then show that the total probability of
attack to heavy cut vertices is small if G is a non-trivial equilibrium. This implies that with
high probability (which we specify shortly) the network retains a large connected component
after the attack, hence, the welfare is high.

21The benefit of strictly bigger than Cg happens when a vertex other than u and w are attacked. Such vertex
exists when k > 2.
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We root T arbitrarily on some targeted cut vertex r» € C. If there is no such cut vertex,
then the size of the largest connected component in G after any attack is at least n — 1. So
the social welfare in this case is at least (n — 1)? — Cuax and we are done. So assume 7 exists.
For any vertex v, let T, denote the subtree of T rooted at v. Consider the set of cut vertices
H, C C such that for all v € H,.: (a) v is targeted, (b) |T,| > en, and (c) no targeted cut vertex
v € T, \ {v} has the property that |T3/| > en i.e. v is the deepest vertex in the tree T, that
satisfies property (b).

Note that each v € H,. is a heavy cut vertex (but there might be other heavy cut vertices in
T that are not in H,). We consider two cases: (1) |H,| =1 and (2) [H,| > 1.

Consider case (1) where |H,| = 1. Let H, = {v}. Consider the following two cases: 1(a)
v =7 and 1(b) v # r where r is the root of the tree.

Figure Case 1(a); v is the only heavy
cut vertex and is the root of T'. The
triangles denote the subtrees rooted at the
child blocks of v.

Figure Case 1(b2); v # r and either r or
a vertex in b has a beneficial deviation. The

Figure 19 triangle denotes the subtree rooted at v.

Figure 20

In case 1(a), let p be the probability of attack to v. Consider the deviation that v immunizes
but maintains the same edge purchases as in her current strategy. Since G is an equilibrium,
v (weakly) prefers her current strategy to the deviation. The connectivity of v after an attack
to any targeted vertex other than v is at least n — en. So for v to not prefer immunizing:
p(n—en) < Ci. Moreover, if any vertex other than v is attacked, the size of the largest
connected component after the attack is at least (1 — €)n (see Figure [19). This implies the
welfare is at least
C

(1 _p) ((1 - 6) n)2 — Cax > (1 - m) (1 - 26) 7’L2 — Chax
C1n4/3 )

_ GmT — 02— O(np/3
T gg ~ Omex =12 —0@").

For case 1(b), observe that the targeted cut vertices on the path from v to r (the root of
T) are the only possible heavy cut vertices in the network (counting both v and r to be on the
path). So let p, denote the probability that some heavy cut vertex on the path from v to r is
attacked. We consider two cases: 1(b1) p, < /Cgn~'/3, and 1(b2) p, > /Cgn~'/3. We show
that in case 1(b1) the welfare is as claimed in the statement of Theorem [f]and case 1(b2) cannot
happen.

In case 1(b1), with probability 1 — p,,, the size of the largest connected component after the
attack is at least (1 — €)n. Hence the welfare in case 1(b1) is at least

>n?—4 CEn5/37

(=) (1= ) = Conax = (1= v/Cen™/%) (1 = 20) 0 = Cinae

- (1 _ 1/CErfl/3> (1 _ 4 CE> n? — Cpax > 12 — 5/ Cpn®/3 — Cpax = n% — O(n5/3).

nl/3

In case 1(b2), since r is a cut vertex, r has at least two child blocks. Consider any child
block of r that is not in the same subtree of r as v (e.g. b in Figure and call this child block
b. Since all the targeted regions are singletons, r is only connected to immunized vertices in b
— let w be one such immunized vertex. Now consider the deviation that w purchases an edge
to an immunized vertex w’ in T, (w’ exists because by the choice of €, |T,| > 2, v is targeted
and targeted regions are singletons). Note that this deviation does not change the distribution
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of the attack. Thus, the deviation will give w additional benefit of at least |T,,| — 1 > en — 1
(for the entirety of T, other than v) whenever the attack occurs on the path from v to r (which
happens with probability p,). So, w’s marginal increase in her expected utility for this purchase
will be at least

polen —1) > ( cEn—1/3) (2\/CEn2/3 - 1) = 20En'/3 — \/Cegn~ /3 > Cgn'/? > Cf,

which shows that the w can strictly increase her expected utility in the deviation; a contradiction.

In case (2), let 7’ be a cut vertex that is the lowest common ancestor of vertices in H,.. If
r’ # r, we root the tree on r’ and repeat the process of finding heavy cut vertices. Note that
H, C H, since we might add some additional heavy cut vertices to H,  (vertices that used to
be ancestors of r' in T'). See Figures [21| and [22] for an example.

An example of re-rooting in case 2.
Heavy cut vertices in H are in red.
The small rectangles and circles de-
note blocks and cut vertices, respec-
tively. The triangles denote the sub-
. ) trees rooted at critical cut vertices. 211
Figure 21 Figure 22 is before and [22]is after re-rooting.

Observe that the vertices in H,, and the targeted cut vertices on the path from some v € H,~
to r’ (the new root) are the only possible heavy cut vertices in the tree. Let p, denote the
probability that some targeted cut vertex on the path from v to r’ is attacked when v € H,-.
We consider two cases: 2(a) Xyen,, po < n~1/3, and 2(b) Yoen, Do > n~1/3. We show that in
case 2(a) the welfare is as claimed in the statement of Theorem [5|and case 2(b) cannot happen.

In case 2(a), with probability of at least 1 — X,¢c3,,,py, the attack does not occur on a path
from any v € H,+ to r’. Thus, in these cases, the size of the largest connected component after
an attack is at least (1 — €)n. Hence the welfare in this case is at least

(1= > p) (=) = Coax = (1=072) (1= 26)n® = Chnae

veH,
- (1 - n*l/?’) <1 - 4;{?) n2 — Chax > 1% — (1 n 4\/(TE) n5/3 — Cax =12 — O (n5/3> .

Next, we consider case 2(b), namely X,ep ,py > n~1/3. Since |T,| > ne, we know that
|H,| <1/e. Therefore, there exists a v* € H,- such that

n-1/3
M|

by the pigeonhole principle. Also, since each v’ € H,- is a cut vertex, and is unimmunized, v’
must have a child block. Since unimmunized vertices are singletons, v" must be connected to
her child blocks through an immunized vertex.

By the choice of the root in H,s (i.e. the least common ancestor in #, before re-rooting),
there exists a v/ € H,» such that every time a heavy cut vertex on the path from v* to the
root is attacked then T« and T, end up in different connected components. Now, consider the
deviation that an immunized vertex w in T;» purchases an edge to an immunized vertex in T, .
Note that this deviation does not change the distribution of the attack. So after this deviation,
w would get an additional connectivity benefit of at least p,«(|T3/| — 1) — this benefit occurs
whenever there is an attack to a cut vertex on the path from v* to the root (which happens
with probability of p,«) and the connectivity benefit in this case is at least |T}/| —1 > (en — 1).
Moreover, the extra expenditure of w in this deviation is Cg. However,

>n/B3c=2 C’En_z/g, (1)

Do+ >

Po- (en — 1) > (2 C’En’z/?’) (2 Crn~3n — 1) — 40k — 24/Can~2/* > 205 > O,
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which shows that w can increase her expected utility strictly in the deviation; a contradiction.
O

F Connectivity and Social Welfare in Equilibria — Maxi-
mum Disruption Adversary

In this section we prove the analog results of Section |5l regarding the social welfare with respect
to the maximum disruption adversary. While the the results in this section look almost identical
to the statements in Section [5] we explicitly point out some of the differences. First, in Section
we could show that when Cg > 1, any non—trivia@ Nash or swapstable equilibrium network with
respect to maximum carnage adversary is connected, has targeted regions of size at most 1 and
enjoys high social welfare. While we suspect that all these statements hold for Nash equilibrium
networks with respect to maximum disruption adversary, we can only show that when Cg >
1 every non-trivial and connected Nash equilibrium network with respect to the maximum
disruption adversary has targeted regions of size at most 1 and enjoys high social welfare.
Hence, we leave the question of whether non-trivial Nash equilibrium networks with respect to
maximum disruption adversary are connected when Cg > 1 as an open question. Second, while
in the welfare results of Section [5| also hold for non-trivial swapstable equilibrium networks with
respect to maximum carnage adversary, we show that when Cg > 1, non-trivial swapstable
equilibrium networks with respect to maximum disruption adversary can be disconnected, can
have targeted regions of size bigger than one and in general can have pretty low social welfare.

Theorem 6. Let Cg > 1, and consider a Nash equilibrium network G with respect to the
mazximum disruption adversary. If G is non-trivial and connected, then the size of all targeted
regions, if there are any, is exactly 1.

Theorem 7. Let Cr > 1, and consider a Nash equilibrium network G = (V, E) with respect to
the mazimum disruption adversary over n vertices. If G is non-trivial and connected and Cg
and Cy are constants (independent of n), then the welfare of G is n> — O(n°/3).

Lemma 18. When Cg > 1, there exists a non-trivial swapstable (and hence linkstable) equilib-
rium network G with respect to the maximum disruption adversary such that G has more than
one connected component and some targeted regions have size strictly bigger than 1.

The example in the proof Lemma |18 immediately implies the following corollary.

Corollary 2. When Cg > 1, there exists a non-trivial swapstable (and hence linkstable) equi-
librium network G = (V, E) with respect to the mazimum disruption adversary such that the
welfare of G is O(n) where n = |V|.

F.1 Proof of Theorem

We first prove the following useful result which is the analog of Lemma [ for the maximum
disruption adversary.

Lemma 19. Let G = (V,E) be a Nash, swapstable or linkstable equilibrium network with
respect to the maximum disruption adversary. The number of targeted regions cannot be one
when |V| > 1.

Proof. So consider the case that there exists a unique singleton targeted vertex u. When G is
an empty graph then the same argument shows that u cannot exist. So suppose G is non-empty
and u is the unique singleton targeted vertex. So there is some immunized vertex v € V' \ {u}
who purchases an edge to some other v € V'\ {u,v}. Let B be the partition that v, v’ belong to.
Since v is best responding, it must be that |B| — C1 — Cg > 0, since v could choose to not buy
(v,v") and not to immunize for expected utility of at least 0. This implies that « cannot be best

22Remind that an equilibrium network is non-trivial if it contains at least one immunized vertex and one edge.
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responding in this case, since buying an edge to v and immunizing would give u an expected
utility of (|B] +1) — C1 — Cg > 1 > 0, a contradiction to G being an equilibrium.
O

We are now ready to prove Theorem [6]
Proof of Theorem @ Suppose not. Then there exists some targeted region 7 with |7| > 1. Note
that 7 is a vulnerable region such that an attack to 7 will minimize the social welfare in this
case. By Lemmal2] the subgraph of G on 7 forms a tree. Then, this tree must have at least two
leaves z,y € T. We claim that there is some vertex in 7 who would strictly prefer to swap her
edge to some immunized vertex in G rather than an edge which connects her to the remainder
of T.

Since G contains some immunized vertex (since G is non-trivial), any connection between T
and the rest of G is through immunized vertices. We consider two cases and show that none of
them is possible.

1. One of x ory buys her edge in the tree. Suppose without loss of generality x buys an edge
in the tree. Since G is connected, there exists an immunized vertex z which is connected
to some vertex in 7. If z is not connected to z, then x would strictly prefer to buy an
edge to z over buying her tree edge. This is because the targeted regions are not unique
in equilibria by Lemma [I9]and after the deviation all the previous targeted regions remain
targeted, no new targeted region would be added and the targeted region that z was a part
of would become non-targeted. So x’s utility would only strictly increase by this deviation;
a contradiction. So suppose z is connected to z. Then if y also bought her tree edge, she
would also strictly prefer an edge to z for the same reason. Observe that y cannot be
connected to z because one of the edges (z,z) or (y,2) would be redundant. So suppose
y did not buy her tree edge. Observe that y cannot be connected to z because one of the
edges (z,z) or (y,z) would be redundant. Now consider the edge that connects y to the
tree 7. Then y’s parent in the tree must have bought this edge; since Cg > 1, this implies
y must be connected to some immunized vertex 2z’ (or it would not be worth connecting
to y); Also observe that y’s parent can be connected to z because either the edge between
x and z or y’s parent and z is redundant. However, y’s parent would strictly prefer to buy
an edge to z’ over an edge to y. Thus, z cannot have bought her tree edge; either y or her
parent would like to re-wire if this were the case.

2. Neither x nor y buys her connecting edge in the tree. Since Cg > 1, both x and y must
have immunized neighbors (or their edges being purchased by z’s targeted parent and y’s
targeted parent would not be best responses by those vertices). Let z and 2’ denote the
immunized vertices connected to x and y, respectively. Note that z # 2’ otherwise one of
the edges (z,x) or (2/,y) would be redundant. But then, both z’s parent and y’s parent
in the tree 7 would strictly prefer to buy an edge to z and 2z’ rather than to z and y,
respectively.

O

F.2 Proof of Theorem
Before proving Theorem [7| we state Lemma [20] that would be useful in the proof.

Lemma 20. Let G = (V, E) be a connected graph with at least two immunized vertices. Suppose
the welfare is at least W with respect to the mazxzimum disruptionadversary when an attack starts
at any vertex v € V. Consider the graph G' = (V' E’) where V! =V and E' = E U (v, v2)
and v1 and ve are any two immunized vertices i.e., G' is the same as G with only an edge
added between vy and vo. Then the welfare is at least W — Cg with respect to the mazimum
disruptionadversary when an attack starts at any vertez v' € V' in G'.

Proof. The statement is trivial when E = E U (vy,v2). So suppose (vi,v2) ¢ E.
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e First, consider any vertex v € V that realizes the welfare W post-attack to v in G. Let
G1, ... Gy be the connected components in G\ {v}. If v; and vy are in the same connected
component, then G, . .. Gj, would be the also the connected components in G'\{v}. In such
case the sum of connectivity benefits remains the same while the collective expenditure
increases by Cg; so the welfare is W — Cg. Otherwise, v; and vy would be in different
connected components in G \ {v}. Without loss of generality, let Gy and G2 to be such
components, respectively. In this case G1 UG3, G3, ... G would be connected components
in G’ \ {v}. This means that after the attack to v in G’ the sum of connectivity benefits
only increases (since |G1 + Ga|?> > |G1]? + |G2|?). Since the collective expenditure also
increases by Cg, then the welfare is strictly bigger than W — Cf in this case.

e Second, consider any vertex v € V such that the welfare post-attack to v in G is W,, > W.
Now similar to the above case after adding the edge (v1,v2), the welfare in G’ after an
attack to v is either W,, — Cg or strictly bigger than W,, — Cg. And both of these values
are strictly bigger than W — Cg as claimed.

O

An immediate consequence of Lemma[20]is the following scenario. Let G = (V, E) be a non-
trivial and connected equilibrium network with respect to the maximum disruption adversary
when Cg > 1. By Lemma we know that the number of targeted regions (if there are any) in
G is strictly bigger thanl. Furthermore, By Lemma [6] we know that when G is connected the
targeted regions (if they exist) are singletons. So let u; and wus be two such targeted vertices in
(. Suppose there exist immunized vertices v; and v such that v; and ve remain in the same
connected component after an attack to u; but end up in different connected components after
an attack to ug. Now consider the graph G’ = (V', E’) where V! =V and E' = EU (v1,v2) i.e.,
G with added edge (v1,v2). Let T C V' be the set of targeted vertices in G’. Then uy € T’
and ug ¢ T7'. Furthermore, every vertex v € 7' was also a targeted vertex in G. So targeted
regions in G’ are also singletons.

Intuitively, the above describes a situation where after the deviation, the targeted regions
could be identified easily i.e., we only need to consider targeted regions before the deviation
and check which one of them remains targeted after the deviation. We use this observation
extensively in the proof of Theorem [7]

Proof of Theorem @ First of all, by Lemma |§| the size of targeted regions (if there are any)
in G is exactly 1. Also since there are at most 2n — 4 edges in G by Theorem [3| and the
number of immunized vertices is at most n, the collective expenditure of vertices in GG is at most
Chax = (2n — 4)0}3 + nCh.

Let T = (B UC,E’) be the block-cut tree decomposition of G. |§| The decomposition
has the nice property that an attack to a targeted vertex in any block of T' leaves G with a
single connected component after attack. However, an attack to a targeted cut vertex of T' can
disconnect GG. Due to the choice of the adversary, either targeted vertices are all in blocks, or
all cut vertices. In the former case, the statement of the theorem is immediate. In the latter
case, to analyze the welfare we only consider the targeted cut vertices in 7" and in particular
we only focus on targeted cut vertices of T' with the property that the attack on such a vertex
sufficiently reduces the size of the largest connected component in the resulting graph. More
precisely, let € = 2@/n1/3. We refer to a targeted cut vertex v as a heavy targeted cut vertex
(heavy for short when it is clear from the context) if after an attack to v, the size of the largest
connected component in G\ {v} is strictly less than (1 — e)n. We then show that the total
probability of attack to heavy targeted cut vertices is small if G is a non-trivial equilibrium.

23Recall that for any v € BUC, we denote T, to be the subtree rooted at v. We define the size of T}, (denoted by
|Ty|) to be the cardinality of the union of all the blocks and cut vertices in T,. In contrast to the standard convention
that cut vertices are also part of the blocks their removal would disconnect, we will assume throughout that cut
vertices are not part of the blocks to avoid overcounting.
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This implies that with high probability (which we specify shortly) the network retain a large
connected component after the attack and, hence, the welfare is high.

Root T arbitrarily on some targeted cut vertex r € C'. If there is no such cut vertex, then
the size of largest connected component in G after any attack is at least n — 1. So the social
welfare in that case is at least (n — 1)2 — Cmax and we are done. So assume r exists and consider
the set of cut vertices H, C C such that for all v € H,.

(a) v is targeted,
(b) |Ty| > en, and

(¢) no targeted cut vertex v’ € T, \ {v} has the property that |T;,/| > en (i.e., v is the deepest
vertex in the tree T, that satisfies property (b)).

Observe that each v € H, is a heavy targeted cut vertex (but there might be other heavy
targeted cut vertices in T that are not in H,.). We consider two cases based on the size of H,.:
(1) [Hr| =1 and (2) |H,| > 1. We first outline the structure of the proof as follows.

(1) [He|=1:
a H, = {r} where r is the root of the tree: In this case we show that the welfare is as
claimed.
b H, = {v} and v # r where r is the root of the tree: Let p, denote the probability
of attack to heavy targeted cut vertices on the path from v to r (including r and v).
Then
1 p, < /CrCin~'/3: In this case the welfare is as claimed.

2 Py >V CECI’H/_I/BZ

1 There exists a non-heavy targeted cut vertex: In this case we propose a bene-
ficial deviation for a vertex contradicting the assumption that the network was
an equilibrium.

2 All the targeted cut vertices are heavy: In this case we propose a beneficial
deviation for a vertex contradicting the assumption that the network was an
equilibrium.

(2) |H,] > 1: Let pr denote the total probability of attack to all the heavy targeted cut
vertices.

a pp <8 Crn~Y/3: In this case we show the welfare is as claimed.

b pr > 8/Cgn~1/3: In this case we propose a beneficial deviation for a vertex contra-
dicting the assumption that the network was an equilibrium.

Consider case (1) where |H,| = 1. Let H, = {v}. Consider the following two cases: 1(a)
v =7 and 1(b) v # r where r is the root of the tree.

In case 1(a), let p be the probability of attack to v. Now consider the deviation in which v
immunizes but maintains the same edge purchases as in her current strategy in G. Since G is
an equilibrium, v (weakly) prefers her current strategy to this deviation. The connectivity of
v after an attack to any targeted vertex other than v is at least n — en. So for v to not prefer
immunizing: p(n — en) < Cy. Furthermore, if any vertex other than v is attacked, the size of
the largest connected component after the attack is at least (1 — €)n. This implies the welfare
is at least

Ch

L T

) (1 —2€)n? — Chax
nA/3

nl/3 —2,/Cy

For case 1(b), observe that the targeted cut vertices on the path from v to r (the root of
T) are the only possible heavy targeted cut vertices in the network. ﬁ So let p, denote the

> n? — 4y/Cgn®/® — Crax = n% — O(n5/3).

24We count both v and r to be on the path.

49



probability that some heavy targeted cut vertex on the path from v to r (including r and v) is
attacked. We consider two cases: 1(b1) p, < /CiCgn~'/3, and 1(b2) p, > /CiCegn~'/3. We
show that in case 1(b1) the welfare is as claimed in the statement of Theorem [5| and case 1(b2)
cannot happen at equilibrium.

In case 1(b1), with probability 1 — p,,, the size of the largest connected component after the
attack is at least (1 — €)n. Hence the welfare in case 1(bl) is at least

(1= po) (1 =€) 1) = Crnax > (1 -V CICEn_1/3) (1 —2€)n? — Chax
- 4/Cx
= (1 -V CiCen 1/3> (1 RV ) n? — Crax
> n? = (/i +4y/C ) 07/ = G = 0% = O(n7%).

In case 1(b2), consider two sub-cases: 1(b2-1) there exists a targeted cut vertex v’ such that
after an attack to v the size of the largest connected component is at least (1 — e)n or 1(b2-2)
not.

Figure 23: Case 1(b2-1): All the heavy
targeted cut vertices are red and v’ is
a non-heavy targeted cut vertex. The
deviation involves an immunized vertex
in b to purchase to an immunized vertex
in b*.

Consider first case 1(b2-1). Notice that the heavy targeted cut vertices from v to r are
monotonic, in that some prefix of the targeted cut vertices on the path are heavy, and the
remaining suffix is not (though the suffix may be empty). Let v* be the most shallow heavy
targeted cut vertex on the path from v to r: then, all targeted vertices between v and v* are
heavy, and all heavy targeted cut vertices from v to r are between v and v*. Since v* is a cut
vertex, it has at least two child blocks; let b* be the one which isn’t on the path from v* to v.
Again, the connection of v* to b* must be through an immunized vertex; call that vertex w®.
Then, p, is equal to the probability that an attack will occur on the path from v to v*, since all
targeted vertices on that path are heavy (and all heavy targeted cut vertices are on that path).
Consider any child block b of v and let w be an immunized vertex in b (again w exists because
v is targeted). We will argue about the deviation of w* buying an edge to w. See Figure
In the figures in the proof, circles denote targeted cut vertices and rectangles denote blocks.
Triangles are used to represent the subtree of a heavy targeted cut vertex in H...

Let p be the probability of attack to any targeted vertex. Since v is a heavy targeted
cut vertex and v did not immunize then pen < Cy, so p < Cy/(en) = Cin~2/3/(2y/Cg), and
the same argument holds for any heavy targeted cut vertex on the path from v to v*. Since
Py > /CiCgn~'/3 there are p,/p > 21/Cg/Cin'/? heavy targeted cut vertices (all on the path
from v to v*). Let wu,+(2) denote the size of the connected component of w* after an attack to
vertex x. The utility of w* before this deviation is

Z D U (T) + Z D - Uy (x) — expenditure of w*.

x is heavy x is not heavy

After the deviation, Lemma [20] will imply that all targeted cut vertices between v and v* will
no longer be targeted. All of these targeted cut vertices are heavy, so w*’s utility will be exactly
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1
CUyx (T) — dit f w* — C
1 — Pr[attack on path from v to v*] Z Pty (z) = expenditure of w E

x is not on the path from v to v*

1
= > Uy (T) — diture of w* — C,
1—py P - Uy=(2) — expenditure of w B

x is not heavy
where the equality follows from the fact that the set of heavy targeted cut vertices is exactly
the set of all targeted vertices on the path from v to v*. The scaling in the utility after the
deviation was calculated by the observation that all non-heavy targeted cut vertices before the
deviation remain targeted and none of the targeted vertices on the path from v to v* remain
targeted after the deviation.
By definition, wy«(z) > n — en when z is not heavy. So

Z D Uy (x) > (N — en) Z p=Mn—en)(1l—p,).

x is not heavy x is not heavy

Also

Do /P

Z p'uw*(x)Spv(n_en)_pZ(i_l)

z is heavy

because there are p,/p heavy targeted cut vertices and each heavy targeted cut vertex cause
a loss in connectivity of at least en. Furthermore, as we traverse heavy targeted cut vertices
from v towards v*, the amount of loss in connectivity beyond en increases. We simply bound
this increment by 1 when we go to the next heavy targeted cut vertex on the path from v to v*
because there is at least one immunized vertex in each block between consecutive targeted cut
vertices.

We will now show that it is strictly beneficial for w* to buy this edge. We subtract the
utility w* gets without this deviation from the (lower bound on the) utility she gets with the
deviation, and will show that this difference is strictly positive:

(llpv_1> Y. puwe@— D pruw(®)—Cr

x is not heavy x is heavy

Do /P

> py(n—en)— pv(nfen)pr(ifl) —Cg

After simplification and replacing the bounds for p, and p,/p we get

Po/P Bu(Bo _ 1) 2
i —1)—Cgp=p2—2___~ _( L —Cgr=20g—-Cg=C 0
p;(l ) E=D D) E>4p E E E E>U,

which shows that w* buying an edge to w is strictly beneficial, so this cannot be an equilibrium.

Consider case 1(b2-2). Since no targeted cut vertex leaves a connected component of size
at least (1 — €)n, all targeted cut vertices are heavy. Thus, if p is the probability that some
targeted vertex is attacked, 1/p is the number of targeted vertices, which is also the number of
heavy targeted cut vertices.

Pick any child block of r that is not in the same subtree as v and call it b; b must exist
because r is a cut vertex so it has at least 2 child block. Let w be an immunized vertex in b; w
must exist because r is a singleton targeted vertex and can only be connected to non-targeted
regions through immunized vertices. Let v1 = v — v — v3 — ... — v = r denote the path
(ignoring the blocks and non-targeted cut vertices on the path). Consider the child block of vy,
on the path from v to r. Let b’ be such child block and w’ be an immunized vertex in b’ (similar
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Figure 24: Case 1(b2-2): Heavy targeted
cut vertices are in red and we denote
such vertices on the path from r to v by
v to v1. The deviation involves an im-
munized vertex in b to purchase an edge
to an immunized vertex in b’.

to the previous case, w’ exists because the targeted regions are singletons). Again, we consider
the deviation that w purchase an edge to w’ and show that it is beneficial. See Figure

Notice that k& = 1/p, and furthermore, since all targeted cut vertices are heavy, p, = 1.
After the deviation cut vertices vy /2, ..., v become non-targeted and cut vertices v1, ... v5/2-1
remain targeted by applying Lemma Furthermore, there are no other targeted vertices.

Let p be the probability of attack to any targeted vertex before the deviation. Since v
is a heavy targeted cut vertex and v did not immunize then pen < Cp or p < Ci/(en) =
Cin=2/3/(24/Cg). Since p, = 1 there are k = p,/p > n?/32,/Cg/Ct heavy targeted cut vertices
before the deviation. Let u.,,(x) denote the size of the connected component of w after an attack
to x. The utility of w before the deviation is

E p - Uy () — expenditure of w.
z is targeted in G

Let p’ be the probability of attack to any targeted vertex after the deviation. The utility of w
after the deviation is

Z P’ - uw(z) — expenditure of w — Cg.

z is targeted in G’

Note that by construction p’ > 2p. Also wy (v144) — tw (Vg /24144) > k/2 because there is at least
a block of size 1 between each consecutive targeted cut vertices before the deviation. Combining
these two facts and subtracting the second term from the first term we get

oo Puw@ = Y pruwl(@)—Cr

x is targeted in G’ z is targeted in G
’
=p E Uy (T) — p g Uy (z) + E uy(z) | —Cg
r=v;,i€k/2,k] r=v;,1€[k/2,k] r=v,,i€[1,k/2)

>2p Z Uy (X) — D Z Uy () + Z uy(x) | = Cg

r=v;,i€[k/2,k] r=v;,1€[k/2,k] r=v;,i€[1,k/2)
>p Y w@-p Y ) - Ce
x=v;,i€[k/2,k] z=v;,i€[1,k/2)

1/p 1/1
k s+ E k
>pY 5 —Co=ptl—"0 —Cp>7 —Cp>0,
i=1

because k is the number of heavy targeted cut vertices before the deviation which is at least
n?/32,/Cg/Ct (grows with n). So this deviation is strictly beneficial for w; a contradiction.

In case (2), let 7" be a cut vertex that is the lowest common ancestor of vertices in H,.. If
r’ # r, we root the tree on r’ and repeat the process of finding heavy targeted cut vertices. Note
that H, C H,, since we might add some additional heavy targeted cut vertices to H,  (vertices
that used to be ancestors of v in T).

Observe that the vertices in H,. and the targeted cut vertices on the path from some v € H,~
to r’ (new root) are the only possible heavy targeted cut vertices in the network. Let pr denote
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the total probability of attack to all the heavy targeted cut vertices. We consider two cases:
2(a) pr < 8/Cgn~'/3, and 2(b) pr > 8/Cgn~1/3. We show that in case 2(a) the welfare is as
claimed in the statement of Theorem [5| and that case 2(b) cannot happen.

First consider case 2(a). In this case, with probability of 1 — pg, the size of the largest
connected component after an attack is at least (1 — €)n. Hence the welfare in this case is at
least

(1= pr) (1 — ) n)® = Conax > (1 —8 cEnfl/?’) (1 - 26)n2 — Chax

- (1 — 8\/67137171/3) <1 — 4\/@) n? — Chax

ni/3

>n?— (8@+4@) n5/3—Cmax:n2—O<n5/3).

Next, we consider case 2(b), where pr > 8/Cgn~'/3. First, note that by re-rooting there are
at least two sub-tress of the new root r’ that contain heavy targeted cut vertices in H,. Second,
observe that by pigeonhole principle there exists a vertex v € H,, such that the probability of
attack to (heavy) targeted cut vertices on the path from v to ' (counting both v and r') is
at least 8y/Cgn~1/3¢ > 16Cgn~2/3 > 8Crn=—2/3. Let b be any child block of v and w any
immunized vertex in b. We propose a deviation for w that strictly increases her utility.

Before we describe the deviation, consider the subtree of r’ that contains v and let N denote
the size of the subtree. We first assume N < n—n’/% and relax this assumption later. Intuitively,
we would like to make targeted cut vertices that would cause w a connectivity loss of strictly
bigger than n®/6 /2 non—targeted Observe that all the heavy targeted cut vertices on the
path from v to r’ satisfy this property. Also other than the heavy targeted cut vertices on the
path from v to v’ there might be other vertices that would cause a connectivity loss of strictly
bigger than n5/6 /2 for w. So w’s deviation should make such targeted vertices non-targeted
as well. Furthermore, we would like to ensure that any targeted vertex that would cause w a
connectivity loss of at most n°/6 /2 targeted before the deviation would remain targeted after the
deviation. Let p denote the probability of attack to a targeted cut vertex before the deviation.
Such deviation implies that the connectivity benefit of w after the deviation is increased by at

least
(SCEn2/3 > n5/6
p
P 2

= 4C’En1/6

because there were at least 8Cgn~1/3/p targeted cut vertices which cause w to have a connec-
tivity loss of at least n5/¢ before the deviation (these are exactly the heavy targeted cut vertices
on the path from v to r'). Moreover, after the deviation the connectivity loss of w in any attack
is bounded by n®/6 /2. Finally, we need to guarantee that the deviation does not involve buying
a lot of additional edges for w. In what follows we propose a deviation with at most 2n'/®
additional edge purchases (for a cost of 2Cgn'/%) which shows that w’s deviation was beneficial;
a contradiction to network being an equilibirum.

First consider the subtrees of ' that do not contain v. If there are no targeted cut vertices
that would cause a connectivity loss of strictly bigger than n®/6 /2, w would purchase an edge
to an immunized vertex w’ in a child block " of 7’ that is not on the path from r’ to v. ¥V’
exists because r’ is a cut vertex and w’ € b’ exists because targeted regions are singletons. See
Figure This deviation by Lemma would only cause all the heavy targeted cut vertices
on the path from v to v/ (including v and ') to become non-targeted without adding any new
targeted vertex. Now suppose there are targeted cut vertices on the subtrees of r’ that do not
contain v which would cause w to have a connectivity loss of strictly bigger than n°/¢ /2. Let u
be one such cut vertex. Clearly an attack to any targeted vertex on the path from u to r’ would
also cause w to have a connectivity loss of strictly bigger than n®/6/2. We define a targeted
cut vertex u* in the subtrees of ' that do not contain v as troublesome if (1) an attack to any

2By connectivity loss of strictly bigger than n®/%/2 we mean that the size of the connected component of w after
the attack is strictly less than n — n®/%/2.
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Figure 25: The deviation for w € b is to
purchase an edge to w’ € b’. The red de-
note the targeted cut vertices that would
result in a connectivity loss of strictly
bigger than n®/6/2 for w.

Figure 26: The deviation for w € b is
to purchase an edge to wy* € by=. The
red denote the targeted cut vertices that
would result in a connectivity loss of
strictly bigger than n5/6/2 for w.

targeted cut vertex in T~ would cause w a connectivity loss of at most n°/6/2 and (2) an attack
to u* (and any targeted cut vertex on the path from u* to ) would cause a connectivity loss of
strictly bigger than n°/6/2 for w. Let U* be the set of all troublesome vertices in the subtrees
of 7 that do not contain v. Observe that |U*| < 2(n— N)/n®/6. This is because |T,~| > n®/6/2
for all u* € U* and the size of subtrees of 7’ that contain v is n — N. For any u* € U* let
by« denote the child block of u* and w,~ denote any immunized vertex in b,~. Consider the
deviation that w purchases an edge to wy«. See Figure This deviation by Lemma [20| would
make all the targeted cut vertices on the path from v to u* (including both v and u*) non-
targeted. Note that these are the only targeted vertices that would become non-targeted after
the deviation. Furthermore, by Lemma [20] the deviation does not add any new targeted vertex.
So max{1, |U*|} edge purchases guarantee that in the subtrees of ' that do not contain v all
attacks would cause a connectivity loss of at most n°/6/2 for w.

Figure 27: The red denote the tar-
geted cut vertices that would result in a
connectivity loss of strictly bigger than
n5/6/2 for w. The deviation is for w € b
to purchase an edge to wy, € by.

Now consider the subtree of 7’ that contains v. In this subtree other than the heavy targeted
cut vertices on the path from v to r’ there might be other targeted cut vertices that would result
in a connectivity loss of strictly bigger than n°/¢/2 to w. See Figure Again we define a
targeted cut vertex w in the subtree of r' that contains v troublesome if (1) an attack to any
targeted cut vertex in T, would cause w a connectivity loss of at most n°/6/2, (2) an attack
to u (and any targeted cut vertex on the path from w to ') would cause a connectivity loss of
strictly bigger than n°/6/2 for w and (3) u is not on the path from v to 7. Let U be the set of
all troublesome vertices in the subtree of 7 that contains v. Observe that |U| < 2N/n®/6. This
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is because |T,,| > n°/6/2 for all u € U and the size of subtree of 7’ that contains v is N. For any
u € U, let b, denote the child block of u and w, denote any immunized vertex in b,. Consider
the deviation that w purchases an edge to w,. See Figure This deviation by Lemma
would make all the targeted cut vertices on the path from v to u (including both v and u)
non-targeted. Note that these are the only targeted vertices that would become non-targeted
after the deviation. Furthermore, by Lemma [20] the deviation does not add any new targeted
vertices. So |U| edge purchases guarantees that all attacks in the subtree of 7/ that cause v
would cause a connectivity loss of at most n°/%/2 for w after the deviation.

So the total number of edge purchases in the deviation described for w is max{1, |U*|}+|U| <
2n! /6, as claimed.

Finally, we show that the assumption we made about N (the size of the subtree of r’ that
contains v) can be made without loss of generality. In particular we show that in case 2(b) there
exists a targeted cut vertex r* such that if we root the block-cut tree in r* then: (1) there exists
a v* € H, such that the probability of attack to the heavy targeted cut vertices on the path
from v* to r* is at least 8Cgn~2/% and (2) the size of the subtree of 7* that contains v* is less
than n — n®/6.

By contradiction, suppose not. Find a vertex v € H,» such that the probability of at-
tack to (heavy) targeted cut vertices on the path from v to ' is at least 8/Cgn~'/3/|H,/| >
8y/Cgn /3¢ = 16Cgn—2/3 (such vertex exists by pigeonhole principle). The choice of re-rooting
to r’ in case 2 guarantees that there exist a vertex v’ € H,» (v’ # v) such that v and v’ are
in different subtrees of r’. In particular the probability of attack on the path from v’ to v is
also at least 16Cgn~2/3. If |T,| (the size of subtree of v) is at least n®/¢ then we are done
because r* = v and v’ witness the property that we claim. Otherwise, we show that there exists
a targeted cut vertex r* on the path from v to r’ such that if we root the block cut-tree on r*
then either v or v’ satisfy the property we were looking for.

Note that in this case the size of subtree of 7 that contains v is at least n—n®/%. Furthermore,
IT,| < n®/S. Let r1,...,r) be the (heavy) targeted cut vertices on the path from 7/ to v. As we
move along from r; to 7 (increasing the index 7 in r; along the path) the size of the subtree of
r; that contains v decreases. Furthermore, as we move along from 7 to r; (decreasing the index
i in 7; along the path) |T,,| increases. So there exist ¢ and j such that (1) the size of subtree of
rj that contains v is less than n — n®/ for all i’ > i and (2) |T,,,| > n®/% for all j/ < j. Note
that either the probability of attack on the path from r; to 7’ or the probability of attack on the
path from r; to v is at least 16CEn~2/3/2 = 8Cgn~2/? (remind that the probability of attack
between v and v’ is at least 16Cgn—2/ 3). In the former case r* = r; and v witness the property
we claimed. In the latter case r* = r; and v’ witness the property we claimed. O

F.3 Proof of Lemma [18
Proof of Lemma[18 We consider the non-trivial network in Figure[28|and show that this network

Figure 28: An example of non-
d trivial swapstable (and hence
linkstable) equilibrium network
with respect to the maximum dis-

a
b e ruption adversary with more that
one connected component. Cg =
is a swapstable equilibrium network with respect to the maximum disruption adversary when

1.5 and C} = 6.5.
Cg = 1.5 and C} = 6.5. E By symmetry, we just consider the deviations in 5 types of vertices

26We point out that the network in Figure is not a Nash equilibrium network with respect to the maximum
disruption adversary because the immunized vertex of type (b) has a profitable Nash deviation which is to buy an
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denoted by (a)-(e) in Figure We show that none of the deviations can strictly increase the
utility.

For type (a) vertices the utility pre-deviation is is 9(4/5) 4+ 4(1/5) — Cg = 8 — Cg. The
deviations for such vertex are as follows:

1. dropping the purchased edge.

keeping the purchased edge and adding one more edge.
swapping the purchased edge.

immunizing.

dropping the purchased edge and immunizing.

keeping the purchased edge and adding one more edge and immunizing

A

swapping the purchased edge and immunizing.

In case 1, the utility would become 1 after the deviation so as long as Cg < 7, the deviation
is not beneficial.

In case 2, adding an edge to any vertex outside of the current connected component, would
result in the vertex of type (a) to form the unique targeted region. So the utility would become
—2Cg which is strictly less than the current utility. Adding an edge to a vertex inside of the
current component can make vertex (c¢) non-targeted. So the utility of type (a) vertex will
become 9 — 2CE after the deviation which is not beneficial since Cg = 1.5.

In case 3, swapping the edge to any vertex outside of the current connected component would
result in the vertex of type (a) to form the unique targeted region. So the utility would become
—C'g which is strictly less than the current utility. Swapping the edge to a vertex inside of the
current component will either not change the utility or make (c¢) the unique targeted vertex. In
the latter case, the utility of the vertex after the deviation would be at most 5 — Cg which is
strictly smaller than the current utility of 8 — Cg.

Type (a) vertices are not targeted, so immunization in case 4 only increases the cost without
adding any benefit.

In case 5, after dropping the edge, the vertex remains non-targeted so the deviation in case
1 strictly dominates the deviation in case 5.

In case 6, adding an edge to any vertex in a component outside of the current connected
component, would result in that component to be the unique targeted region; so the added edge
would not provide any direct benefits but it will cause the vertex of type (¢) to be non-targeted.
However, we showed in case 2 that this would not still be a beneficial deviation. Adding an edge
to a vertex inside of the current component of a type (a) vertex can make the vertex of type
(¢) non-targeted. However, again, this deviation is strictly worse than the deviation in case 2
because the vertex remain non-targeted after the deviation so the immunization is not needed.

In case 7, swapping the edge to any vertex outside of the current connected component would
result in that component to be the unique targeted region. So the utility of the type (a) vertex
after the deviation would become 1 — Cg — Cp which is strictly less than the current utility of
8 — Cg. Swapping the edge to a vertex inside of the current component will either not change
the utility or make (c) the unique targeted vertex. In the latter case, the utility of the vertex
after the deviation would be at most 5 — Cg — C1 which is strictly smaller than the current
utility of 8 — Cg.

For type (b) vertices, the utility pre-deviation is is 9(4/5) — C1 = 0.7 and the deviations are
as follows:

1. changing the immunization (with or without adding an edge).
2. adding an edge.

In case 1, the vertex would form the unique targeted region if she changes her immunization
(regardless of whether she adds an edge or not). So this case will not happen as long as the

edge to all the connected components with no immunization plus an additional edge to the other immunized vertex.
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current utility of type (b) vertex is strictly bigger than zero. Since the utility of type (b) vertex
is positive before the deviation, then the deviation is not beneficial.

In case 2, adding an edge to any vertex outside of the current connected component, would
result in that component to be the unique targeted region; so the added edge would not provide
any benefit. However, the added edge would result in vertex of The best edge in the current
component to purchase an edge to is the other immunized vertex. In this case the utility of type
(b) vertex would become 9 — C; — Cg < 9(4/5) — C1. So this deviation is not beneficial for the
type (b) vertex either.

Next consider the only type (c) vertex. The utility of such vertex is 9(4/5) — 2Cg. The
deviations of such vertex are as follows:

1. dropping one of the purchased edges.

keeping the purchased edges and adding one more edge.
swapping one of the purchased edges.

immunizing.

dropping one of the purchased edges and immunizing.

keeping the purchased edges, adding one more edge and immunizing.

A

swapping one of the purchased edges and immunizing.

In case 1, dropping the edge would make (c¢) non-targeted but her benefit after the deviation
would be 5 — Cg which is strictly smaller than 9(4/5) — 2Cg when Cg = 1.5.

In case 2, adding an additional edge to any vertex outside of the current connected compo-
nent, would make (c) part of the unique targeted region; so (c)’s utility after the deviation would
be —3CE which is strictly less than her current utility. Furthermore, in her current component,
(c) is already connected to both type (b) vertices. So adding an edge to any of type (a) vertices
again would result in (c) to form the unique targeted region; which is not beneficial.

In case 3, swapping one the edges to to any vertex outside of the current connected com-
ponent, would make (c) part of the unique targeted region; so (c)’s utility after the deviation
would be —2Cg which is strictly less than her current utility. In her connected component, if
(c) swaps one of her edges to a type (a) vertex, then again she would form the unique targeted
region; so this deviation is not beneficial as well.

In case 4, after the immunization, vertex (c) become non-targeted so her utility would be
9 — 2Cg — C1 after deviation which is strictly less than 9(4/5) — 2Cg when b = 6.5.

In case 5, after dropping an edge the vertex (c) becomes non-targeted. So this deviation is
strictly dominated by the deviation in case 1, which is also not beneficial.

In case 6, after immunization no vertex in the connected component of (c¢) is targeted so
adding an edge inside of her current component would be redundant. Outside of her current
component, adding an edge would form a unique targeted region which would result in only an
additional edge cost without any connectivity benefit for (c).

In case 7, swapping one the edges to any vertex outside of the current connected component
of (¢) would make that component the unique targeted region. (c)’s utility in this case would
be 5 — 2Cg — Ct which is strictly less than her current utility. Furthermore, after immunization,
no vertex in (c¢)’s connected component is targeted and (c) requires at least two edges to remain
connected to all the vertices in her connected component. So swapping an edge in this case
would not be beneficial as well.

For type (d) vertices, the utility pre-deviation is 7(4/5) — Cg. The deviations of one such
vertex are as follows:

1. dropping the purchased edge.
keeping the purchased edge and adding one more edge.
swapping the purchased edge.

immunizing

Al B

dropping the purchased edge and immunizing.
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6. keeping the purchased edge and adding one more edge and immunizing.
7. swapping the purchased edge and immunizing.

In case 1, the utility after the deviation would be 1 which is strictly less than the current
utility.

In case 2, adding an edge inside of her current connected component would be redundant.
Adding an edge to any other vertex would make the pre-deviation connected component of type
(d) vertex as the unique targeted region. In which case, her utility becomes —2Cg which is less
than her current utility.

In case 4, after immunization, no vertex in the current connected component of the type (d)
vertex remains targeted. Hence her utility would be 7 — Cg — C} after deviation which is less
than her current utility.

In case 3, swapping the edge to any other vertex in her current connected component would
not change (d)’s utility. Swapping her edge to any other connected component with no immu-
nized vertex would make (d) part of the unique targeted region. In which case her utility would
be —Cf; strictly less than her current utility. Swapping her edge to any vertex in the connected
component with the immunized vertex would make (c) the unique targeted region. In which
case (d)’s utility would be at most 5 — Cg which is strictly less than her current utility.

In case 5, after dropping the purchased edge, the type (d) vertex would not be targeted
anymore. So this deviation is strictly dominated by the deviation in case 1 which is also not
beneficial.

In case 6, after immunization, no vertex in the connected component of (d) remains targeted.
Adding an edge inside of her current connected component would be redundant. Adding an edge
to a connected component with no immunization would make such connected component the
unique targeted region. In which case the type (d) vertex achieves no connectivity benefit and
only suffers the linkage cost. Adding an edge to any vertex in the connected component with
immunization would make (c) the unique targeted region. In this case (d)’s utility would be at
most 11 — 2Cg — C which is still less than her current utility.

In case 7, swapping the edge to any other vertex in her current connected component would
not change (d)’s utility. Swapping her edge to any other connected component with no immu-
nized vertex would make that component the unique targeted region. In which case (d)’s utility
would be 1 — Cg — Cf; strictly less than her current utility. Swapping her edge to any vertex
in the connected component with the immunized vertex would make (¢) the unique targeted
region. In which case (d)’s utility would be at most 5 — Cg — Cp which is strictly less than her
current utility.

For type (e) vertices, the utility pre-deviation is 7(4/5). The deviations of one such vertex
are as follows.

1. adding an edge.
2. immunizing.
3. adding an edge and immunizing.

In case 1, adding an edge inside of her current connected component would be redundant.
Adding an edge to any other vertex would make the pre-deviation connected component of type
(e) vertex as the unique targeted region. In which case, her utility becomes —Cp which is less
than her current utility.

In case 2, after immunization, no vertex in the current connected component of the type (e)
vertex remains targeted. Hence her utility would be 7 — C} after deviation which is less than
her current utility.

In case 3, after immunization, no vertex in the connected component of (e) remains targeted.
Adding an edge inside of her current connected component would be redundant. Adding an edge
to a connected component with no immunization would make such connected component the
unique targeted region. In which case the type (e) vertex achieves no connectivity benefit and
only suffers the linkage cost. Adding an edge to any vertex in the connected component with
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immunization would make (c) the unique targeted region. In this case (e)’s utility would be at
most 11 — Cg — C} which is still less than her current utility. O]

G Convergence of Best Response Dynamics

We conjectured the general and fast convergence of swapstable (and linkstable) dynamics with
respect to maximum carnage adversary in Section [f] However, this conjecture needs some spec-
ification. In this section, we show in Example [5| that Nash (and also swapstable and linkstable)
best response dynamics can cycle. We again focus on the maximum carnage adversary and
show that cycles can happen in best response dynamics when we start from a specific initial
graph, the players best respond in a fix order and ties are broken adversarially. However, this
construction heavily relies on a worst-case rule for breaking best response ties, and thus we sus-
pect the more natural variant with randomized ordering and randomized tie-breaking converges
generally. Also, to our knowledge, standard potential game arguments do not seem to apply
here.

Figure 29: Figure 30:
Nash best re- The status

round 1

”.. sponse cycles ) of the first

m. with  respect round 2 ““ component at
to maximum round 3 ““ the beginning

. ... carnage ad- round 4 . . . . of thed ﬁrstf

““ versary. 6 rounds o

““ Cg = 7/6 and o5 @@ @ best response
Ct1 = 20. round 6 ““ dynamics.

Example 5. Consider the network in Figure (with all vulnerable vertices) with n = 20,
Cgr ="17/6 and C; = 20 to be the initial configuration in running the Nash best response dynamics.
If the wvertices Nash best respond in the increasing order of their labels, then there exists a
tie breaking rule which causes the best response dynamics to cycle with respect to a mazimum
carnage adversary.

Proof. Since the components are symmetric, we only analyze one of the components. Vertices 1
and 2 are currently best responding (although each has a deviation with the same payoff but we
break ties in favor of their current action). Vertex 3’s best response is to drop her edge. Vertex
4’s best response is to connect back to the same component she was a part of before vertex 3’s
best response. We break ties by forcing vertex 4 to purchase an edge to vertex 1.

After the first round, we are in the same pattern as before but the labels of the vertices are
different. So in the next round vertex 2 would drop her edge and vertex 3 would buy an edge to
vertex 4. In the third round, vertex 1 would drop her edge. In the fourth round, and vertex 2
would buy an edge to vertex 3. In the fourth round, vertex 4 would drop her edge. In the fifth
round, vertex 1 would buy an edge to 2, vertex 3 would drop her edge and vertex 4 would buy
an edge to vertex 1. So we are back in the same configuration that we were at the beginning or
round 2 (see Figure [29). O

Since we considered Nash best responses, but all the best responses chosen by the adversary
were linkstable deviations, Example [5| also shows that swapstable and linkstable best response
dynamics can cycle with respect to the maximum carnageadversray if the order of vertices who
best respond are fixed but the ties in the best responses of a vertex are broken adversarially.

We suspect that this phenomenon is the result of adversarial tie-breaking and/or the ordering
on the vertices as a similar observation has been made for the convergence of Nash best responses
in the original reachability game [4]. We point out that in our experimental results in Section @
we used a fixed tie-breaking rule and yet the simulations always converged to an equilibrium.
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